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CHAPTER 6

SCOPING INTANGIBLE PROLIFERATION  
RELATED TO PEACEFUL NUCLEAR PROGRAMS: 

TRACKING NUCLEAR PROLIFERATION  
WITHIN A COMMERCIAL NUCLEAR  

POWER PROGRAM 

Susan Voss

INTRODUCTION

It requires an estimated 3,000 people to construct a 
large commercial nuclear power plant and 800 to 900 
people to operate two 1,000-megawatt-electric (MWe) 
light water reactors. If a country has a reactor built by 
a commercial company or a consortium from another 
country, there is a large exchange of experts working 
together from both countries. This includes training 
for language skills, experts on sites, safety experts, 
reactor and balance-of-plant design, and plant opera-
tions, to name just a few. Construction and manufac-
turing of the reactor system requires that the plant 
construction contractor provide highly skilled labor 
and technical expertise on-site to ensure the work 
meets nuclear quality assurance standards. There-
fore, the construction process brings together experts 
with backgrounds in many different fields and varied  
levels of education and skill.

One of the key proliferation concerns is that a coun-
try may choose to develop a commercial nuclear pow-
er program as a means of concealing nuclear weapons 
development by exploiting direct contact with nuclear 
experts in another country in order to obtain nuclear 
weapons-related information and produce nuclear 
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weapons-useable materials and equipment. There are 
historic cases where nuclear power development has 
been used as a front for a nuclear weapons program, 
and technology has also been transferred within the 
framework of nuclear research outside of formal inter-
national agreements. The purpose of this chapter is to 
discuss the systematic tracking of information needed 
to follow and interdict nuclear proliferation and the 
difficulties in doing this work. A summary of technol-
ogies that have reportedly been illicitly transferred to 
Iran are provided as an example.

NEW CONSTRUCTION

During the past 15 years or so, there have been a 
number of surprises in the field of nuclear prolifera-
tion, including the discovery of the construction of the 
Syrian research reactor with the Democratic People’s 
Republic of Korea’s (DPRK) support; the recent re-
ports that China provided Pakistan nuclear material 
and the design for a weapon; the Khan network pro-
viding uranium enrichment equipment and expertise, 
along with nuclear weapons design information, to 
Libya, the DPRK, Iran, and a still unnamed fourth 
nation; and the surprising advancements within the 
Iranian nuclear program that were revealed by a dis-
sident group—including heavy water production, the 
operation of a heavy water reactor, and uranium en-
richment using centrifuge technology. These examples 
point to the difficulties faced by the nonproliferation 
community in tracking illicit nuclear agreements and 
transfers of technology, which have steadily grown 
with the advent of global trade. The potential trans-
fer of technology is a more significant issue in nuclear 
weapons states where nuclear institutions and educa-
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tion centers work on technology that can be used for 
nuclear weapons materials production, nuclear weap-
ons design, and nuclear weapons testing. Therefore, 
to help clarify the problem of technology transfers, the 
issue can be divided into three categories: nuclear ma-
terials, nuclear weapons, and nuclear weapons testing.

NUCLEAR MATERIALS

The construction of a nuclear power plant requires 
the exchange of scientists, engineers, material scien-
tists, and technicians between two countries unless it is 
being built with indigenous technology. This affords a 
country that may have the production of nuclear ma-
terial for a nuclear weapon as its ultimate goal an op-
portunity to have direct contact with nuclear experts 
in other countries and the possibility of establishing 
outside contracts or agreements.

Nuclear weapons materials production is a rather 
broad category that includes uranium mining and con-
version, uranium enrichment, fuel pin manufacturing, 
the operation and construction of research reactors, 
reprocessing spent fuel, and plutonium production. 
Often, knowledge of these key technical areas coex-
ists at the institutes, companies, and educational cen-
ters involved in commercial nuclear power since the 
processes for producing nuclear power and nuclear 
weapons materials utilize complementary technolo-
gies and capabilities. Also, some of the manufacturing 
organizations work on many different technologies 
and may have expertise in manufacturing what are 
called dual-use capabilities. What this implies is that, 
given a cooperative agreement to construct a nuclear 
power plant, a country seeking a nuclear weapons ca-
pability will have an increased probability of having 
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access to experts, institutions, companies, and educa-
tional centers that have expertise in the production of 
nuclear materials that could be used for weapons.

Given the large quantity of people, equipment, and 
correspondence—over 1,000 people; tens of thousands 
of pieces of equipment; and tens of thousands of docu-
ments, drawings, and communications—involved in 
the design and construction of a nuclear power plant, 
it is possible that a country seeking a nuclear weap-
ons capability could use a nuclear power plant as a 
cover to obtain information on nuclear materials pro-
duction. That said, it is ironic to note that the Syrian 
research reactor, reportedly being built with the help 
of the North Koreans, was not noticed, in part because 
Syria’s partnership with the DPRK was unknown, 
and therefore Syria was not under the same scrutiny 
to which a country suspected of developing a nuclear 
weapons capability would be subjected. Examples of 
nuclear material pathways include the following:

1. Pakistan chose the highly enriched uranium 
(HEU) path based upon the illicit use of information 
obtained from the commercial URENCO plant. It has 
since built heavy water research reactors for the pro-
duction of plutonium.

2. The DPRK chose a plutonium path, using spent 
nuclear fuel from its 5-MWe research reactor. There 
are recent reports that it is pursuing the HEU op-
tion, using centrifuge technology reportedly obtained 
through the Khan network.

3. Syria was possibly pursuing a plutonium path 
using the research reactor it was developing with 
North Korea.

4. South Africa chose an HEU path with support 
from Israel.
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5. Iran appears to have chosen a multipronged 
approach for HEU production—including the use 
of centrifuge technology obtained through the Khan 
network and, early in its program, laser enrichment—
while simultaneously pursuing possible plutonium 
production through its heavy water research reactor. 
Iran obtained much of its technological base through 
interactions with Pakistan’s Khan network, China, 
and Russia.

6. Libya was pursuing an HEU path with centri-
fuge technology purchased from the Khan network.

These examples are included to illustrate the dif-
ferent pathways taken by some countries pursuing 
nuclear material production capability. Of the coun-
tries that have pursued, or appear to have been pur-
suing, a nuclear weapons capability during the past 
15 years, Iraq, Syria, and Libya had nuclear research 
programs but not a civilian nuclear power program, 
whereas North Korea and Iran developed fuel cycle 
capabilities and nuclear power programs as the cor-
nerstone for their broader nuclear research. Both the 
North Koreans and Iranians received nuclear training 
in Russia. It is reported that more than 300 North Ko-
rea nuclear specialists of various qualifications were 
trained at various Soviet institutes of higher educa-
tion. These facilities included the Moscow Engineer-
ing Physics Institute (MEPhI), the Bauman Higher 
Technical School, the Moscow Energy Institute, and 
other educational establishments. Some of the nuclear 
specialists worked at the Joint Institute for Nuclear 
Research in Dubna and the Institute of Physics and 
Power Engineering in Obninsk.1 Specific examples 
of Iranians training in Russia are referenced in the  
following text.
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NUCLEAR WEAPONS AND WEAPONS TESTING

The second category of nuclear weapons expertise 
represents a much smaller core group of individu-
als, institutions, companies, and educational centers. 
While these groups may still be involved in the com-
mercial nuclear power business, they are far fewer in 
number and generally work within a secure or classi-
fied environment.

According to Jeffrey Richelson, “While thousands 
were involved in India’s nuclear program, only 50 
to 75 scientists were actually part of the effort to de-
sign and build an explosive device.”2 (See Figure 6-1.) 
The number of individuals with specialized nuclear 
materials production and weapons knowledge is a 
relatively small fraction of those with knowledge in 
nuclear power plant construction, manufacturing, and 
operation.

Figure 6-1. Individuals with Specialized Nuclear 
Materials Production and Weapons Knowledge 
Compared to Those with Knowledge in Nuclear 

Power Plant Construction, Manufacturing, 
and Operation.

NW Expertise

NM Expertise

NPP Expertise and 
Manufacturing
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Finally, the third category, nuclear weapons test-
ing, also has a reduced number of people working 
within the civilian nuclear power business, but cross-
over is still possible. More difficult to trace are the 
affiliated organizations or front companies for the 
weapons laboratories that provide specialized exper-
tise in support of nuclear weapons work and testing.

EXISTING AND NEW NUCLEAR  
POWER PLANT CONSTRUCTION

According to the World Nuclear Association 
(WNA), there are 435 nuclear power reactors operat-
ing in 30 countries, plus Taiwan, representing 2,630 
billion kilowatthours (kWh) in 2010 figures, or around 
14 percent of the world’s electricity.3 There are cur-
rently 60 new reactors under construction in 14 coun-
tries, including some countries with existing nuclear 
power capability: the United States, Canada, Finland, 
France, the United Kingdom (UK), Romania, Slovakia, 
Bulgaria, Russia, South Korea, Japan, China, Pakistan, 
and India. Nations that are far along in their planning 
for a commercial nuclear power capability include Po-
land, Kazakhstan, the United Arab Emirates (UAE), 
Jordan, Turkey, Vietnam, Indonesia, and Thailand.4 
Overall, there are “45 countries actively considering 
embarking upon nuclear power programs which do 
not currently have it.”5 According to the WNA, the 
following countries are actively considering nuclear 
power programs (NPP):

•	� In Europe: Italy, Albania, Serbia, Croatia, Por-
tugal, Norway, Poland, Belarus, Estonia, Lat-
via, Ireland, and Turkey.
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•	� In the Middle East and North Africa: Iran, Gulf 
states including the UAE, Saudi Arabia, Qa-
tar and Kuwait, Yemen, Israel, Syria, Jordan, 
Egypt, Tunisia, Libya, Algeria, Morocco, and 
Sudan.

•	� In West, Central, and Southern Africa: Nigeria, 
Ghana, Senegal, Kenya, Uganda, and Namibia.

•	� In South America: Chile, Ecuador, and  
Venezuela.

•	� In Central and Southern Asia: Azerbaijan, 
Georgia, Kazakhstan, Mongolia, Bangladesh, 
and Sri Lanka.

•	� In Southeast Asia: Indonesia, Philippines, Viet-
nam, Thailand, Malaysia, Singapore, Australia, 
and New Zealand.

•	 In East Asia: North Korea.

Of the 14 countries with new reactors under con-
struction, seven of them—the United States, France, 
the UK, Russia, China, Pakistan, and India—are al-
ready nuclear weapons states; and two of the seven 
nonweapons states, Japan and Canada, have exper-
tise in the production of weapons-usable materials. 
Both countries are under International Atomic Energy 
Agency (IAEA) safeguards. Primary reactor design, 
manufacturing, and construction are from private 
commercial, or state-owned companies within the 
United States, Canada, France, Russia, South Korea, 
and Japan.6

TRACKING PROLIFERATION

Therefore, given the increase in new countries seek-
ing a civilian nuclear power program and the potential 
for increased interaction with individuals, companies, 
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organizations, institutions, and educational centers 
with nuclear production expertise and technology, 
and to a lesser extent with those with expertise in 
nuclear weapons and testing, we have to ask, What 
do we need to do to track proliferation in this envi-
ronment? If we estimate that there are thousands of 
people working on a nuclear power plant within the 
country building the plant, several thousands more 
visiting that country, thousands of pieces of equip-
ment being shipped, and thousands of documents and 
communiqués being generated, is it possible to find il-
licit activity between nations, institutions, companies, 
or even between individuals?

A “systems approach” is required to set up an in-
frastructure to track nuclear proliferation and identify 
potential gaps or discrepancies. The key to the effort is 
gaining an understanding of the fundamental govern-
mental and organizational structures for each country 
involved in receiving or transferring nuclear technol-
ogy. Without an understanding of the organizational 
structures, it is impossible to understand the relation-
ship between people, companies, technologies, proj-
ects, and other important indicators of proliferation. 
Creating a detailed understanding of an organization 
and identifying the key people takes a significant 
amount of time and effort.

Once a model is established, it is important to keep 
it current as changes are made—i.e., a dynamic sys-
tems model or living document. Once organizational 
structures are established, additional information—
such as relationships, publications, history, timelines, 
technologies, and projects—can be correlated. Time-
lines are critical for gaining a spatial understanding 
of the inter-relationship between technology devel-
opment and a country’s overall capability. Relation-
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ship charts help to map interactions between differ-
ent organizations, groups, and individuals, thereby 
providing possible ties between military and civilian 
interests. Tracking past relationships can provide in-
sights into current transactions as well. Maps, mate-
rial/facility flow sheets, organization charts, and rela-
tionship charts all provide an integrated picture that 
incorporates thousands of pieces of information and 
can capture the state of knowledge at that moment.

Given the obvious need to develop not only in-
depth tracking but also integrated systems thinking, 
why is this not accomplished more often? Interestingly, 
one of the primary concerns has to do with the power 
dynamics and the interests of the individual analyst. 
A nonproliferation analyst is noted for the research he 
or she performs on a specific topic and therefore, in a 
sense, the analyst owns that piece of the puzzle. When 
an analyst surrenders it to a larger model, it results in 
a loss of power and a place at the table. Therefore, one 
of the keys to developing extended systems thinking 
is finding a way to ensure that each analyst has a place 
in the larger picture.

Yet, even establishing an understanding of the or-
ganizational dynamics does not guarantee there will 
be a clear path for action. For example, it was never 
clear what role former President Pervez Musharraf or 
the military may have played in the Khan network.
There are many similar examples where the line of 
information ends and it is indeterminable as to why; 
in other words, is it because there are no further con-
nections and links, or might it simply be that we were 
unable to obtain additional information?
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Example: Iran’s Nuclear Program.

The Iranian nuclear program is used as an example 
of a nation whose civilian nuclear program has been 
identified as providing cover for illicit activity.7 To 
understand their nuclear program, it is important to 
establish the organizational relationships of the Irani-
an government, the military, and the religious leader-
ship. To gain a systems perspective of Iran’s program, 
a model of the organizations that work with nuclear 
technology or nuclear policy and their inter-relation-
ships needs to be built. The Atomic Energy Organiza-
tion of Iran (AEOI) has the lead for civilian nuclear 
development, including uranium mining, conversion, 
fuel fabrication, research reactors, the Bushehr nuclear 
power plant, and uranium enrichment. The AEOI has 
its headquarters in Tehran and operates a number of 
different facilities and research centers throughout 
Iran. A good summary of the AEOI organization, ca-
pabilities, and facilities is provided by Dr. Ghannadi-
Maragheh in his 2002 paper.8

Since February 13, 2011, the director of the AEOI 
has been Dr. F. Abbasi-Davani. He has a dual role as 
head of the AEOI and Vice President of Iran. The dual 
appointment shows the importance of the nuclear 
program within Iran. Information on the military di-
mension to Iran’s nuclear program has emerged in 
the past 10 years or so. Dr. Abbasi-Davani has been 
linked to the military side of Iran’s government. Ac-
cording to the Institute for Science and International 
Security (ISIS),9 “Prior to his appointment as AEOI 
head, he chaired the physics department at Tehran’s 
Imam Hossein University, which is linked to the Ira-
nian Revolutionary Guard Corps (IRGC) and work on 
nuclear weaponization.” Dr. Abbasi-Davani’s unique 
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role of being linked to the military aspect of the weap-
ons program and his recent placement as the head of 
the AEOI may indicate the Iranian government’s deci-
sion to ensure closer ties between civilian and military 
nuclear development. Both the IRGC and regular mili-
tary are subordinate to the Ministry of Defense and 
Armed Forces Logistics (MODAFL). MODAFL and 
IRGC have a number of affiliated institutions, univer-
sities, and businesses, including the Imam Hossein 
University in Tehran, Shahid Behreshi University, In-
stitute of Applied Physics (IAP) (formerly the Physics 
Research Center [PRC]), and many others.10 The Na-
tional Council of Resistance of Iran (NCRI) provides 
additional background on Iran’s nuclear program, 
and in 2004, it made the claim that the P2 centrifuge 
technology development program was not under the 
AEOI but rather the military.11

Developing highly advanced organization charts of 
both the civilian and military governmental structures 
with ties to companies, institutions, technologies, and 
key individuals makes it possible to observe patterns 
and relationships that would otherwise be missed. 
Figures 6-2 and 6-3 are organization charts prepared 
by the IAEA on Iran’s military program. Their detail 
reflects a significant effort to piece together informa-
tion over many years.
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Figure 6-2. IAEA Organization and Flow Chart
of the Military Side of Iran’s Nuclear Program.12

Figure 6-3. IAEA Chart of the Iranian Military  
Program Departments, Projects, and Centers.13

What is interesting about the MODAFL organiza-
tion structure developed by the IAEA, as shown in 
Figures 6-2 and 6-3, is that it implies that nuclear re-
search, although considered to be under the AEOI, the 
civilian branch of the Iran nuclear program, may fall 
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either completely or in part under the military orga-
nization, MODAFL, instead. The implications of this 
governmental structure are that the technologically 
critical infrastructure to producing weapons material 
is actually part of the military infrastructure rather 
than the civilian infrastructure. This is a wonderful ex-
ample of integrating information over time and across 
different venues, including organizations and tech-
nologies. It provides a powerful overview of Iran’s 
nuclear program in two simple charts.

Iran Nuclear Program and International  
Agreements.

Iran has worked primarily with Pakistan’s Khan 
network, China, and Russia in establishing its broad 
based nuclear capability. To understand Iran’s prolif-
eration pathways would require establishing detailed 
knowledge of the Pakistani nuclear program; the 
Khan network with associated people and businesses; 
and Russia and China’s civilian and military nuclear 
complex, institutions, companies, and technologies. 
This is a thoroughly complex and daunting task.

Russia’s nuclear organization, Rosatom, is a highly 
complex organization consisting of governmental of-
fices, technical and research institutes, design insti-
tutes, large-scale manufacturing and testing, materi-
als development, nuclear reactor operation, nuclear 
weapons stockpile maintenance, materials production, 
universities with expertise in nuclear training, banks, 
and many other entities. During the 1990s, Russia was 
in a state of transition and economic chaos and had 
less control over its nuclear institutes, which opened 
up possibilities for technology transfer.
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Its current organization chart is diverse and mul-
tifaceted. Many of the technical institutes also have 
affiliated private companies called limited liability 
companies, or LLCs. The predecessor organization to 
Rosatom signed the agreement with Iran to complete 
the unfinished Bushehr nuclear power plant back in 
the mid-1990s. This baseline agreement resulted in 
additional agreements for language training, nuclear 
physics and engineering education, reactor opera-
tions, nuclear safety, and others.

Training was included as part of the Bushehr 
Nuclear Power Plant agreement between Russia and 
Iran. The following list provides just a few specific ex-
amples of the sites and number of people identified 
for training and construction at the Bushehr Nuclear 
Power Plant (BNPP):

•	� July 22, 1989, and August 25, 1992: Russia and 
Iran establish training agreement with Zaru-
bezhatomenergostroi (later to become part of Ro-
satom) to train up to 100 Iranians per year.14

•	� 1993-95: 18 Iranians reported to have completed 
their master’s degrees at the Russian All-Union 
Research Institute for Power Plant, Moscow 
(possibly N.A. Dollezhal Scientific Research 
and Design Institute of Energy Technologies 
(NIKIET).15

•	� 1995: Within the 1995 Bushehr reactor agree-
ment, 10-20 students trained per year in Rus-
sian schools such as the Kurchatov Institute of 
Atomic Energy (KIAE), MEPhI, and Novovo-
ronezh  Nuclear Power Plant.16

•	� 1998: Began training Iranians on reactor op-
erations at the Novovoronezh Nuclear Power 
Plant; by 2001, a total of 342 Iranians had  
been trained.17



164

•	� 1998: Iranian student trained at the Mendelev 
Institute of Chemical Technology.18

•	� 2003: Up to 200 Iranians trained at Obninsk 
Atomic Energy University, where they learned 
basic skills in operating the BNPP.19

•	� Published estimates of the number of workers 
at the BNPP construction site:

	—  �1998: 700 Russians working at the BNPP 
site.20

	—  ��2002: Approximately 3,900 Russians and 
Iranians working on the BNPP; another 
source reports there were 1,200 Russians 
and Ukrainians.21

•	� Published estimates of the amount of equip-
ment shipped to Iran from Russia:

	 —  ��By the end of 2002: 5,000 tons of equipment 
had been delivered to the BNPP.22

	 —  ��2003: 7,000 tons of equipment had been de-
livered.23

	 —  ��2000-05: large pieces of equipment were 
shipped to Iran. This includes the reactor 
vessel, steam generators, turbine, piping, 
and other large equipment needed for the 
system.

•	� By 2008: A total of 82 megatons of fuel enriched 
up to 3.62 percent U-235 were delivered to the 
BNPP.24

In summary, given the number of Iranians receiv-
ing training at Russian nuclear institutes, the num-
ber of Russians traveling to and living in Iran for the 
construction of the BNPP, and the massive amount of 
equipment shipped from numerous manufacturing 
centers throughout Russia, it was possible for nuclear 
proliferation activity to go undetected and unchecked 
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within the civilian nuclear power umbrella. Quite 
simply, the amount of exchange of people, equipment, 
and documentation between two nations engaged in 
the purchase and construction of a nuclear power 
plant is large. Tracking nuclear proliferation is highly 
complex, difficult to unravel, and time- and person-
nel-consuming.

ISSUES WITH TECHNOLOGY TRANSFER

According to the intelligence community (IC) un-
classified report to Congress in September 2001:

These projects [referring to Russian projects with 
Iran] will help Iran augment its nuclear technology 
infrastructure, which in turn would be useful in sup-
porting nuclear weapons research and development. 
The expertise and technology gained, along with the 
commercial channels and contacts established—par-
ticularly through the Bushehr nuclear power plant 
project—could be used to advance Iran’s nuclear 
weapons research and development program.25

This document specifically flags the U.S. concern 
over the use of the BNPP to support Iran’s nuclear 
weapons program.

The IC has since changed its position, stating that 
since 2003, it believes that Iran has ended nuclear 
weapons development. From the 2007 IC unclassified 
assessment to Congress:

Analysis of events and activities associated with the 
Iranian nuclear program during the reporting period 
has yielded the following conclusions: We assess that 
Iran had been working to develop nuclear weapons 
through at least fall 2003, but that in fall 2003 Iran 
halted its nuclear weapons design and weaponization 
activities, and the military’s covert uranium conver-
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sion-and enrichment-related activities. We judge that 
the halt lasted at least several years, and that Tehran 
had not resumed these activities as of mid-2007.26

Since the BNPP agreement in 1995, there have been 
a number of projects reported in the press and by 
nongovernmental organizations as illicit technology 
transfers among Iran and Russia, China, and the Khan 
network for nuclear materials production and nuclear 
weapons design and testing. Nuclear materials pro-
duction projects include: atomic vapor laser isotope 
separation (AVLIS), heavy water (HW) production, 
HW research reactor (HWRR), centrifuge enrichment 
technology, and uranium-hexafluoride (UF6) gas for a 
centrifuge cascade. Weapon-related capabilities iden-
tified include high explosives (HE) technology and 
expertise, high-speed cameras, and containment ves-
sels for weapons testing. A short summary of each is 
provided here.27

Nuclear Material Production Technologies.

•	� Russia-Iran AVLIS: During early-2000s, the 
U.S. and Russian governments engaged in dis-
cussions concerning the transfer of an AVLIS 
system from Russia to Iran. According to the IC 
unclassified report to Congress: 

A component of the Russian Ministry of 
Atomic Energy (MINATOM) contracted with 
Iran to provide equipment clearly intended for 
AVLIS. The laser equipment was to have been 
delivered in late-1999 but continues to be held 
up as a result of U.S. protests. AVLIS technol-
ogy could provide Iran the means to pro-
duce weapons quantities of highly enriched  
uranium.28 
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Minatom, the predecessor organization to 
Rosatom, had evaluated that the equipment 
could not be used for uranium enrichment but 
agreed to stop the transfer to Iran under U.S. 
pressure. Reportedly the AVLIS equipment 
was designed and manufactured at a Rosatom 
Institute, the Yefremov Scientific Research In-
stitute for Electrophysical Apparatus in St. 
Petersburg.29 Discussions in laser technology 
were part of the Russia-Iran technical agree-
ment from 1995.

•	� Russia-Iran HW Production and HWRR: It was 
reported that prior to 1999, the Mendeleyev 
Russian Chemical-Technological University 
provided information on HW technologies 
to Iran30 and in  December 1998, . . . press ar-
ticles citing U.S. intelligence sources reported 
that Russia’s Research and Design Institute 
of Power Engineering (NIKIET) and the Men-
deleyev University of Chemical Technology 
were negotiating to sell Iran [a] 40-MWt heavy-
water research reactor and a UF6 uranium  
conversion plant.31 

	� Mendeleyev University, as noted earlier, was 
also training an Iranian student.

	 — �NIKIET was identified as the U.S. focus of 
concern.32 NIKIET and the Mendeleyev in-
stitute were subsequently placed under U.S. 
sanctions in January 1999; they have since 
been removed from U.S. sanctions. Since 
these earlier revelations in the early-1990s, 
ISIS released a technical note in 2009 with 
information on Iran’s HWRR, claiming that: 
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Based on interviews with knowledgeable 
officials, NIKIET and a Russian company in 
Obninsk provided technology for the Arak 
reactor. This assistance included modifying 
the design of a RBMK fuel rod bundle for 
use in the Arak heavy water reactor. As a re-
sult of U.S. pressure, this assistance for Arak 
stopped in the late-1990s.33 

	� This provides further confirmation of NIKIET’s 
role in the HWRR and identifies a Russian com-
pany in Obninsk as providing technology.

	 — �As noted earlier, in 2003, there were up to 200 
Iranians trained at Obninsk Atomic Energy 
University, where they learned basic skills 
in operating the BNPP.34 This places Iranian 
students in the same town as the company 
that ISIS identifies as providing technology 
for the HWRR at Arak. Both the HW pro-
duction plant and HWRR project were kept 
hidden from the IAEA through the use of 
front companies until revealed by an Iranian 
opposition group in August 2002.35 Tehran 
claims it needs the Arak facility to produce 
isotopes for medical purposes,36 and that “as 
of October 2008, Iran had not yet installed 
equipment in the hot cells, including ma-
nipulators and specialized windows”37 that 
could be used for isotope production.

•	� China-Iran Uranium-Hexafluoride: In Febru-
ary 2003, IAEA Director General Mohamed El-
Baradei was shown the 164-centrifuge cascade 
uranium enrichment facility at Natanz, and it 
was revealed that the Iranians had received 
1,000 kilograms (kg) of natural UF6 gas from 
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China in 1991.38 This information had previ-
ously been concealed.39 The Chinese provided 
a significant amount of expertise, technology, 
and facility design for Iran’s civilian nuclear 
complex within the Iranian IAEA safeguards 
agreement. Yet, the transfer of the UF6 gas is 
an example of nuclear material transferred out-
side of the legal IAEA declaration.

•	� Pakistan Khan Network-Iran Centrifuge Ura-
nium Enrichment: Perhaps one of the more sur-
prising stories of proliferation was the transfer 
of technology and expertise from the Khan net-
work to Iran’s nuclear program, which began 
as early as 1985 when Dr. Khan met with the 
Iranians in Dubai and provided detailed con-
struction plans and two centrifuges diverted 
from Kahuta.40 This was followed by the sup-
ply of “two containers of surplus Pakistan cen-
trifuge equipment to Iran in 1994 and 1995 for a 
payment of $3 million.”41 The centrifuges have 
been the basis for Iran’s uranium enrichment 
program, which has continued to advance  
technically.

	 — �It is interesting to note that during nuclear 
negotiations with the Russians in 1995, the 
Iranians requested the purchase of a centri-
fuge uranium enrichment facility. Reported-
ly, the Russians had planned on providing 
the centrifuge technology but opted not to 
do so after the United States pressed them to 
end the agreement.

	 — �Later, in December 1998, NIKIET and Men-
deleyev University of Chemical Technology 
were reportedly negotiating with Iran over 
the sale of a facility to convert uranium into 
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UF6 after the Chinese canceled work on a UF6 
facility with Iran.42 During the same time, the 
Iranians were purchasing an AVLIS system 
for uranium enrichment from Russia.

	 — �It would appear there might have been some 
overlap within the Iranian nuclear program. 
This is where it would be interesting to trace 
each purchase and negotiation by organiza-
tion, institution, company, and individual to 
see if the military and civilian sides of the 
nuclear program were working together. 
Recent studies by ISIS show that there were 
parts of the Iranian government purchasing 
equipment and materials for the centrifuge 
enrichment program in the late-1980s, and 
it is not clear how the civilian and military 
programs were split.43 It is difficult to as-
certain whether the technology transfers 
completed by the Khan network had the of-
ficial involvement of the Pakistani govern-
ment. The centrifuge uranium enrichment 
work was well hidden within Iran’s larger 
nuclear program until it was revealed by the 
Iranian opposition group, NCRI, in August 
2002. The IAEA director general visited the 
uranium enrichment plants for the first time  
in 2003.44
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WEAPONS DESIGN AND NUCLEAR TESTING

•	� Russia-Iran Explosives Testing: According to 
news reports, Vyacheslav Danilenko, a former 
scientist from Chelyabinsk-70 (a weapons labo-
ratory under Rosatom), contacted the Iranian 
embassy to inquire about possible joint ventures 
and later worked for the head of Iran’s Physics 
Research Center (PRC) (see Figure 6-1). Per the 
IAEA organization chart, the PRC worked for 
the military side of Iran’s nuclear program.45 
Danilenko claimed he was in Iran training on 
nanodiamond technology from 1995 to 2001. In 
the summer of 2003, Tehran engineers report-
edly conducted test detonations based upon a 
Russian method using information obtained 
from Danilenko.46

•	� Russia-Iran Containment Vessel for Explosive 
Testing: Based upon news reports, the explo-
sive vessel at the Iranian Parchin military site 
was designed with the help of Danilenko.47 
Danilenko denies he worked on the vessel.48

	 — According to the IAEA: 

the HE vessel, or chamber, is said to have 
been put in place at Parchin in 2000. A build-
ing was constructed at that time around a 
large cylindrical object. The IAEA was able 
to confirm the date of construction of the 
cylinder and some of its design features . 
. . and that it was designed to contain the 
detonation of up to 70 kg of HE . . .49 

     �for hydrodynamic experiments con- 
sistent with possible weapons  
development.
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	 — �While a former IAEA inspector has insisted 
that 70-kg is beyond a plausible design for 
a containment vessel, a report on the Com-
prehensive Test Ban Treaty (CTBT) states 
that the Russian nuclear design laborato-
ries, which would include Arzamas-16 and 
Chelyabinsk-70, conducted weapon-related 
experiments using large containment ves-
sels. The CTBT report continues that, based 
upon a paper from Arzamas-16 , the Russian 
Federal Nuclear Center (VNIIEF), the de-
sign laboratory in the late-1970s and early-
1980s needed to develop explosive-resistant  
chambers: 

capable of hermetically holding inside 
its volume an explosive release of energy 
equivalent to 150 to 200 kilograms of TNT. 
. . . Development of these vessels–called 
Kolba in Russian–was completed by 1983.50

	 — �It is reported that the Parchin vessel is a vac-
uum vessel with a diameter of 4.6 meters (m) 
and a length of 18.8-m. In the early-1990s, I 
had the opportunity to visit the Russian Re-
search Institute of Chemical Machine Build-
ing in Zagorsk where they had large vacu-
um vessels for testing space equipment. One 
was large enough to test the Russian space 
shuttle with its wings clipped to fit within 
the chamber. This is to say that Russia has 
designed and built impressive facilities and 
large vacuum chambers consistent with the 
reported design of the Parchin vessel.

	 — �Therefore, if the Iranians did receive help 
from the Russians in the design of contain-
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ment vessels for high explosive testing of 
implosion systems, then 75 kg of HE is well 
within the design limits of Russian technol-
ogy. What is not clear is whether the Russian 
weapons laboratories helped in the design 
of the Iranian vessel at Parchin.

•	� Russia-Iran High-speed Camera Diagnostics 
for HE Testing: According to ISIS,51 the BIFO 
company, a subsidiary to the Russian Institute 
for Optical and Physical Measurement (VNIIO-
FI), sold two high-speed cameras, K008 stream 
and “uniframe” camera and K011 “nineframe” 
camera to a German trading company who had 
purchased them for an Iranian front company. 
A technical description of each camera can be 
found in a VNIIOFI publication.52 The cameras 
were purchased for $42K53 and can be used for 
the diagnostics of HE implosion testing as de-
scribed previously, with operating time scales 
in nanoseconds. It is worth noting that, accord-
ing to the ISIS report, VNIIOFI has joint publi-
cations on weapons testing with Arzamas-16, 
one of Russia’s two nuclear weapons design 
laboratories.

In summary, there are a number of examples where 
nuclear materials, nuclear materials production tech-
nology, and nuclear weapons-related technology may 
have been transferred to Iran while hidden within 
its larger civilian nuclear power program. While it is 
plausible that these transfers occurred as a result of 
contacts made while training or within the larger tech-
nical agreements, it is difficult to prove without more 
substantial information. During the 1990s, Russia was 
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undergoing a significant transformation and created 
openings that may no longer be open. Since the mid-
2000s, Rosatom management has established a clear 
vision for creating a professional organization aimed 
at meeting national and international needs in the 
nuclear field and implemented it through the Russian 
government energy program. Similarly, China has 
moved to the international standards for nonprolif-
eration and export controls with the goal of becoming 
an international supplier of nuclear technology. The 
competitive economic and technical basis between na-
tions raises the bar regarding when proliferation activ-
ities can tarnish a country’s reputation. The previous 
examples of proliferation primarily took place during 
the 1990s and demonstrate what can occur within a 
larger commercial program if governmental oversight 
is not strictly enforced.

Iran’s nuclear program extends over 30 years, and a 
timeline of its program would help provide a founda-
tion for understanding technology developments and 
transfers. A timeline can be used to track interactions 
and changes in relationships and agreements. There 
are literally thousands of people and interactions 
within the Iranian nuclear umbrella, spanning back to 
the 1980s. Iran also has a large number of technology 
development programs where the inter-relationships 
between people, companies, organizations, and edu-
cational centers, if tracked, could provide insights into 
their activities. A systems model keeps building and 
building, as this is the type of complex and detailed 
framework needed to track potential proliferation  
activity.

What is clear from the previous example is that a 
few people can provide invaluable support to a na-
tion seeking a nuclear weapons capability. A. Q. Khan 
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created and directed an effort to provide centrifuge-
based uranium enrichment technology to several na-
tions, and Danilenko is reported to have provided 
training on implosion technology and the design of an 
explosive vessel. These specific examples demonstrate 
how difficult it can be to trace nuclear proliferation 
within a larger commercial nuclear power program. It 
is the proverbial needle in a haystack.

A FEW MORE THOUGHTS

•	� Technical expertise is critical to understand-
ing proliferation pathways and how seemingly 
uninteresting information can be passed on 
without a second look by someone who lacks 
a deeper understanding of the materials, tech-
nologies, and types of technology that are used 
in materials production and nuclear weapons 
design and testing. Unfortunately, many of 
the U.S. experts who know much of the more  
obscure information are retiring.

•	� Curiosity, time, and a healthy environment 
for “failure” are all needed to allow analysts 
time to track odd information “down the rabbit 
hole.” Failure needs to be encouraged.

•	� The initial question is of great importance in 
framing the research and in determining the 
final product. Questions should encourage 
seeking the answer from multiple views and 
perspective. Every question requires a new 
tact and approach and thereby brings in new 
insights.

•	� Physical space to do systems work is needed 
for sharing ideas, putting charts on the wall, 
and for spreading out information.
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•	� Finally, cultural knowledge and insights, not 
from books, but from experience in country, is 
essential.

More often than not, a country chooses a civilian 
nuclear power program not as a cover for a nuclear 
weapons program, but for energy. In the cases where 
it does occur, a nation’s pursuit of a weapons pro-
gram may be accompanied by signs of noncompliance 
with the NPT agreement. Also, there might be a sense 
of a defense imbalance in the region that would be-
come balanced if that nation obtains a nuclear weap-
ons capability. When you consider the list of nations 
that are currently considering new nuclear power 
programs or expanding their existing program, it is 
clear that their trade and economic roles in the inter-
national community are of great importance to them 
and may serve as an incentive not to develop a nuclear  
weapons capability.

There are two camps on how to move forward on 
nuclear power when considered within the reference 
frame of nonproliferation: 1) Limit the transfer of any 
and all nuclear power technology; or 2) Provide the 
technology for nuclear power production, but em-
power the IAEA and United Nations (UN) to track 
and enforce any anomalies or illicit activity.

There are arguments for both perspectives, and 
neither has worked “perfectly.” For example, in try-
ing to limit the transfer of technology to Iran and 
Libya, the door was opened for the transfer of illicit 
technology by other nations and the establishment 
of a shadow organization outside of governmental 
purview—a much more difficult and dangerous issue 
to track and control. In cases where nuclear technol-
ogy was provided and kept under IAEA control, it has 
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been difficult for the IAEA to limit the growth of a na-
tion’s nuclear weapons program, including programs 
in North Korea, Iraq, and Iran. One of the contributing 
factors is the varying level of concern over prolifera-
tion activates among nations. The United States has 
a much more conservative idea of what limiting pro-
liferation should be than, say, Russia or China does. 
Therefore, where the United States may not be will-
ing to engage with a specific nation due to concerns 
of nuclear proliferation—for example, in Iran, Burma, 
or North Korea—Russia or China may be willing to  
step in.

CONCLUSIONS

Overall it takes much time and funding to de-
velop a systems perspective on nuclear proliferation. 
It requires a dedicated team with a passion for dig-
ging deeper and pursuing the question longer. It also 
requires policy representatives who want a greater 
understanding of the issues of nonproliferation and 
who are willing to push the experts in nonprolifera-
tion to do more and perform at a higher level. It is 
a highly complex process, but given the complexity 
of the global interactions and concerns over nuclear 
proliferation, it is the only possible way to establish 
a framework to track nuclear interactions and find 
the inconsistencies that may signal a country is seek-
ing more than civilian nuclear technology. This type 
of systems approach will be needed as the num-
ber of new countries seeking commercial nuclear  
technology expands.
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