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Questions

. How has reactors’ vulnerability to military assaults
changed in the last 20 years, who might be next?

. Given the Ukraine War, what should we now be
worried about regarding power reactors in combat
zones?

. What might the radiological consequences be of
military assaults against power plants?

. What can be done technically to mitigate these
risks?

. How might international law help?



Brief answers

. Unlike the past, today, precise missiles and drones can hit specific
nodes of operating power plants. This will be a worry for reactors
operating in Russia’s Near Abroad and in the Middle and Far East

. Four worries relating to the resiliency of
* populations to electricity loses & potential radiation leaks

 electrical supply staff to peacetime foreign penetrations and covert
recruitment efforts

» general electrical supply systems to physical assaults
* alliances to the uncertainties such attacks could generate

. Massive evacuations

4. Hardening & active defenses, and not building in war-prone zones

. 1949 Geneva Convention & 1977 Protocol 1, could help deter
commanders from striking nuclear plants and support systems (e.g., electrical
and water supplies) and could make arrangements, including safety zones, more
likely



1. How has reactor vulnerability to military
assaults changed in the last 20 years; who
might be next?



Early Days of Strategic Bombing Were Massive,
Indiscriminate Affairs




Today, with Precision Guidance, Greater
Discrimination Is Possible

R9X “The Flying Ginsu”, Syria
February 2017



Accurate Missiles Are Now Widely Available

DF-15c LORA EMAD

CJ-10 HY-4 Hsiung Feng IIE AGNI I



Ballistic Missiles Now Strike within their Lethal
Blast Area and Mere Meters from Their Aim Points




Precise Drones Are Also Spreading to States and
Non-state Actors

Turkish Drone Iranian Drone Chinese Drone

Commercial Drone Amazon Drone



Abgaiq, Sept. 14, 2019: A Non-state Actor
Penetrated 3 layers of Advanced Defenses,
Knocking Out 5% of the World’s Oil Capacity
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To Cause Panic, Evacuations, |To Cause Widespread

Electrical Supply Disruptions, | Contamination Panic,
You Might Target Evacuations, Electrical Supply
Disruptions You Might Target

Light Damage Parking Lot
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Mid Eastern Reactors Attacked 13 Times. But None
with Accurate Missiles—Strikes Either Missed or
Obliterated Their Targets. Also, No Operating Plants
Hit or occupied, No Major Radiation releases

1980 One Iranlan strike against Osirak

1981 One Israeli raid against Osirak
1980-1985 Seven Iraqgi strikes against Bushehr
1990 One US strike against Osirak

1991 One Iraqi Scud attack attempted against
Dimona

2003 One US strike against Osirak

2007 One Israeli strike against Syria’s Reactor




Latest Missile Threats Made against Middle
Eastern Reactors
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Azerbaijan Threat Announced against Armenia’s
Power Reactor with Precision Missiles 7/16/20
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catastrophe for
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Vagif Dargahli, the
Azerbaijani Defense

Ministry spokesman, said
onJuly 16, 2020.



Russia Targets Operating Ukrainian Reactors,
Near Cities

<1000 ft. South Zaporizhzhia NPP, assaulted 100 ballistic hits against Kharkiv

Ukraine NPP repeatedly Institute of Physics and Technology
B | \Ni —




Additional Russian Threats

* July9, 2023 — Medvedev threatens to hit 3 nuclear plants
in Ukraine & others in “E. Europe” if reports of Ukrainian

attempted strike against Smolensk is “confirmed”
https://news.yahoo.com/medvedev-threatens-strike-three-ukrainian-
170458071 .html

* August 12, 2022 —Medvedev warns NATO nations that

“accidents can happen at European nuclear plants too.”
https://www.reuters.com/world/europe/accidents-can-happen-european-
nuclear-plants-too-russian-ex-president-says-2022-08-12/



https://news.yahoo.com/medvedev-threatens-strike-three-ukrainian-170458071.html
https://news.yahoo.com/medvedev-threatens-strike-three-ukrainian-170458071.html
https://www.reuters.com/world/europe/accidents-can-happen-european-nuclear-plants-too-russian-ex-president-says-2022-08-12/
https://www.reuters.com/world/europe/accidents-can-happen-european-nuclear-plants-too-russian-ex-president-says-2022-08-12/

Targeting East Asian Reactors: Now A Worry
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 Targets for China's bombers revealed
including Taiwan’s reactors,
(01/28/2021) Taiwan News

@ Active plants
@ Plants under construction

https://www.taiwannews.com.tw/en/news/4113229 ® Planned plants



https://www.rokdrop.net/author/gikorea/
https://www.taiwannews.com.tw/en/news/4113229

Pyongyang Threatens to Strike Japan’s
Nuclear Power Plants

* Rodong (North Korean Central News Agency),
April 10, 2013. Japan houses many US nuclear
bases, nuclear power plants, and military facilities
all over its territory. Japan is destined towards an
insurmountable calamity, which will dwarf the
nuclear sufferings that Japan had experienced in
the 1940s (of the 20th century).”
http://www.kado.net/news/articleView.html?idxno
=620136



http://www.kado.net/news/articleView.html?idxno=620136

2. Given the Ukraine War, what should we
now be worried about regarding power
reactors in combat zones?



How resilient will populations be to electrical
supply system failures and radiation leaks?

* More resilient to electrical supply system failures:
e 2022-23: Ukraine

e 1939-45: Russia, the UK, France and the Axis powers
proved to be quite resilience to electricity supply
systems loses as they were in total wars supported by
citizenry

e 2023-20407: Taiwan, Saudi Arabia, UAE, Egypt less clear.

* Less resilient to radiation leaks?
* 1986: Chernobyl, helped prompt Soviet collapse
e 2011: Japan’s only non-LDP government/party collapsed
e 2023-20407: East Asia, Middle East unclear



How successful might future Chinese, N. Korean,
Iranian & Russian efforts to recruit S. Korean,
Taiwanese, Saudi, Eastern European & NATO
State reactor operators before a war?

"To prepare for these operations, the Russian

special services recruited employees of nuclear

Y S & facilities, including from units responsible for
the physical security of the facilities," RUSI

. https://static.rusi.org/202303-SR-
i ' Unconventional-Operations-Russo-Ukrainian-
\ War-web-final.pdf.pdf

Andriy Derkach, member of Ukrainian Parliament, former
head of Energoatom, Russian agent

How useful will be insider threat reduction
efforts aqainst terrorists against state-sponsored
recruiters if the officials responsible for
detecting such insiders are insiders themselves
and are recruiting other insiders?



https://static.rusi.org/202303-SR-Unconventional-Operations-Russo-Ukrainian-War-web-final.pdf.pdf
https://static.rusi.org/202303-SR-Unconventional-Operations-Russo-Ukrainian-War-web-final.pdf.pdf
https://static.rusi.org/202303-SR-Unconventional-Operations-Russo-Ukrainian-War-web-final.pdf.pdf

Striking Nuclear Plants: A New Form of
Nuclear Escalation?

 “Let’s make it clear now:
any deliberate damage
causing potential radiation
leak to a Ukrainian nuclear
reactor would be a breach
of NATO’s Article 5.” - august

20, 2022, Tobias M. Ellwood, Chairman,
House of Commons Defense Select
Committee




Senators Graham and Blumenthal News Conference on Russian Nuclear Threats

Senators Lindsey Graham (R-SC) and Richard Blumenthal (D-CT) hold a news conference on Russian

Followed by

June 22, 2023: Senators table

ctical nuclear threats. Senate resolution that US policy

Report Video Iss

ue

should be to invoke Article 5 of the
Nato Treaty if Russia attacks
reactors that release harmful
radiation that drifts into NATO

member states

June 23, 2023: Russia
Ambassador Warns U.S.
Resolution would prompt Russia

to threaten nuclear war against
US

24




Followed by

Russia calls on NATO to discuss Ukraine
nuclear plant at summit

"After all, the vast majority of the alliance members will
be in the direct impact zone" (if something were to happen at the plant)”

Reuters
July 9, 2023



https://www.reuters.com/authors/reuters/
https://www.reuters.com/authors/reuters/




Meanwhile, Security Alliances Could Be Used to
Prevent Members from Retaliating against Those
that Target Their or Neighbors’ Reactors

Bulletin
of the
Atomic
Scientists
Wargame shows attacks on reactors would cause

meltdowns and military paralysis
By Henry Sokolski | June 26, 2023

https://npecstrat

'J _ egygames.org/de
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reactors-in-war/



https://npecstrategygames.org/december-2022-reactors-in-war/
https://npecstrategygames.org/december-2022-reactors-in-war/
https://npecstrategygames.org/december-2022-reactors-in-war/
https://npecstrategygames.org/december-2022-reactors-in-war/
https://thebulletin.org/biography/henry-sokolski/

3. What might the radiological consequences
be of military assaults against power plants?






Hypothetical nuclear accident at
the Genkai 3 reactor in Japan

Relocation areas for hypothetical nuclear accident at the Genkai 3
reactor on 1 October and 1 December 2019
(258 PBq of Cs-137 release)
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Hot Mess Next: Missile-Struck
Reactors in the Middle East
Eva M. Lisowski

December 2021


https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-middle-east-occasional-paper-2107/
https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-middle-east-occasional-paper-2107/

4. What can be done technically to mitigate
these risks?



The Safety Case for SMRs

Small reactors produce less radiation
and waste per reactor

Some designs can be passively
cooled (without pumps), “self-
regulating”

Can incorporate most nuclear
components within a single
pressurized vessel

Can be built “into” or “under” the
ground

Can be proliferated to “complicate”
their being targeted
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- Among the munitions being used in Afghanistan is the GBU-28, a laser-guided bomb developed during
= MchnGu(fWartopmdmbmdtagdsuchascommnd

BLU-113 hardened warhead can break through more than 30
feet of concrete or soll before exploding. The warhead design is
patterned after a masonry nail.

steer the bomb. 7 \ ' &> H Weight: 5,000 pounds
M Range: More than 5
nautical miles

The bombis guided by W Propulsion: none

B Means of deployment:
B-1,B-52 bombers and similar
aircraft

electronic systems in its
nose and aims for a laser

Post-warhead Pre-warhead
{shaped charge) {shaped charge)
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SOURCES: Raytheon; Departmant of Defense; Navy BY DOUG STEVENS AND CHRIS KIRKMAN—THE WASHINGTON POS




What Other Countries Are Doing

Taiwan radiological fire drill, Air-missile defenses at Belarus Ukraine, Moldova, Finland,
UAE? nuclear power plant, Japan? Romania, and Poland

”Iran Develops Fancy Concrete To
Protect Nuke Sites From Getting
Bombed,” 3/22/12

https://www.fastcompany.com/user/suzanne-labarre 37



https://www.fastcompany.com/user/suzanne-labarre

What Can Be Done for Existing Plants (1)

® Remove older spent fuel to
dry cask storage (Japan and
ROK have begun)

® Reposition spent fuel to
distribute hottest fuel more
evenly

®Build spray cooling and
monitoring systems for
storage ponds

® Construct remote backup
nuclear reactor control
rooms (Japan has)




What Can Be Done for Existing Plants (2)

* Build passive
barriers

* Harden spent fuel
pond structures
and diesel
generator control
room buildings

* Deploy active air
defenses and
anti-drone
systems (e.g.,
high-powered
microwave units)




What Can Be Done for Future Plants?

* Avoid building them in warzones (e.g., Ukraine,
Poland, Iran, Saudi Arabia)

* Make existing plants much “harder” and actively
defend them

* Conduct realistic tests against reactors

* reassess government assumption of off-site liability
in case of radiological releases

Westinghouse AP 1000 KEPCO APR 1400
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5. How might international law help?



1949 Geneva Convention

e “Geneva Convention,” now usually means the four major 1949
agreements.

 The fundamental idea is to distinguish between combatants and
non-combatants, both people and facilities, with the aim of
sparing the non-combatants —civilians, wounded, prisoners.

* In 1977 two important Additional Protocols were added, AP | and
AP Il that tightened the rules for (1) international conflicts and (2)
internal conflicts:

* AP |l includes rules governing attacks on facilities whose
destruction in war could cause widespread civilian harm

* One of the two examples it specifically addresses concerns the
dangers of radioactive contamination in the case of attacks on
nuclear plants.



1977 Additional Protocol |, Article 48

In order to ensure respect for and protection of the civilian
population and civilian objects, the Parties to the conflict shall at
all times distinguish between the civilian population and
combatants and between civilian objects [facilities] and military
objectives and accordingly shall direct their operations only

against military objectives.”






AP | Article 52 -- General protection of civilian
objects [facilities]

1. Civilian objects shall not be the object of attack or of
reprisals. Civilian objects are all objects which are not military
objectives as defined in paragraph 2.

2. Attacks shall be limited strictly to military objectives.
These are limited to those objects which make an effective
contribution to military action and whose destruction, capture
or neutralization, offers a definite military advantage.

3. In case of doubt whether an object which is normally
dedicated to civilian purposes, such as a place of worship, a
house or other dwelling or a school, is being used to make an
effective contribution to military action, it shall be presumed
not to be so used.



AP |, Article 56 -- Protection of works and
installations containing “dangerous forces” —
specifically nuclear electrical generating stations

1. Nuclear electrical generating stations shall not be attacked,
even where they are military objectives, if that may cause severe
civilian losses. Other nearby military objectives shaIYnot be
attacked if that may cause severe civilian losses [from radiation].

2. This special protection against attack shall cease only if the
station provides electric power in direct support of military
operations and if such attack is the only way to terminate such
support; same for for nearby military objectives

3. In all cases, civilians shall remain entitled to all the protection
accorded them by international law. It is prohibited to make the
stations or nearby military objectives the object of reprisals.

4. The Parties to the conflict shall endeavor to avoid locating any
military objectives in the vicinity of the stations mentioned in
paragra[[ah 1, excepting for the sole purpose of defending the
station.




AP |, Article 57-- Precautions in attack

1. In military operations, constant care shall be taken to spare civilians
and civilian objects.

2. Planners of attacks shall do everything feasible to verify that
objectives are neither civilians nor civilian objects and are not subject
to special protection;

3. When a choice is possible between military objectives to gain
similar military advantage, the selected objective shall be one which
may be expected to cause the least danger to civilians and to civilian
objects.

4. In the conduct of sea and air military operations, each Party to the
conflict shall take all reasonable precautions to avoid losses of civilian
lives and damage to civilian objects.

5. DOD Manual re Article 57 Par. 3: “The US has expressed the view
that this language is not a part of customary international law.”



DoD Disagrees

“Under customary international law,
no legal presumption of civilian
status exists for persons or objects,
nor is there any rule inhibiting
commanders or other military
personnel from acting based on the
information available to him or her in
doubtful cases.”

“Electrical power stations are
generally recognized to be of
sufficient importance... to qualify as
military objectives in armed
conflicts.”




US arguments worth reexamining

* The US seems to be saying that the AP | rules are not
compatible with the realities of war. Perhaps that was true in
1977 before the advent of precision and the experience of
Chernobyl and Fukushima. But aren’t things now different?

* Also, constraining “the realities of war” is the point of the
rules, to limit the unnecessary harm done in war. Is AP I’s
fairly sharp distinction between military and civilian persons
and installations a workable one today?

 WWII and subsequent conflicts up to Ukraine brought war
to civilians

* Now, alliances, reactors as targets, and precision targeting
are realities that must be considered in ways they weren’t
and couldn’t be 50 years ago



Additional Slides



The Strikes Made against Middle Eastern Reactors: Different
than Zaporizhzhia

* Zaporizhzhia is an operating power plant. None of the
targeted Middle Eastern reactors were.

* All Middle Eastern reactors were t.arﬁeted by air forces
or inaccurate missiles. Zaporizhzhia has been hit by
precision missiles and drones.

* In the Middle East, the reactor was either obliterated or
missed entirely. At Zaporizhzhia, specific parts of the
reactor site have been hit.

e Zaporizhzhiais in a highly populated region. None of
the targeted Middle Eastern reactors were.

e Zaporizhzhia has been occupied by enemy forces. None
of the targeted Middle Eastern reactors were.



Drones Ordered From Amazon Can Carry 50-pound Payloads and
Are Overflying US Reactors

Dozens More Mystery Drone Incursions Over U.S.

Nuclear Power Plants Revealed
September 7, 2020

52


https://www.forbes.com/sites/davidhambling/2020/09/07/dozens-more-drone-incursions-over-us-nuclear-power-plants-revealed/amp/
https://www.forbes.com/sites/davidhambling/2020/09/07/dozens-more-drone-incursions-over-us-nuclear-power-plants-revealed/amp/

1977 Additional Protocol |

« Since our interest in AP | comes up in the context of the Ukraine war:

« Ukraine is a party to AP |,
» Russia once was a party, but Putin pulled out in 2019
* The US signed AP | in 1977 but has not ratified it.

* Note: If a treaty signature is subject to ratification, it does not itself
establish consent to be bound. It does create an obligation to refrain, in
good faith, from acts that would defeat the purpose of the treaty.

» Altogether an overwhelming majority of countries have ratified, including
almost all our allies—I'll show a map later after discussing the substance



AP |, Article 50 -- Definition of
civilians and civilian population

1. .. .in case of doubt whether a person is a civilian, that person shall be
considered to be a civilian.

2. The civilian population comprises all persons who are civilians.
3. The presence within the civilian population of individuals who do not come

within the definition of civilians does not deprive the population of its civilian
character.

In other words, AP | says you can’t attack a crowd of civilians because within it
there are some combatants.
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