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INTRODUCTION

Nuclear Proliferation’s
Next Iteration

Henry Sokolski

The world is about to experience the second iteration of
nuclear proliferation.! The first era began in 1949 with
Russia’s first nuclear weapons test. It ended in 2002 when
North Korea set off its own first device. Nuclear weapons
spread, but slowly. Most would-be bomb-makers — South
Africa, Argentina, Brazil, Iraq, Taiwan, South Korea,
Libya, Ukraine, Kazakhstan, Sweden, Italy, Romania,
Australia, and Syria — gave up their weapons projects.
Only nine completed and kept them (the United States,

1. For the first iterations, see Albert Wohlstetter, Thomas A. Brown,
Gregory Jones, David McGarvey, Henry S. Rowen, Vincent Taylor,
and Roberta Wohlstetter, "Moving Toward Life in a Nuclear Armed
Crowd?" Pan Heuristics, December 4, 1975 (revised April 22, 1976),
available at: https://npolicy.org/moving-toward-life-in-a-nuclear-
armed-crowd-1975/ and Paul Bracken, The Second Nuclear Age:
Strategy, Danger, and the New Power Politics, Henry Holt and

Company, 2012, available at: https://www.amazon.com/Second-
Nuclear-Age-Strategy-Politics/dp/080509430X



https://npolicy.org/moving-toward-life-in-a-nuclear-armed-crowd-1975/
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Russia, the United Kingdom, France, China, Israel, India,
Pakistan and North Korea).

It’s unclear if we’ll be as lucky with nuclear
proliferation’s next iteration. Poland, Germany, Turkey,
Saudi Arabia, South Korea and Japan will tell the tale. If
any go nuclear, others — Egypt, Algeria, the UAE,
Vietnam, Australia, Ukraine—will surely be tempted.

Two other headaches compound these concerns. The first
is the prospect that states will target reactors in war and
release dangerous amounts of radiation. The war in
Ukraine serves as a poster child. Recent Chinese, North
Korean, and Israeli threats to bomb their neighbors’

nuclear plants suggest Kyiv’s predicament is not a one-
off.?

The second concern is increased interest in nuclear
weapons sharing. NATO states, Ukraine, South Korea,
Japan, and Russia have all expressed an interest in either
hosting or placing weapons on other nation’s soil. This
practice, which was so popular during the 1950s and
1960s, will stress U.S. friendships and alliances if
renewed.

There are several factors behind these developments. One
is the erosion of American security guarantees and the
augmentation of Chinese, Russian and North Korean
nuclear arsenals. Yet another is the emergence of

2. Use nuclear weapons against Gaza and against Iran’s nuclear
assets (NK in Something to talk about)

10
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precision guided munitions and their use against civilian
infrastructure in Ukraine. Finally, nuclear supplier nations
are pushing the wholesale export of “peaceful” nuclear
reactors, all of which are potentially bomb program
building blocks. The key markets include the world’s
most war-torn regions (e.g., Eastern Europe, the Middle
East, South and East Asia).

All of this should raise concerns. Instead, governments
have either ignored or denied these developments.

States have used nuclear plants to make bombs and
targeted them in war. Nuclear power advocates downplay
these worries.? New, smaller reactors, they insist, will be
extremely safe and proliferation resistant. However, some
of their favorite reactor designs use or produce materials
helpful to make bombs.* China, Ukraine, Taiwan and
Japan have publicly fretted about the military
vulnerability of their plants.” The U.S. and most other
governments, though, are quite silent.

3. Nicholas L Miller, “Why nuclear energy programs rarely lead to
proliferation,” International Security 42(2), 2017, available at:
https://direct.mit.edu/isec/article-abstract/42/2/40/12176/Why-
Nuclear-Energy-Programs-Rarely-Lead-to?redirectedFrom=fulltext
4. See e.g. Oklo: https://oklo.com/overview/default.aspx, Kairos
Nuclear Power: https://kairospower.com/, and TerraPower (Natrium):
https://www.terrapower.com/natrium/

5. Christopher McFadden, "China’s 102 Nuclear Power Plants Could
Be Targets in Future War, Warns PLA", Interesting Engineering,
May 10, 2025, available at:
https://interestingengineering.com/energy/china-nuclear-power-
plants-target-war-pla

Add Taiwan and Japan and Ukraine
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Then, there’s nuclear sharing. The United States largely
got out of this business. It pulled thousands of U.S.nuclear
weapons from South Korea, Taiwan, the Philippines,
Okinawa, and most of NATO.® But in 2023, Russia went
the other way: To intimidate NATO and Ukraine,
Moscow re-deployed nuclear weapons to Belarus.’

Polish officials took notice and asked the United States
and France to forward deploy nuclear weapons on Polish
soil.® South Korea’s hawkish political party leadership
made similar demands,” as did Japan’s former prime

6. Hans M. Kristensen, "Withdrawal of U.S. Nuclear Weapons from
South Korea", Nuclear Information Project, Federation of American
Scientists, September 28, 2005, available at:
https://www.nukestrat.com/korea/withdrawal.htm,

Hans M. Kristensen, "Japan Under the U.S. Nuclear Umbrella",
Nautilus Institute for Security and Sustainability, July 21, 1999,
available at: https://nautilus.org/supporting-documents/japan-under-
the-us-nuclear-umbrella/

and Susan J. Koch, "The Presidential Nuclear Initiatives of 1991—
1992", Center for the Study of Weapons of Mass Destruction,
National Defense University Press, September 2012, available at:
https://ndupress.ndu.edu/portals/68/documents/casestudies/cswmd_ca
sestudy-5.pdf

7. Jack Detsch and Robbie Gramer, "Russia’s Nuclear Weapons Are
Now in Belarus", Foreign Policy, March 14, 2024, available at:
https://foreignpolicy.com/2024/03/14/russia-nuclear-weapons-
belarus-putin/

8. Brendan Cole, "Poland Asks Donald Trump for Nuclear
Weapons", Newsweek, March 13, 2025, available at:
https://www.newsweek.com/nato-poland-wants-us-nuclear-weapons-
2043946

9. Choe Sang-Hun, "South Korea’s Leader Says U.S. Nuclear
Weapons May Be Needed", The New York Times, January 12, 2023,
available at: https://www.nytimes.com/2023/01/12/world/asia/south-
korea-nuclear-weapons.html
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minister, Shinzo Abe.!® All of these requests reflect a
deeper, not-so-secret desire to acquire bombs of their
own. The latest public U.S. response to these allied
requests, however, has been to dismiss them.!!

And what might unfold if these nations go nuclear?

We may soon find out. Saudi Arabia’s Crown Prince
Mohammed Bin Salman and his lieutenants have warned
that the Kingdom must go nuclear if Iran gets a bomb.!?
With any bad luck, Tehran and Riyadh could be the first
of several new Middle Eastern nuclear dominos to fall.

One could imagine other new nuclear entrants. Australia
once had a nuclear weapons program.!* So did Taiwan,
Brazil, Argentina, South Africa, and Iraq.'* It’s also

10. Jesse Johnson, "Japan should consider hosting U.S. nuclear
weapons, Abe says", The Japan Times, February 27, 2022, available
at: https://www.japantimes.co.jp/news/2022/02/27/national/politics-
diplomacy/shinzo-abe-japan-nuclear-weapons-taiwan/

11. Reuters, "Vance Says He Would Be Shocked if Trump Wanted
Nuclear Weapons Further East into Europe." Reuters, March 14,
2025, available at: https://www.reuters.com/world/vance-says-he-
would-be-shocked-if-trump-wanted-nuclear-weapons-further-east-
into-2025-03-14/

12. "Saudi Arabia Pledges to Create a Nuclear Bomb if Iran Does",
BBC News, March 15, 2018, available at:
https://www.bbc.com/news/world-middle-east-43419673

13. Jim Walsh, "Surprise Down Under: The Secret History of
Australia's Nuclear Ambitions", The Nonproliferation Review, Fall
1997, available at: https://www.nonproliferation.org/wp-
content/uploads/npr/walsh51.pdf.

14. Brent M. Eastwood, "China’s Greatest Fear Almost Came True:
Taiwan Armed with Nuclear Weapons", The National Interest, March
15, 2023, available at: https://nationalinterest.org/blog/reboot/chinas-

13
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conceivable that Vietnam, the Philippines, and
Bangladesh,'> which are all developing peaceful nuclear
energy programs of their own, might exploit their civil
programs to get bombs.

Why should one care? The short answer is the world may
go off the rails. As Henry Kissinger explained:

“If one imagines a world of tens of nations
with nuclear weapons and major powers

greatest-fear-almost-came-true-taiwan-armed-nuclear-weapons-
209656

AND "Brazil — Nuclear Weapons Program", GlobalSecurity.org,
available at:
https://www.globalsecurity.org/wmd/world/brazil/nuke.htm

AND "Argentina", Nuclear Threat Initiative, December 20, 2024,
available at: https://www.nti.org/countries/argentina/

AND "Nuclear Power in South Africa", World Nuclear Association,
updated April 29, 2025, available at: https://world-
nuclear.org/information-library/country-profiles/countries-o-s/south-
africa

AND David Albright and Khidhir Hamza, "Iraq’s Reconstitution of
Its Nuclear Weapons Program", Arms Control Today, October 1998,
available at: https://www.armscontrol.org/act/1998-10/features/irags-
reconstitution-its-nuclear-weapons-program

15. "Vietnam, Russia Agree to Quickly Sign Nuclear Power Plant
Deal", Reuters, May 12, 2025, available at:
https://www.reuters.com/business/energy/vietnam-russia-agree-
quickly-sign-nuclear-power-plant-deal-2025-05-12/

AND Brix Lelis, "Government Maps Out Potential Nuclear Sites",
The Philippine Star, April 2, 2025, available at:
https://www.philstar.com/business/2025/04/02/2432771/government-
maps-out-potential-nuclear-sites

AND Ayhan Evrensel, "Bangladesh Starts Constructing its First
Nuclear Power Plant", International Atomic Energy Agency,
November 30, 2017, available at:
https://www.iaea.org/newscenter/news/bangladesh-starts-
constructing-its-first-nuclear-power-plant
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trying to balance their own deterrent
equations, plus the deterrent equations of the
subsystems, deterrence calculation would
become impossibly complicated. To assume
that, in such a world, nuclear catastrophe
could be avoided would be unrealistic.”!®

This volume peeks at this not-so-brave world.

NPEC designed and hosted two nuclear games. The
volume features their after-action reports. The first game
has China goading North Korea to get South Korean
proxies to attack reactors and spent fuel ponds at South
Korea’s Kori nuclear plant. These assaults prompt
radiological releases and massive South Korean and
Japanese evacuations. They also make military sense:
They tie down and distract the United States, Japan, and
South Korea from fending off a Chinese military assault
against Taiwan. Beijing is pleased.

NPEC’s second scenario answers a more dire question —
how might a nuclear-armed Israel and Iran face off in a
crisis? Both have waged massive aerial wars against one
another (twice in 2024).!7 Some of these strikes targeted

16. Henry A. Kissinger, "Foreword," in Graham T. Allison, Hervé de
Carmoy, Thérése Delpech, and Chung Min Lee, Nuclear
Proliferation: Risk and Responsibility, The Trilateral Commission,
2006, available at: https://vdoc.pub/documents/nuclear-proliferation-
risk-and-responsibility-a-report-to-the-trilateral-commission-

3tv69998e750
17. "Iran Attacks Israel with Over 300 Drones, Missiles: What You

Need to Know", Al Jazeera, April 14, 2024, available at:
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nuclear facilities.!® Would Israel ever use its nuclear
weapons against Iran? Might Iran retaliate in kind? The
game concluded the answer is yes.

The volume also features detailed analysis of what
Russia’s military has gained from targeting Ukraine’s
nuclear plants and supporting electrical supply system.
This analysis also examines the military advantages of
temporarily disabling such facilities rather than damaging
them and releasing significant radiation.

It also explores five additional questions. What does
international law and military science recommend to
discourage dangerous assaults against nuclear plants?
What does the history of Israel’s nuclear weapons
acquisition and modernization tell us about these
weapons’ possible use? What legal sanctions might their
use trigger? What does unclassified modeling reveal
about the radiation nuclear plants might release if

https://www.aljazeera.com/news/2024/4/14/iran-attacks-israel-with-
over-300-drones-missiles-what-you-need-to-know.

AND Eric Lob, "The Tit-For-Tat Exchange between Israel and Iran
amid De-Escalatory Aspirations", Jack D. Gordon Institute for Public
Policy, Florida International University, April 25, 2024, available at:
https://gordoninstitute.fiu.edu/news-events/the-policy-
spotlight/2024/the-tit-for-tat-exchange-between-israel-and-iran-amid-
de-escalatory-aspirations.html

AND "Israel-Iran Strikes: Lebanon, Gaza War Live Updates", CNN,
October 26, 2024, available at: https://www.cnn.com/world/live-
news/israel-iran-strikes-lebanon-gaza-war-10-26-24

18. Barak Ravid, "Scoop: Israel Destroyed Active Nuclear Weapons
Research Facility in Iran, Officials Say", Axios, November 15, 2024,
available at: https://www.axios.com/2024/11/15/iran-israel-
destroyed-active-nuclear-weapons-research-facility
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attacked? How effective might nuclear strikes be against
nuclear plants and materials?

This volume tries to tease out the answers. Its purpose is
to prompt others to weigh in.

17
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Part 1:

Nuclear Plants in War
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CHAPTER 1

International Law on Military
Attacks Against Reactors

Gary Corn and Sean Watts

Introduction

In early March of 2022, the world gasped as Russian
mechanized infantry forces launched a ground assault to
seize the largest nuclear power plant (NPP) in Europe,
named for the Oblast where it is located, Zaporizhzia,
Ukraine. Ukrainian forces responded, sparking an intense
firefight around and on the sprawling complex that lasted
several hours.! During the assault, portions of the complex
came under direct artillery fire, with rounds striking
dangerously close to the plant’s reactors. Ground forces
employed other high-explosive weapons, such as rocket-
propelled grenades, in attacks against administrative

1. Geoff Brumfiel et al., “Video Analysis Reveals Russian Attack on
Ukrainian Nuclear Power Plant Veered Near Disaster,” NPR, March 11,
2022, https://www.npr.org/2022/03/11/1085427380/ukraine-nuclear-

power-plant-zaporizhzhia.
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buildings on the complex and impeded Ukrainian
firefighters from responding to fires ignited by the attacks.?
Spent-fuel storage areas also came under fire and several
electric power lines critical to the plant’s functions were
cut.?

The unique and grave risks attendant to the seizure of the
Zaporizhzhia plant were clear and international
condemnation of Russia’s actions swiftly followed. The
United Nations Security Council immediately convened an
emergency meeting, where Russia’s actions were variously
described as highly irresponsible, reckless, extremely
dangerous, and illegal.* As one expert noted at the time,
the assault unleashed “a destabilizing cocktail of events
that, in the worst case, could still lead to a severe nuclear
accident.”

Fortunately, it has not. Ukraine and its neighbors narrowly
escaped the horrors that would have surely flowed from a
core meltdown or other large-scale radiological incident.
But Russian troops have occupied the large nuclear power
complex since the March 2022 seizure, creating on-going

2. 1d.

3. 1d

4. See United Nations, “Ukraine: ‘Military Operations Around Nuclear
Sites Are Unacceptable and Highly Irresponsible’ - DPPA,” YouTube,
March 4, 2022, Video, 4:41,
https://www.youtube.com/watch?v=5HtVsKwMagrs.

5. Mark Hibbs, “What Comes after Russia’s Attack on a Ukrainian
Nuclear Power Station?”” Carnegie Endowment for International Peace,
March 17, 2022, https://carnegieendowment.org/posts/2022/03/what-
comes-after-russias-attack-on-a-ukrainian-nuclear-power-
station?lang=en.
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risks to nuclear safety and security. As recently as April 7,
2024, explosive drones targeted the plant, including the
containment dome roof of one of the reactors.® This latest
attack led to cross recriminations between Russia and
Ukraine, and a stark warning from the International Atomic
Energy Agency (IAEA) Director General that “[s]uch
reckless attacks significantly increase the risk of a major
nuclear accident and must cease immediately.””’

In the immediate aftermath of the March, 2022 assault on
the Zaporizhzhia complex, the U.S. Embassy in Kyiv added
to the chorus of condemnation when it tweeted succinctly,
“It is a war crime to attack a nuclear power plant.”®
Similarly, but more specifically, in her briefing to the
Security Council on March 4, 2024, Under-Secretary-
General for Political and Peacebuilding Affairs Rosemary
DiCarlo stated that ‘“attacks on nuclear facilities are

contrary to international humanitarian law; specifically

6. Kelsey Davenport, “Drones Hit Zaporizhzhia Reactor Building,”
Arms Control Association, May 2024,
https://www.armscontrol.org/act/2024-05/news/drones-hit-
zaporizhzhia-reactor-building.

7. TAEA, “Update 220 — IAEA Director General Statement on
Situation in Ukraine,” press release, April 7, 2024,
https://www.iaea.org/newscenter/pressreleases/update-220-iaca-
director-general-statement-on-situation-in-ukraine [hereinafter Update
220].

8. @USEmbassyKyiv, “According to reporting, the U.S. State
Department quickly issued guidance to all U.S. embassies in Europe
not to retweet the Kyiv Embassy’s accusation of war crime, and
declined to comment further,” X, March 4, 2022, 6:28 AM,
https://x.com/USEmbassyKyiv/status/1499708231903547394.
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Article 56 of Additional Protocol I to the Geneva
Conventions ...”°

There is no question that attacking nuclear power plants
can pose palpable and acute risks to civilians and that the
international law of armed conflict (LOAC) has much to
say about States’ obligations to avoid, or at least minimize
to the extent feasible, those risks when conducting combat
operations. Nevertheless, notwithstanding the political
purpose of the U.S. Embassy’s assertion, was it accurate?
Was it consonant with the United States’ official position
regarding its LOAC obligations? Or was it referring
specifically to Russia’s obligations? Is there a difference,
and if so, why? Was Under-Secretary-General DiCarlo’s
contention an accurate reflection of LOAC generally, and
of Article 56 specifically?

Under-Secretary-General DiCarlo correctly quoted, in part,
Article 56 of Additional Protocol I (AP I), noting that
“[wlorks or installations containing dangerous forces,
namely dams, dykes and nuclear electrical generating
stations, shall not be made the object of attack, even where
these objects are military objectives, if such attack may
cause the release of dangerous forces and consequent
severe losses among the civilian population.”!® But as the

9. United Nations, “Ukraine: ‘Military Operations Around Nuclear
Sites Are Unacceptable and Highly Irresponsible’ — DPPA,” supra note
4.

10. Id. (quoting from Protocol Additional to the Geneva Conventions
of 12 August 1949 and Relating to the Protection of Victims of
International Armed Conflicts (Protocol I), June 8, 1977, 1125
U.N.T.S. 28, art. 56).
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cited provision makes clear, the proscription is not
absolute. It is contingent on an assessment that an attack
will both release dangerous forces and cause severe losses
among the civilian population; a special protection
accorded nuclear power plants that, in specified
circumstances, ceases all together.!!

As a party to AP I, Russia is bound by the dictates of
Article 56. The same holds true for the other 173 States
party to the treaty, subject to any applicable reservations.!?
For the minority of States that have not joined AP I, the
United States among them, the limitations on conducting
attacks against nuclear facilities derive from older treaties,
such as the 1907 Hague Convention and the uncodified
corpus of customary international law.'*> Although similar

11. International Committee of The Red Cross, Protocol Additional to
the Geneva Conventions of 12 August 1949 and Relating to the
Protection of Victims of International Armed Conflicts (Protocol I),
June 8, 1977. Entry into force December 7, 1978. 1125 U.N.T.S. 28,
art. 56.2 [hereinafter AP I].

12. ICRC, Protocol Additional to the Geneva Conventions of 12
August 1949, and Relating to the Protection of Victims of International
Armed Conflicts (Protocol 1), International Humanitarian Law
Databases, June 8 1977, https://ihl-databases.icrc.org/en/ihl-
treaties/api-1977/state-parties?activeTab=undefined (last visited June
20, 2024).

13. See “Regulations Respecting the Laws and Customs of War on
Land, Annex to Convention (IV) Respecting the Laws and Customs of
War on Land,” October 18, 1907, 36 Stat. 2295. Customary
international law (CIL) consists of uncodified, yet binding rules formed
in the presence of two elements: a general and consistent practice of
States, known as State practice (usus); that is followed by those States
out of a sense of legal obligation (opinio juris sive necessitatis). Subject
to narrow exceptions, all states are bound by CIL unless they
persistently object to a particular rule. See U.S. Department of Defense,
Law of War Manual. 1.8 (2015, Updated July 2023),
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in nature, these LOAC rules are not coextensive with
Article 56.

This chapter provides an overview of the LOAC
frameworks aimed at protecting civilians from the risks
attendant to attacking works and installations containing
dangerous forces, specifically, NPPs and other nuclear
facilities.'* It begins with a brief overview of the unique
and severe risks to civilians that can flow from attacks on
nuclear facilities. It then describes the LOAC rules and
principles applicable to targeting generally, before
reviewing the treaty and customary LOAC rules
specifically applicable to attacks on nuclear facilities. It
then discusses the U.S. view of its LOAC obligations with
respect to conducting combat operations against or in the
vicinity of nuclear power plants, as well as the doctrinal
methods it employs to mitigate the risks of civilian harm.
Finally, the chapter compares the Article 56 standard with
the U.S. approach, to determine whether the differences are
substantively ~ significant, and  concludes  with
recommendations.

https://media.defense.gov/2023/Jul/31/2003271432/-1/-1/0/DOD-
LAW-OF-WAR-MANUAL-JUNE-2015-UPDATED-
JULY%202023.PDF [hereinafter DoD LoW Manual).

14. Nuclear power plants (NPPs) are a specific subcategory of nuclear
facilities. Other nuclear facilities include those actually dedicated to
weapons production, such as enrichment plants and reprocessing plants.
See, e.g., Paul K. Kerr, “Iran and Nuclear Weapons Production,”
Congressional Research Service, IF12106, 2014,
https://crsreports.congress.gov/product/pdf/IF/IF12106. Each
potentially contains dangerous forces, but only NPPs are addressed
specifically in AP I, art. 56.
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The Risks of Targeting Nuclear Facilities

On April 7, 2024, the safety of the Zaporizhzhia NPP was
put at risk when several drones, apparently targeting
surveillance and communication equipment located at one
of the site’s six reactor buildings, damaged the plant’s main
reactor containment systems.'> Russia accused Ukraine of
perpetrating the attack. Ukraine disavowed responsibility,
calling it a Russian false-flag operation.!® A team from the
IAEA on the ground quickly determined that the damage
did not compromise the plant’s critical safety systems.!”
Nevertheless, the incident prompted the IAEA Director
General to issue a statement in which he called the attack
reckless and “a major escalation of the nuclear safety and
security dangers facing the Zaporizhzhya Nuclear Power
Plant” that “significantly increase[d] the risk of a major
nuclear accident . . . ”'® What exactly are the risks that
drove Director General Grossi’s concerns?

15. Louise Guillot, “Drone Strikes Hit Russia-Controlled Nuclear
Power Plant in Ukraine,” Politico, April 8, 2024),
https://www.politico.eu/article/drone-strikes-hit-ukraine-largest-
nuclear-power-plant-zaporizhzhia-russia/; Mark Holt & Mary Beth D.
Nikitin, Congressional Research Service, Russian Military Actions at
Ukraine’s Nuclear Power Plants (2024),
https://crsreports.congress.gov/product/pdf/IN/IN11883 [hereinafter
Holt & Nikitin].

16. Abbey Fenbert, “Russia Plans ‘False Flag’ Attacks on Zaporizhzhia
Nuclear Plant, Kyiv Tells UN,” The Kyiv Independent, April 16, 2024,
https://kyivindependent.com/russia-plans-false-flag-attacks-on-
zaporizhzhia-nuclear-plant-kyiv-tells-un/.

17. Update 220, supra note 7

18. Id.
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The Risks

The specific designation of “nuclear electrical generating
stations” in AP I, Article 56 demonstrates the view of a
majority of States, at least in 1977, that attacks on NPPs
can pose risks to the civilian population of a unique nature
and scope warranting special LOAC protection.'
Breakdowns in the functioning of nuclear reactors, the
heart of NPPs, can lead to the release of highly dangerous
radioactive materials.?”

Nuclear power plants are complex facilities that generate
electricity through the contained and controlled process of
nuclear fission—the splitting of atoms to release energy.?!
Fission occurs inside the reactor. Fuel rods, typically made
of uranium-235, are immersed in water which acts both as a

19. See, e.g., ICRC, Commentary on the Third Geneva Convention:
Convention (III) Relative to the Treatment of Prisoners of War, 2nd ed.
(Geneva: International Committee of the Red Cross, 1987), 42164,
https://ihl-databases.icrc.org/en/ihl-treaties/api-1977/article-
56/commentary/1987?activeTab=undefined [hereinafter /987
Commentary].

20. A nuclear power plant (NPP) is composed of multiple components
or areas, €.g., a nuclear island, a turbine island, and the balance of plant
(the switchyard and transformers, office buildings, etc.). The nuclear
reactor, the heart of the NPP, is contained in the nuclear island. See
“What Does a Nuclear Energy Plant Look Like?,” Emirates Nuclear
Energy Corporation, https://www.enec.gov.ae/discover/how-nuclear-
energy-works/what-does-a-nuclear-energy-plant-look-like-
/#:~text=The%20nuclear%20island%20is%20the%20area%20shown
%20in,safety%20systems%20and%20the%20used%20fuel%20storage
%?20pool.

21. Office of Nuclear Energy, “Nuclear 101: How Does a Nuclear
Reactor Work?”, U.S. Department of Energy, August 2, 2023,
https://www.energy.gov/ne/articles/nuclear-101-how-does-nuclear-
reactor-work.
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coolant and a moderator (an agent used to control the rate
of the fission chain reaction). The heat generated through
fission produces steam that drives electricity-generating
turbines.??

As the uranium fuel is used, or “burned,” in the reactor, it
becomes progressively more radioactive. Once fully
“spent,” the nuclear fuel is removed from the reactor and
usually submerged in water for several years at the reactor
site to both cool the material and block the release of

radiation.?3

Once sufficiently cooled, the radioactive
material is moved to dry cask storage containers on site,
until ultimately removed to separate, underground storage

facilities.

Failures at any stage of an NPP’s operations, whether
technical, structural, or human, can have catastrophic
consequences, including the worst-case scenario of a
nuclear core meltdown. In a meltdown event, the reactor
cooling system is partially or totally compromised, causing
the fuel rods to overheat.?* If not mitigated in time, the rods
can breach the reactor pressure vessel and containment
structure releasing deadly radiation into the environment.?

22. 1d.

23. U.S. Energy Information Administration, “Nuclear Explained: The
Nuclear Fuel Cycle,” Oct. 26, 2023,
https://www.eia.gov/energyexplained/nuclear/the-nuclear-fuel-
cycle.php#:~:text=Back%2Dend%20steps%20ensure%20that,atoms%?2
Oare%20easily%20split%20apart.

24. Robert Lamb & Desiree Bowie, “How a Nuclear Meltdown
Works,” How Stuff Works, September 27, 2023,
https://science.howstuffworks.com/nuclear-meltdown.html

25. Id.
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Depending on multiple variables, the radiation can spread
as far as several hundred miles, contaminating air, water,
and soil, and putting exposed populations at risk of acute
radiation sickness, cancer, and other long-term health
effects.”® There have been at least thirty-three NPP
accidents recorded of varying degrees of severity since
1952 including the notorious 1986 Chernobyl and 2011
Fukushima Daiichi accidents.?’

Conducting combat operations against or in the proximity
of NPPs and other nuclear facilities poses obvious risks to
their safe and secure operation. These risks include: direct
physical damage to reactors and/or their safety systems;
disruption of primary and back-up electricity sources
causing station blackout; danger to plant personnel; and
damage to spent fuel storage facilities.?® The fallout, both
literal and figurative, from these risks materializing can be
both substantial, unpredictable, and multi-generational.

26. See eg., Arash Sharifi et al., “Health Effects of Radioactive
Contaminated Dust in the Aftermath of a Potential Nuclear Accident in
Ukraine,” Frontiers in Public Health, August 22, 2022, 3-4,
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9441805/pdf/fpubh-
10-959668.pdf.

27. “Nuclear Power Plant Accidents: Listed and Ranked Since 1952,”
The Guardian, March 14, 2011,
https://www.theguardian.com/news/datablog/2011/mar/14/nuclear-
power-plant-accidents-list-rank (last accessed June 19, 2024).

28. Holt & Nikitin, supra note 15; Karine Herviou et al., “What Are
the Risks of Nuclear Power Plants in Wartime,” Polytechnique Insights,
July 12, 2022, https://www.polytechnique-
insights.com/en/columns/geopolitics/how-to-protect-nuclear-power-
plants-in-wartime/.
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Yet, contrary to some beliefs, attacks on NPPs do not risk

secondary nuclear explosions.?’

The Reward?

In the face of these risks, why would a party to an armed
conflict rationally choose to target an NPP? Was Director
General Grossi correct when asserting, in response to the
drone strikes on the Zaporizhzia NPP, that “no one can
conceivably benefit or get any military or political
advantage from attacks against nuclear facilities”?3°

History might indicate otherwise. Since at least the First
World War, examples abound of belligerents attacking their
enemy’s power generation capabilities. Disruption of
electricity, a resource “vital to the functioning of modern
military and industrial power,” has long been viewed as
serving tactical, operational, and strategic aims.?!

29. Lamb and Desiree, supra note 24. This may not be the case for so
called “Fast Reactors.” See, e.g., Collis Green & Jerry Havens, Nuclear
Explosion Potential in Thin Safety Margin: The SEFOR Super-Prompt-
Critical Transient Experiments, Ozark Mountains, Arkansas, 1970-71
(University of Arkansas, 2021), 1,
https://muse.jhu.edu/pub/189/0a_monograph/chapter/3038644.

30. Update 220, supra note 7.

31. Michael N. Schmitt, “Ukraine Symposium — Attacking Power
Infrastructure Under International Humanitarian Law,” Articles of War,
October 20, 2022, https://licber.westpoint.edu/attacking-power-
infrastructure-under-international-humanitarian-law/. Citing CDR J.W.
Crawford III, “The Law of Noncombatant Immunity and the Targeting
of National Electrical Systems,” Fletcher F. World Affairs 21, no. 1,
(1997): 101-102. See also Maj. Thomas E. Griffith, Jr., Strategic
Attack of National Electrical Systems (Air University Press, 1994), 15-
42, https://media.defense.gov/2017/Dec/29/2001861964/-1/-
1/0/T_GRIFFITH_STRATEGIC ATTACK.PDF.
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Consider, as one example among many, U.S. air strikes
against Serbia’s electrical power grid during NATO’s 1999
air campaign to force a Serbian withdrawal from Kosovo.3?

It is for this reason that in 1956, “with the help of military
experts,” the International Committee of the Red Cross
(ICRC) included within a proposed list of presumptively
valid military targets “installations providing energy mainly
for national defence, e.g. coal, other fuels, or atomic
energy, and plants producing gas or electricity mainly for
military consumption.”* As noted below, Article 56 itself
is premised on, and provides protection for NPPs that in
fact qualify as military objectives.?* States’ views remain
in accord with this premise; power generation infrastructure
being “generally recognized to be of sufficient importance
to a State’s capacity to meet its wartime needs of
communication, transport, and industry so as usually to
qualify as military objectives during armed conflicts.”?

32. Philip Bennett and Steve Coll, “NATO Warplanes Jolt Yugoslav
Power Grid,” Washington Post, May, 25, 1999,
https://www.washingtonpost.com/wp-
srv/inatl/longterm/balkans/stories/belgrade052599.html.

33. 1987 Commentary, supra note 19, 9 2002, n. 3, https://ihl-
databases.icrc.org/en/ihl-treaties/api-1977/article-52/commentary/1987
(emphasis added).

34. See infra notes 80 and accompanying text.

35. DoD Law of War Manual, supra note 13, § 5.6.8.5; accord Joint
Service Publication 383, The Joint Service Manual of the Law of Armed
Conflict 57 (2004) (amended 2014) (U.K.),
https://assets.publishing.service.gov.uk/media/5a7952bfe5274a2acd18b
da5/JSP3832004Edition.pdf; Australian Defense Force, Australian
Defense Doctrine Publication 06.4, Law of Armed Conflict 5.7 (2006),
Australia, https://www.onlinelibrary.iihl.org/wp-
content/uploads/2021/05/AUS-Manual-Law-of-Armed-Conflict.pdf.
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History also demonstrates that, beyond the Zaporizhzhia
example, States are willing to conduct operations
specifically against nuclear facilities, including NPPs, to
impede their development (or contribution to the
development of nuclear weapons) or degrade their
operational capacity. Israel’s air strikes on the Osirak
reactor in Tuwaitha, Iraq in 1981 and the al-Kibar reactor
in Syria in 2007 are the most prominent examples.3® Both
Iran, during the Iran-Iraq war, and the United States, during
the First Gulf War, attacked the Iraqi Tuwaitha Nuclear
Research Centre.’’” And as the 2010 Stuxnet operation
against Iran’s Natanz nuclear enrichment facility
demonstrates, cyber options are potentially available to
disrupt, and possibly damage, NPPs.3®

As discussed further below, during the negotiations of AP
I, States rejected an ICRC proposal for an absolute ban on
attacking works and installations containing dangerous
forces, including NPPs.** So, contrary to Director-General
Grossi’s assertion, however well-intended and prudent, that
“[a]ttacking a nuclear power plant is an absolute no go,”
LOAC does not preclude the possibility. It does, however,
set parameters that, as is almost always the case with

36. Gary Corn, “Israel, Cyber Sabotage, and International Law,” The
MirYam Institute, July 16, 2021,
https://www.miryaminstitute.org/commentary-blog/israel-cyber-
sabotage-and-international-law.

37. John Carlson, Prohibition of Military Attacks on Nuclear
Facilities, (Vienna: Vienna Center for Disarmament and
Nonproliferation, 2022), 1, https://vcdnp.org/wp-
content/uploads/2022/09/Attacks-on-nuclear-facilities_Carlson-
updated.pdf.

38. Gary Corn, supra note 36.

39. See 1987 Commentary, supra note 19, § 2145.
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LOAC, seek to balance the imperatives of military
necessity and humanity in the conduct of military
operations. Just how LOAC strikes this balance varies
between the general law applicable to targeting operations
and Article 56 of AP .

General Targeting Law and Principles

Limits on the conduct of hostilities are nearly as old as
warfare itself. First through cultural and religious
traditions, martial customs, and internal military codes,
then through negotiated and codified multilateral legal
instruments, States have agreed to binding principles and
rules that restrain operations during armed conflict.
Collectively, this vast body of international law regulates a
wide range of wartime activity including treatment of war
victims, obligations of neutral States, and duties of
occupying powers. But, in the absence of a specific rule
such as Article 56, it is the LOAC regime applicable to
targeting operations generally that is most clearly
applicable to operations affecting NPPs.

The law of targeting regulates belligerents’ use of violence
and lethal force in armed conflict. It uses a combination of
principles and rules to reduce suffering consistent with the
military imperatives of war. LOAC principles guide
belligerents’ conduct through broad, fundamental
considerations that account simultaneously for interests of
humanity and military necessity. There is wide agreement
that these principles inspire and inform the application of
the more detailed rules that comprise LOAC’s expansive
regulatory regime. Some also envision principles as

34



Nuclear Proliferation’s Next Iteration

performing an important gap filling role when no LOAC
rule specifically regulates an action.* But the extent to
which these principles are binding and enforceable legal
obligations is debated.*!

So, it is chiefly through rules, expressed both as recorded
provisions in treaties and as accepted yet uncodified and
universally binding international custom, that LOAC
shapes and restrains operations in armed conflict. LOAC
rules tend to regulate more narrowly and specifically than
principles and their binding character and enforceability are
rarely questioned. A brief survey of general LOAC
principles and rules applicable to targeting objects,
including NPPs, reveals a complex though relatively
practicable system of regulation.

Distinction

Chief among LOAC principles applicable to targeting is
distinction. At its essence, the principle of distinction
instructs  belligerents to direct hostilities at enemy
combatants and military objects and to spare civilians and
civilian objects to the extent feasible. In States’ military
legal doctrine, there is practically universal support for
distinction as a LOAC principle, though its precise content
and legal significance are not always clear or agreed.*

40. Canada, Law of Armed Conflict at the Operational and Tactical
Levels, 9201 (2001).

41. See Craig Eggett, “The Role of Principles and General Principles
in the ‘Constitutional Processes’ of International Law,” Netherlands
International Law Review 66, no. 2 (2019): 197.

42. See, e.g., Canada, supra note 40, 9 204(1).
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Much of the wide reach and relevance the principle of
distinction offers sacrifices its precision and determinacy.
While a conceptual starting point or frame of mind for
attacks on NPPs, the principle of distinction offers little in
the way of definitive analysis.

Comparably greater precision attaches to the treaty-based
and customary rules that give effect to the principle of
distinction. In one sense or another, nearly every targeting
rule of LOAC can be traced to distinction. However, some
distinction-based rules have found a particularly important
place in targeting law, including that applicable to NPPs.
While AP I contains the most comprehensive compilation
of these rules, many, though not all of its provisions are
also widely regarded as customary law that binds all States,
including those not party to that instrument.*

This important system of targeting rules begins with a
general rule that restates the principle of distinction itself.
It requires belligerents to distinguish between civilian
persons and objects on one hand and military objectives on
the other.** Tt then requires belligerents to direct hostilities
only at enemy forces and objects. Subsequent rules then
refine that requirement, focusing most carefully on
operations amounting to attacks, which AP [ defines

43. Memorandum for Mr. John McNeill, 9 May 1996 in Department of
the Army, Judge Advocate General’s Legal Center & School, Law of
Armed Conflict Documentary Supplement 251 (2024) [hereinafter
McNeill Memo]; Michael Matheson, “International Humanitarian Law:
A Workshop on Customary International Law and the 1977 Additional
Protocols Additional to the 1949 Geneva Conventions,” American
University Journal of International Law & Policy 2 (1987): 419).

44. AP I, supra note 11, art. 48.
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specifically as “acts of violence against the adversary.”®

Wartime acts not amounting to attack do not implicate most
AP I or customary targeting law rules. Thus, most targeting
rules only regulate operations against NPPs that are
intended to result in death, injury, destruction or damage.

Also in furtherance of the distinction principle, LOAC
broadly prohibits any attacks that are indiscriminate. These
prohibitions are manifested in a series of rules, set out in
AP I, that helpfully hone the principle for application in
combat. They include, among others, a baseline prohibition
on attacks which are not or cannot be “directed at a specific
military objective.”*® This prohibition makes clear that, as a
starting point, deliberate and direct attacks on what are

45. Id. art. 49. To constitute an act of violence, the action must be
taken in the course of hostilities and involve an act reasonably expected
to produce physical injury or damage to person(s) or object(s). See,
e.g., Chris Jenks, “Motive Matters: The Meaning of Attack Under IHL
& the Rome Statute,” Opinio Juris, October 26, 2020,
http://opiniojuris.org/2020/10/26/motive-matters-the-meaning-of-
attack-under-ihl-the-rome-statute.

46. AP I, supra note 11, art. 51(4)(a). See Protocol [to the Convention
on Prohibitions or Restrictions on the Use of Mines, Booby Traps and
Other Devices Which May be Deemed to Be Excessively Injurious or
to Have Indiscriminate Effects] on Prohibitions or Restrictions on the
Use of Mines, Booby-Traps and Other Devices, as amended on 3
May1996, art. 3(8)(a), 2048 UNTS 133 (addressing use of landmines
and booby traps). A second illustration of indiscriminate attacks
involves “those which employ a method or means of combat which
cannot be directed at a specific military objective.” Id. art. 51(4)(b). See
CCW Amended Protocol 11, art. 3(8)(b) (addressing use of landmines
and booby traps). This provision is understood to prohibit attacks
which, though directed at military objectives, resort to means that
cannot be aimed or reasonably expected to strike their intended targets.
This provision prohibits attacks that employ weapons that are
imprecise, lack effective guidance systems, or which cannot distinguish
military objectives from civilians and civilian objects.
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clearly civilian objects, such as schools, homes, or
museums are prohibited.

AP I and customary rules also prohibit attacks “which
employ a method or means of combat the effects of which
cannot be limited as required by this Protocol,” i.e., that
risk disproportionate collateral harm.*” Thus, while a
belligerent may direct its attack at a military objective
using a weapon reasonably expected to strike the intended
target, the attack will be prohibited nonetheless if its
harmful effects cannot be contained to an extent tolerated
by other provisions of AP I, some of which will be
addressed below. Biological weapons that haphazardly
release contagious viruses or spread bacteria are thought to
be illustrative and are indiscriminate in this respect.*® This
latter rule is particularly relevant to attacks on NPPs, as
atmospheric and other environmental forces not subject to
an attacker’s control may well spread radiation to an extent
that renders the attack indiscriminate.

Finally, attacks directed at military objectives that are
reasonably expected to result in incidental excessive harm
to civilians and civilian objects in relation to anticipated
military advantage are prohibited by rule as indiscriminate
(and also as disproportionate as discussed below).* It is a
prohibition which many States also regard as reflecting a
principle (discussed below) and which is expressed

47. AP I, supra note 11, art. 51(4)(c).

48. DoD Law of War Manual, supra note 11, § 6.7.4, n. 158 (citing
U.S. Air Force, Pamphlet 110-31 6-3c (1976)).

49. AP I, supra note 11, art. 51(5)(b). See CCW Amended Protocol II,
art. 3(8)(b) (addressing use of landmines and booby traps).
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separately as a precautionary measure that attackers must
undertake.>°

The lynchpin of the LOAC rules that support the principle
of distinction is the notion of military objective. Without a
conception of what is and what is not a military objective,
distinction would fail as a meaningful restraint on targeting
operations. AP I, other LOAC treaties, and customary
international law provide a widely accepted, if somewhat
legalistic, definition of military objective.>! Article 52(2) of
AP I is representative and provides in relevant part:

In so far as objects are concerned, military
objectives are limited to those objects which
by their nature, location, purpose or use
make an effective contribution to military
action and whose total or partial destruction,
capture  or  neutralization, in  the
circumstances ruling at the time, offers a
definite military advantage.

Often a starting point for legal analysis of targeting
operations, the LOAC military objective definition calls for
two distinct inquiries. First, the object attacked must be
examined to identify its contribution to enemy operations
through at least one of four modes. Owing to their design or
inherent character, some objects by their very nature make
an effective contribution to the enemy’s military action.

50. See Id. art. 57(2)(b).
51. Id. art. 52(2); CCW Amended Protocol I, art. 2(6); McNeill Memo,
supra note 42.
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Examples include military-specific hardware such as tanks,
artillery, high-caliber ammunition, and fortifications.

In the same vein, objects which by nature are civilian may
nonetheless become military objectives through enemy use.
Generally speaking, when an object is put to use by or in
support of military action, it becomes a military objective.
Examples include buildings occupied by armed forces,
vehicles converted to military use, fueling sites employed
by military vehicles, transportation infrastructure traveled
by military formations, or, as noted above, power plants
from which armed forces draw electricity. That such
objects may be used simultaneously for civilian purposes
does not deprive them of their status as military objectives,
though harm resulting to civilians from attacks on them
must be considered as discussed below.

In addition to its use, a civilian object’s purpose may
convert it to a military objective. In this case, the term
purpose refers to a future, intended use. If an attacker
reasonably anticipates that an object will make an effective
contribution to enemy action in the future, that object may
be attacked beforehand. Because the purpose prong of the
military objective definition involves prediction, it is
susceptible to error or even abuse. But it is an essential
acknowledgement of the timeless military imperative of
anticipating enemy action, seizing initiative, and
maintaining an operational tempo that outpaces an enemy’s
adaptive capacity.

40



Nuclear Proliferation’s Next Iteration

Finally, a civilian object may become a military objective
by its location. Civilian infrastructure, including bridges
but also obstacles such as built-up areas and terrain features
like passes or hilltops, may contribute to enemy maneuver
scheme and become military objectives. They are lawful
military objectives for so long as their positioning
effectively supports enemy operations and denying them to
enemy forces by fire offers a definite military advantage to
an attacker. Use, purpose, and perhaps location reflect the
likely modes by which an NPP could become a military
objective.

Once belligerents determine an object makes an effective
contribution to enemy action, they must then identify how
attacking or capturing that object will offer them a “definite
military advantage.” The latter phrase should not be read to
prescribe a specific legal standard of proof or level of
certainty. Risk and uncertainty are inherent in targeting
operations against determined and adaptive adversaries.
Rather, the phrase refers to identifying a rational, realistic,
and articulable improvement in the tactical, operational, or
strategic position of the attacking force. It may include
securing positional advantage, numerical or qualitative
resource gains, or disrupting enemy operational tempo or
situational awareness. It also may include psychological
advantages measured in terms of reduced enemy morale or
will to fight.

By its use of the term “definite,” however, this second

prong of the military objective test is understood to exclude
merely speculative or abstract gains. Outcomes of attacks
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that cannot reasonably be expected to materialize, which
are overly vague, or for which the logical connection to
legitimate war aims is entirely tentative cannot satisfy the
rule’s definite military advantage test. In the case of power
generation infrastructure, nuclear or otherwise, the
fungibility of electricity can make meeting this standard
particularly difficult.

Last, the phrase “in the circumstances ruling at the time”
implies both a defense and a duty when belligerents apply
the military objective test. Most clearly, the phrase makes
clear that belligerents’ assessments that objects are military
objectives are to be judged according to the information
reasonably available at the time of attack rather than
according to perfect hindsight. That information
contradicting an object’s status as a military objective was
unavailable to a belligerent has long been a defense to
allegations of breach.>? But the phrase also seems to imply
a duty of awareness on the part of belligerents. Their
assessments of objects must be made with a reasonable
grasp of the object’s status and surrounding context from
both enemy and friendly force perspectives. Other LOAC
rules discussed below confirm and expressly state this duty.

Proportionality

Proportionality is a second, widely accepted LOAC
principle. It injects a dose of moderation and attention to

52. Sean Watts, “The Genesis and Significance of the Law of War
‘Rendulic Rule’” in Honest Errors? Combat Decision-Making 75 Years
After the Hostage Case, ed. Nobuo Hayashi and Carola Lingaas (2024):
75.
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context into warfighting. As a principle, proportionality
commends generally applicable, though admittedly vague,
measures of balance and perspective to belligerents. The
U.S. DoD Law of War Manual illustrates a particularly
broad understanding. It instructs that the principle of
proportionality requires that belligerents “not act in a way
that is unreasonable or excessive.”>® It is in the U.S. view
an extension of the principle of war known as “economy of
force.”* As a principle, proportionality can be understood
to regulate the scale and effects of attacks but also to limit
resort to weapons that wound unnecessarily, or to control
resorts to reprisals.>

Like distinction, proportionality finds expression as both a
principle and in supporting rules. When it comes to attacks
on NPPs, proportionality is likely the most important
general targeting rule. Indeed, it seems in many respects
tailor made for those operations. The most prevalent rule-
based expressions of proportionality use this or very similar
language:

“Those who plan or decide upon an attack
shall ... refrain from deciding to launch any
attack which may be expected to cause
incidental loss of civilian life, injury to
civilians, damage to civilian objects, or a
combination thereof, which would be

53. DoD Law of War Manual, supra note 13, § 2.4.
54. Id.
55. DoD Law of War Manual, supra note 13, § 2.4.2.
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excessive in relation to the concrete and
direct military advantage anticipated.”>®

Several points of application and interpretation are worth
emphasis concerning the rule of proportionality. When
expressed as a LOAC rule, proportionality operates far
more narrowly than as a principle. As a rule of targeting
law, proportionality lies behind the attack threshold
mentioned above.>” Operations in war that do not amount to
violence against the adversary are not subject to the
proportionality rule.”® Additionally, not all incidental
effects on civilians and civilian objects factor into
proportionality calculations. By its terms, only incidental
loss of life, injury to persons, and damage to objects
implicate the rule of proportionality. Inconvenience and
interruptions to daily life do not register for purposes of
proportionality in targeting. Moreover, the term
“anticipated” indicates that only reasonably foreseeable
harm must be considered. Civilian harm that is
unpredictable, remote, or caused by intervening forces
outside the control of the attacker do not form part of
LOAC proportionality calculations.*

Of course, the crux of the LOAC proportionality rule lies in
the term “excessive.” There is wide agreement that the rule
does not prohibit civilian harm outright—such an
interpretation would be fundamentally incongruent with the
realities of warfare. Nor does it require any form of

56. AP I, supra note 11, art. 57(2)(a).

57. Id. Pt. IV.

58. See discussion supra accompanying note 45.

59. DoD Law of War Manual, supra note 13, § 5.12.1.3.
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symmetry between enemy and friendly actions. Instead,
when considering an attack, the rule calls on belligerents to
weigh any reasonably expected incidental harms against the
concrete and direct military advantage expected from the
attack. Only attacks in which predicted civilian harm is
inordinate to estimates of military advantage breach the
proportionality rule.

While that much is clear, proportionality involves a
particularly difficult and fraught balancing that often defies
objectively empirical or quantitative approaches. The
projected civilian harm that the rule addresses and the
expected military advantage it considers often differ in
fundamental qualitative respects. The proportionality
calculus frequently pits civilian lives against those of
belligerents. More vexingly, it pits persons against objects
or vice versa. Still more difficult may be comparisons
between losses of civilian life and intangible military
advantages such as the value of shock, surprise, efficiency,
speed, initiative, or sowing doubt or fear among enemy
forces. What is excessive in these contexts can be highly
subjective. And it is nearly impossible to assess without full
access to the decision-making process and its greater
context. In the case of NPPs, each of the tactical and
strategic considerations identified in the preceding part of
this chapter would bear heavily on a LOAC proportionality
evaluation.
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Last, the point has been made that the term “excessive” is
not synonymous with “extensive.”® It is a point
particularly relevant to attacks on NPPs. An influential
International Committee of the Red Cross commentary on
AP I has observed that “the Protocol does not provide any
justification for attacks which cause extensive civilian
losses and damages. Incidental losses and damages should

never be extensive.”°!

However, this observation is in error.
It is clear that even the prospect of extensive civilian harm
can be a lawful incidental effect of an attack if it is justified
by a sufficiently important expected military outcome.
Similarly, extensive civilian harm, including that from an
NPP attack, would not breach the rule of proportionality if
it were entirely unexpected or was an anomalous result of a

reasonably and responsibly planned attack.

Difficulties of  application and  indeterminacy
notwithstanding, the LOAC rule of proportionality stands
out as an important restraint on the pursuit of military war
aims though violence including attacks on NPPs. Like the
principle from which it derives, the rule of proportionality
directs belligerents’ attention to the wider context and
consequences of their operations. It secures a flexible and
adaptive point of balance between dire humanitarian
consequences and compelling military interests.

60. Yoram Dinstein, The Conduct of Hostilities under the Law of
International Armed Conflict, 181 (4th ed.; 2022) [hereinafter
Dinstein].

61. International Committee of the Red Cross (ICRC), Commentary on
the Additional Protocols I and II of 8 June 1977, 9 1980 (Yves Sandoz
et al., eds., 1987) [hereinafter ICRC, Commentary to AP I].

46



Nuclear Proliferation’s Next Iteration

Precautions

LOAC precautions represent a further aspect of the general
law of targeting applicable to operations against NPPs.
Although a relatively new emphasis in targeting law
circles, as a practical matter, precautions have a long
pedigree of practice. Whatever their legal status,
precautions form a key part of the LOAC targeting regime.
Whether they exist as free-standing international legal
obligations or simply as operational best practices,
undertaking precautionary measures is critical to
application of the principles and associated rules of
distinction and proportionality, particularly in attacks on
NPPs.®? While they find their clearest expression in the AP
I rules regulating attacks, even non-parties to AP I that had
formerly rejected many precautionary rules now express
support for their inclusion as customary legal obligations.®
Precautionary rules include both obligations in attack as
well as measures that must be undertaken in defense. All
the precautions discussed below find support as customary
international law.

Article 57 of AP I includes a host of precautionary
obligations owed by those who plan or decide upon attacks.
As the term precaution itself indicates, they are duties to be
executed or considered prior to carrying out an attack. Each
is relevant to attacks on NPPs and has the potential to avoid

62. See Sean Watts, "Law-of-War Precautions: A Cautionary Note," in
The Impact of Emerging Technologies on the Law of Armed Conflict,
eds. Eric Talbot Jensen and Ronald T.P. Alcala (2019), (questioning the
wisdom of adopting precautions as free-standing international legal
obligations).

63. See DoD Law of War Manual, supra note 13, §§ 5.11, 5.14.
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or greatly reduce unnecessary harm or suffering in that
context.

A first precaution concerns a duty to confirm information
used to plan attacks. Article 57(2)(a)(i) of AP I requires
that belligerents “do everything feasible to verify” that
military objectives are not in fact civilian or otherwise
protected by LOAC. This duty includes not only an
obligation to gather initial information but also a duty to
refresh or otherwise ensure that information used to
determine that a target such as an NPP is a military
objective is reasonably accurate and current at the time of
attack. This obligation continues all the way up to
execution of an attack, such that it must be cancelled or
suspended should initial assessments prove incorrect or the
facts supporting the assessment that an NPP’s use or
purpose have rendered it a military objective change.®

A second precautionary duty concerns a belligerent’s
selection of means and methods of attack. Article 57
requires that belligerents “take all feasible precautions in
the choice of means and methods of attack with a view to
avoiding, and in any event to minimizing” incidental
civilian harm. Belligerents satisfy this obligation during
both planning and execution stages of attacks through
operational design. In a process sometimes referred to as
“weaponeering,” munitions, vectors and angles of attack,
and timing are chosen with a view toward both achieving
desired effects on targets and enemy forces and reducing
collateral effects on civilians. However, as with the

64. AP I, supra note 11, art. 57(2)(b).
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proportionality rule described above, not all negative
impacts on civilians need be avoided or minimized. Article
57 only requires minimization of “loss of civilian life,
injury to civilians and damage to civilian objects.” An
attack on an NPP would no doubt require significant
weaponeering as a precautionary measure to avoid or
minimize, to the extent practically possible, expected
incidental harm. For example, attacking forces are often
able to mitigate collateral effects of attacks through weapon
choice, fusing, and angle of attack.®

As noted previously, the LOAC rule of proportionality
finds expression not only as an aspect of distinction and as
a free-standing obligation but also as a required precaution
in attack. Article 57 of AP I restates the proportionality rule
described above identically to preceding articles of AP [
and other LOAC treaties. The explanations discussed
above, including limits of applicability and interpretations
of terms, apply similarly to the precautionary expression of
proportionality. And like the precautionary duty of target
verification addressed above, Article 57(2)(b) requires
cancelation or suspension if an attack cannot conform to
limits on incidental harm.

Precautionary duties in attack also include an obligation to
warn of attacks which, according to AP I, “may affect the
civilian population.” This duty finds support not only in
Article 57 of AP I, but also in the 1899 and 1907 Hague

65. See e.g. Kevin Coble et al., “Targeting in an Urban Environment:
Why Weaponeering and Tactics Matter,” Articles of War, September 6,
2024, https://lieber.westpoint.edu/targeting-urban-environment-why-
weaponeering-tactics-matter.
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Convention II and IV Regulations which have long been
thought to reflect custom.®® As expressed in AP I, the harm
threshold for warnings is quite low. By contrast with other
precautionary rules, harm is not limited to loss of life,
injury, and damage. Attacks which merely “affect” a
civilian population are sufficient to activate the warning
requirement. Moreover, by contrast with LOAC targeting
rules that address “anticipated” civilian harm, the warning
requirement is implicated when effects “may” take place.
Where the former term perhaps suggests harm is expected
or likely, the latter term seems to admit a mere possibility
of an effect. The low harm threshold of the AP I warning
requirement may be important to attacks on NPPs where
effects short of injury or loss of life, including interruption
of power, displacement, or evacuation, may be possible.

A further LOAC precautionary rule concerns target
selection. Article 57(3) of AP I requires selection of the
target “expected to cause the least danger to civilian lives
and to civilian objects” when a choice is possible between
multiple targets that offer “a similar military advantage.”
While this precaution appears to offer great potential to
reduce harm to civilians, its significance and impact are
often less than might be expected. The cases in which two
distinct military objectives will actually offer similar
military advantage are exceedingly rare. Variations in
location, surroundings, defenses, target composition, as
well as differences in an attacker’s available resources
required to strike distinct objects greatly reduce occasions

66. AP I, supra note 11, art. 57(2)(c); Hague Convention IV
Regulations, art. 26.
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to apply this precaution. How NPPs would fare under this
precaution is uncertain. On one hand, as discussed above,
NPPs may possibly qualify as military objectives by virtue
of the use or purpose of providing power to armed forces. If
the goal of attacking an NPP is simply to deny power, it is
possible that striking other elements of a power system,
such as a distribution grid, would achieve the same military
advantage. On the other hand, striking an NPP itself may
provide such a lasting denial of power, in light of the
difficulty of repair, such that a distribution grid would not
be a target offering “similar military advantage.”

Not all LOAC precautionary obligations fall upon
attackers. LOAC pursues a great measure of humanity in
warfare by allocating responsibilities to defenders,
including those that control NPPs. Alongside those
applicable to attackers, a set of precautionary rules applies
to defenders. Sometimes termed “passive precautions,”
these rules require belligerents to anticipate that their own
forces and the military objectives they control represent
targets to their adversary. Defenders must take steps in the
location and disposition of those units to protect civilians.
For example, defenders must consider the feasibility of
evacuating civilians from areas with known military
objectives. Passive precautions are, in other words,
concerned with protecting civilians under one’s own
control against the effects of enemy attacks. Some argue
that, from the standpoint of civilian harm avoidance and
mitigation, defenders are usually better positioned than
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attackers.’” By means of separation, evacuation, and

identification, defenders can prevent a significant level of
harm and suffering from targeting operations.

First, belligerents must “endeavour to remove the civilian
population, individual civilians and civilian objects under
their control from the vicinity of military objectives.” The
humanitarian advantages of separating civilian objects from
locations that are likely targets of enemy fires such as NPPs
are clear.% The extent to which NPPs should be anticipated
as targets of enemy strikes and civilians should be
evacuated from them is highly context dependent. Should a
belligerent use an NPP in support of military operations, an
attempt to remove civilians from the area would likely be
called for. Similarly, should a belligerent conclude an
adversary would reasonably forecast future use that would
render an NPP a military objective, efforts at evacuation
may be required.

Article 58 further requires that belligerents “avoid locating
military objectives within or near densely populated areas.
Perhaps the most significant of passive precautions, this
rule captures well the LOAC prohibition on shielding
military objectives from attack with civilians and civilian
objects. Sadly, recent armed conflicts are replete with

67. See Eric Talbot Jensen, "Precautions against the Effects of Attacks
in Urban Areas," 901 International Review of the Red Cross 901
(2016): 147.

68. Meanwhile, the rule explicitly preserves a LOAC rule prohibiting
select deportations of civilians lest a defender abuse passive
precautions in this respect. AP I, supra note 11, art. 58(1) (citing GC
1V, art. 49). However, the rule makes clear that the obligation is not
absolute; only attempts to remove civilians are required.
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deliberate violations of this rule. A substantial share of
civilian casualties in recent conflicts is attributable to these
callous and cynical failures by defending forces. It should
be noted that positioning military units and materiel in
populated areas for purposes of defending them from
enemy attack does not amount to violation of this rule,
though recent non-governmental organizations and media
have failed to grasp this point.®’

Finally, Article 58 requires belligerents to take ‘“‘other
necessary precautions” to protect civilians and civilian
objects under their control “from military operations.” This
quite open-ended rule has been understood to refer to
providing shelters, civil-defense measures, and other
protections in favor of civilians who find themselves in
areas susceptible to enemy attack.”” Construction of bomb
shelters, providing radiation detection and protection
equipment, and staffing emergency services near NPPs may
be appropriate precautions considering their potential to be
regarded as military objectives.

A last, but critical word about LOAC targeting law
precautions concerns the notion of feasibility. Nearly every
precautionary rule carries an important caveat of
practicability. Terms like “feasible” and “possible” and the
phrases “unless circumstances do not permit” and “to the
maximum extent feasible” indicate that few precautions are

69. “Ukraine: Ukrainian Fighting Tactics Endanger Civilians,”
Amnesty International, August 4, 2022,
https://www.amnesty.org/en/latest/news/2022/08/ukraine-ukrainian-
fighting-tactics-endanger-civilians.

70. ICRC, Commentary to AP I, supra note 61, at § 2257.
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absolute or universally required. Most LOAC precautions
are entirely contingent on questions of practicability. States
party to AP I have indicated that feasible precautions refer
only to those that are practically possible in the
circumstances ruling at the time of attack.”’ While a
belligerent may possess the means to undertake a given
precaution or may be able to do so in extremis,
precautionary rules are not required in every case they are
technically possible. Interests in economy of force,
efficiency, speed, and surprise may prevent a belligerent
from undertaking precautions that are otherwise possible.
And considerations including limits on resources,
competing  mission  requirements, and  enemy
countermeasures may render other precautions infeasible,
not possible, or may not reasonably permit them under the
circumstances. Thus, while precautions offer significant
potential to mitigate civilian harm from attacks, including
those on NPPs, they have only been accepted as legal
obligations by states with the heavy contingency that they
be practically possible considering the realities of the
military situation.

In sum, the general law of targeting offers a robust,
adaptive, though admittedly indeterminate system of
principles and rules that protects civilians and civilian
objects compatible with military imperatives. Through
widely applicable principles this law provides an easily
disseminated framework to guide operations in combat,
even those that elide narrow rulesets. Meanwhile, finely

71. United Kingdom, Joint Service Manual on the Law of Armed
Conflict 1 5.30.6, 5.32., n. 191 (2004).
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tuned rules of targeting put these principles into a practice-
friendly context informed by decades of military
experience pursuing humanitarian and military goals in
armed conflict. This system is fully applicable to attacks on
NPPs and accounts for the significant dangers they present
as targets, requiring in most cases that extraordinarily
compelling military advantage be expected to justify their
impacts on civilians.

The Article 56 Standard

Beyond its regime of general targeting rules, AP I assigns
special, even idiosyncratic legal protection to select objects
likely to be affected by hostilities. These include the natural
environment,’? cultural objects,”® objects indispensable to
the survival of the civilian population,’ as well as dams,
dykes and nuclear electrical generating stations, i.e.,
NPPs.”> Although it does not prohibit attacks on NPPs
entirely, Article 56 of AP I reflects a departure from the
general targeting law rules described above in significant
respects.’® This part considers the Article 56 provisions on

72. AP I, supra note 11, art. 55.

73. Id. art. 53

74. Id, art. 54.

75. Id. art. 56.

76. Article 15 of Additional Protocol II (AP 1I), which applies to
certain non-international armed conflicts, contains a corresponding,
although less developed rule. Article 15 provides:

Works or installations containing dangerous forces, namely
dams, dykes and nuclear electrical generating stations, shall
not be made the object of attack, even where these objects
are military objectives, if such attack may cause the release
of dangerous forces and consequent severe losses among
the civilian population.
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NPPs in detail, highlighting how they differ from the
general targeting regime described above.

Immunity from Attack

Article 56(1) begins with a seemingly unqualified
prohibition. It provides:

Works or installations containing dangerous
forces, namely dams, dykes and nuclear
electrical generating stations, shall not be
made the object of attack, even where these
objects are military objectives, if such attack
may cause the release of dangerous forces
and consequent severe losses among the
civilian population.

A first observation concerns the article’s scope. Article
56(1) does not appear to apply to all facilities that house
dangerous forces and materials.”” Only those enumerated
by the article appear to qualify. States party to AP I have
confirmed the Article 56(1) enumerations as exhaustive,
excluding other facilities such as petrochemical plants from
protection under the article.”® Others disagree, however,
regarding the Article 56 list of installations as illustrative

Protocol Additional Il to the Geneva Conventions of 12 August 1949
and Relating to the Protection of Victims of Non-International Armed
Conflicts, June 08, 1977, 1125 U.N.T.S. 609, art. 15.

77. Norway, The Chief Defense, Manual of the Law of Armed Conflict
(2013): 164.

78. Id.
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rather than exhaustive.” But, the article’s resort to the term
“namely” rather than the term “including” or the phrase
“for example” suggests the former exclusive reading is the
soundest view.

A second point concerning scope is evident from the term
“made the object of attack.” The article’s first passage
makes clear the rule only addresses harm from attacking
these facilities. Releases of forces and harm resulting from
attacking other objects are not covered by this first passage
of Article 56(1). Such incidental releases, however, are the
subject of a separate passage of Article 56(1) addressed
below.

A third point concerning scope relates to qualifying harm.
Like the general law of targeting, Article 56 is not
implicated by all harm resulting from attacks on qualifying
facilities. In fact, Article 56 greatly elevates its civilian
harm threshold from that of general targeting law. Where
the rule of proportionality sets the civilian harm threshold
at “loss of civilian life, injury to civilians, damage to
civilian objects, or a combination thereof,” Article 56
requires a two-fold analysis. First, harm must be
attributable to “release of dangerous forces.” Presumably
these must be the very forces contained by the protected
object including water in the case of dams and nuclear
material in the case of NPPs. Forces, such as the kinetic
energy released from the weapon used in the attack itself,
seem not to qualify. Second, those forces must produce

79. Robert Kolb & Richard Hyde, An Introduction to International
Law of Armed Conflicts (London: Bloomsbury, 2008), 149.
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“severe losses among the civilian population.” The term
“severe” likely reflects both quantitative and qualitative
elements such that attacks producing releases that cause
small-scale or minor loss are excluded. Moreover, the
article’s reference to the civilian population likely indicates
that only human consequences qualify and, at that, only
those that can be considered “losses”; mere injuries and
damage to property seem not to be covered.

Article 56(1) also includes a component of probability. The
operative term for activation of its attack prohibition is
“may.” When a qualifying object “may” produce the effects
as outlined above, attack is prohibited subject to exceptions
addressed below. Use of the term “may” stands in contrast
to other provisions of targeting law that use terms such as
“expected” or “anticipated.” Where these latter terms
suggest a likelihood or prediction that in the ordinary
course of events an outcome is probable, the term “may”
seems to cover the merely possible. Thus, if an attacker can
reasonably envision a logical sequence of events leading to
release and severe losses that results from an attack, even if
unlikely or improbably, Article 56 immunity appears to

apply.

A further point worth emphasis concerns balance, or rather
lack thereof. Recall that the general LOAC proportionality
rule does not prohibit incidental harm. It calls for a
comparison between anticipated civilian harm and expected
military advantage where high levels of predicted civilian
harm can be offset and justified by estimates of sufficiently
consequential or important military advantage. Not so with
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Article 56(1). No level of friendly military advantage can
offset the severe harm to civilians prohibited by Article 56.

Finally, it is worth noting that Article 56 operates as an
exception to the LOAC military objective standard. As
discussed above, it is not difficult to envision NPPs
qualifying as military objectives either by virtue of their
use or purpose of providing reliable power to military units
and activities. Article 56 anticipates these possibilities but
nonetheless applies immunity and a substitute for the
general LOAC military objective test discussed below. For
parties to AP I, qualification as a military objective is not
sufficient to justify an attack on an NPP.

Returning to the question of scope, few realize that Article
56 immunity applies beyond objects containing dangerous
forces. In addition to immunizing dams, dykes, and NPPs
from attack, Article 56 insulates objects, including military
objectives, located near them. It provides in relevant part:

“Other military objectives located at or in
the vicinity of these works or installations
shall not be made the object of attack if such
attack may cause the release of dangerous
forces from the works or installations and
consequent severe losses among the civilian
population.”

It is clear then that military objectives which are normally

subject to deliberate, direct attack enjoy immunity by virtue
of co-location with NPPs. And by replicating the language
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of the first passage of Article 56(1) in full, its second
passage applies each of the scoping provisions analyzed
above to military objects placed near NPPs.

An Exception from Immunity

Despite providing a greatly elevated regime of protection to
NPPs and objects near them, Article 56 immunity from
attack is not absolute. Relevant to attacks on NPPs, Article
56(2) provides,

“The special protection against attack
provided by paragraph 1 shall cease:

(b) for a nuclear electrical generating station
only if it provides electric power in regular,
significant and direct support of military
operations and if such attack is the only
feasible way to terminate such support;

(c) or other military objectives located at or
in the vicinity of these works or installations
only if they are used in regular, significant
and direct support of military operations and
if such attack is the only feasible way to
terminate such support.”

In these passages, concerning both NPPs and military

objectives located near them, Article 56(2) provides a
narrow exception to immunity from attack. Most notable is
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the article’s replacement of the general military objective
standard that renders objects subject to attack with the
elevated standard of “regular, significant or direct support
of military operations.” It is a heightened standard in terms
of the military contribution made either by an NPP or any
other object. Where anticipation of an object’s effective
contribution to enemy action is sufficient for the general
military objective test, Article 56 requires more. An
effective contribution may not in every case amount to
“regular, significant or direct support.”®® Germany, for
example, has observed that “a regular, significant, and
direct support of military operations may be the production
of weapons, ammunition and military material as well as
the supply of electric power to military installations.”®' But
Germany also estimates that “the mere possibility of use by
armed forces does not meet [the Article 56(2)(c)]

criteria.”8?

It seems then that in addition to demanding systematic
rather than sporadic use, more impactful contributions, and
a more proximate connection to military support, Article
56(2) removes future intended or prospective uses as
justifications for targeting NPPs and objects near them.
With this comparatively narrowed scope of permissible
targeting concerning enemy military use of NPPs, Article
56 requires that belligerents accept as immune from attack
some uses resulting in enemy military advantage. Others

80. Dinstein, supra note 60, at 265.

81. Federal Republic Germany, Law of Armed Conflict Manual (May
2013): 59-60.

82. Id. at 60.
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have noted the Article 56(2) exception provision as
“problematic.”®3

Passive Precautions

Article 56 includes a provision on passive precautions,
instructing parties to “endeavor to avoid locating any
military objectives in the vicinity of” NPPs. However, it
envisions emplacement of materiel and units to defend
NPPs from attack and protects these assets so long as they
are limited to defensive acts and include only means
capable to defending against attack.

Reservations, Understandings and Declarations

At least two States parties have indicated, although bound
by AP I, they cannot guarantee absolute protection to the
facilities protected by Article 56.3% They are curious
statements in that Article 56 does not require absolute
protection. Although significantly narrowed by comparison
to opportunities the general law of targeting permits,
Article 56 does afford an occasion in which NPPs and
military objectives located near them may be targeted.

CIL Status of Article 56

As discussed above, many of the AP I rules for targeting
reflect customary international law that is binding on non-

83. Frits Kalshoven & Liesbeth Zegveld, Constraints on the Waging of
War, 3rd ed. (2001): 105.

84. United Kingdom, Statement on Ratification of AP I, January 28,
1998, in 2020 U.N.T.S. 75, 78; France, Statement on Ratification of AP
I, in Dietrich Schindler and Jiri Toman, The Laws of Armed Conflicts,
4th ed. (2004): 801.
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party States. Some scholars have extended that claim to
Article 56.% Yet the balance of opinion concludes
otherwise.®® An influential and growing study of the
customary LOAC by the International Committee of the
Red Cross clearly stops short of attributing customary
status to Article 56. It observes instead with respect to
NPPs:

Particular care must be taken if works and
installations containing dangerous forces,
namely dams, dykes and nuclear electrical
generating stations, and other installations
located at or in their vicinity are attacked, in
order to avoid the release of dangerous
forces and consequent severe losses among
the civilian population.®’

Legal manuals produced by LOAC experts express similar
reluctance to couch Article 56 in customary international
law terms. The Harvard Air and Missile Warfare Manual
stops short of replicating Article 56 in its entirety. It merely
cautions instead, “particular care must be taken” with
respect to installations harboring dangerous forces.®® The

85. See Emily Crawford & Alison Pert, International Humanitarian
Law 2nd ed. (2020): 209.

86. See William H. Boothby & Wolff Heintschel von Heinegg, The
Law of War: A Detailed Assessment of the U.S. Department of Defense
Law of War Manual (2019): 139.

87. ICRC, Customary International Humanitarian Law, ed. Jean-
Marie Henckaerts & Louise Doswald-Beck (2005): 139-40.

88. Harvard Program on Humanitarian Policy and Conflict Research,
Manual on International Law applicable to Air and Missile Warfare,
17 (2009).
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Tallinn Manual on International Law applicable to Cyber
Operations 2.0 concludes similarly. Although the Tallinn
Manual’s group of experts acknowledge AP I, Article 56
(as well as its counterpart in Additional Protocol II), they
note, “There is general agreement that the two Articles do
not constitute customary international law.”%’

The U.S. Position on AP I and its Approach to
Targeting Nuclear Facilities

As noted above, the United States is not a party to AP 1,
and therefore it is not bound by Article 56.%° Although it
was fully engaged in the negotiations that led to the
drafting and adoption of AP I, it ultimately declined to
ratify the treaty, finding the final version “fundamentally
and irreconcilably flawed” for reasons unrelated to Article
56.%" Nevertheless, the United States has long criticized

89. NATO Cooperative Cyber Defense Centre of Excellence, Tallinn
Manual on International Law applicable to Cyber Operations 2.0, 529,
ed. Michael N. Schmitt (2017).

90. See ICRC, Protocol Additional to the Geneva Conventions of 12
August 1949, and Relating to the Protection of Victims of International
Armed Conflicts (Protocol I), International Humanitarian Law
Databases, 8 June 1977, https://ihl-databases.icrc.org/en/ihl-
treaties/api-1977/state-parties?activeTab=undefined (last visited June
20, 2024).

91. Although the U.S. has long considered Article 56 to be defective,
“both in concept and in drafting,” see “Memorandum from the
Chairman of the Joint Chiefs of Staff to the Secretary of Defense,”
App. 62 (May 3, 1985) [hereinafter CJCS Memo],
https://ogec.osd.mil/Portals/99/memo_from joint chiefs recommending
_against ratification_of ap 1%20%281%29.pdf; those defects were not
what animated then President Reagan (and subsequent Presidents) to
not submit AP [ to the Senate for advice and consent. The
“fundamental[] and irreconcilabl[e] flaw[s]” of AP I that drove
President Reagan’s decision had to do with its provisions expanding the
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Article 56 and does not consider it to reflect customary
international law.%?

Concerns with Article 56

The U.S. concerns were first captured in a detailed review
of AP I that the Chairman of the Joint Chiefs of Staff
(CICS) provided to the Secretary of Defense in 1985 to

concept of international armed conflicts to include so-called CAR
conflicts (non-state groups fighting against “colonial domination and
alien occupation and against racist regimes in the exercise of their self-
determination”), and the related expansion of the definition of
“combatant” entitled to prisoner of war status to include certain non-
state actors. See “President’s Message to the Senate Transmitting a
Protocol to the 1949 Geneva Conventions,” (Jan. 29, 1987),
https://www.reaganlibrary.gov/archives/speech/message-senate-
transmitting-protocol-1949-geneva-conventions. The U.S. considered
the outcome of the Diplomatic Conference that produced AP / to have
“yielded in important respects to the efforts of many delegations to
politicize humanitarian law to the benefit of organizations with terrorist
aims or tactics.” “The Position of the United States on Current Law of
War Agreements: Remarks of Judge Abraham D. Sofaer, Legal
Adpviser, United States Department of State, Jan. 22, 1987,” American
University Journal of International Law and Policy 2 (1987): 460, 460-
61 [hereinafter Sofaer Remarks].

92. DoD Law of War Manual, supra note 13, § 5.13.1. Nor does the
U.S. consider article 15 of AP II to reflect customary international law.
See id. § 17.1.1. Of some note, when the President submitted AP II to
the Senate in 1987 for its advice and consent to ratification, he did not
recommend a reservation from or limiting understanding applicable to
article 15. The rational, somewhat questionable, was that the U.S.
military assessed that preserving the option of attacking NPPs was only
necessary in relation to international armed conflicts. /d. (citing
Michael J. Matheson, Deputy Legal Advisor, Department of State,
Remarks on the United States Position on the Relation of Customary
International Law to the 1977 Protocols Additional to the 1949 Geneva
Conventions at the Sixth Annual American Red Cross-Washington
College of Law Conference on International Humanitarian Law (Jan.
22, 1987), 2 American University Journal of International Law and
Policy 2 (1987): 419, 434.
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inform the President’s decision on ratification.”®> The
essence of the CJCS’s concerns was offered publicly two
years later in published remarks from Judge Abraham D.
Sofaer, the Legal Adviser to the U.S. Department of State.
He noted:

Article 56 of Protocol I is designed to
protect dams, dikes, and nuclear power
plants against attacks that could result in
“severe” civilian losses. As its negotiating
history indicates, this article would protect
objects that would be considered legitimate
military ~ objectives under customary
international law.

Attacks on such military objectives would be prohibited if
“severe” civilian casualties might result from flooding or
release of radiation. The negotiating history throws little
light on what level of civilian losses would be “severe.” It
is clear, however, that under this article, civilian losses are
not to be balanced against the military value of the target. If
severe losses would result, then the attack is forbidden, no
matter how important the target. It also appears that article
56 forbids any attack that raises the possibility of severe
civilian losses, even though considerable care is taken to
avoid them.%*

For NPPs that do not qualify as military objectives, Article
56 is superfluous because attacks on civilian objects are

93. CJCS Memo, supra note 91, at 62.
94. Sofaer Remarks, supra note 91, at 468.
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already prohibited. The rule acknowledges, therefore, that
at least some NPPs can in fact make an effective
contribution to an enemy’s military action, and that the
destruction, capture or neutralization of those plants could
offer a definite military advantage to the attacker.”> The
primary concern, reflected in Judge Sofaer’s remarks, was
the substantial deviation from the generally applicable rule
of proportionality, exacerbated by the indeterminacy of the
term “severe.” In contrast to the standard rule of
proportionality, Article 56 does not allow those ill-defined
risks of incidental harm to be balanced against the concrete
and direct military advantage anticipated from attacking a
particular facility, work, or installation.

The U.S. also interpreted Article 56 as obliging an
attacking force to “guarantee that no [severe] losses” would
result from an attack, citing the change during drafting
from “likely to” to “may” result in severe losses.”® This
concern was well founded. According to a 1987 ICRC
Commentary, an attack on an NPP would be permissible
”97 Again, this is a

2

only if it “cannof” cause severe losses...
divergence from the baseline rule of proportionality which
considers only those incidental harms reasonably expected
to occur, taking into consideration the precautionary
measures employed to mitigate that risk.

Consistent with the CJCS’s analysis, Judge Sofaer also
noted concern with paragraph 2 of Article 56, which

95. See AP I, supra note 11, art. 52(2).
96. CJCS Memo, supra note 91, at 58
97. 1987 Commentary, supra note 18,  2153.
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provides for termination of the rule’s protection under
limited, specified circumstances.”® Recalling that by the
terms of Article 56, only the use of a protected entity “in
regular, significant, and direct support of military
operations” forfeits its protection, in the case of NPPs, that
“support must be in the form of ‘electric power.””?
Depending on one’s interpretation of the negotiating
history, providing electric power to “the production of
arms, ammunition, and military equipment . . .” would not
suffice to forfeit protection, let alone the production of
“civilian objects, even if they are also used by the armed
forces.”100

For the U.S., this facet of Article 56 was an unwarranted
deviation from the accepted definition of military objective,
“require[ing] a significantly tighter connection” than is

101 1t also failed to account for the

otherwise applicable.
“nature of modern integrated power grids, where it is
impossible to say that electricity from a particular plant
goes to a particular customer” and a forfeiture standard

arbitrarily inconsistent with the standard applicable to dams

98. See AP I, supra note 11, art. 56.2.

99. Id.

100. According to Judge Sofaer, States did consider providing electric
power to the production of arms, ammunition, and military equipment
as sufficient to trigger Article 56.2(b) forfeiture. Sofaer Remarks, supra
note 39, at 68. That was certainly the view of the Rapporteur of
Committee III, but a position the ICRC nevertheless rejected. See /987
Commentary, supra note 18, 9 2165. For a discussion of the narrower
interpretation, see Tom Dannenbaum, “The Attack at the Zaporizhzia
Nuclear Power Plant and Additional Protocol 1, Articles of War (Mar.
13, 2022), https://lieber.westpoint.edu/attack-zaporizhzhia-nuclear-
plant/.

101. Dannenbaum, supra note 100.
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or dykes.'” The Article 56(2) forfeiture provision failed to
account both for the full range of ways the electricity an
NPP generates can advantage an enemy’s military action,
and the real possibility that an NPP can be used, separate
from electricity generation, to support the production of
nuclear weapons.'® The provision is also in conflict with
the United States’ current, albeit controversial position that
“effective contribution to the war-fighting or war-
sustaining capability of an opposing force is sufficient” to
render an object a military objective. '

Finally, according to the CJCS, Article 56, paragraph 5
risks creating safe-havens for enemy forces in as much as it
immunizes military installations erected on or near NPPs
for the sole purpose of defending them from both unlawful
and lawful attacks, and places a nearly unworkable burden
on the attacker to discern whether those military
capabilities are confining their operations to defending the
NPP.!% Even in cases where it is possible to identify that
those military assets are being used for non-defensive
purposes, they continue to benefit from heightened
protection, even though they are emplaced in violation of
an obligation of passive precautions, since attacking them
must be the only feasible way to terminate their “regular,
significant and direct support” of the enemy’s military

102. CJCS Memo, supra note 91, at 59.

103. Sofaer Remarks, supra note 39, at 469 (“It is also unreasonable
for article 56 to terminate the protection of nuclear power plants only
on the basis of the use of their electric power. Under this provision, a
nuclear power plant that is being used to produce plutonium for nuclear
weapons purposes would not lose its protection.”).

104. DoD Law of War Manual, supra note 13, § 5.6.6.

105. See CJCS Memo, supra note 91, at 61.
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operations. In essence, the CJCS considered the Article 56
framework interpretively fraught and operationally
impracticable. !

Whether the merits of these concerns hold up to scrutiny
over thirty years later or not, as a non-Party to AP I, the
United States is bound by the rule only and to the extent
that it reflects or has achieved the status of customary
international law. As noted above, there is insufficient
evidence of state practice or opinio juris to support such a
claim. The United States consistently maintains the view
that “insofar as [it] deviates from the regular application of

106. It should be noted that the U.S. was not alone in its concerns over
Article 56. Several States party to AP I filed specific reservations to
the provision. See, e.g., United Kingdom, Statement on Ratification of
AP I, Jan. 28, 1998, 2020 UNTS 75, 78 (“Re. Articles 56 and 85,
paragraph 3 (c) The United Kingdom cannot undertake to grant
absolute protection to installations which may contribute to the
opposing Party’s war effort, or to the defenders of such installations,
but will take all due precautions in military operations at or near the
installations referred to in paragraph 1 of Article 56 in the light of the
known facts, including any special marking which the installation may
carry, to avoid severe collateral losses among civilian populations;
direct attacks on such installations will be launched only on
authorization at a high level of command.”); France, Statement on
Ratification of AP I, translated in Schindler & Toman, The Laws of
Armed Conflicts: A Collection of Conventions, Resolutions, and Other
Documents (2004: 801) (“The Government of the French Republic
cannot guarantee an absolute protection to the works and installations
containing dangerous forces which may contribute to the opposing
Party’s war effort, or to the defenders of such installations, but will take
all precautions referred to the provisions of Article 56, of Article 57,
paragraph 2(a)(iii) and of paragraph 3(c) of Article 85 in order to avoid
severe collateral losses among the civilian populations, including
possible direct attacks.”).
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the principles of distinction and proportionality...it does not

reflect customary international law...”107

The U.S. View of the Law

What then, is the U.S. approach to the LOAC framework
for conducting attacks against NPPs or other military
objectives that risk the release of dangerous forces? It is set

out in straight forward and succinct terms in the DoD Law
of War Manual (LoWM). The Manual states in relevant

part:

Attack of facilities, works, or installations
containing dangerous forces, such as dams,
nuclear power plants, or facilities producing
weapons of mass destruction, is permissible
so long as it is conducted in accordance with
other applicable rules, including the rules of
discrimination and proportionality. In light
of the increased potential magnitude of
incidental harm, additional precautions, such
as weaponeering or timing the attack such
that weather conditions would minimize
dispersion of dangerous materials, may be
appropriate to reduce the risk that the release
of these dangerous forces may pose to the
civilian population. '

That is, the United States considers that the risks attendant
to attacking entities containing dangerous forces can and

107. DoD Law of War Manual, supra note 13, § 5.13.1.
108. Id. at § 5.13.
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should be managed through adherence to the standard
targeting rules applicable to attacks generally, which
necessarily accounts for the increased potential of
significant incidental harms.!® The presumptive immunity
that Article 56 accords NPPs is, for the United States,
unwarranted and potentially in conflict with military
imperatives. On the other hand, in certain respects the U.S.
approach offers broader protection than Article 56, in as
much as it is not limited to NPPs but extends to the attack
of any nuclear facility or entity containing dangerous
forces.

As the DoD LoWM notes, attacks on NPPs will likely
warrant additional precautionary measures, by both
attackers and defenders, to mitigate the risks of incidental
harms to the civilian population. When conducting
operations, DoD forces employ a robust set of
precautionary measures as standard operating procedure
during the targeting process that would account for the
unique risks inherent to attacking NPPs or military
objectives in their vicinity.

The U.S. Approach to Mitigating Incidental Harms

As set out above, the U.S. accepts that “combatants must
take feasible precautions in planning and conducting
attacks to reduce the risk of harm to civilians and other
persons and objects protected from being made the object

109. Obviously, the U.S. considers this approach to be consistent with
is obligation, as a non-party signatory to AP I, to refrain from acts that
would defeat the object and purpose of AP I. See Vienna Convention on
the Law of Treaties, May 23, 1969, art. 31(1), 1155 U.N.T.S. 331.
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of attack.”!'% This precautionary obligation to identify and
mitigate risks to civilians involves both “general
assessments of the risks to civilians and the effectiveness of
efforts to reduce” those risks, as well as specific “pre-strike
assessments of expected civilian casualties . . . .” and the
attack options best suited to minimizing those harms.!!! To
meet these obligations, the United States has developed
multiple tools—doctrinal, regulatory, and technical among

them—in its general targeting processes and procedures.'!?

The primary tool U.S. forces use to estimate the potential
collateral effects of a strike and to mitigate the risks of
unintended or incidental civilian harms is the Collateral
Damage Estimate Methodology (CDEM).!'3 The CDEM
uses sophisticated physics-based computer modeling,
weapons testing data, and direct combat observations to
“provide commanders with an understanding of weapon
effects, incidental consequences, and mitigation techniques,

110. DoD Law of War Manual, supra note 13, § 5.11

111. Id. at §5.11.1

112. See generally Joint Chiefs of Staff, Joint Pub. 3-60, Joint
Targeting (Jan. 31, 2013) [hereinafter JP 3-60].

113. Chairman of the Joint Chiefs of Staff Inst. 3160.01A, No-Strike
and Collateral Damage Estimation Methodology (Oct. 12, 2012), Encl.
D. Although unclassified, this is a controlled publication not available
to the general public. The general contours of the No-Strike and CDM
can be derived from the superseded version of the instruction,
Chairman of the Joint Chiefs of Staff Instruction 3160.01, No-Strike
and Collateral Damage Estimation Methodology (Feb. 13, 2009),
which was released to the American Civil Liberties Union (ACLU)
through the Freedom of Information Act (available at
https://www.aclu.org/files/dronefola/dod/drone_dod 3160 01.pdf)
[hereinafter CJCSI 3160.01].
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enabling more balanced, comprehensive judgments.”!!4

Combined with battlefield intelligence, the process assists
commanders or other targeting authorities to identify
whether an attack, as proposed, raises any “collateral
concerns” (i.e., risk to civilians, civilian objects, or other
protected objects) and to what degree. If the estimated level
of collateral harm (often but not always expressed in terms
of anticipated civilian casualties) exceeds the commander’s
delegated authority as set out in applicable rules of
engagement (ROE), the attack must either be disapproved
or elevated to higher levels of command. Only if the
commander can mitigate the risk estimate, for example

15 or changing the attack method

through weaponeering
and parameters, can he retain decision authority. Even then,
the decision is subject to a determination that the attack
meets all the general LOAC requirements described

previously.

“No-strike” and “restricted” target lists also play a key role
in civilian risk mitigation. No-strike lists (NSL) are exactly
what they seem—compilations of “no-strike entities”
designated by an appropriate authority (usually a four-star
combatant commander or higher) based on an assessment
that targeting them would violate LOAC, ROE, or present

114 Id. at D-2. See also Powerpoint Presentation, Joint Targeting Cycle
and Collateral Damage Estimation Methodology (CDM), slide 20 (Nov.
10, 2009), available at http://www.aclu.org/files/
dronefola/dod/drone_dod ACLU DRONES JOINT STAFF _SLIDES
_1-47pdf.

115. “The process of determining the quantity of a specific type of
lethal or nonlethal means required to create a desired effect on a given
target.” JP 3-60, supra note 112, GL-11.
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other unacceptable military or political risks.''® Once an
object has been placed on the NSL, it cannot be targeted or
removed from the list except by the designating authority
or higher. Proximity of lawful military objectives to no-
strike entities does not preclude their engagement, but any
anticipated damage to the object must be factored into the
proportionality analysis.

Restricted target lists (RTL) differ from NSLs in that they
are otherwise valid military objectives subject to
engagement restrictions “for operational, political,
intelligence gain/loss, environmental, collateral damage,
and/or ROE considerations.”'!” Unlike no-strike entities,
restricted targets may be targeted so long as the attack is
conducted in accordance with the imposed restrictions.
Those restrictions, and the pre-strike review and approval
process required, may vary according to whether the target
is considered as a matter of law and policy to be
particularly sensitive.

No two targets are alike. Each has “distinct intrinsic or
acquired characteristics that form the basis for” target
classifications and treatment.!!® For some targets, special
care or caution beyond the standard CDEM is merited.
Targets may be reviewed, approved and prosecuted
differently because attacking them presents unique or
heightened risks. Where those risks are expected to exceed
established thresholds, such as high collateral damage or

116. Id. at11-12.
117. 3160.01, at C-B-5; JP 3-60, supra note 112, at II-13.
118. JP 3-60, supra note 112, at vii.
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certain environmental harms, the target is designated as
“sensitive” and strike approval authority is withheld to very
senior levels in the chain of command, often to the
Secretary of Defense or the President.!' For any given
campaign or operation, the criteria for designating targets
as sensitive are set out in classified contingency plans or
execute orders, including ROE. Targets meeting these
criteria are processed through a special, classified review
and approval process.!?’

Whether an NPP, other nuclear facilities, or proximately
located military objectives are designated sensitive, no-
strike entities, or placed on an RTL is mission and fact
dependent. Myriad considerations factor into these
decisions. The location of a particular entity, its proximity
to populations centers, water sources, agricultural centers
and other critical environments, the design and condition of
the facility structures, their general safety and security
conditions, and environmental and weather conditions, are
just a few of the potentially relevant factors. For example,
there are about 440 NPPs operating in thirty-two countries
and Taiwan, each with different designs and characteristics,
with dozens more under construction.!'?! According to some

119. Id 1-8

120. Id. (referring to Chairman of the Joint Chiefs of Staff Inst.
3121.06C Sensitive Target Approval and Review Process, August 28,
2009 C APPROVAL AND REVIEW (STAR) PROCESS (Aug. 28, 2009)
(classified publication)).

121. Plans for New Reactors Worldwide, World Nuclear Association,
https://world-nuclear.org/information-library/current-and-future-
generation/plans-for-new-reactors-
worldwide#:~:text=Today%?20there%20are%20about%20440.are%20b
uilding%2C%?20new%20power%?20reactors (updated April 30, 2024).
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assessments, some reactor designs are becoming safer and
more secure, although few if any have been constructed.
And newer technologies require less fuel and produce less
and shorter-lived radioactive waste—the “dangerous force”
addressed in Article 56 and its CIL analog.!?> On the other
hand, some assert that the safety of existing plants can
degrade over time, and some new designs, such as Fast
Reactors, may present greater risks.'?? As disquieting as
Russia’s actions against the Zaporizhzhia NPP were and
are, it must be noted that they have not led to a nuclear
accident, i.e., the release of dangerous, radioactive forces.

Nevertheless, reactor containment vessels, while quite
strong, are not built to withstand direct strikes from high-
explosive, large-size, penetrator munitions.'”* And as
noted, station blackouts, disruption of plant personnel, and
damage to reactor safety systems all increase the risk of a
nuclear accident. As such, it is highly likely, if not certain,
that in the conduct of future military operations the U.S.
would designate NPPs as sensitive and place rigorous
strictures on the review and approval process for
conducting any operations against them or in their vicinity.

122. See Office of Nuclear Energy, “The Ultimate Fast Facts Guide to
Nuclear Energy,” U.S. Department of Energy, (2019).
https://www.energy.gov/sites/prod/files/2019/01/£58/Ultimate%20Fast
%?20Facts%20Guide-PRINT.pdf.

123. See, e.g., Rosa Lo Frano, “Aircraft Impacts Effects on Aged
NPP,” Materials, 2021,
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC7915843/pdf/materials
-14-00816.pdf

124. Holt & Nikitin, supra note 14, at 3.
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Law of War Violations vs. War Crimes

Before turning to the differences between the U.S.
approach and the Article 56 framework, a brief discussion
of the international criminal law implications of attacking
NPPs is in order.

Violations of LOAC and war crimes are not synonymous.
Only a subset of LOAC breaches constitutes prosecutable
crimes—those considered most serious—and the threshold
for proving guilt can be higher than the requirements of the
basic rules themselves. The Geneva Conventions and AP [
identify LOAC violations deemed ‘“grave breaches” for
which for which States party have an obligation of
repression.'?

Under AP I, Article 85, it is a war crime to launch an attack
“against works or installations containing dangerous forces
in the knowledge that such attack will cause excessive loss
of life, injury to civilians or damage to civilian objects, as
defined in Article 57, paragraph 2 (a) (iii).”'?® Further, the

125. AP 1, supra note 11, arts. 11.4 & 85, Geneva Convention for the
Amelioration of the Condition of the Wounded and Sick in Armed
Forces in the Field, Aug. 12, 1949, art. 50, 75 U.N.T.S. 31; Geneva
Convention for the Amelioration of the Condition of Wounded, Sick and
Shipwrecked Members of Armed Forces at Sea, Aug. 12, 1949, art. 51,
75 U.N.T.S. 85; Geneva Convention Relative to the Treatment of
Prisoners of War, Aug. 12, 1949, art. 130, 75 U.N.T.S. 135; Geneva
Convention Relative to the Protection of Civilian Persons in Time of
War, Aug. 12, 1949, art. 147, 75 U.N.T.S. 287.

126. AP I, supra note 11, art. 85.3(c).
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attack must involve a willful violation of Article 56 and
actually result in death or serious injury to body or
health.'?” This is a much higher standard of knowledge that
the risks will in fact manifest than the “may” standard of
Article 56. In addition, by its cross reference to the
proportionality rule of Article 57, Article 85 defines as
grave only those attacks on NPPs where any anticipated
incidental civilian harms would be excessive in relation to
the military advantage of conducting the strike, whereas
Article 56 itself does not allow for such a proportionality

balance.!?8

The Rome Statute, the multi-lateral treaty that established
the International Criminal Court (ICC) and defined the
crimes over which the ICC has jurisdiction, does not
establish a specific war crime of attacking works and
installations containing dangerous forces. The most likely
avenue for prosecuting an attack on an NPP would be
through Article 8(2)(b)(iv), which sets out the war crime of
causing excessive incidental death, injury, or damage—i.e.,
a violation of the rule of proportionality.'?® To sustain a
charge under Article 8(2)(b)(iv), the perpetrator of an
attack would have to know, at the time of the attack
decision, that the attack “would cause incidental death or
injury to civilians or damage to civilian objects or

127. Id. art. 85.3.

128. See Dannenbaum, supra note 100.

129. Rome Statute of the International Criminal Court, art. 8(2)(b)(iv),
July 17, 1998, 2187 U.N.T.S. 90. This assumes the NPP is otherwise
legitimately assessed to be a military objective. If not, the attack could
be prosecuted as an attack against a civilian object in violation of art.

8(2)(b)(ib).
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widespread, long-term and severe damage to the natural
environment” and that incidental harm would be “of such
an extent as to be clearly excessive” in relation to the
military advantage to be gained by the attack. '3

Prosecuting the crime of conducting a disproportionate
attack is exceedingly difficult, and thus rare. This is so for
reasons beyond the scope of this chapter. But suffice to say
the nature and focus of the inquiry—scrutiny of the ex ante
decision, not the ex post consequence—where “the legal
question of whether the expected incidental harm is
excessive may be a ‘highly open-ended’ inquiry, and the

answer may be ‘subjective and imprecise.””!3!

Differences in Approach—Gaps, Seams, or
General Consistency?

Russia’s seizure of the Zaporizhzhia complex justifiably
triggered widespread condemnation. It risked a nuclear
accident, putting at risk a large swath of the civilian
population in Ukraine and beyond for little discernable
military gain.'3? Fortunately, the complex has suffered only
minor damage and its safety systems have held.

130. Id.

131. DoD Law of War Manual, supra note 13, § 5.12.13.

132. Reports that Russia is conducting offensive operations from the
complex raises additional concerns and potential breaches of LOAC
for, inter alia, collocating military forces in the vicinity of an NPP
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Whether Russia’s actions amount to LOAC violations, let
alone war crimes, is a more difficult question.'>*> The
answer depends in the first instance on whether its actions
complied with the general provisions of LOAC set forth in
Section III, beginning with the factually complex question
of whether Russian forces reasonably determined the
Zaporizhzia NPP to be a military objective. If they did not,
they were in breach of their LOAC obligations regardless
of the more specific obligations set out in AP /, Article 56.
There is no question that Russia has shown little to no
respect for its LOAC obligations in its war of aggression on
Ukraine; a pattern of conduct that certainly calls into
question its compliance with respect to the Zaporizhizia
NPP. However, as reckless or ill-advised as Russia’s
actions at the Zaporizhzhia plant may have been (and
continue to be), there is no absolute LOAC prohibition on
attacking NPPs under either AP I, Article 56 or general
targeting law. Given the number of difficult factual and
legal questions that would have to be addressed under
either the general or specific LOAC standards, claims that
Russia’s military operations on or in the vicinity of the
plant were a war crime per se are premature and perhaps
overstated.

Nevertheless, as set out above, the law of armed conflict
does set a number of significant restraints on conducting
attacks on NPPs. The attendant risks of targeting an NPP or

133. See, e.g., Dannenbaum, supra note 100; Tom Dannenbaum,
“Ukraine Symposium — The Escalating Military Use of the
Zaporizhzhia Nuclear Plant,” Articles of War, August 22, 2022,
https://lieber.westpoint.edu/escalating-military-use-zaporizhzhia-
nuclear-plant/.
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other nuclear facilities are apparent and warrant special
consideration regardless of the specific LOAC regime
applicable to the belligerent’s operations. Within the
framework of LOAC’s basic targeting rules, the framework
the U.S. follows, when NPPs qualify as military objectives
their nature and characteristics will in almost all
circumstances merit heightened caution and precautionary
measures. The U.S. acknowledgment of this basic legal
premise is set forth clearly in the DoD LoWM. To the
extent CIL includes a rule specifically regulating attacks on
NPPs, it simply echoes this cautionary regime and requires
States to take particular care when conducting attacks.

For States party to AP I, Article 56 only creates a
contingent cautionary regime for targeting NPPs, albeit one
that is more demanding, at least structurally, than CIL
standards. But Article 56 operates in ways that are difficult
to discern, operationally impractical and, as such, not
necessarily more protective than the general LOAC
principles. As set out above, the Article 56 regime attaches
under ill-defined conditions and the actions of a belligerent
party in possession or control of an NPP can forfeit this
protection. It is true that Article 56’s protections attach
even though an NPP qualifies as a military objective. But
so too does the base LOAC rule of proportionality. In both
cases, LOAC requires an attacker to balance risk with
military reward.

Arguably Article 56 alters this balance to some degree,

requiring an attacker to determine that a proposed attack
cannot release dangerous forces—a standard that motivated
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the U.S. CJCS’s objection that the rule required an attacker
to guarantee no severe harm would result. As one author
describes the rule, to overcome the preliminary prohibition
on targeting an NPP or collocated objectives, “it must be
the case that the attacking force is certain that radioactive
material will not be released or that if such a release were
to occur, the civilian population would not suffer severe
losses.”!3* But is this distinction too fine for practical
application? Is the subjective assessment that incidental
harms will not be excessive in relation to military
advantage significantly different from the subjective
assessment that an attack, employing precautionary
measures, will not lead to a nuclear accident and
consequent release of radioactive materials or that any
anticipated release would not lead to “severe” harms within
the indeterminate meaning of that term? For example, can
one point to evidence sufficient to prove that Russian
commanders did not consider and reasonably conclude that
their operations would not cause a nuclear accident or put
the civilian population at risk of severe harm?

Reading Article 56 as involving such a drastic alteration to
the general LOAC targeting presumptions, as some
advocate, is problematic and inconsistent with the overall
intent of its drafters. Interpreted as such, it effectively
operates as a prohibition on attacking NPPs as it would be
nearly impossible for an attacking decisionmaker to ever
guarantee that an accident could not occur. Had States
wanted to ban any attacks on NPPs, they could have but
chose not to. Given advances in both weapons and NPP

134. Dannenbaum, supra note 100.

&3



Nuclear Proliferation’s Next Iteration

technology in the nearly fifty years since AP [ was drafted,
it is fair to question whether good-faith adherence to the
general targeting rules of LOAC would yield substantially
different results than following Article 56.

Recommendations and Conclusion

As with so many aspects of Russia’s war of aggression
against Ukraine, its assault on and seizure of the
Zaporizhzhia NPP was a highly irresponsible act. The U.S.
should continue to strongly condemn Russia’s actions but
be cautious about casting its criticisms in the language of
LOAC violations. Whether considered through the lens of
Article 56 or the general LOAC targeting frameworks set
out above, there are simply insufficient facts available to
substantiate claims of non-compliance, and overstated
assertions risk unnecessarily clouding consequential legal-
policy decisions regarding the U.S.’s interpretation of its
LOAC obligations regarding possible future conflicts and
operations against NPPs.

The U.S.’s objections to AP [ are longstanding, unrelated to
Article 56, and unlikely to yield anytime soon. Ratification
is simply not on the horizon. Alternatively, the U.S. could,
as it has with some other provisions of AP I, reconsider its
view of the customary LOAC framework governing attacks
on NPPs; specifically, whether Article 56 is supportable as
customary international law.'*> However, as evidenced by
the ICRC’s Customary International Humanitarian Law
Study, there is insufficient evidence of state practice or

135. E.g., U.S. position on Article 75.
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opinio juris to support such a determination. Such a radical
shift would be unsound as a matter of policy and law.

Nor does the ICRC’s articulation of the customary LOAC
rule relating to works and installations containing
dangerous forces add anything substantively or
substantially to the general targeting law that the U.S.
would apply to operations against NPPs. Adopting a
different approach as a matter of legal interpretation and
obligation is unwarranted.

Rather, the U.S. should use the moment of Russia’s
irresponsible operations to reiterate, both to the operational
force and the international community, the risks attendant
to conducting attacks against nuclear facilities, including
NPPs, and the importance, therefore, of applying
heightened precautionary measures to those operations.
That is, it should reiterate the guidance set out in the DoD
LoWM:

In light of the increased potential magnitude
of incidental harm, additional precautions,
such as weaponeering or timing the attack
such that weather conditions would
minimize dispersion of dangerous materials,
may be appropriate to reduce the risk that
the release of these dangerous forces may
pose to the civilian population. 3¢

136. DoD Law of War Manual, supra note 13, § 5.13.1.
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In line with this guidance, the U.S. should, in coordination
with experts on the design, operation, and safety and
security systems of NPPs, develop a standing set of
precautionary measures that should be employed in any
military operation directed at or in the vicinity of an NPP. It
should also issue public policy that, absent the grant of
specific exceptions, all NPPs will be designated as
“sensitive” and that accordingly, any operations directed at
or in the vicinity of NPPs will be processed through the
STAR process and withheld to NCA approval.

In response to Russia’s operations against and on the
Zaporizhzhia plant, IAEA Director General Rossi laid out a
set of five principles in 2023 he called on the parties to the
conflict to adhere to:

1. There should be no attack of any kind from or
against the plant, in particular targeting the
reactors, spent fuel storage, other critical
infrastructure, or personnel;

2. ZNPP should not be used as storage or a base for
heavy weapons (i.e. multiple rocket launchers,
artillery systems and munitions, and tanks) or
military personnel that could be used for an attack
from the plant;

3. Off-site power to the plant should not be put at
risk. To that effect, all efforts should be made to
ensure that off-site power remains available and
secure at all times;
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4. All structures, systems and components essential to
the safe and secure operation of ZNPP should be
protected from attacks or acts of sabotage;

5. No action should be taken that undermines these
principles.'3’

Although these principles are crafted to address the specific
case of the Zaporizhzhia NPP, the U.S. should also
consider endorsing them and opening an international
dialogue around adapting and adopting them as general
policy principles.

137. “IAEA Director General Statement to United Nations Security
Council,” I4EA (May 30, 2023),
https://www.iaea.org/newscenter/statements/iaca-director-general-
statement-to-united-nations-security-council-30-may-2023. These
principles built on the “seven indispensable pillars for ensuring safety
and security during an armed conflict” that Secretary General Rossi
elaborated a year prior to wit:

1. The physical integrity of facilities — whether it is the reactors,
fuel ponds or radioactive waste stores — must be maintained.

2. All safety and security systems and equipment must be fully
functional at all times.

3. The operating staff must be able to fulfil their safety and
security duties and have the capacity to make decisions free of
undue pressure.

4. There must be a secure off-site power supply from the grid for
all nuclear sites.

5. There must be uninterrupted logistical supply chains and
transportation to and from the sites.

6. There must be effective on-site and off-site radiation
monitoring systems, and emergency preparedness and
response measures.

7. There must be reliable communication with the regulator and
others.

Id.
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These policy measures and practical precautions are
particularly attractive considering the fragmented legal
landscape this chapter has portrayed. For now, any
universal reconciliation of the LOAC obligations applicable
to attacks on NPPs seems unlikely. But whether considered
through the lens of AP I, customary international law, or
traditional LOAC targeting principles, LOAC imposes
significant burdens on attacking and defending belligerents
with respect to NPPs and other nuclear facilities that
contain dangerous forces. Each of these LOAC regimes, in
its own way, demands extraordinary care and caution of
attackers and defenders. Invocations of these obligations
and condemnations of reckless and irresponsible operations
against or near NPPs are entirely appropriate and even
necessary. But they must always be careful to invoke and
state the applicable law accurately and precisely,
acknowledging variations in the obligations states have
adopted respectively while giving equal attention to what
the law prohibits and what it permits.
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CHAPTER 2

A Case for Military Proportionality:
Disabling Nuclear Plants

Henry Sokolski’

For nearly a decade, protecting civilians and civil objects
from disproportionate military assaults has been a top
Pentagon priority. Two Trump Defense secretaries
championed®? quantifying and reducing such harm. The
Biden Pentagon focused further on these concerns, and in
2023, Congress created* a Civilian Protection Center of
Excellence within the Defense Department. This center,

1. Ms. Caitlyn Collett lent essential assistance in the production and
editing of this essay, which Parameters will be publishing in its Fall
2025 issue.

2. Paul McLeary, “Esper Presses Hard for New Civilian Casualty
Policy”, Breaking Defense, Sept. 24, 2019,
https://breakingdefense.com/2019/09/esper-presses-hard-for-new-
civilian-casualty-policy/

3. Jack Detsch, “Pentagon Asks for More Cash to Cut Down Civilian
Deaths,” Foreign Policy, Apr. 24, 2020,
https://foreignpolicy.com/2020/04/24/pentagon-funding-cash-track-
civilian-casualties-human-rights/

4. U.S. Department of Defense, “DoD Creates New Infrastructure
Focused on Mitigating Harm to Civilians,” Defense.gov, Aug. 25,
2022, https://www.defense.gov/News/News-
Stories/Article/Article/3146984/dod-creates-new-infrastructure-
focused-on-mitigating-harm-to-civilians/
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consisting of a staff of 30 with an annual budget of seven-
million dollars, helped military commands execute their
missions while minimizing collateral damage.

Earlier this year, though, the Pentagon closed the office’
and asked Congress to eliminate the legal requirement for
its continued operation. Rattled, some wondered if the
Defense Department was rescinding its previous
guidance® limiting civilian harm. The answer was unclear.

Administration officials commented that the center
jeopardized the warfighters’ ability to do their jobs. What
wasn’t discussed, however, was a deeper set of
developments — Hamas’ October 7", 2023 attack against
Israeli citizens, Israel’s crushing response, which killed
thousands of noncombatants, and Russia’s attacks against
Ukrainian civilians and Ukraine’s civil infrastructure.
Each challenged what many experts previously thought
adherence to proportionality should prevent.

Both Putin’ and Netanyahu®® insist their military
operations are proportionate. These claims, in turn, rely

5. Helene Cooper & Eric Schmitt, “Hegseth’s Civilian Harm Policy
Faces Scrutiny,” The New York Times, March 4, 2025,
https://www.nytimes.com/2025/03/04/us/politics/hegseth-pentagon-
civilian-harm.html

6. U.S. Department of Defense, DoD Instruction 3000.17: Civilian
Harm Mitigation and Response, December 21, 2023,
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/3
00017p.pdf

7. Valentyna Romanenko, “Putin Admits Strike on Civilian Facility
in Sumy, but Offers Cynical ‘Justification’,” Ukrainska Pravda, April
21,2025,
https://www.pravda.com.ua/eng/news/2025/04/21/7508547/.

8. Dan Williams, “Netanyahu Denounces ICC Ruling; Israeli
Politicians Offer Him Support,” Reuters, November 21, 2024,
https://www.reuters.com/world/netanyahu-denounces-icc-ruling-
israeli-politicians-offer-him-support-2024-11-21/
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on an American view of proportionality that Abraham
Lincoln’s top military legal advisor, Frank Lieber,
promulgated in the 1860s. The Lieber Code (General
Orders No. 100)'° championed avoiding attacks on
civilians and civilian objects. But the Code allowed that,
if there was a compelling military justification for
harming such people and objects, it was permissible.
Commanders on the front lines should decide what was
militarily “justified” or not.

Some have argued that this view renders proportionality
hopelessly subjective.'l'? If commanders are free to
determine what is “justified,” proportionality would seem
to be little more than a standard of behavior that the weak
may demand of the strong but that the strong can
effectively ignore. The dearth of legal cases litigated in
victorious nations against their own officials or officers
for disproportionate military actions bolsters this
conviction, 1314

9. “Analysis: Yahya Sinwar's Role in Hamas Ceasefire Talks,” CNN,
June 11, 2024, https://www.cnn.com/2024/06/11/middleeast/analysis-
yahya-sinwar-hamas-ceasefire-talks-intl-latam

10. Francis Lieber, “Instructions for the Government of Armies of
the United States in the Field,” Gen. Orders No. 100, April 24, 1863,
reprinted in The Avalon Project, Yale Law School,
https://avalon.law.yale.edu/19th_century/lieber.asp

11. Robert D. Sloane, “Three Problems with the “As-If” Thesis of
Proportionality,” Boston University International Law Journal,
September 24, 2014,, https://www.bu.edu/ilj/2014/09/24/post-1/.

12. Anthony Judge, “Proportionate Response in the Eye of the
Beholder,” Kairos,
https://kairos.lactusinpraesens.org/fable57 m h 1.

13. Douglas O. Linder, “Charges Against Lt. William Calley,”
Famous Trials, https://famous-trials.com/mylaicourts/1627-myl-
ctchar

14. Sarah Shamim, “What Happened in Abu Ghraib and Why Did a
U.S. Court Award Damages?,” Al Jazeera, November 14, 2024),

91


https://www.cnn.com/2024/06/11/middleeast/analysis-yahya-sinwar-hamas-ceasefire-talks-intl-latam
https://www.cnn.com/2024/06/11/middleeast/analysis-yahya-sinwar-hamas-ceasefire-talks-intl-latam
https://avalon.law.yale.edu/19th_century/lieber.asp
https://www.bu.edu/ilj/2014/09/24/post-1/
https://kairos.laetusinpraesens.org/fable57_m_h_1
https://famous-trials.com/mylaicourts/1627-myl-ctchar
https://famous-trials.com/mylaicourts/1627-myl-ctchar

Nuclear Proliferation’s Next Iteration

Proportionality, then, might be attractive to enforce
against violators of defeated nations, but it’s less realistic
or practical to demand of one’s own military. At best,
“realists” argue, limiting harm to civil persons and objects
is advisory; institutionalizing its promotion with Pentagon
“centers” goes too far.

This is an intuitive and appealing expostulation. But it
ignores a critical point: Sparing civilians and civilian
objects unnecessary harm often is essential to achieving
military victory.

Clausewitz, known for championing the necessity for
violence in battle, was just as emphatic that wars could
only be won by reaching political solutions that not just
the enemy's military and leadership but the enemy’s
population could accept. Needlessly killing civilians and
destroying infrastructure critical to their welfare is
antithetical to this. For Clausewitz, inflicting violence in
war had to be measured against the war’s ultimate
objective, which always is political. If violence against
civilians undermines achieving that ultimate political
objective, it is self-defeating. '3

https://www.aljazeera.com/news/2024/11/14/what-happened-in-abu-
ghraib-and-why-did-a-us-court-award-damages

15. Carl von Clausewitz, On War (Michael Howard & Peter Paret
trans., Princeton Univ. Press 1976) (1832), Book 1, Chapter 1. Carl
von Clausewitz's On War (Vom Kriege), particularly in Book 1,
Chapter 1 ("What is War?"). “War is merely the continuation of
policy by other means.” (On War, Book 1, Chapter 1, Section 24) He
argues that while war is inherently violent, the level of destruction
should be dictated by political aims. If excessive violence undermines
those aims (e.g., by alienating civilians or losing international
support), then it is strategically unwise and ultimately self-defeating.
“The political object is the goal, war is the means of reaching it, and
means can never be considered in isolation from their purpose."”
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Thus, Winston Churchill'®!” and Dwight Eisenhower!®
resisted calls for indiscriminate bombing of French cities
and infrastructure during World War II. Yes, it would
weaken German defenses, but it would also dramatically
undermine French political support of the allies and their
resistance to the Nazis. It also would complicate the
reconstruction of the French economy after the war was
won.

For similar reasons, Harry Truman rejected!'® the advice
of his commander in the field, General Douglas
MacArthur, who wanted to use nuclear weapons on North
Korea and China.?’ Truman feared attacking these states
with nuclear weapons would escalate the conflict, cause
unnecessary destruction, and turn international public
opinion against the United States. He understood that

16. Max E. Hertwig, “Did Eisenhower Threaten Resignation over
Bombing Policy?,” The Churchill Project, Hillsdale College,
December 11, 2023, https://winstonchurchill.hillsdale.edu/bombing-
france-1944/

17. Flint Whitlock, “Why America Participated in the Allied
Bombing of France in WWIL” Warfare History Network, Summer
2015, https://warfarehistorynetwork.com/article/why-america-
participated-inthe-allied-bombing-of-france-in-wwii/

18. Greg Bradsher & Sylvia Naylor, “General Dwight D. Eisenhower
and the Protection of Cultural Property,” The Text Message, February
10, 2014, https://text-
message.blogs.archives.gov/2014/02/10/general-dwight-d-
eisenhower-and-the-protection-of-cultural-property/

19. H.W. Brands, “The Redacted Testimony That Fully Explains
Why General MacArthur Was Fired,” Smithsonian Magazine,
September 28, 2016,
https://www.smithsonianmag.com/history/redacted-testimony-fully-
explains-why-general-macarthur-was-fired-180960622/

20. Blaine Taylor, “Douglas MacArthur’s Plan to Win The Korean
War,” Warfare History Network,
https://warfarehistorynetwork.com/douglas-macarthur-atomic-bombs-
will-win-the-korean-war/
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maintaining that support was essential to contain China
and deter Russia’s use of nuclear weapons once the
Korean War was over.

One of Hitler’s best generals — Erwin Rommel — also
refrained from using excessive force against civilians to
protect his communication and supply lines from local
disruption. Rommel understood that, in some cases, good
military discipline and order required restraint, as did
pacific relations with the local population (e.g., in North
Africa).?! His attention to these points helped secure
supply lines and reduced local resistance to his force’s
operations.

To be sure, Nazi troops terrorized enemy populations, but
General Walter Wever, who served as the Luftwaffe's
chief of staff in the mid 1930s, argued this was a mistake.
Responsible for formulating Germany’s military air
doctrine,?> Wever rejected bombing cities to break the
will of people. Wever believed such attacks were, at best,
distractions from the Luftwaffe's main mission — to
destroy the enemy’s armed forces. Terror bombing, he
believed, also was militarily self-defeating as it increased,
rather than reduced local resistance, jeopardizing
achievement of the Luftwaffe's prime military missions.?3

In addition to these arguments, there are additional
reasons for not hitting certain civilian facilities. Thus,
attacking chemical plants (and, as we will see shortly,

21. Al Hemingway, “The Desert Fox in North Africa,” Warfare
History Network, https://warfarehistorynetwork.com/article/the-
desert-fox-in-north-africa/

22. Wever allowed for bombing cities, but only if this was necessary
to knock out crucial military and military-industrial targets.

23. James S. Corum, The Luftwaffe: Creating the Operational Air
War, 1918—1940 (Univ. Press of Kan. 1997), pages 143-144.
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attacking nuclear facilities) can poison the theater of
operations with dangerous contaminants and otherwise
(e.g., in case of dams and the flooding of terrain) hamper
military operations. Such attacks also can prompt major
evacuations that, in turn, can retard military movements.

Finally, temporarily disabling civilian infrastructure —
e.g., water, gas, oil pumps; energy pipelines,
telecommunication lines, electrical supply systems, etc.
— affords clear military advantages over physically
obliterating them even if no hazardous forces are
released.?*> Thus, their temporary disablement not only
deprives one’s enemy from using them, but facilitates
their capture, subsequent use by one’s own forces in war,
and their speedy repatriation, which, in turn, reduces the
time and cost of military occupation and pacification.?®

All of this suggests fostering effective applications of
proportionality against civilian objects is militarily
desirable. The question is how.

As already noted, legal action against disproportionate
actions is a dubious agency. Attempting legal proceedings
directed against the military of a defeated nation may be
politically useful affer a war has been won but seldom, if
ever, produces significant results in executing or planning
military operations before or during a given operation.

24. NATO, “Allied Joint Doctrine for Joint Targeting,” 4JP-3.9,
Edition B, Version 1, November 2021, pages 1-25 and B-1.

25. U.S. Air Force, “Targeting,” Air Force Doctrine, Publication 3-
60, November 12, 2021, pages 43 and 70.

26. For a concise brief on the literature on these matters, see: Darya
Dolzikova, “Nuclear Facilities as Targets of Military Attack,” RUSI,
April 2025, pages 2, 2633, https://static.rusi.org/nuclear-facilities-
as-targets-of-military-attack.pdf
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Thus, U.S. officials have only rarely applied U.S. criminal
law?7-8 against soldiers that have harmed noncombatants.
As a result, mining national case law for guidance is
unlikely to produce useful insights. That said, the U.S.
military is on record discouraging inflicting unnecessary
harm against noncombatants.

But what of disproportionate targeting of civilian
infrastructure and objects? There are few, if any, specific
national, military, or international legal cases decided
regarding such indiscretions.?” To discourage such
attacks, the United States relies instead upon written
military doctrine, training, planning, and the review of
previous operations The Pentagon’s most useful specific
guidance, however, is the result of classified analysis.3°

Such secrecy presents problems. First, it is at odds with
what domestic civil defense demands. Here, the civil
objects of greatest interest — oil, gas, water lines, electrical
supply systems, nuclear power plants, transportation
systems, public communication systems both in the
United States and in allied nations — are all public
utilities. As such, their protection requires public

27. Douglas O. Linder, “Charges Against Lt. William Calley,”
Famous Trials, https://famous-trials.com/mylaicourts/1627-myl-
ctchar

28. Sarah Shamim, “What Happened in Abu Ghraib and Why Did a
U.S. Court Award Damages?,” Al Jazeera, November 14, 2024),
https://www.aljazeera.com/news/2024/11/14/what-happened-in-abu-
ghraib-and-why-did-a-us-court-award-damages

29. See, however: Oil Platforms (Islamic Republic of Iran v. United
States of America), Judgment, I.C.J. Reports 2003, p. 161,
https://www.icj-cij.org/sites/default/files/case-related/90/090-
20031106-JUD-01-00-EN.pdf.

30. (referring to CHAIRMAN OF THE JOINT CHIEFS OF STAFF INST.
3121.06C, SENSITIVE TARGET APPROVAL AND REVIEW (STAR)
PROCESS (Aug. 28, 2009) (classified publication)).
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engagement and sound, convincing narratives as to how
they might be attacked and what will and should be done
to protect them. This domestic requirement cannot be met
without sharing a good deal of the very information the
military keeps from the public.

Second, failure to produce a public narrative on what civil
objects should not be hit and why, discourages informed
civilian oversight of the military. Freed from effective
public scrutiny, the military is under far less pressure, if
any, in planning operations to disable civilian objects.

Finally, and related, excessive secrecy regarding the
targeting of civil objects allow overly permissive legal
guidance. Currently, it can be argued, this legal guidance
is in one respect all too similar to what Russian and Israeli
officials use. All three governments agree that if the
military commander determines that striking an object is
militarily necessary or important, it becomes a military
object and is permitted even if the strike inflicts severe
harm to noncombatants. Such permissive legal views can
open the door all too wide.

The point here is hardly academic. Current U.S. Air Force
targeting guidance and classified Pentagon collateral
damage algorithms (which discourage strikes against
civilian objects that could release harmful forces) all but
eliminate the targeting of civilian objects that could
release harmful forces (e.g., dams and power reactors,
toxic chemical plants, etc.). Yet, The New York Times
reported that, in 2017, Air Force guidance was short
circuited when a top-secret U.S. special operations unit —
Task Force 9 — hit Syria’s Tabga Dam.3!

31. Dave Philipps, Azmat Khan, and Eric Schmitt, “A Dam in Syria
Was on a No-Strike' List. The U.S. Bombed It Anyway,” The New
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The dam was on a “no strike” list that required top level
authorization to attack. But Task Force 9 bombed the dam
because it was deemed a military “emergency” to do so.
Although Central Command officials admitted that the
dam had been bombed, they insisted only the dam’s
towers had been hit.

Exactly what happened and why is still classified. Yet,
what is dispositive is that West Point’s Lieber Center
published a legal defense of these attacks. In this case, it
was argues that because the military determined that the
dam was a “military object,” it was permissible to strike
it, even though it might release harmful forces and inflict
severe harm to civilians.??>3% This hardly encourages
military planners and commanders to avoid launching
such strikes.

The question, then, again, is what might.

If the Pentagon is serious about promoting truly effective
military operations against civil objects, case examples
are helpful. Here, looking at the past can help. One could,
for example, critique Russia’s attacks against Ukraine’s
electrical supply system. Some, however, might see this
as litigating the current war and use such critiques in
support of filings with the International Criminal Court.

York Times, January 20, 2022,
https://www.nytimes.com/2022/01/20/us/airstrike-us-isis-dam.html
32. Michael N. Schmitt, “Attacking Dams — Part II: The 1977
Additional Protocols,” Lieber Institute, February 2, 2022,
https://lieber.westpoint.edu/attacking-dams-part-ii-1977-additional-
protocols/

33. Michael Schmitt, “The Law of Targeting Energy Infrastructure in
Armed Conflict,” Lieber Institute, 2022.
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Given its fear of being tried in this venue, the Pentagon
would likely be wary of making such analysis public.

A safer alternative would be to consider future targets
which, if hit indiscriminately, could release hazardous
forces and render vast areas inhospitable or toxic. An
obvious poster child here would be nuclear plants.
Although Israel**3%3¢, the United States,*’ Iraq®® and Iran’’
have all targeted nuclear reactors, none were both large
and operating. As a result, none of these attacks produced
major radiological releases. Hitting a large, operating
nuclear reactor indiscriminately, though, could.

For example, if a reactor’s spent fuel pond storage system
was hit, the likely radiological releases could force the
evacuation of millions. U.S. Nuclear Regulatory and

34. David E. Sanger and Mark Mazzetti, “U.S. Nuclear Arsenal: A
Look at the Stockpile,” The New York Times, October 14, 2007,
https://www.nytimes.com/2007/10/14/washington/14weapons.html
35. John T Correll, ‘Air Strike at Osirak’, Air & Space Forces
Magazine, April 2012, pp. 58-62,
https://www.airandspaceforces.com/PDF/MagazineArchive/Documen
ts/2012/April%202012/04120sirak.pdf

36. ‘IAEA: Syria Site Bombed by Isracl “Was Likely Nuclear™’,
BBC, 24 May 2011, https://www.bbc.com/news/world-middle-east-
13530945

37 Tracey Shelton, “The Legacy of Iraq’s Bombed Nuclear Plant,”
The World, August 2, 2016,
https://theworld.org/stories/2016/08/02/legacy-iraqs-bombed-nuclear-
plant

38. “Iraqi Warplanes Twice Bombed an Unfinished Nuclear Power
Plant,” United Press International, November 17, 1987,
https://www.upi.com/Archives/1987/11/17/Iragi-warplanes-twice-
bombed-an-unfinished-nuclear-power-plant/3564564123600/

39. Caleb Larson, “How Israel and Iran Teamed Up to Crush Iraq’s
Nuclear Bomb Program,” The National Interest, July 7, 2019,
https://nationalinterest.org/blog/buzz/how-isracl-and-iran-teamed-
crush-irags-nuclear-bomb-program-71051
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government-sponsored and private studies*®* confirm

this. The areas rendered inhabitable also would be large:
From 30,000 to 100,000 square kilometers (the latter is an
area larger than all of the state of New Jersey). And the
releases would be toxic. With an attack against a spent
fuel storage facility, the U.S. Nuclear Regulatory
Commission staff conservatively estimate the radiological
release could be 100 times greater than what the
Fukushima accident released.*

This case is extreme. Less dramatic would be a military
assault-induced loss of coolant incident. With a
wholesale, indiscriminate attack against Iran’s Bushehr
power reactor the radiation released,* though, could still
force the evacuation of hundreds of thousands to millions
of nearby civilians.

Such assaults are precisely the kind diplomats and
lawyers wanted to prevent when they crafted Protocol
One to the Geneva Convention a half century ago. This

40. Eva M. Lisowski, “Hot Mess Next: Missile-Struck Reactors in
the Middle East,” Nonproliferation Policy Education Center, 2021,
https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-
middle-east-occasional-paper-2107/

41. Jungmin Kang, Henry Sokolski, “Something to Talk About:
Missile Threats Against East Asian Reactors,” Nonproliferation
Policy Education Center, 2020, https://npolicy.org/something-to-talk-

about-missile-threats-against-east-asian-reactors/
42. The specific radiological contamination the Nuclear Regulatory

Commission study measured was the long-lived (30-year)
radiological contaminate cesium 137. See, Richard Stone, “Spent
Fuel Fire on U.S. Soil Could Dwarf Impact of Fukushima,” Science,
May 24, 2016, https://www.science.org/content/article/spent-fuel-
fire-us-soil-could-dwarf-impact-fukushima

43. Eva M. Lisowski, “Hot Mess Next: Missile-Struck Reactors in
the Middle East,” Nonproliferation Policy Education Center, 2021,
https://npolicy.org/hot-mess-next-missile-struck-reactors-in-the-
middle-east-occasional-paper-2107/
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international framework** on the targeting of civilians and
civil objects focused on the most likely military method to
disable nuclear power plants at the time — wholesale
aerial attacks that were almost certain to trigger massive
releases of radioactivity. Today, with precision targeting
and tailored munitions, though, there are a variety of ways
to disable these plants that don’t run these risks.

Oddly, the military’s transition to precision is still not
fully reflected in the Pentagon’s current public legal
guidance on the targeting of nuclear plants. Yes, the
Pentagon’s Manual on the Laws of War suggests that
“having our military make the targeting, timing, and
weaponeering decisions to reduce the prospect of the
release of dangerous forces “may be appropriate.” Yet,
when it comes to nuclear electrical generating stations,
this stipulation is ultimately only advisory. As the manual
makes clear elsewhere, ‘“electrical power stations are
generally recognized to be of sufficient importance to
qualify as military objectives.”* The commander must
determine if launching an attack against a nuclear plant
that might result in severe harm to innocent
noncombatants is  proportionate, but ultimately,
determining what is “proportionate” is up to him or her.

It’s unclear what is behind this legal allowance. Might the
United States still have contingency plans to target
adversaries' nuclear plants with U.S. nuclear weapons? If

44. “Protocol Additional to the Geneva Conventions of 12 August
1949, and Relating to the Protection of Victims of International
Armed Conflicts (Protocol I),” 1125 U.N.T.S. 3, June 8, 1977,
https://www.ohchr.org/en/instruments-
mechanisms/instruments/protocol-additional-geneva-conventions-12-
august-1949-and.

45. “Law of War Manual,” U.S. Department of Defense, updated
Dec. 2016, pg. 227
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so, the manual’s legal position would help preserve this
option. Yet, in light of the massive amounts of
radioactivity that such a strike would release
(contaminating vast swaths of territory) it’s difficult to
imagine that such a strike would make sense.

That said, a half-century ago, attacks against nuclear
plants were mostly a binary proposition. Given missile
and aerial bombing inaccuracies (only half of the bombs
dropped in Vietnam got within roughly a mile of the
target), bombing was more of an all-or-nothing
proposition: You either obliterated the target (and risked
releasing radiation if it was a large, operating nuclear
reactor or spent fuel facility) or you missed the nuclear
facility entirely. To disable the plant, you had to decimate
it.

Today, however, median miss distances for precision
weapons are measured in meters or less. As a result, there
are numerous ways to disable nuclear plants without
risking harmful releases of radiation. The Russians in
their war against Ukraine have demonstrated several of
these techniques.*® Most of them exploited the nuclear
safety requirement that irradiated reactor fuel must be
cooled continuously to prevent it from over heating,
failing, and releasing dangerous radioactive byproducts.

Rather than prompt such failures, Russia has been careful
to target the electrical power supply systems needed to
keep the nuclear plant’s cooling and safety systems
running. Russia’s aim here is two-fold: First, to force the
plant’s operators to shut it down for safety reasons and 2.

46. Darya Dolzikova and Jack Watling, “Dangerous Targets: Civilian
Nuclear Infrastructure and the War in Ukraine,” RUSI, 2023.
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to increase the credibility of making follow-on strikes that
might well risk a significant release of radiation.

The power system components Russia targeted for these
purposes included on and off-site electrical transformers,
high voltage lines running in and out of the plant, cooling
water supply systems, emergency diesel generators, and
major off-site electrical power generating plants needed to
stabilize the electrical supply grid supporting the nuclear
plant’s safe operation.

Through repeated strikes on these nonnuclear
components, Russia has succeeded in shutting down
Europe’s largest nuclear power plant — Zaporizhzhia. In
addition, Putin is now in a position to collapse Ukraine’s
entire electrical supply system at a time of his choosing.
Meanwhile, Russia says it could restart Zaporizhzhia to
supply electricity for Russian occupied territories in a
matter of months.

More could be said about Russia’s studied targeting of
Ukraine’s nuclear and electrical power system. It’s clear,
however, that Russia has set an example for disabling a
civilian object to its military advantage without releasing
hazardous forces (in this case, harmful radiation).*7:4849-50

47. Se Eun Gong, “North Korea Confirms It Sent Troops to Russia to
Support Its War Against Ukraine,” NPR, April 28, 2025,
https://www.npr.org/2025/04/28/nx-s1-5379436/north-korea-russia-
ukraine-troops-putin-kim

48. Frangois Diaz-Maurin, “What Were Chinese Soldiers Doing in
Ukraine?,” Bulletin of the Atomic Scientists, April 2025,
https://thebulletin.org/2025/04/what-were-chinese-soldiers-doing-in-
ukraine/

49. Katherine Spencer, “Kyiv Accuses China of Deepening
Involvement in Russia’s Ukraine War,” Atlantic Council, April 29,
2025, https://www.atlanticcouncil.org/blogs/ukrainealert/kyiv-
accuses-china-of-deepening-involvement-in-russias-ukraine-war/.

103


https://www.npr.org/2025/04/28/nx-s1-5379436/north-korea-russia-ukraine-troops-putin-kim
https://www.npr.org/2025/04/28/nx-s1-5379436/north-korea-russia-ukraine-troops-putin-kim
https://thebulletin.org/2025/04/what-were-chinese-soldiers-doing-in-ukraine/
https://thebulletin.org/2025/04/what-were-chinese-soldiers-doing-in-ukraine/
https://www.atlanticcouncil.org/blogs/ukrainealert/kyiv-accuses-china-of-deepening-involvement-in-russias-ukraine-war/
https://www.atlanticcouncil.org/blogs/ukrainealert/kyiv-accuses-china-of-deepening-involvement-in-russias-ukraine-war/

Nuclear Proliferation’s Next Iteration

Of course, there are other nuclear examples to be
considered. Some states use portions of their civilian
nuclear program to make nuclear weapons materials —
e.g., India, North Korea, China. Disabling these facilities
would be a worthy military objective. Obliterating them
and risking the widespread dispersal of harmful radiation,
however, would not.

In addition to nuclear plants, dams, petrochemical plants,
and bio laboratories are civil objects, which, if attacked
indiscriminately, could release harmful forces that could
inflict severe harm to large numbers of civilians. Are
there ways to disable them without running such risks?
Military common sense more than suggests it’s worth
finding out. This is especially desirable as threats posed to
this civilian infrastructure from cyber, locally lofted
drones, and long-range missiles are projected to increase.

What steps can the U.S. military take to wirebrush its civil
infrastructure targeting and protection plans and
operations?

First, the Pentagon should share much more information
on its thinking publicly than they have to date. Doing so
would allow greater civilian oversight and increase the
clarity of current legal guidance.

Second, the Pentagon needs to work with other civil
infrastructure protection stakeholders (e.g. Homeland
Security and the Nuclear Regulatory Commission) to

50. Lyle Goldstein & Nathan Waechter, “As Russia’s Military
Stumbles in Ukraine, Chinese Strategists Are Taking Notes,” The
Diplomat, February 24, 2023, https://thediplomat.com/2023/02/as-

russias-military-stumbles-in-ukraine-chinese-strategists-are-taking-
notes/
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produce a convincing public narrative as to why and how
civil objects should be protected. Planning for this
purpose has long been underway but there has been far
too little effort to produce a tear sheet for public
consumption.

Third, the Defense Department should offer Congress
routine public reports on these matters. Our government
needs to prepare the public for a future in which
America’s electrical supply system, energy pipelines,
biological research facilities, potentially dangerous
petrochemical plants, telecommunications systems, and,
yes, civil nuclear facilities may come under attack. Setting
their expectations on what can and should be done
actively and passively to defend these systems is
something that should not wait until an attack occurs.

Finally, there is the matter of training. The Defense
Department’s military education and training should offer
dedicated unclassified courses that provide technical and
historical instruction on the targeting and defense of civil
objects. This instruction should be fortified with
unclassified government simulations for both civilians
and military officials. These should game out alternative
targeting against civil objects that could release hazardous
forces.

How is all of this to be accomplished? The first step is to
make mastering these matters a requirement for military
promotion. This could be done quietly, without top-down
scolding, legal hectoring, or the creation of centers. Our
best military operators and planners already know that
civil objects and nuclear facilities are becoming
increasingly significant military targets. The Pentagon
should reward and support efforts to clarify what should
be done.
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NOTES

Yet another possible advantage in avoiding military assaults on
civilian objects relates to military cohesion. As I have noted in
an earlier article,”’ Protocol 1 of the Geneva Convention
specifically discourages nations from attacking civilian objects
especially if doing so risks the release of “hazardous forces”
that could inflict “severe harm” to innocent civilians. Although
the United States has signed the Protocol, 174 nations took the
additional step of ratifying it. The U.S. did not. As a result,
America is at odds with most of its NATO allies. Thus, in
2022, foreign and military ministers in the EU,**** UK,** and
Germany> declared Russian strikes against Ukrainian
infrastructure and the Zaporizhzhia Nuclear Power Plant were
prosecutable war crimes. The United States did not. In a recent
war game,*® close U.S. allies who have ratified Protocol 1 were

51. Henry D. Sokolski, “Present Danger: Nuclear Power Plants in
War,” 52 Parameters 117,2022,
https://press.armywarcollege.edu/parameters/vol52/iss4/8/

52. Associated Press, “EU Seeks Specialized Court to Investigate
Russia War Crimes,” PBS NewsHour, November 30, 2022,
https://www.pbs.org/newshour/world/eu-seeks-specialized-court-to-
investigate-russia-war-crimes.

53. European External Action Service, “Ukraine: Joint Statement on
the Situation at the Zaporizhzhia Nuclear Power Plant,” European
Union External Action Service, August 14, 2022,
https://www.eeas.europa.eu/delegations/vienna-international-
organisations/ukraine-joint-statement-situation-zaporizhzhia-nuclear-

power-plant_en.
54. “Latest Developments in Ukraine: August 20,” Voice of America,

August 20, 2022, https://www.voanews.com/a/latest-developments-
in-ukraine-august-20/6709537.html.

55. Jamie Dettmer, “Judgment Day: European Nations Start Probing
Alleged Russian War Crimes in Ukraine,” Voice of America, March
9, 2022, https://www.voanews.com/a/judgement-day-european-
nations-start-probing-alleged-russian-war-crimes-in-
ukraine/6476762.html

56. Henry Sokolski, ed., “Prescription for Military Paralysis:
Wartime Reactor Meltdowns (Occasional Paper 2305)”
Nonproliferation Policy Education Center, June 2023,
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at odds with Washington as to how to respond to Russian
attacks on allied reactors. America’s allies wanted to respond
strongly to what they saw as a war crime. The U.S. did not.
This dispute held up war operations and resulted in the U.S.
using NATO’s Article 5 to deter Poland from joining Ukraine
in attacking Russia.

https:/mpolicy.org/wp-content/uploads/2023/06/2305-Reactors-in-
War.pdf
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CHAPTER 3

Military Strikes Against Nuclear
Plants in Asia: Modeling Potential
Radiological Releases

Jungmin Kang

Introduction

Nuclear power plants (NPPs) are designed in accordance
with the concept of “defense in depth,” which refers to
multiple layers of protection aimed at reducing risks to
both the public and workers. The defense-in-depth
strategy places priority on the prevention of accidents
and, if they cannot be prevented, on the mitigation of their
consequences. The Three Mile Island accident in 1979
helped to identify weaknesses in defense in depth; a
reactor core did partly meltdown, and some radiation did
escape from the reactor. The 1986 Chernobyl disaster
illustrated not just the consequences of inadequate
defense in depth, but the need for a safety culture in the
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operation of nuclear power plants. And the 2011
Fukushima disaster showed that nuclear power plants can
fail even when they are designed to accord with defense-
in-depth principles.®’

As Russian military forces shelled the Zaporizhzhya
Nuclear Power Plant (ZNPP) in southern Ukraine on
March 4, 2022, a fire broke out on the site. Among the six
reactor units at the complex, auxiliary buildings attached
to the Zaporizhzhya Unit 1 reactor were damaged.
Fortunately, the damage did not threaten the safety of the
unit.’® According to the International Atomic Energy
Agency (IAEA) on 28 Nov 2023, the main power line
supplying electricity to ZNPP was restored after a sudden
cut in the connection during the weekend, the latest
reminder of the fragile nuclear safety and security
situation at the site during the ongoing military conflict.
The TAEA experts present at the facility heard the
distinctive sound of several rockets that appeared to have
been fired from close to the plant in the past few days.
Director General Grossi said the apparent military action
in the vicinity of the plant could heighten the nuclear

1. Jungmin Kang, "Better nuclear fuel could reduce the likelihood
and severity of nuclear power plant accidents," Bulletin of the Atomic
Scientists, March 11, 2011, https://thebulletin.org/2021/03/better-
nuclear-fuel-could-reduce-the-likelihood-and-severity-of-nuclear-
power-plant-accidents/#post-heading

2. "Updated information about Zaporizhzhia NPP," State Nuclear
Regulatory Inspectorate of Ukraine, March 4th, 2022,
https://snriu.gov.ua/en/news/updated-information-about-
zaporizhzhia-npp.
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safety and security risks at the site and potentially
undermine the protection of the ZNPP.*

The military attacks on the ZNPP raise great concerns
about the possibility of nuclear accidents. This is because
a serious accident at a large nuclear power plant can have
similar consequences not only from natural disasters such
as earthquakes or tsunamis but also from military attacks
that disable reactor safety systems such as cooling and
power systems.

This study analyzes the possibility of a serious accident at
NPPs such as a reactor core meltdown or spent fuel pool
fire due to a military attack, i.e., attacks of missiles and
drones, and the impact of the spread of radioactive
contamination released from the NPPs in South Korea.

Nuclear Power in South Korea

Status of Nuclear Power Plants

As of November 29, 2023, South Korea has 24 power
reactors in operation, with a total capacity of 24.0 GWe:
21 pressurized water reactors (PWRs) and three CANDU
heavy water reactors (HWRs), the latter with a combined
capacity of 2.0 GWe. All the nuclear power plants in
South Korea are located along the coast of the peninsula,
as shown in Figure 1. The country’s first commercial

3. "Update 198 - IAEA Director General Statement on Situation in
Ukraine," IAEA, November 28th, 2023,
https://www.iaea.org/newscenter/pressreleases/update-198-iaca-
director-general-statement-on-situation-in-ukraine.
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reactor Kori-1 (576 MWe) was shut down in June 2017
after 40 years of operation. The first CANDU reactor
Wolsong-1 (657 MWe) was also shut down in December
2019. Table 1 and 2 show power reactors in operation and
under construction, respectively, in South Korea.

Figure 1. Status of nuclear power plants in South
Korea.?

® Operating
Planned

4. "Nuclear Power in South Korea," World Nuclear Association,
October 2023, https://world- nuclear.org/information-library/country-
profiles/countries-o-s/south-korea.aspx.
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Table 1. Power reactors in operation in South Korea'

Net
capacity  Commercial Planned

Units Type MWe) operation close
Kori 1 (closed) PWR 576 1978.4 2017.6
Kori 2 PWR 640 1983.7 2023
Kori 3 PWR 1011 1985.9 2024
Kori 4 PWR 1012 1986.4 2025
Shin Kori 1 PWR 997 2011.2 2050
Shin Kori 2 PWR 997 2012.7 2051
Shin Kori 3 PWR 1383 2016.12 2075
Shin Kori 4 PWR 1383 2019.9 2078
Hanbit 1 PWR 996 1986.8 2025
Hanbit 2 PWR 988 1987.6 2026
Hanbit 3 PWR 994 1995.12 2034
Hanbit 4 PWR 970 1996.3 2035
Hanbit 5 PWR 998 2002.5 2041
Hanbit 6 PWR 993 2002.12 2042
Hanul 1 PWR 969 1988.9 2027
Hanul 2 PWR 965 1989.9 2028
Hanul 3 PWR 997 1998.8 2037
Hanul 4 PWR 999 1999.12 2038
Hanul 5 PWR 998 2004.7 2043
Hanul 6 PWR 997 2005.4 2044
Shin Hanul 1 PWR 1400 2022.12 2081
Shin Wolsong 1 PWR 997 2012.7 2051
Shin Wolsong2 PWR 993 2015.7 2054
Wolsong 1 CANDU 657 1983.4 2018.5
(closed) CANDU 647 1997.7 2026
Wolsong 2 CANDU 651 1998.7 2027
Wolsong 3 CANDU 653 1999.10 2029
Wolsong 4
5. Ibid.
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Table 2. Power reactors under construction in South

Korea?
Net capacity = Commercial Planned
Units Type (MWe) operation close
Shin Hanul 2 PWR 1400 2024.4 2083
Shin Kori 5 PWR 1400 2024.10 2083
Shin Kori 6 PWR 1400 2025.10 2084

Status of Spent Fuel Storage

All spent fuel discharged from PWRs and CANDU
reactors has been stored in spent fuel storage pools, or, for
a large portion of CANDU spent fuel at a dry storage
facility, at the reactor site. Table 3 shows the status of
spent fuel storage at the NPPs sites in South Korea.

6. Korea Hydro & Nuclear Power Co., Ltd. (KHNP),
https:/mpp.khnp.co.kr/index.khnp?menuCd=DOM_00000010500100

2001;
https:/mpp.khnp.co.kr/index.khnp?menuCd=DOM_00000010500100

2002.
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Table 3. Status of spent fuel storage in South Korea

Amount of
SF in the
Net Pool (tHM) Pool capacity
capacity as of the end (tHM) as of the

Units Type (MWe)  0f2022°  end of 2019*
Kori 1 (closed) PWR 576 175 202
Kori 2 PWR 640 307 328
Kori 3 PWR 1011 926 967
Kori 4 PWR 1012 906 968
Shin Kori 1 PWR 997 379 547
Shin Kori 2 PWR 997 405 547
Shin Kori 3 PWR 1383 127 335
Shin Kori 4 PWR 1383 86 335
Hanbit 1 PWR 996 843 968
Hanbit 2 PWR 988 714 966
Hanbit 3 PWR 994 420 484
Hanbit 4 PWR 970 384 484
Hanbit 5 PWR 998 366 551
Hanbit 6 PWR 993 395 551
Hanul 1 PWR 969 426 440
Hanul 2 PWR 965 405 416
Hanul 3 PWR 997 491 568
Hanul 4 PWR 999 498 568
Hanul 5 PWR 998 485 551
Hanul 6 PWR 997 518 551
Shin Hanul 1 PWR 1400 15 335

7. Author’s estimation based on: "Status of spent fuel storage by
facility in the fourth quarter of 2022" (Korean),

https://www kins.re.kr/fnct/rpt/popup/preview?rptNo=364&rptTyp=2
&rptGubunSeq=2.

8. Author’s estimation based on: Spent Fuel Management Policy
Review Committee, “Report on the results of expert review group
discussions on the spent fuel management policy review agenda,”
(2020), section 3, 16 (Korean).
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Amount of
SF in the
Net Pool (tHM) Pool capacity
capacity as of the end (tHM) as of the

Units Type (MWe) of 2022 end of 2019
Shin Wolsong 1 PWR 997 201 225
Shin Wolsong 2 PWR 993 140 225
Wolsong 1 CANDU 657 634 858
(closed) CANDU 647 749 814
Wolsong 2 CANDU 651 787 814
Wolsong 3 CANDU 653 787 814
Wolsong 4 6605 (Dry 6336 (+
storage) a)a)

Military Vulnerabilities of Civilian Nuclear
Power Plants

Vulnerabilities of Safety Systems of NPP

Design Basis Threat (DBT) describes a specified set of
adversary attributes that must be considered in the design
of plant security systems. The U.S. Nuclear Regulatory
Commission (NRC) has established DBT for radiological
sabotage and for theft or diversion of formula quantities
of strategic special nuclear materials. Generic
characteristics of the DBT for radiological sabotage are
described in 10 CFR 73.1(a)(1):?

“Radiological sabotage. (i) A determined
violent external assault, attack by stealth, or
deceptive actions, including diversionary

9. Lessons Learned from the Fukushima Nuclear Accident for
Improving Safety and Security of U.S. Nuclear Plants: Phase 2
(Washington, DC: The National Academies Press, 2016),
https://doi.org/10.17226/21874.
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(A)

(B)

©)

(D)

actions, by an adversary force capable of
operating in each of the following modes: A
single group attacking through one entry
point, multiple groups attacking through
multiple entry points, a combination of one
or more groups and one or more individuals
attacking through multiple entry points, or
individuals attacking through separate entry
points, with the following attributes,
assistance and equipment:

Well-trained (including military
training and skills) and dedicated
individuals, willing to kill or be killed,
with sufficient knowledge to identify
specific ~ equipment or locations
necessary for a successful attack;

Active (e.g., facilitate entrance and exit,
disable alarms and communications,
participate in violent attack) or passive
(e.g., provide information), or both,
knowledgeable inside assistance;

Suitable weapons, including handheld
automatic weapons, equipped with
silencers and having effective long
range accuracy,

Hand-carried equipment, including
incapacitating agents and explosives for
use as tools of entry or for otherwise
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destroying reactor, facility, transporter,
or container integrity or features of the
safeguards system; and

(E) Land and water vehicles, which could
be used for transporting personnel and
their hand-carried equipment to the
proximity of vital areas; and

(i) An internal threat; and

(ii1) A land vehicle bomb assault, which
may be coordinated with an external
assault; and

(iv) A waterborne vehicle bomb assault,
which may be coordinated with an
external assault; and

(v) A cyber attack.”

The DBT is not designed to be the worst-case threat. It
simply defines the upper bound within the total threat
environment against which a nuclear plant licensee is
required to protect.

Nuclear power plants are also vulnerable from military
attack, including missile attacks in war conditions. The
BDT does not cover such military threats. According to a
report by the Korea Hydro & Nuclear Power Co. (KHNP)
having submitted to a lawmaker, South Korea’s nuclear
power reactors have not been designed to deal with
military attacks. The containment building of reactors
were never meant to withstand a missile strike or other
forms of concerted attacks. The reinforced concrete walls
are the last barrier built around reactors that can contain
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radioactive materials from being leaked into the
surrounding area in the event of a serious accident.®

A Fukushima-like accident does not have to be caused by
natural disasters such as earthquakes and tsunamis.
Similar results could be wrought by a dedicated terrorist
group that gained access to a nuclear power plant and
disabled its safety systems, including cooling and power
systems, or by military attack accompanying missiles.

What if an NPP had been a target of missiles and drones?

Reactor containment buildings are directly exposed to
missile attacks. Missile attacks can cause partial or large
holes or cracks in the containment building, causing it to
lose its containment ability to suppress the leakage of
radioactive gases that could be released into the
atmosphere in the event of a serious accident.

In the nuclear reactor cooling system (Figure 2), if the
coolant pump is damaged by a missile attack or the pipes
are damaged and the pump cannot circulate coolant
through the core, a core meltdown may occur due to loss
of reactor cooling ability. The damage of the piping going
out of the containment building to the turbines and the
return loop pipe that contains condensed water into the
containment building could produce a disruption in the
cooling system.

10. "South Korea's nuclear power plants highly vulnerable to ballistic
missile attack," GIKorea, April 17,2017,
https://www.rokdrop.net/2017/04/south-koreas-nuclear-power-plants-
highly-vulnerable-to-ballistic-missile-attack/.
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In addition, there is a possibility that off-site power may
be cut off and on-site emergency diesel generators may be
damaged or malfunction due to a missile attack. If the
power source is lost, the emergency core cooling system
to prevent reactor core meltdown will not be able to
operate.

The integrity of spent fuel pool and cooling of the pool
(Figure 3) also would be lost directly or indirectly from
the missile attack that could lead to the spent fuel pool
fire.

Besides, the control room located outside of the
containment building could be damaged by the missile
attacks.

Figure 2. Schematic of a pressurized water reactor’

7

Walls made of
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Reactor ressurizer

Containment Emergency Water
Structure Supply Systems

11. Pressurized Water Reactors, USNRC,
https://www.nrc.gov/reactors/pwrs.html
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Figure 3. Layout of spent fuel pool and transfer system
for pressurized water reactors®

Zirconium Fire and Cs-137 Inventory Release

One fundamental cause common to the Three Mile Island,
the Chernobyl and Fukushima accidents is fire involving
the zircaloy (zirconium alloy) cladding of nuclear fuel
assemblies. In light water reactors, a failure in the cooling
system for nuclear fuel leads to an increase in the
temperature of the fuel that could lead to serious nuclear
accidents.’

12. J.G. Ibarra, et al., Operating experience feedback report:
Assessment of spent fuel cooling, USNRC, NUREG-1275, Vol. 12,
1997, https://www.nrc.gov/docs/ML0O106/ML010670175.pdf.

13. Jungmin Kang, "Better nuclear fuel could reduce the likelihood
and severity of nuclear power plant accidents," Bulletin of the Atomic
Scientists, March 11, 2011, https://thebulletin.org/2021/03/better-
nuclear-fuel-could-reduce-the-likelihood-and-severity-of-nuclear-
power-plant-accidents/#post-heading.
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A 2014 U.S. NRC study explained about the zirconium
fire that:'0

“If cooling of the spent fuel were not
reestablished, the fuel'! could heat up to
temperatures on the order of 1,000°C. At
this temperature, the spent fuel’s zirconium
cladding would begin to react with air in a
highly exothermic chemical reaction called a
runaway zirconium oxidation reaction or
autocatalytic ignition. This accident scenario
is often referred to as a “spent fuel pool
zirconium fire.” Radioactive aerosols and
vapors released from the damaged spent fuel
could be carried throughout the spent fuel
pool building and into the surrounding
environment.”

During the zirconium oxidation reaction, hydrogen is
produced by reaction of water vapor with hot zirconium
cladding of spent fuel. Accumulated hydrogen in the
building could lead to a hydrogen explosion that might
destroy the containment structure. Buildings for spent fuel
pools are usually not reinforced to withstand explosions.
If containment building or the building above the spent
fuel pool is not destroyed by a hydrogen explosion, much
less Cs-137 would be released to the atmosphere.

14. "Generic Environmental Impact Statement for Continued Storage
of Spent Nuclear Fuel," NUREG-2157 Vol.1, USNRC, 2013,
https://www.nrc.gov/docs/ML1419/ML14196A105.pdf.

15. Spent fuel of just a few months after being released from the
nuclear reactor (Author’s analysis).
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The U.S. NRC assumed a range of cesium-137 (Cs-137)
inventory release fractions from fire in spent fuel pools
for a PWR which is given in Table 4.

Table 4. NRC-estimated cumulative cesium inventory
release fractions given a PWR spent fuel pool fire at
high and low-density spent fuel pool loadings'?

Spent Fuel Pools

Loading Low case Base case High case
High-density 10% 75% 90%
Low-density 0.5% 3% 5%

Military Attacks to the Nuclear Facilities in the Past

At their article in October 2019, Dubowitz and Sokolski
described military attacks to the nuclear facilities in the
past:!3

“Iran went first in 1980, attempting to
destroy Iraqi dictator Saddam Hussein’s
Osirak reactor in a four-plane raid. Israeli
fighter bombers finished the job in 1981.

16. "COMSECY-13-0030 - Staff Evaluation and Recommendation
for Japan Lessons-Learned Tier 3 Issue on Expedited Transfer of
Spent Fuel," U.S. Nuclear Regulatory Commission (2013),
https://www.nrc.gov/reading-rm/doc-collections/commission/comm-
secy/2013/2013-0030comscy.pdf.

17. Mark Dubowitz and Henry Sokolski, "The ultimate Middle East
missile target: Nuclear reactors," Washington Examiner, October 22,
2019, https://www.washingtonexaminer.com/opinion/the-ultimate-
middle-east-missile-target-nuclear-reactors
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Iraqi airplanes, in turn, attacked Iran’s
Bushehr reactor six times between 1984 and
1988. Then Hussein fired three rockets at
Israel’s Dimona facility during Desert Storm
while the U.S. Air Force targeted and
destroyed most of Iraq’s nuclear facilities.
The United Kingdom and the U.S. continued
to bomb suspected Iraqi nuclear sites after
the war. Then, in 2007, Israeli planes
destroyed Syria’s undeclared nuclear reactor
at Deir-ez-Zor.”

Fortunately, no commercial power reactors in operation
have been targeted by the military attacks. Therefore,
there were no radioactive fission products released from
the events.

Two Representative Serious Nuclear Accidents
at NPP in the Past

Chernobyl Accidents

In April 1986 Chernobyl accident, more than 100,000
residents were evacuated because of contamination by Cs-
137. Cs-137 (30-year half-life) is relatively volatile and is
a potent land contaminant because 95% of its decays are
to an excited state of Ba-137, which de-excites by
emitting a penetrating (0.66-MeV) gamma ray.'* Strict
radiation-dose control measures were imposed in areas
contaminated to levels greater than 0.5 MBg/m? of Cs-

18. C. M. Lederer and V. S. Shirley, eds., Table of Isotopes, 7th ed.,
C. (John Wiley, 1978).
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137. The total area of this radiation-control zone is
approximately 10,000 km?2. During the following decade,
the population of this area declined by almost half
because of migration to areas of lower contamination. The
release of Cs-137 from the Chernobyl accident was about
85 PBq (petabecquerel).!> Figure 4 shows a map of Cs-
137 deposition levels in Belarus, the Russian Federation
and Ukraine as of December 1989.

Figure 4. Map of Cs-137 deposition levels in Belarus,
the Russian Federation and Ukraine as of December
198916
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19. UN Scientific Committee on the Effects of Atomic Radiation,
UNSCEAR 2000: Summary of Low-Dose Radiation Effects on Health
(New York: United Nations, 2000), Annex J,
https://www.unscear.org/docs/publications/2000/UNSCEAR 2000_A
nnex-J.pdf; About 4 PBq of Cs-137 is contained in the 1 tHM of 10-
year cooled PWR spent fuel with burnup of 40 MWd/kgHM. About
80 PBq of Cs-137 is contained in 20 tHM of PWR spent fuel which is
annually discharged from the IGWe PWR. Author’s calculation.

20. International Advisory Committee, The International Chernobyl
Project, Technical Report. JAEA, Vienna (1991),
https://ratical.org/radiation/Chernobyl/137csDLsHR .html.
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Fukushima Accidents

In March 2011 Fukushima accident when three nuclear
power plant cores melted down and released
radionuclides into the atmosphere, more than 100,000
residents were evacuated. People within a radius of 20 km
of the site and in other designated areas were evacuated,
and those within a radius of 20-30 km were instructed to
shelter before later being advised to voluntarily evacuate.
The mean total activity of Cs-137 released was around 7—
20 PBq. The releases from the accident are estimated to
be approximately one tenth of the releases from the 1986
Chernobyl accident.!” Most of the releases were dispersed
over the North Pacific Ocean. Figure 5 shows a map of
the evacuation zone as of 7 August 2013.18

21. The reason why the amounts of Cs-137 released from Fukushima
is smaller than that of Chernobyl accident would be as follows. In
Fukuhsima, the BWR containment structures (containing reactor
vessel) were not seriously damaged from the accident so that those
could contain a large fraction of Cs-137 although the upper part of the
containment building structure (containing the BWR containment
structures) were burst by the hydrogen fire.

22. The Fukushima Daiichi Accident: Report by the Director
General, IAEA, 2015,
https://www.pub.iaea.org/MTCD/Publications/PDF/Pub1710-
ReportByTheDG-Web.pdf.
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Figure 5. Map of the evacuation zone as of 7 August
2013
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Precedent Studies

Alvarez et al. (2003) conducted a technical analysis of the
risks of densely packed storage of spent fuel, identifying
the vulnerability of spent fuel storage pool and the risks
that may arise, for the first time in the private sector
though it has been known internally at the U.S. Nuclear
Regulatory Commission since the 1980s. Several possible
measures to reduce the worst atmospheric emissions of
radioactive materials have been proposed. After the NRC
has allowed high-density storage of spent fuel in pools
originally designed to hold much smaller inventories
because of the unavailability of off-site storage for spent
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fuel, virtually all U.S. spent-fuel pools have been re-
racked to hold spent-fuel assemblies at densities that
approach those in reactor cores. In order to prevent the
spent fuel from going critical, the fuel assemblies are
partitioned off from each other in metal boxes whose
walls contain neutron-absorbing boron. It has been known
for decades that, in case of a loss of water in the pool,
convective air cooling would be relatively ineffective in
such a high dense pool. Spent fuel recently discharged
from a reactor could heat up relatively rapidly to
temperatures at which the zircaloy fuel cladding could
catch fire and the fuel’s volatile fission products,
including 30-year half-life Cs-137, would be released.
The fire could well spread to older spent fuel.'’

Von Hippel & Schoeppner (2016) reviews the case of the
spent fuel fire that almost happened at Fukushima in
March 2011, and shows that, had the wind-blown the
released radioactivity toward Tokyo, 35 million people
might have required relocation. According to U.S.
Nuclear Regulatory Commission estimates, a fire in a
dense-packed U.S. spent-fuel pool could release 100
times as much Cs-137 into the atmosphere as was
released by the three reactor meltdowns that occurred in
Fukushima. The NRC staff calculated that, on average,
such an accident would cause the relocation of 3.5 million
people. In making these estimates, however, the staff
apparently used the Environmental Protection

23. Robert Alvarez et al., "Reducing the Hazards from Stored Spent
Power-Reactor Fuel in the United States," Science and Global
Security, 11 (2003): 1-51.
https://scienceandglobalsecurity.org/archive/sgs 1 l1alvarez.pdf.
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Administration’s  recommendation  for  projected
unshielded radiation doses for relocation and added a
shielded factor. Without the shielding factor the relocation
area becomes about three times larger, according to von
Hippel & Schoeppner.?’

Kang et al. (2017) shows hypothetical releases from the
dense-packed spent fuel pool fire of Kori Unit-3 nuclear
power reactor in South Korea, with atmospheric
dispersion and deposition calculations using the
HYSPLIT code with historical meteorological data for the
region surrounding the Korean Peninsula. A hypothetical
spent fuel pool fire at Kori Unit-3 could contaminate not
only a large part of South Korea, up to about a half of its
area for which the surface contamination level of Cs-137
exceeds 1.0 MBg/m2 and thus force up to about 24
million to be relocated, but also results in large areas of
contamination in neighboring countries depending on
prevailing weather conditions at the time of the spent fuel
pool fire.?!

Kang (2020) shows hypothetical releases from a core
meltdown or spent fuel pool fire of NPPs occurred by
military attack such as missile attacks in some of

24. Frank N. von Hippel & Michael Schoeppner, "Reducing the
Danger from Fires in Spent Fuel Pools," Science & Global Security,
24, no. 3 (2016): 141-173.
https://scienceandglobalsecurity.org/archive/sgs24vonhippel.pdf.

25. Kang et al., "An Analysis of a Hypothetical Release of Cesium-
137 from a Spent Fuel Pool Fire at Kori-3 in South Korea,"
Transactions of the American Nuclear Society, Vol. 117, Washington,
D.C., October 29—November 2, 2017,
https://sgs.princeton.edu/sites/default/files/2020-12/kang-2017.pdf.
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Northeast Asia countries, with atmospheric dispersion and
deposition calculations using the HYSPLIT code with
historical meteorological data for the region.??

Lisowski (2021) performed similar calculations for four
commercial nuclear power plants: Akkuyu, Turkey;
Barakah, United Arab Emirates; Bushehr, Iran; and El
Dabaa, Egypt. Three scenarios at each nuclear power
plant were simulated: (1) reactor core release due to a
containment building rupture, (2) one spent fuel pool
attacked, (3) two (in the case of Bushehr) or four spent
fuel pools attacked. The amounts of Cs-137 released in
each scenario were simulated for four different times of
the year in 2020: the first week of March, June,
September, and December. Then, the number of evacuees
in each Cs-137 contamination zone was estimated for
each scenario and time of year. Both high (75 percent)
and low (ten percent or five percent) Cs-137 release
scenarios were simulated to illustrate what might be
possible if densely packed versus low-density spent fuel
pools were hit by a missile strike.?

Kang & Lisowski (2022) analyzed the radioactivity
impacts from the hypothetical core meltdown accident

26. Jungmin Kang, "Understanding and Reducing Military
Vulnerabilities of Civilian Nuclear Plants: The Case for the Northeast
Asia," Nonproliferation Policy Education Center, May 24, 2020,
https://www.npolicy.org/article file/Understanding and Reducing
Military Vulnerabilities of Civilian Nuclear Plants The Case for
the Northeast Asia.pdf.

27. Eva M. Lisowski, "Hot Mess Next: Missile-Struck Reactors in
the Middle East," Nonproliferation Policy Education Center,
December 8, 2021, https://npolicy.org/wp-
content/uploads/2021/11/2107-Hot-Mess-Missile-Strikes.pdf.
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and spent fuel pool fire accident of Zaporizhzhya Unit 1
using the HYSPLIT code, as Russian military forces
shelled the Zaporizhzhya NPP in southern Ukraine on
March 4, 2022, a fire broke out on the site. It was
confirmed that the aftermath of radioactive pollution
released into the atmosphere due to the core meltdown
accident and spent fuel pool fire accident is not limited to
Ukraine but also has a significant impact on neighboring
countries such as Russia, Turkey, Romania, Belarus, and
Moldova.?*

Hypothetical Serious Nuclear Accidents at
NPPs

Assumptions

This article summarizes the simulation results of
hypothetical serious nuclear accidents at Hanbit Unit-4 on
the west coast and Kori Unit-3 on the east coast in South
Korea from the previous study.?

28. Jungmin Kang and Eva Lisowski, "Could an attack on Ukrainian
nuclear facilities cause a disaster greater than Chernobyl? Possibly,
simulations show," Bulletin of the Atomic Scientists, March 23,2022,
https://thebulletin.org/2022/03/could-an-attack-on-ukrainian-nuclear-
facilities-cause-a-disaster-greater-than-chernobyl-possibly-
simulations-show/#post-heading.

29. Jungmin Kang, "Understanding and Reducing Military
Vulnerabilities of Civilian Nuclear Plants: The Case for the Northeast
Asia," Nonproliferation Policy Education Center, May 24, 2020,
https://www.npolicy.org/article_file/Understanding_and Reducing_
Military Vulnerabilities_of Civilian Nuclear Plants The Case for
the Northeast Asia.pdf.

131



Nuclear Proliferation’s Next Iteration

Hanbit Unit-4 is a 1GWe pressurized water reactor
(PWR) and has been in operation since 1996, while Kori
Unit-3 is also a 1GWe PWR in operation since 1985.

The radioactivity of the Cs-137 release from the nuclear
accident of core meltdown of 1GWe NPP is assumed
about 258 PBq which is 75% of core inventory of Cs-
137.26 For a fire in the Kori Unit-3’s spent fuel pool, that
would correspond to a release of about 2,240 PBq. Kori-3
pool is dense-packed with about 910 tons of spent fuel as
of the end 0f 2019.%7

To assess the impact of radiological fallout on the
population and land area, the atmospheric dispersion
following the releases was simulated using the
HYSPLIT?® code provided by NOAA and a population
database = (NASA).? The simulations ingested
meteorological data Global Data Assimilation System
(GDAS) in three-hour time resolution and one-degree
spatial resolution. The model was employed to simulate a
32-hour long release along a vertical line source from 0-
300 meters and the subsequent dispersion for one week

30. These numbers are assumed on the base of the USNRC’s
assumptions for the densely packed spent fuel pool fire case with
75% release of Cs-137 that are originally contained in the reactor core
or in the spent fuel pool.

31. "Results of discussions by expert review groups on the agenda
for reviewing spent fuel management policies," Review Committee
for Spent Fuel Management Policy, Feb 2020, p.15 (Korean).

32. A'F. Stein, R.R. Draxler, G.D. Rolph, B.J.B. Stunder, M.D.
Cohen, and F. Ngan, “NOAA’s HYSPLIT atmospheric transport and
dispersion modeling system.” Bulletin of American Meteorological
Society 96 (2015): 2059-2077. https://doi.org/10.1175/BAMS-D-14-
00110.1.

33. The Hysplit calculations were done by Michael Schoeppner.
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including dry and wet deposition. Simulations were
conducted for the first week of each month of the year
2019 to understand seasonal variation in weather patterns.
The resulting fallout was binned in a 0.25-degree grid and
paired with accordingly spaced population® and country?3!
databases for the year 2020 to calculate the affected
number of people and surface areas in countries.

Relocation Areas

After the Chernobyl accident, in addition to the 30-
kilometer-radius evacuation zone around the reactor,
relocation was made compulsory from areas with Cs-137
contamination levels  higher than about 1.5
megabecquerels per square meter (1.5 MBg/m?). Below
this contamination level, strict radiation-dose-control
measures were imposed in areas contaminated down to
0.5 MBg/m?. Nevertheless, large fractions of the
populations in those “radiation-control” areas evacuated.
In Ukraine, evacuation of these areas was made
compulsory. In addition to an initial 20-kilometer

34. Center for International Earth Science Information Network -
CIESIN - Columbia University. 2018. Gridded Population of the
World, Version 4 (GPWv4): Population Count Adjusted to Match
2015 Revision of UN WPP Country Totals, Revision 11. Palisades,
NY: NASA Socioeconomic Data and Applications Center (SEDAC).
https://doi.org/10.7927/H4PN93PB.

35. Center for International Earth Science Information Network -
CIESIN - Columbia University. 2018. Gridded Population of the
World, Version 4 (GPWv4): National Identifier Grid, Revision 11.
Palisades, NY: NASA Socioeconomic Data and Applications Center
(SEDAQC). https://doi.org/10.7927/HATD9VDP.
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evacuation zone, a standard similar to 1.5 MBg/m? was

used for Fukushima.3?

In this study, the contamination levels for compulsory
evacuation are shown in orange and red and those for
voluntary evacuation in yellow. The yellow area is greater
than 0.5 MBg/m? less than 1.5 MBg/m?. The orange area
is greater than 1.5 MBg/m? less than 4.5 MBg/m?. The red
area is greater than 4.5 MBq/m>.

Results

Results of Hanbit Unit-4’s Core Meltdown

Figure 6 shows result of contamination levels after a
hypothetical core meltdown at the Hanbit 4 reactor on 1
August and 1 November 2019. Table 5 shows the average
and maximum relocation areas and relocated populations
in South Korea and the neighboring countries for the
hypothetical nuclear accident calculated for 12 historical
weather conditions. For South Korea, the average and
maximum calculated compulsory evacuation areas are,
respectively, about 3,600 and 12,700 square kilometers
with the average and maximum number of relocated
people about 491,00 and 2,159,000, respectively. When
voluntary evacuation is considered, the total average and
maximum calculated areas are, respectively, about 14,300
and 38,600 square kilometers with the total average and

36. Frank von Hippel, Masafumi Takubo, Jungmin Kang, Plutonium:
How Nuclear Power’s Dream Fuel Became a Nightmare (Springer,
2019), 86.
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maximum number of relocated people about 3,336,000
and 15,064,000, respectively.

Figure 6. Relocation areas for a hypothetical core
meltdown at the Hanbit Unit-4 reactor on 1 August
and 1 November 2019

- - Tawan

Table 5. Relocated populations and interdicted areas
for a hypothetical core meltdown at the Hanbit Unit-4

reactor
Interdicted areas
Relocated populations (km?)

Country Average Maximum Average Maximum
South Korea 491,000 2,159,000 3,600 12,700
(3,336,000) (15,064,000) (14,300) (38,600)
North Korea (40,000) (454,000) (500) (4,400)

China (116,000)  (1,381,000)  (500)  (5,700)
Japan (22,000)  (261,000)  (400)  (4,400)
Taiwan (1,694,000) (11,326,000) (1,600)  (10,800)
Philippines (600) (8,000) (200)  (1,900)

(Note: The numbers of the parenthesis are total numbers when the
number of voluntary evacuations is considered.)
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Results of Kori Unit-3’s Core Meltdown

Figure 7 shows result of contamination levels after a
hypothetical accident at the Kori 3 reactor on 1 August
and 1 December 2019. Table 6 shows the average and
maximum relocation areas and relocated populations in
South Korea and the neighboring countries for the
hypothetical nuclear accident calculated for 12 historical
weather conditions. For South Korea, the average and
maximum calculated compulsory evacuation areas are,
respectively, about 4,500 and 20,300 square kilometers
with the average and maximum number of relocated
people about 2,264,00 and 12,919,000, respectively.
When voluntary evacuation is considered, the total
average and maximum calculated areas are, respectively,
about 14,900 and 72,200 square kilometers with the total
average and maximum number of relocated people about
6,293,000 and 46,618,000, respectively. Given the
prevailing winds and distance, Japan is also significantly
impacted by the accident.

Figure 7. Relocation areas for a hypothetical core
meltdown at the Kori Unit-3 reactor on 1 August and
1 December 2019

span e
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Table 6. Relocated populations and interdicted areas
for a hypothetical core meltdown at the Kori Unit-3
reactor

Interdicted areas
Relocated populations (km?)

Country Average Maximum Average Maximum
South Korea 2,264,000 12,919,000 4,500 20,300
(6,293,000) (46,618,000)  (14,900)  (72,200)

North Korea  (28,000) (338,000) (50) (600)

Japan 47,000 459,000 400 2,500
(460,000)  (3,028,000)  (4,900)  (20,900)

Taiwan (43,000) (512,000) (200) (2,500)

(Note: The numbers of the parenthesis are total numbers when the
number of voluntary evacuations is considered.)

Results of Kori Unit-3’s Spent Fuel Pool Fire

Figure 8 shows result of contamination levels after a
hypothetical spent fuel pool fire of the Kori Unit-3 on 1
May and 1 August 2019. It would release about 2,240
PBq of Cs-137 from the spent fuel pool fire of Kori Unit-
3 that is about 9 times greater than that of a reactor core
meltdown accident.

Table 7 shows the average and maximum relocation areas
and relocated populations in South Korea and the
neighboring countries for the hypothetical nuclear
accident calculated for 12 historical weather conditions.
For South Korea, the average and maximum calculated
compulsory evacuation areas are, respectively, about
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26,700 and 117,100 square kilometers with the average
and maximum number of relocated people about 8,487,00
and 50,216,000, respectively. When voluntary evacuation
is considered, the total average and maximum calculated
areas are, respectively, about 34,800 and 100,200 square
kilometers with the total average and maximum number
of relocated people about 9,955,000 and 51,640,000,
respectively. Given the huge amount of release of Cs-137
and the geologic location in Northeast Asia, countries in
the region are heavily impacted by the accident.

Figure 8. Relocation areas for a hypothetical spent fuel
pool fire of the Kori Unit-3 on 1 May and 1 August
2019

Phiippines. Philppines.
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Table 7. Relocated populations and interdicted areas
for a hypothetical spent fuel pool fire of the Kori Unit-
3

Interdicted areas
Relocated populations (km?)

Country Average Maximum Average Maximum
South Korea 8,487,000 50,216,000 26,700 100,200
(9,955,000) (50,216,000)  (34,800) (100,200)

North Korea 215,000 2,579,000 1,400 16,500
(2,027,000) (21,504,000)  (12,900)  (120,500)
Japan 5,106,000 39,980,000 36,700 201,900
(17,459,000) (118,554,000) (111,100) (467,200)
China (2,018,000) (17,364,000)  (19,000)  (199,400)
Russia 1,000 17,000 700 8,900
(131,000)  (1,144,000)  (10,400)  (91,800)
Taiwan 917,000 10,998,000 2,100 24,700
(1,699,000) (20,132,000)  (3,900)  (44,300)
Philippine (38,000)  (427,000)  (17,000)  (12,000)

(Note: The numbers of the parenthesis are total numbers when the
number of voluntary evacuations is considered.)

Conclusions

A missile attack could make holes or cracks in the reactor
containment building of a nuclear power plant, causing it
to lose its containment ability to suppress the leakage of
radioactive gases that could be released into the
atmosphere in the event of a serious nuclear accident.

Missile attacks can cause damage to safety systems such
as the nuclear power plant's cooling and power systems,
including damaging the coolant pumps and pipes, causing
a nuclear reactor core meltdown, or a spent fuel pool fire.
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In terms of the amount of radioactivity released into the
atmosphere, a spent fuel pool fire accident dwarfs a
nuclear core meltdown such as the Chernobyl accident or
Fukushima accident and has the potential to become a
nuclear disaster that will cause serious radiation damage
not only to the country but also to neighboring countries
in the region.

To greatly reduce the impact of the spent fuel pool fire
accident, spent fuels that have been cooled for more than
5 years should be transferred from the pool to a dry cask
for storage immediately. Spent fuels in the pool need to
be kept in a low-density rack rather than a dense rack.
World nuclear industries need to develop accident-
tolerant nuclear fuels that can sustain their integrity
during a loss of cooling water and not be subject to
zirconium fires.
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CHAPTER 4

Nuclear Plants: Their Military
Vulnerabilities and How Best to
Protect Them

Nickolas Roth

On February 24, 2022, Russian forces seized control of
the Chernobyl exclusion zone, a region still haunted by
the radioactive remnants of the 1986 nuclear disaster.
This area, carefully managed for decades, became one of
the first targets in what would soon escalate into a broader
assault on Ukraine's civilian nuclear infrastructure.

Less than two weeks later, just before midnight on March
3, the world watched via live-streamed security cameras
as Russian tanks and armored vehicles launched an attack
on the Zaporizhzhia Nuclear Power Plant (ZNPP) in
southeastern Ukraine—the largest plant of its kind in
Europe. The two-hour firefight, marked by missile and
rocket-propelled grenade fire, damaged safety systems
and risked  triggering  widespread  radioactive
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contamination.! By morning, Russian forces prevailed and
quickly assumed operational control over the site.

Soon after, Russia abandoned control of the Chernobyl
site but continued its occupation of ZNPP. Over the
following months and years, Rosatom officials who
lacked specific technical expertise of ZNPP managed the
plant while heavily relying on Ukrainian operators. Two
years after the start of the occupation of ZNPP, only about
a fifth of the plant's 11,000 employees remained on site.?
Those who stayed faced severe hardships: many were
beaten, forcibly removed from their homes, and
compelled to make false reports about safety conditions
while managing ongoing crises. Anyone who remained at
the site was forced to sign loyalty contracts with Rosatom,
Russia’s state-owned nuclear corporation.® The war raged
on creating crisis after crisis that jeopardized the safety
and security of the nuclear plant.

This was not the first time a country attacked a civilian
nuclear power plant, but it was the first time a country’s

1. Geoff Brumfiel, “Video Analysis Reveals Russian Attack on
Ukrainian Nuclear Plant Veered Near Disaster,” NPR, March 11,
2022,
https://www.npr.org/2022/03/11/1085427380/ukraine-nuclear-power-
plant-zaporizhzhia.

2. Francois Murphy, “Safety at Zaporizhzhia Nuclear Plant
Worsening, Ukraine Says,” Reuters, March 8, 2024,
https://www.reuters.com/world/europe/safety-zaporizhzhia-nuclear-
plant-worsening-ukraine-says-2024-03-08/.

3. Marc Santora, “Torture and Turmoil at Ukrainian Nuclear Plant:
An Insider’s Account” New York Times, March 28, 2023,
https://www.nytimes.com/2023/03/28/world/europe/ukraine-
zaporizhzhia-nuclear-plant-grossi.html.
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military had attacked and occupied a large, operational
nuclear plant, and used it as a base of operations. The
events in Ukraine demonstrate the safety and security
dangers if war breaks out around an operating nuclear
power plant anywhere in the world. Reducing these
dangers isn’t just important for existing nuclear power
plants, but also to ensure that newly deployed facilities do
not become tools of war, especially if they are going to be
deployed in regions with a history of instability.

This chapter will describe how the crisis in Ukraine
differs from previous attacks on nuclear facilities, outline
some of the vulnerabilities nuclear facilities face in war
zones, and then propose ideas for reducing risks,
including considering cold shutdown early in a conflict;
prioritizing spent fuel removal; strengthening national
emergency response; strengthening international response
mechanisms; and assessing where new reactors might be
safe to build.

The Threat of Targeting Nuclear Facilities

The history of military conflict includes numerous
instances where countries have deliberately attacked
civilian nuclear facilities, both physically and through
cyber means, at various phases of development and
operation.* These attacks, however, differ from Ukraine in

4. Vitaly Fedchenko, Nuclear Security During Armed Conflict:
Lessons from Ukraine (Stockholm: Stockholm International Peace
Research Institute, March 2024),
https://www.sipri.org/sites/default/files/2023-
03/rpp_2303_ukraine_intl_security 0.pdf; “Outpacing Cyber
Hackers: Preventing Catastrophic Cyberattacks on
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several important ways. First, Ukraine has a highly
developed nuclear infrastructure elevating risks
throughout the country. Prior to the war, Ukraine relied
on four nuclear power plants with a total of 15 reactors
for a significant amount of its electricity. The war has
jeopardized safety and security at all these facilities.’
Second, attacks on ZNPP have involved precision-guided
munitions like drones and an unprecedented ground
invasion.® Third, the deployment and use of Russian
rocket launchers near the ZNPP suggest that Russia is
using the plant as a shield to deter counterattacks. Fourth,
ZNPP is being used to store military equipment and
landmines have reportedly been placed near the site.’
Finally, the risk of radiological release at ZNPP is
significantly greater than in previous cases because it was
operational at the time of the attack.

Nuclear Facilities,” NTI, June 1, 2023, https://www.nti.org/atomic-
pulse/outpacing-cyber-hackers-preventing-
catastrophic-cyberattacks-nuclear-facilities/.

5. “Ukraine: Russia-Ukraine War and Nuclear Energy - World
Nuclear Association.” World Nuclear Association, n.d., https://world-
nuclear.org/information-library/country-profiles/countries-t-
z/ukraine-russia-war-and-nuclear-energy#south-ukraine-
nuclear-power-plant.

6. Rob Picheta, “How dangerous was Russia’s attack at the
Zaporizhzhia nuclear power plant?,” CNN, March, 4 2022,
https://www.cnn.com/2022/03/04/europe/ukraine-zaporizhzhia-
nuclear-plant-attack-explainer-intl/index.html.

7. “Russian armed forces and Rosatom at the Zaporizhzhia nuclear
plant, Ukraine” (Berlin/Kyiv, Greenpeace Germany and Greenpeace
Central and Eastern Europe, September 2023),
https://www.greenpeace.de/publikationen/Greenpeace Assessment%
20 TAEA Zaporizhzhia.pdf.
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Several studies have looked at why nuclear power plants
could be appealing targets in conventional warfare. An
attack on an adversary’s nuclear facility could cripple
their industrial base, cause a radiological release that
provides offensive or defensive advantages, destroy a
major focal point for capital investment, and hamper post-
war rebuilding.® Additionally, in a conflict where a
country does not possess nuclear weapons already, its
civilian nuclear facilities could be targeted out of concern
that weapons-usable material could be separated from
spent fuel and used to produce a nuclear weapon. Beyond
immediate implications for the country being attacked,
holding a nuclear facility at risk could also potentially
limit or delay a military response to an invasion,
particularly if allies disagree on how to respond.’ Beyond
these studies, the crisis in Ukraine shows how operational
reactors could be used as a military shield for offensive
operations or as a hostage for bringing down a nation’s
electrical supply system.

For these reasons, governments might seek to destroy or
hold at risk another country’s nuclear facilities—
including those used for fuel fabrication, power
generation, storage of spent fuel, reprocessing of waste,
and waste storage facilities—as tools of deterrence,

8. Bennett Ramberg, Destruction of Nuclear Energy Facilities in
War (Lexington Books, 1980), updated in Nuclear Power Plants as
Weapons for the Enemy: An Unrecognized Military Peril (University
of California Press, 1984).

9. Henry Sokolski, ed. “Prescription for Military Paralysis: Wartime
Reactor Meltdowns,” (Nonproliferation Policy Education Center:
2023.) https://npolicy.org/wp-content/uploads/2023/06/2305-
Reactors-in-War.pdf.
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coercive diplomacy, or as part of a military strategy. Now
that this theoretical possibility has been demonstrated in
Ukraine and without clear reestablishment of norms
against this behavior, it is possible that additional
countries will emulate Russia’s actions.

Primary Risks During Armed Conflict

The primary risk at a nuclear power plant in a war zone is
the possibility of a large radiological release that
contaminates the environment. The two areas with the
most radioactivity are the reactor core and the spent fuel
pools. Both areas are equipped with safety systems
designed to handle a range of operating conditions, but
not military assaults dedicated to destroying or disabling
the plants. A nuclear power plant could release large
amounts of radiation if safety systems failed and the fuel
in the core or the spent fuel in the pools melted—
scenarios that would be possible during a heavily-armed
attack. The following provides a simplified overview of
potential vulnerabilities. Each area includes and is
supported by multiple systems that could also be
potentially vulnerable.

Reactor core vulnerabilities

The reactor core, which contains the active fuel for power
generation, is especially vulnerable in conflict zones.
Damage from shelling or missile strikes can result in the
release of radioactive material. While containment
structures made of steel-reinforced concrete are designed
to protect the core, sustained artillery fire, advanced
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bunker buster, or tandem munitions could weaken or
breach them, potentially exposing the core to further
harm.

A nuclear reactor core must be continuously cooled to
prevent overheating, which could lead to a meltdown. If
the cooling systems are damaged or disabled, the core
may overheat. Additionally, critical components like the
tubes connecting steam generators to turbines are
susceptible to damage. '°

Nuclear power plants rely on external power to maintain
cooling systems. If this offsite power supply is severed,
backup diesel generators are required to prevent a crisis.
However, both offsite power and backup systems are at
risk of being destroyed or rendered inoperative during
conflict, heightening the potential for catastrophic failure.

Spent fuel pool vulnerabilities

Spent fuel pools store used nuclear fuel that remains
highly radioactive, and these pools can often be
overcrowded.!! The spent fuel in tightly packed pools is

10. Dave Lochbaum, “Nuclear Plant Containment Failure:
Robusted.” The Equation. May 31, 2016.
https://blog.ucsusa.org/dlochbaum/nuclear-plant-containment-failure-
robusted/.

11. According to a 2017 document submitted to the International
Atomic Energy Agency as part of Ukraine’s obligations under the
Joint Convention on the Safety of Spent Fuel Management and on the
Safety of Radioactive Waste Management, there were more than
1,900 spent fuel assemblies in pools at ZNPP and 139 containers with
approximately 3,300 spent fuel assemblies at ZNPP’s Dry Spent Fuel
Storage Facility. See
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extremely hot and requires a continuous supply of water
to remove decay heat. If the water supply is interrupted,
the water in the pool will evaporate, causing the fuel to
catch fire and resulting in a large release of radiation into
the environment. According to an estimate by the U.S.
Nuclear Regulatory Commission, “a fire in a dense
packed U.S. spent-fuel pool could release 100 times as
much cesium-137 into the atmosphere as was released by
the three reactor meltdowns that occurred in
Fukushima.”!?

These pools are another critical area of concern during
armed conflict. Spent fuel pools are often located outside
the main containment buildings and are more vulnerable
to direct hits from projectiles or explosives. A breach in
the pool could lead to the release of radioactive material.
In a war zone, spent fuel pools could be specifically
targeted to cause maximum disruption and contamination.

Additional vulnerabilities

Outside the areas in nuclear facilities where radioactive
materials are stored, other parts of the site could be
vulnerable. The external electricity from power lines is
essential for safe shutdown. Onsite diesel generators serve
as crucial backups if the plant loses electricity. Water
intake systems could also be targeted. If these systems are

https://www.iaea.org/sites/default/files/national report of ukraine fo
r_the 6th review meeting - english.pdf.

12. Hippel, Frank N. von, and Michael Schoeppner. 2016. “Reducing
the Danger from Fires in Spent Fuel Pools.” Science & Global
Security 24 (3): 141-73. doi:10.1080/08929882.2016.1235382.
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damaged due to poor maintenance or sabotage, the plant
can’t cool its fuel, leading to radiological release. This
highlights the need for reliable backup systems, especially
in conflict zones. Additionally, some control rooms are
outside containment buildings in certain light-water
reactor designs, adding further vulnerability.

Case Study: Zaporizhzhia Nuclear Power
Plant and Other Ukrainian Nuclear Facilities

The assaults on nuclear facilities during the Russia-
Ukrainian war provide a glimpse of a perilous future path
where political instability and armed conflict intersect
with an expansion of nuclear energy worldwide. This is a
future where civilian nuclear power plants are used as
radiological land mines to be leveraged for military and
political advantage. The crisis at ZNPP, in particular,
exemplifies the risks of radiological release, compromised
safety, and severe impacts on personnel and
infrastructure.

Safety

Russia’s initial attack on ZNPP was the most alarming
nuclear safety event in the first year of the conflict.
During the firefight, Russian forces fired weapons toward
the reactor buildings multiple times. Analysis after the
fight revealed that a Russian shell had landed less than
250 feet from one of the reactor buildings. Additional
damage was reported to a reactor building, a transformer,
a radioactive spent fuel storage pad, and a transmission
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line to the plant. It appears to be luck more than anything
that prevented a nuclear accident during this fight.

Since then, repeated shelling around the plant has caused
the facility to lose access to offsite power multiple times,
forcing reliance on backup diesel generators. Attribution
for these attacks has been incredibly difficult, as both
Ukraine and Russia have blamed each other for these
attacks. In the two years following the beginning of the
war, ZNPP had to rely on backup diesel generators at
least nine times because of blackouts. '

Russia also likely attacked ZNPP’s water supply. On June
6, 2024, the Nova Kakhovka dam on the Dnipro River
exploded while under Russian military control. The
collapse caused extensive flooding and evacuation
throughout the region, as well as a drop in the water levels
of the Kakhovka reservoir that ZNPP relies upon to pump
water into its cooling pond. Initially, there were
significant concerns that the reservoir levels would
become too low for ZNPP to access water for cooling. In
response, groundwater wells were dug as a backup
measure. By September, eleven wells had been dug,
reportedly supplying an equivalent amount of water to the
reactors as the.

13. Burc Eruygur, “Ukraine Says Zaporizhzhia Nuclear Power Plant
Experienced 9 Blackouts Since Start of War,” Updated June 3, 2024,
https://www.aa.com.tr/en/asia-pacific/ukraine-says-zaporizhzhia-
nuclear-power-plant-experienced-9-blackouts-since-start-of-
war/3155854.
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Ukrainian nuclear power plants other than ZNPP have
also been targeted during the war. In September 2022, a
missile exploded only a few hundred feet from the
reactors at the South Ukraine Nuclear Power Plant.!'# In
November 2022, the Khmelnitsky nuclear power plant
was forced to shut down and rely on backup diesel
generators after the four power lines connecting it to
Ukraine’s electrical grid were severed by missile attacks
in a two-hour and thirty-minute period. The Rivne nuclear
power plant lost connection to one of its power lines that
same month because of missile attacks. !>

Russian forces have also targeted Ukraine's broader
energy grid in addition to power lines.!® These attacks
have caused widespread blackouts and power disruptions
across the country, jeopardizing the transmission of
electricity to ZNPP and other nuclear plants. In November
2022, Russia launched a combined physical and cyber-
attack on Ukraine. The missile assault on infrastructure
led to millions of people losing electricity and water for
extended periods. The attacks also disconnected all four
of Ukraine’s nuclear plants from the national grid for an

14. Marc Santora, “Strike Near Another Ukrainian Nuclear Plant
Escalates Fears of Disaster,” New York Times, September 19, 2022,
https://www.nytimes.com/2022/09/19/world/europe/ukraine-nuclear-
plant-missile.html.

15. “Two more Ukrainian nuclear plants suffer power supply issues”,
World Nuclear News, November 17, 2022,
https://www.world-nuclear-news.org/Articles/Two-more-Ukrainian-
nuclear-plants-suffer-power-sup.

16. “Ukraine: Russian Attacks on Energy Grid Threaten Civilians,”
Human Rights Watch. December 12, 2022.
https://www.hrw.org/news/2022/12/06/ukraine-russian-attacks-
energy-grid-threaten-civilians.
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entire day, forcing them to rely on backup diesel
generators.!” Simultaneously, Russian forces conducted
cyber-attacks on Ukraine’s power grid, tripping circuit
breakers at an electrical substation and causing further
blackouts.'® In 2024, Russia began attacking substations
essential for connecting Ukraine's three operational
nuclear power plants to the country’s electrical grid,
disrupting both power transmission and reception. !

Security

The war has highlighted potential risks to safety systems
at nuclear power plants and raised important security
concerns for these sites. Since the initial occupation, the
ZNPP has been targeted by drone and shelling attacks.?°

Most nuclear power plants have security plans designed to
protect against moderately armed and capable adversaries.
These security measures typically include physical

17. “Ukraine Updates: Power Returns to Nuclear Plants.” Deutsche
Welle, November 26, 2022,
https://www.dw.com/en/ukraine-updates-power-returns-to-nuclear-
plants/a-63882550.

18. James Pearson, “Russian spies behind cyber-attack on Ukraine
power grid in 2022 — researchers,” Reuters, 2023,
https://www.reuters.com/technology/cybersecurity/russian-spies-
behind-cyberattack-ukrainian-power-grid-2022-researchers-2023-11-
09/.

19. Constant Méheut, “Russia, Targeting Ukraine’s Grid, Moves to
Cut Off Its Nuclear Plants,” New York Times, November 29, 2024,
https://www.nytimes.com/2024/11/29/world/europe/russia-ukraine-
electric-grid-nuclear-power.html.

20. Kelsey Davenport, “Drones Hit Zaporizhzhia Reactor Building,”
Arms Control Today, May 2024.
https://www.armscontrol.org/act/2024-05/news/drones-hit-
zaporizhzhia-reactor-building.
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barriers, detection systems such as cameras and sensors,
security personnel trained and equipped to handle
potential threats, access controls to prevent unauthorized
entry into protected and vital areas, and processes to
mitigate insider threats. These plans are generally aimed
at countering threats from non-state actors, not nation-
states.

The crisis at ZNPP fundamentally challenges this security
framework. For example, nuclear facilities are typically
designed to guard against covert malicious insiders. At
ZNPP, however, external adversaries have taken control
of the facility and are now insiders. Moreover, even staff
at ZNPP were identified as insider threats. In May 2024,
Ukrainian military intelligence revealed it killed the head
of security at ZNPP because he was a “war criminal” and
collaborated with Russia. The official was accused of
providing personal data of ZNPP workers to Russian
forces that highlighted who supported Ukraine.?!

The implication is that the facility is essentially operating
without a functional security system. Not only is it
impossible to vet those accessing protected and vital areas
to assess the threat they may pose to the facility, but it
should also be assumed that Russians occupying those
areas do pose a threat. These dynamics significantly
complicate the task of protecting a nuclear site and

21. “Ukraine says it killed Zaporizhzhia NPP security chief, branding
him a ‘collaborator’,” Euronews, May 10, 2024.
https://www.euronews.com/my-europe/2024/10/05/ukraine-says-it-
killed-zaporizhzhia-npp-security-chief-branding-

him-a-collaborator.
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increase the risk of a malicious actor committing an act of
nuclear sabotage or theft.

Human element

The war has highlighted that the risks to nuclear facilities
go beyond the destruction of equipment. The human
element is also crucial. The stress and chaos of conflict
can severely impact the performance and decision-making
of plant operators and security personnel.

Even under normal circumstances, maintaining safe and
secure nuclear operations requires a strong organizational
culture centered on safety and security, with well-trained
staff performing at a high level and proactively addressing
potential safety and security challenges. At ZNPP, most
of the employees have fled while some of those who
remained were tortured, extorted, and even murdered.
Evidence indicates a significant degradation of safety and
security culture at ZNPP due to the ongoing occupation
and conflict.

Diminished regulatory oversight

The war in Ukraine has exposed the limitations of
regulatory authority during armed conflict. The
International ~ Atomic  Energy  Agency (IAEA)
recommends that states "establish or designate a
competent authority responsible for the implementation of
the legislative and regulatory framework, and provide it
with adequate authority, competence, and financial and
human resources to fulfill its assigned responsibilities." A
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nuclear regulator plays a crucial role in ensuring the
safety and security of nuclear facilities by enforcing
standards, overseeing operations, and responding to
emergencies. Effective regulation is vital to prevent
accidents, manage risks, and protect the public and
environment from radiological hazards.

In Ukraine, this role was filled by the State Nuclear
Regulatory Inspectorate (SNRI) until the invasion.
Initially, engineers at the ZNPP continued to report to
Ukrainian officials for operating instructions. However,
this communication soon ceased. The Russian occupation
of ZNPP and the surrounding territory has severely
limited SNRI’s visibility and control over the plant’s
operations. Ukrainian regulators began relying on outside
sources—technical updates from IAEA international
monitors—to obtain information about plant conditions.
Essentially, the war has undermined Ukraine's competent
authority responsible for nuclear safety and security.??

Emergency response

The disruption in regulatory oversight also complicates
response efforts during an emergency at the plant. This
danger is best illustrated by the response to the 2011
Fukushima Daiichi plant meltdowns. On March 11, 2011,
a massive 9.0 magnitude earthquake struck off the coast
of Japan, triggering a devastating tsunami. The

22. Marc Santora, “Torture and Turmoil at Ukrainian Nuclear Plant:
An Insider’s Account” New York Times, March 28, 2023.
https://www.nytimes.com/2023/03/28/world/europe/ukraine-
zaporizhzhia-nuclear-plant-grossi.html
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earthquake disabled the supply of offsite power to the
facility, and the subsequent tsunami inundated the
Fukushima Daiichi nuclear power plant, destroying its
backup generators and causing catastrophic safety
failures.

The powerful waves from the earthquake damaged and
obstructed roads and hampered communications to and
from the site, making external access and contact difficult.
The government’s response to the earthquake and tsunami
diverted resources that could have addressed the
emergency at Fukushima Daiichi. Communication issues
were significant as well. According to one study, “The
impact on communications, transportation, and electrical
power infrastructure caused by the earthquake and
tsunami affected the ability of the Japanese national
government to communicate with prefectural and local

governments.”??

The ongoing emergency in Ukraine resembles what
occurred in Japan after the earthquake but before the
tsunami. A catastrophic event has disrupted infrastructure,
diverted resources away from nuclear safety and security,
and compromised communications between the Ukrainian
government and a nuclear facility. If there were to be an
urgent emergency at ZNPP, the Ukrainian government's

23. Committee on Lessons Learned From the Fukushima Nuclear
Accident for Improving Safety and Security of U.S.

Nuclear Plants, “Lessons Learned From the Fukushima Nuclear
Accident for Improving Safety of U.S. Nuclear

Plants,” National Academies of Sciences, October 29,

2014. https://www.ncbi.nlm.nih.gov/books/NBK253930/.

156



Nuclear Proliferation’s Next Iteration

ability to respond would be significantly degraded and
accessing the plant might be impossible.

Options for Reducing Radiological Risks in
Conflict Areas

A major radiological release would drastically complicate
a war where tens, if not hundreds of thousands of people,
have already lost their lives.?* Unfortunately, there is no
way to make nuclear power plants safe for war and it
remains to be seen whether war can be made safe for
nuclear power plants. There are no perfect solutions.
There are, however, measures that could be taken to
potentially reduce risks if war were to occur.

Consider cold shutdown

The possibility that an operational civilian nuclear power
plant would be directly attacked during military
operations has been considered before. In the summer of
1991, just after Slovenia declared independence from
Yugoslavia and war broke out between the two countries,
employees of the Krsko Nuclear Power Plant feared
attack due to nearby military operations. To prepare for
such an event, they outlined the critical safety systems for
preventing radiological release which included core
cooling, the heat sink, facility integrity, and

24. Jonathan Landay, “U.S. Intelligence Assesses Ukraine War Has
Cost Russia 315,000 Casualties: Source,” Reuters, December 12,
2023.
https://www.reuters.com/world/us-intelligence-assesses-ukraine-war-
has-cost-russia-315000-

casualties-source-2023-12-12/.
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containment.”> Then, to determine the vulnerability of
these systems, they assessed the probability that those
systems would be damaged depending on the directional
origin of a missile attack. Ultimately, they opted to put the
plant in a state of cold shutdown. In the event of loss of
off-site power and cooling systems, there would be more
time to identify solutions to the range of emergencies that
could occur. This solution is only effective if there is
confidence in other safety systems at the site, like backup
power. The cost-benefit of making such a dramatic
decision would need to be balanced against the direct
impacts and externalities stemming from a regional power
supply disruption. Unfortunately, given the enormous
damage Russia has inflicted upon Ukraine’s electrical
supply, it is likely that this option would cause the
countries’ electrical grid to collapse.?¢

Prioritize spent fuel removal from reactor sites

One of the most significant risks at nuclear facilities is the
overcrowding of pools with spent fuel, which requires
constant cooling. While nuclear facilities can mitigate
some of this risk by storing sufficiently cooled spent fuel
in hardened dry cask storage, the only way to eliminate

25. A. Stritar and B. Mavko, “Vulnerability of the Nuclear Power
Plant in War Conditions,” paper presented at the

First Meeting of the Nuclear Society of Slovenia, Jozef Stefan
Institute, Bovec, Slovenia, June 11-12, 1992,
https://www.osti.gov/etdeweb/servlets/purl/20892171.

26. Constant Méheut, “Ukraine’s Devastated Energy Grid Battles a
New Foe: A Sizzling Heat Wave,” New York Times, July 17,2024,
https://www.nytimes.com/2024/07/17/world/europe/ukraine-heat-
wave-electricity.html.
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the dangers posed by spent fuel is to remove it from
hazardous areas entirely. Ukraine has addressed this risk
to some extent by constructing a Centralized Spent Fuel
Storage Facility, designed to hold 16,530 used fuel
assemblies—more than the number of fuel assemblies at
all operational nuclear sites in the country as of 2017.%’
Unfortunately, ZNPP has not transported its spent fuel to
this site.

Centralized storage sites, however, introduce their own
set of challenges and may even exacerbate certain issues.
Firstly, in the case of Ukraine, the centralized storage
facility is still located within a war zone, making the
consolidation of spent fuel a potentially attractive target.
A thorough risk assessment is necessary to determine
whether transporting and storing spent fuel at a central
location in a war zone actually reduces the overall risk.
Additionally, spent fuel would still remain in pools at any
site that continues to operate, which in Ukraine includes
all nuclear power plants except ZNPP. An obvious
solution would be to remove spent nuclear fuel from the
war zone altogether, but neighboring countries could be
reluctant and may not have the technical capacity to
accept spent fuel.

999

27. “Ukraine’s Centralised Used Fuel Storage Facility ‘ready,
World Nuclear Association, 2022. https://world-
nuclear.org/ukraine-information/wnn-ukraine/wnn-ukraine-s-
centralised-used-fuel-storage-facili
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Strengthen national emergency response

The Russia-Ukrainian war has underscored the critical
need for governments to enhance their response plans for
national emergencies, particularly those affecting nuclear
facilities. To mitigate risks during wartime, governments
can implement several strategic measures:

e Governments should have comprehensive
contingency plans that address various wartime
scenarios. These plans should include strategies for
maintaining off-site power and cooling, ensuring
the reliability of backup systems, timely placement
of spent fuel in dry casks when possible,
maintaining supply chains, protecting workers, and
securing both fresh and spent nuclear fuel. In
fraught regions, governments should consider
bolstering ground and air defenses around nuclear
plants.

e Conducting regular, realistic exercises at nuclear
facilities across all operating conditions is essential
for evaluating the effectiveness of crisis planning.
Such exercises should include regional and
national authorities as well as international
stakeholders. Examples include Taiwan’s “Full-
Scale Nuclear Emergency Exercise” in October
2024 that simulated loss of power as the result of
“multiple natural disasters... leading to an isolated
area situation” at the Chinshan Nuclear Power
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Plant.?® Drills like this help identify potential
weaknesses and improve preparedness.

o Establishing centers focused on capacity building
(often referred to as centers of excellence) can
significantly enhance a country's preparedness for
potential crises. These centers should focus on
training and preparing operators, regulators, first
responders, and policymakers for extended
national-level emergencies impacting nuclear
facilities. Additionally, these centers can facilitate
international coordination and response practice
for neighboring countries.

e Operators should be required to conduct thorough
risk analyses of various environmental hazards and
develop comprehensive security response plans for
different scenarios, including those that might
involve disruption of the broader electrical grid.
These efforts should be closely coordinated with
local and regional emergency response planners to
ensure a unified and effective response.

28. Nuclear Safety Commission, "The 2024 Full-Scale Nuclear
Emergency Exercise Will Take Place on September 10th and 11th,"
Taiwan: Nuclear Safety Commission, October 18, 2024,
https://www.nusc.gov.tw/english/newsdetail/pressrelease/258. html#:~
text=%3A%3A%3A-
.The%202024%20Full%2DScale%20Nuclear%20Emergency%20Exe
rcise%20will%20take,on%20September%2010th%20and%201 1 th.
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Strengthen international response mechanisms

From the early days of the war, the IAEA made an
unprecedented move by dispatching teams to nuclear and
broader electrical grid facilities situated in active conflict
zones. These teams have played an essential role in
advising operators on nuclear safety, security, and
safeguards. Moreover, their presence has raised the
political stakes for any potential attack on Ukrainian
nuclear sites, ensuring that the world’s attention remains
firmly fixed on these crucial facilities.

Beyond having boots on the ground, the IAEA has also
been instrumental in coordinating international support
for Ukraine’s nuclear safety. Through the IAEA’s
Response and Assistance Network, 12 countries
responded to Ukraine’s request for vital equipment, while
11 nations provided funds to enhance nuclear safety and
security measures. These coordinated efforts have helped
bolster Ukraine’s nuclear infrastructure amid the
conflict.?

In addition to providing physical assistance, the IAEA has
maintained transparency by offering regular updates on
the state of nuclear safety and security in Ukraine.
Although there are limitations on the extent and framing
of the information that can be shared, these updates have

29. “IAEA Director General’s Introductory Statement to the Board of
Governors,” September 12, 2022,

https://www.iaea.org/newscenter/ statements/iaea-director-generals-
introductory-statement-to-the-board-of-
governors-12-september-2022.
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been essential in informing governments and the global
public about the situation on the ground.

Seizing the opportunity to bolster nuclear security
globally, the IAEA has used this heightened focus on
Ukraine to introduce critical recommendations. On March
2, 2022, during an IAEA Board of Governors meeting,
Director General Rafael Mariano Grossi unveiled the
“seven indispensable pillars of nuclear safety and
security.”3® These pillars, now endorsed by numerous
governments, outline common-sense actions that should
be universally implemented at nuclear facilities,
especially during times of conflict.

However, many of these recent actions have been ad-hoc.
Governments should support the establishment of a
consistent and positive framework for the I[AEA’s
engagement during international crises. There are several
steps the IAEA can take to enhance its role beyond its
current activities:

e The TAEA has set an important precedent by
sending staff into war zones to protect vulnerable
nuclear facilities and supporting infrastructure like
substations. Support for nuclear facilities during
armed conflicts, and potentially key infrastructure
necessary for safe operations, should continue
under the auspices of the agency or as needed,

30. TAEA, “IAEA Director General Grossi’s Initiative to Travel to
Ukraine,” press release, March 4, 2022,
https://www.iaea.org/newscenter/ pressreleases/iaca-director-general-
grossis-initiative-to-travel-to-ukraine. 1
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other authorized institutions. The TAEA should
establish clear and consistent guidelines for when
and how it will intervene in crises and ensure staff
are properly trained and equipped for these
missions. This will ensure a predictable and
organized response, enhancing the effectiveness of
its actions. As part of their safety and security
responsibilities, these teams should collect data to
help determine who is responsible for attacks.

e The TAEA should update the Nuclear Security
Recommendations on Physical Protection of
Nuclear Material and  Nuclear  Facilities
(INFCIRC/225/Revision 5) to include
recommendations for nuclear operators, regulators,
and policymakers on maintaining security during
extended crises. These recommendations, which
are widely adopted by countries, could incorporate
active and passive measures specific to bolstering
security areas that could become targets in war
zones.

e To address gaps in nuclear security revealed by
war, member states should encourage the IAEA to
provide detailed recommendations on how states
and operators should collaborate during national
and extended crises. It already published an
implementing guide on National Nuclear Security
Threat Assessment, Design Basis Threats, and
Representative Threat Statements. This guide
advises that the state must determine a threat level
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beyond which the responsibility for response shifts
from the operator to the state, due to the operator's
limited capabilities. The IAEA can further enhance
this guidance by producing detailed instructions on
achieving this goal. The IAEA’s International
Physical Protection Advisory Service peer review
missions can establish criteria for assessing
countries' preparedness to respond to national
crises.

e One of the challenges of war is that it does not
always fit neatly into existing definitions of
nuclear safety or security. Traditionally, nuclear
security has focused on non-state threats, with little
consideration given to “beyond design basis”
events. Furthermore, the IAEA has not
concentrated much attention on inadvertent
security issues that may arise during prolonged
human-made or environmental crises. Addressing
these gaps is essential for improving global nuclear
security.

Siting

War zones clearly pose unique and severe risks that can
compromise the safety and stability of nuclear facilities.
In such environments, the potential for accidents,
sabotage, or deliberate attacks increases significantly.
While it would certainly be prudent to prioritize site
selection in stable, peaceful regions and implement
stringent safety and security protocols, the challenge is
that it is impossible to predict whether a region will be
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stable over the course of a reactor’s operational life. In the
coming decades as more countries consider adopting
nuclear power, evaluating a wide range of risks at sites
will become more important, particularly if new reactors
are in densely populated areas.

Conclusion

Russia’s invasion of Ukraine and unprecedented
occupation and control of ZNPP starkly illuminate the
risk of a radiological catastrophe during times of war.
Attacks on nuclear facilities, which can become
contentious focal points in warfare, can be motivated by
strategic, political, or military goals, with the intention of
causing disruption or hindering an adversary’s
capabilities. The result can be compromised safety and
security systems, significant human and operational
challenges, and even radiological release.

The most effective way to mitigate these risks is to locate
reactors in the safest possible areas. To prepare, however,
for worst-case, yet plausible, scenarios with potentially
global repercussions, like the crisis that unfolded in
Ukraine, governments should adopt a multi-faceted
approach  that combines enhancing regulatory
frameworks, improving emergency response plans,
bolstering security measures, and supporting international
institutions. As geopolitical landscapes continue to
evolve, international institutions and governments must
remain vigilant and committed to preventing nuclear
power from becoming a tool of warfare.
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CHAPTER 5

Russia's Military Aims in Targeting
Zaporizhzhia

Shaun Burnie

“For Mr. Putin, Zaporizhzhia was not just a war trophy.
It was a key part of his plan to exercise control over all of
Ukraine, and help intimidate or blackmail much of

Europe.”!

The Russian war on Ukraine is in its twelfth year and it is
over three years since its full-scale invasion. The
profound impacts of the war range across the future of
defense, security and economies in Europe and their
immediate and long-term global impacts, in particular on
energy.? We are in the early very stages of adsorbing the

1. David Sanger, “To Talk With Putin or Iran, the West Turns to the
World’s Nuclear Inspector,” New York Times, May 15, 2024, see
https://www.nytimes.com/2024/05/15/us/politics/rafael-grossi-iaca-
putin-iran.html.

2. “Seven ways Russia’s war on Ukraine has changed the world,”
Chatham House, Updated June 1, 2023.
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impact of how the conduct of the war and in particular the
use of technology has already changed warfighting
tactics® and will inevitably influence the design and
composition of future military force structures.* Again,
with global implications. In the area of nuclear affairs, a
primary focus of attention has been the prospects for
nuclear weapons use by Russia and subsequent escalation
and the impact the war will have on the prospects for
greater nuclear proliferation. Equally, Russia’s war on
Ukraine’s nuclear power program has generated
considerable and justified attention. But there has been
considerably less focus on what the Russian war fighting
objectives have been and what are the vulnerabilities and
risks arising from the deliberate targeting of commercial
nuclear plants. Finally, there has been almost no discourse
on what are the implications for the operation of existing
commercial nuclear power and new programs resulting
from Russia’s war. With talk of a tripling of installed
nuclear capacity globally in the coming few decades it’s
not surprising that little attention is given to the subject. If

https://www.chathamhouse.org/2023/02/seven-ways-russias-war-
ukraine-has-changed-world; and, Valerii Zaluzhnyi, “The evolving
nature of warfare has redefined the fundamental principles of global
security: the Ukrainian experience and the emerging world order,”
Ukrainsk Pravda, 25 April 2025.
https://www.pravda.com.ua/eng/columns/2025/04/25/7509135/

3. Kristen D. Thompson, “How the Drone War in Ukraine Is
Transforming Conflict,” Council on Foreign Relations, January 16,
2024, https://www.cfr.org/article/how-drone-war-ukraine-
transforming-conflict.

4. John A. Nagl and Katie Crombe, 4 Call to Action: Lessons from
Ukraine for the Future Force. Carlisle Barracks, PA: U.S. Army War
College Press, 2024.
https://publications.armywarcollege.edu/News/Display/Article/38197
57/a-call-to-action-lessons-from-ukraine-for-the-future-force/
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the full implications for nuclear plant safety and security
of Russia’s war on Ukraine’s nuclear plants was actually
applied globally, then it would have major negative
effects on existing nuclear power operations and further
contribute to the curtailment of any future growth. The
current approach of the global nuclear industry,
International Atomic Energy Agency and government is
the equivalent of trying to ignore the implications for
nuclear safety exposed by the Chernobyl or Fukushima
Daiichi nuclear disaster. It is therefore all the more critical
that NPEC is providing the opportunity to highlight some
of the fundamental questions over the safety and security
of their large, centralized power plant assets raised by
Russia’s war on Ukraine, and 1 am grateful for the
opportunity to address some of the issues in this paper.

Ukraine context

Within the first two weeks of the full-scale invasion in
2022, Russian armed forces had attacked and occupied
two nuclear power plants at Chernobyl Nuclear Power
Plant (CHNPP, in northern Ukraine) and Zaporizhzhia
Nuclear Power Plant (ZNPP, in eastern Ukraine). In
parallel to the ZNPP attack in early March 2022, Russia’s
planned an assault at a third nuclear plant, the South
Ukraine Plant (SUNPP). This was thwarted due to the
efforts of Ukraine civil defense and military forces at
Voznesensk, 30km from SUNPP. Russia’s attacks and

5. The Russian military forces were defeated at the town of
Voznesensk, which lies 30km to the south of the three reactor South
Ukraine Nuclear Plant (SUNPP). Defeat at Voznesensk prevented
both the Russian attack and likely occupation of the SUNPP but also
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weaponization of Ukraine’s nuclear power plants which
began in 2022, has in the last year escalated to the
deliberate targeting of Ukraine’s electrical infrastructure
vital to the continued operation of three nuclear plants
which generate up to 75% of the nation’s electricity. The
deliberate targeting of a nation’s electricity and energy
sector as a key military objective and is by far not unique
to the Russian war against Ukraine. What is
unprecedented is that Ukraine as the nation under attack
has such a large scale commercial nuclear program and
that it has been a primary target of the armed forces of a
nation state. Prior to the Russo-Ukraine war, there have
been several attempts over the decades to draw attention
to the vulnerability of commercial nuclear plants during
armed conflict, but with little if any acknowledgement by
the global nuclear industry or regulators.® Equally, no

had the effect of preventing a Russian southern attack on the city of
Odessa. As reported in 2022, “Russian forces raced toward the town
(of Voznesensk) at the same time as they made a successful push
northeast to seize the city of Enerhodar, where another major
Ukrainian nuclear power plant is located. Voznesensk’s fall would
have made defending the nuclear plant to the north of here nearly
impossible, military officials said,” (Yaroslav Trofimov, “A
Ukrainian Town Deals Russia One of the War’s Most Decisive
Routs,” Wall Street Journal, March 16, 2022.
https://www.wsj.com/world/europe/ukraine-russia-voznesensk-town-
battle-11647444734)

6. Bennet Ramberg, Nuclear Power Plants as Weapons for the
Enemy: An Unrecognized Military Peril, Berkley: University of
California Press, 1984. https://www.ucpress.edu/books/nuclear-
power-plants-as-weapons-for-the-enemy/paper and the more recent,
The Danger of Nuclear Reactors in War, published August 5, 2022
by Bennett Ramberg (see: https://www.project-
syndicate.org/onpoint/ukraine-shows-nuclear-reactors-at-risk-during-
war-by-bennett-ramberg-2022-08). Ramberg also cites perhaps one of
the earliest analysis of this subject by Theodore Taylor in 1968,
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serious attempt has been made to apply potential war
scenarios into the design, construction and operation of
commercial nuclear plants. With the exception of Ukraine
which embarked on measures that anticipated Russian
attacks on its nuclear plants following the seizure of
Crimea in 2014. Until the events of 2022 in Ukraine, no
national nuclear regulator had adapted and applied war
condition impacts into their regulation of nuclear plants.
The State Nuclear Regulatory Inspectorate of Ukraine
(SNRIU) remains, to the best knowledge of this author,
the only national body that has applied consideration of
war conditions to its nuclear plants.” As explained by
SNRIU Chief State Inspector in 2023:

1. National laws and regulations have been
developed without taking into account shelling
conditions or occupation of nuclear installations;

Reactor Safety Considerations Related to Sabotage and Wartime
Bombardment of Nuclear Power Plants.

7. Nataliia Rybalka, “Regulatory and Operational Radiological
Protection Issues and Challenges in Ukraine,” presented at
Radiological Protection During Armed Conflict: Improving
Regulatory Resilience and Operational Applications, 22-24
November 2023, organized by the Nuclear Energy Agency’s
Committee on Radiological Protection and Public Health (CRPPH)
and the Norwegian Radiation and Nuclear Safety Authority (DSA),
with support from the State Nuclear Regulatory Inspectorate of
Ukraine (SNRIU), https://www.oecd-
nea.org/jcms/pl_82793/radiologicalprotection-during-armed-conflict-
improving-regulatory-resilience-and-operational-applications; see
also Mark Callis Sanders and Dr. Charlotta E. Sanders, P.E., “When
Armies March — Radiological Protection During a Time of War,”
summary paper of the conference, see
https://dise.org.pl/papers/S10_Sanders-Sanders.pdf
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2. There is no experience anywhere in the world of
the safe operation of a nuclear installation in the
context of large-scale war;

3. There is no experience of nuclear regulation in the
context of large-scale war and for recovery and
the re-start of the regulatory body control/work in
a postwar period.?

Unfortunately, the evolution of Russian military strategy,
including in recent decades, points to a degree of
inevitability of deliberate targeting nuclear plants.
Russian conventional military strategy has evolved a new
concept known as deterrence damage with the damage
being inflicted on Critical Infrastructure Targets (CITs).
While afforded protection under Law of Armed Conflict
also known as International Humanitarian Law (IHL),’
Russia defines CIT’s as those related to critical military-

8. Rybalka, “Regulatory and Operational Radiological Protection
Issues and Challenges in Ukraine,” 2023.

9. Gregory P. Noone and Sindija Beta, “Are Russian Attacks on
Ukraine’s Electrical Grid a War Crime?,” Lawyering Justice Blog,
Public International Law & Policy Group (PILPG), with Ropes &
Gray LLP, August 11, 2023,
https://www.publicinternationallawandpolicygroup.org/lawyering-
justice-blog/2023/8/11/are-russian-attacks-on-ukraines-electrical-
grid-a-war-crime; Gary Corn and Sean Watts, “Protection of Nuclear
Facilities in Warfare under International Law,” American University
Washington College of Law Legal Studies Research Paper Series,
December 2024,
https://digitalcommons.wcl.american.edu/cgi/viewcontent.cgi?article
=1138&context=research; and Michael N. Schmitt, “Ukraine
Symposium — Attacking Power Infrastructure under International
Humanitarian Law,” Leiber Institute West Point, October 20 2022,
https://lieber.westpoint.edu/attacking-power-infrastructure-under-
international-humanitarian-law/.
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industrial infrastructure—oil refineries, electric power
stations, key enterprises—and hazardous sites, such as
chemical factories and atomic energy stations.'® It is
worth noting that the United States has not ratified the
Additional Protocols of the Geneva Convention. Since at
least the mid-1970’s the targeting of nuclear power plants
is considered by the U.S. military, “under some
circumstances attacks on objects such as dams, dikes and
nuclear electrical generating stations may result in a
distinct and substantial military advantage depending
upon the military uses of such objects. Injury to civilians
may be nonexistent or at least not excessive in relation to
the military advantage anticipated. However, there are
clearly special concerns that destruction of such objects
may unleash forces causing widespread havoc and injury
far beyond any military advantage secured or anticipated.
Target selection of such objects is accordingly a matter of
national decision at appropriate high policy levels.”!!

10. Clint Reach, Alexis A. Blanc, and Edward Geist, Russian
Military Strategy Organizing Operations for the Initial Period of War
(Santa Monica, CA: RAND Corporation, 2022)
www.rand.org/content/dam/rand/pubs/research_reports/RRA1200/RR
A1233-1/RAND_RRA1233-1.pdf; see also Michael Kofman, Anya
Fink, Dmitry Gorenburg, Mary Chesnut, Jeffrey Edmonds, and Julian
Waller, Russian Military Strategy: Core Tenets and Operational
Concepts (Arlington, VA: CNA, 2021),
https://www.cna.org/reports/2021/08/Russian-Military-Strategy-
Core-Tenets-and-Operational-Concepts.pdf.

11. Department of the Air Force Headquarters, AF Pamphlet 110-31:
International Law—The Conduct of Armed Conflict and Air
Operations, 19 November 1976 (Washington, DC: U.S. Air Force),
https://www justsecurity.org/wp-content/uploads/2022/02/AFP-110-
31-US-Alr-Force-INTERNATIONAL-LAW-THE-CONDUCT-OF-
ARMED-CONFLICT-AND-AIR-OPERATIONS-just-security.pdf.
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After more than three years of Russia’s full scale military
assault on Ukraine’s nuclear infrastructure, the global
nuclear industry and the international industry bodies
tasked with nuclear energy promotion, have successfully
managed to contain the narrative of nuclear plants being
targets in war. The major implications for the future of
nuclear power operations is currently not on the global
agenda. The debate has been contained so far but is not
sustainable. The industry and dominant policy community
narrative so far follows the line that the Russian war on
Ukraine implications for global nuclear power plant
operations, can be addressed via existing International
Humanitarian Law (IHL),'> possibly enhancing legal
instruments, while also considering reinforcing existing
diplomatic mechanisms. And thus, the Russian war on
Ukraine’s nuclear plants, a unique event in the history of
warfare and atomic energy, with radiological implications
comparable to nuclear war is on-going while apparently

12. This analysis is not a legal summary of the violations of
international norms that have resulted from Russia’s war on Ukraine,
and in particular the issues arising from its deliberate targeting of
nuclear plants. What is clear is that nuclear plants are afforded
protection under international law; see for example Abby Zeith and
Eirini Giorgou, “Dangerous Forces: The Protection of Nuclear Power
Plants in Armed Conflict,” ICRC Law and Policy Blog, October 18,
2022, https://blogs.icrc.org/law-and-policy/2022/10/18/protection-
nuclear-power-plants-armed-conflict/. The most detailed provisions
are found in the 1977 First Additional Protocol (AP I), but they are
also protected under the 1977 Second Additional Protocol (AP II) and
customary International Humanitarian Law (IHL) applicable in
international and non-international armed conflicts. IHL urges Parties
to conflict to conclude further agreements among themselves to
provide additional protection for objects containing dangerous forces
such as nuclear power plants (Art 56(6) API; on special agreements,
see also Arts 3 and Art. 6/6/6/7 common to the 1949 GCs).
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having no consequences for the existing global nuclear
reactor fleet and plans for nuclear power plant expansion.
After many decades of disregarding the obvious physical
vulnerability of commercial nuclear plants during times of
war, it is not in the interests of the nuclear industry to
admit that they may have a problem. But there is a very
big problem.

Ukraine’s nuclear plants and Russia’s war
aims

“Just prior to taking over his post as Commander of the
Russian Air and Space Forces (VKS), General-Colonel
Surovikin wrote of the possibility of future (military)

operations seeking to create “manmade disasters.

The targeting of Ukraine’s energy system, including
nuclear power plants, while apparently a new reality in
warfare, has evolved with Russian military thinking
during recent decades. From the military perspective it is
entirely logical with clear intended outcomes. As Cranny-
Evans has noted, “Ukrainian society will cease to function
effectively without power; many services like public
transport and hospitals will find it almost impossible to
continue safely. As winter approaches and temperatures
drop below freezing, the lack of power and heating will

13. RAND Corporation, Russian Military Strategy: Organizing
Operations for the Initial Period of War (Santa Monica, CA: RAND
Corporation, 2022),
https://www.rand.org/pubs/research_reports/RRA1233-1.html; citing
Sergey Surovikin and S. A. Kuleshov, “Command and Control of
Joint Groups of Forces,” Voyennaya Mysl (Military Thought), no. 7
(2017).
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become life-threatening for the elderly and young, driving
internal and external displacement. Russia’s goal is to
destroy Ukraine’s will to fight, such that the irrational
demands Putin frequently makes will begin to seem
palatable compared with continued suffering.”'* Russia’s
war on Ukraine’s nuclear plants and electrical system has
served multiple objectives along the path to attain
President Putin’s final objective which is Ukraine’s
defeat.

Much has been written about the possible escalation to the
use of nuclear weapons in Russia’s war against Ukraine.
But there is sufficient evidence to point to Russia’s
deliberate use of Ukraine’s nuclear power plants as if they
were nuclear weapons — they have been used to fulfill a
similar role as the threat perception or possibility of
Russia using a nuclear weapon and with the potential for
far greater transboundary effects. As explained by
Adamsky, “The war has been unfolding in a nuclear
atmosphere from the outset. The omnipresence of the
nuclear dimension has been in keeping with the logic of
cross-domain coercion...In the weeks leading up to the
invasion, the Kremlin introduced the nuclear element to
produce a cordon sanitaire around the emerging theater of
operations. In other words, nuclear manipulations
produced around the battlefield a sphere of the possible
within which conventional operations could achieve

14. Sam Cranny-Evans, “Bracing for the Hardest Winter: Protecting
Ukraine’s Energy Infrastructure,” Royal United Services Institute
(RUSI), June 24, 2024, https://www.rusi.org/explore-our-
research/publications/commentary/bracing-hardest-winter-protecting-
ukraines-energy-infrastructure.
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results. The aim was to contain the military activity in the
realm of a “local conflict” and prevent it from turning into
a “regional war.” Theimage of unacceptable
consequences produced by this cross-domain coercion
was aimed at paralyzing Western assertiveness and
responsiveness... The nuclear signaling aimed to prevent
any NATO intervention and to keep to a minimum the
stream of armaments. Rhetorical signals included various
references by Putin and senior officials to the risk of
escalation to nuclear war.”!®> Given these range of
multiple objectives there should be no surprise that Russia
has chosen warfighting against Ukraine’s nuclear plants
and electrical infrastructure despite violating IHL.

The attack and occupation of the nuclear plants at
Chernobyl, Zaporizhzhia, and planned attack at South
Ukraine, must be viewed as having the same or greater
potential impact of the indiscriminate use of Russian
nuclear weapons. For certain, the Russian attacks and
occupation from day one of the full-scale invasion served
many other tactical and strategic purposes—and in that
sense, nuclear power plants are more useful than nuclear
weapons. But commercial nuclear plants and the threat of
their destruction that leads to widespread radiological
contamination through loss of electrical power, UAV
attack, etc.—all of these have been used by Moscow
through massive disinformation and actual military strikes
since 2022. Nuclear plants have a utility equal, in fact far

15. Dmitry Adamsky, The Russian Way of Deterrence Strategic
Culture, Coercion, and War, (Stanford, CA: Standford University
Press, 2024).
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greater value, than the threat of nuclear weapons and the
Russian state has utilized this as never before in warfare.

Critically Important Targets

Russian conventional military strategy has evolved a new
concept known as deterrence damage. This has been
defined in several ways. Essentially, it refers to damage
inflicted on Critically Important Targets (CITs), which
Russian has defined as those related to critical military-
industrial infrastructure—oil refineries, electric power
stations, key enterprises—and hazardous sites, such as
chemical factories and atomic energy stations.'® The most
important trend in the change in the character of armed
combat is the prioritization of destroying the enemy’s
CIT, which leads to potential (and actual) manmade
disasters and the disruption of the enemy’s military-
economic potential. It is assumed that the maximum
possible damage should be achieved as a result of strikes
against CITs. Therefore, it is important to select for
destruction those targets, strikes against which can lead to
this result, including through a “cascade effect.”!”

16. RAND Corporation, Russian Military Strategy: Core Tenets and
Operational Concepts, (Santa Monica, CA: RAND Corporation,
2022) https://www.rand.org/pubs/research_reports/RRA1233-1.html;
see also, Michael Kofman, Anya Fink, Dmitry Gorenburg, Mary
Chesnut, Jeffrey Edmonds, and Julian Waller, Russian Military
Strategy.: Core Tenets and Operational Concepts, (Arlington, VA:
CAN, 2021), www.cna.org/reports/2021/08/Russian-Military-
Strategy-Core-Tenets-and-Operational-Concepts.pdf.

17. RAND Corporation, Russian Military Strategy: Organizing
Operations for the Initial Period of War (Santa Monica, CA: RAND
Corporation, 2022), citing A. V. Ivantsov and A. V. Shalamov, “On
Modeling the Process of Multi-Level Planning of Combat Operations
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In 2019, the president of the Russian Academy of Rocket
and Artillery Sciences (RARAN), V.M. Burenok stated,
“The Americans understand perfectly well that even in the
case of an exclusively conventional war (which itself
seems impossible) with Russia or China, the destruction
of nuclear power plants, chemical plants, and dams is
inevitable. After which civilized life (or life itself) on this
territory will not be possible for many years or possibly
forever.”!3

By conducting sustained attacks on Ukraine’s electricity
grid, nuclear plants and with the threat of deliberate
Russian sabotage at the occupied ZNPP constantly
hanging over Ukraine and its European allies, Russia has

of Strike Aviation in the Destruction of Critically Important Enemy
Targets,” Voyennaya Mysl (Military Thought), no. 12 (2019): 92. Just
prior to assuming his post as Commander of the Russian Aerospace
Forces (VKS), General-Colonel Sergey Surovikin also wrote of the
potential for future operations to create “manmade disasters.”

18. V. N. Burenok, Military-Technical Policy (2019),
https://viek.ru/49/4-10.pdf, as cited in RAND Corporation, Russian
Military Strategy: Organizing Operations for the Initial Period of War
(Santa Monica, CA: RAND Corporation, 2022),
https://www.rand.org/pubs/research_reports/RRA1233-1.html.
Burenok, currently President of the Russian Academy of Rocket and
Artillery Sciences (RARAN), has close ties to the Ministry of
Defense’s 46th Central Scientific Research Institute (TsNII), which
he formerly led. Both institutions focus on the development and
procurement of future weapons systems. Burenok has played a central
role in doctrinal debates, including early work on “strategic
deterrence through the use of force,” a concept involving precision
strike for escalation management, as described in Anya Fink, Russian
Thinking on the Role of Al in Future Warfare, Russian Studies Series
5/21 (Rome: NATO Defense College, 2021),
https://www.ndc.nato.int/research/research.php?icode=712.
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further evolved its military doctrine to include
commercial nuclear plants as weapons of war fighting.

Russia has undertaken military action against Ukraine that
has reduced dramatically nuclear safety in Ukraine and
increased the risk of a major radiological event. It does
not mean that the primary intention was to cause such an
event, but rather to use the escalatory ladder which
increases that risk and perception of risk amongst
Ukraine’s allies, that has been a calculation in Russian
thinking. The deliberate targeting of Ukraine’s critical
electricity substations in November 2024 and those
directly related to the operation of Ukraine’s nuclear
power plants clearly risked a catastrophic collapse of
Ukraine’s grid and the resultant cascade of nuclear plant
Loss of Offsite Power (LOOPs)."” This was only averted
as a result of Ukraine air defense. The radiological
consequences could have been catastrophic. Prepared to
take the risk with Ukraine’s nuclear plants, Russia has
pursued a strategy that uses the threat of a nuclear disaster
to further its war aims, ranging from tactical military
advantage, psychological impacts to geo-political.
Clearly, with such a strategy deployed by a nation state
against another states nuclear power program, existing
legal instruments and technical measures to reduce
commercial nuclear safety hazards can only be of very
limited effect, while the Russo-Ukraine war continues
these risks and potential consequences hang over the

19. This is where a nuclear plant loses all electrical power supply
from the grid system (but can still rely on onsite generation via
emergency diesel generators, EDGs.
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people of Ukraine. The lessons and implications for
nuclear power programs go far beyond Ukraine to all
nations operating or considering operating nuclear plants.
Whover first referred to nuclear plants as pre-deployed
nuclear weapons for your enemy was clearly had a point.

Russian war aims

As indicated, the attack on Ukraine’s energy
infrastructure has been deliberate since the Russian full-
scale invasion of 2022.

As reported by the Institute for the Study of War in 2023,
“The Russian Armed Forces launched a massive strike on
critical energy system facilities that ensure the
functioning of  Ukrainian defense industry
enterprises... The department emphasized that the goals of
the massive strike had been achieved, all designated
targets had been hit, and the work of energy-intensive
production facilities of the defense industry had been
stopped.”? This attack, one of the largest against
Ukraine’s energy infrastructure up to that point in the war,
targeted southern Ukraine with air, missile, and aerial and
maritime drone strikes overnight on February 10-11.%!
Ukrainian officials reported that Ukrainian forces
intercepted 20 of 24 Russian UAVs and one Kh-101

20. RIA Novosti, “Special Operation, February 11: Goals of Massive
Strike on Ukrainian Infrastructure Achieved,” February 11, 2023,
https://ria.ru/20230211/spetsoperatsiya-1851456505.html.

21. Institute for the Study of War (ISW), Russian Offensive
Campaign Assessment, ISW, February 11, 2023,
https://www.understandingwar.org/backgrounder/russian-offensive-
campaign-assessment-february-11-2023.
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missile overnight. Russian forces chiefly targeted energy
infrastructure in Zaporizhzhia, Mykolaiv, Dnipro, Kryryi
Rih, and Khmelnytskyi cities.

As detailed by Yale in their 2024 report, the attacks have
been presented by Russian officials as justified under the
Additional Protocol 1 of the Geneva Convention, as they
are targeting objects of military infrastructure with the
aim of reducing Ukraine’s military potential.??>  As
explained by the Russian defense ministry, the attacks led
to “instability in the electrical grid” that caused a reactor
unit at the Khmelnytskyi plant in western Ukraine to shut
down, and power output at two others plants had been
reduced as a precautionary measure.”> The IAEA in its
weekly reporting on Ukraine noted that, “The precarious
nuclear safety and security situation in Ukraine was made
clear again at the weekend, with the sound of more
artillery fire taking place close to the ZNPP on Sunday

22. Oona A. Hathaway, Caitlin N. Howarth, Kaveh Khoshnood,
Nathaniel A. Raymond, et al., Remote Assessment of Bombardment of
Ukraine’s Power Generation and Transmission Infrastructure, 1
October 2022 to 30 April 2023 (New Haven, CT: Humanitarian
Research Lab at Yale School of Public Health and Ukraine Digital
Verification Lab, February 29, 2024),
https://reliefweb.int/report/ukraine/remote-assessment-bombardment-
ukraines-power-generation-and-transmission-infrastructure-1-
october-2022-30-april-2023-conflict-observatory-report-29-february-
2024-enruuk.

23. Cassandra Vinograd, “Ukraine Rushes to Repair After Wave of
Russian Strikes,” New York Times, February 11, 2023,
https://www.nytimes.com/2023/02/11/world/europe/russia-ukraine-
drone-strikes.html.
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and missiles reportedly flying near the South Ukraine
Nuclear Power Plant (SUNPP).”4

The point is that targeting Ukraine’s electricity system
and nuclear plants is and remains a key military objective
of Russia. This is not with the specific aim of triggering a
catastrophic radiological event, but it is important to
emphasize Russia’s disregard for the possibility of
causing such an event which if it were to occur would be
met with Russia disinformation putting the responsibility
on Ukraine. If a primary aim of Russia’s war fighting was
to cause a major radiological event then there is no doubt
that they could do that with sustained ballistic missile and
UAYV direct attacks on nuclear plants and their associated
infrastructure. That has not been the strategy of Russia
since 2022. Rather, there have been multiple objectives
with the tactics deployed.

e Disrupt and degrade Ukraine’s energy / electricity
system to the point of severely damaging their
economy and society;

e Use the nuclear threat — of a radiological release —
to pressure Ukraine to shutdown nuclear plant
operations;

e Use the radiological threat as a weapon to
undermine public moral in Ukraine, support for
the war;

24. International Atomic Energy Agency (IAEA), “Update 147 —
IAEA Director General Statement on Situation in Ukraine,” February
20, 2023, https://www.iaea.org/newscenter/pressreleases/update-147-
iaea-director-general-statement-on-situation-in-ukraine.
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e Use the radiological threat as a weapon to
undermine support (financial, military and
diplomatic) from Ukraine’s allies — particularly in
key nations more vulnerable to nuclear phobia
(Germany);

e Use nuclear plants for local tactical military gain;

e Bring Ukraine to the brink of societal collapse
(nationwide black out) forcing capitulation and
secure victory for Russia.

The planned attack on the South Ukraine
nuclear plant

The South Ukraine nuclear plant at Yuzhnoukrainsk, has
a major role in electricity generation for south Ukraine.
The reactors generate on average 10 percent of Ukraine’s
electricity and importantly part of the south Ukraine
electric power producing complex (EPPC), and are
operated in combination with pumped-hydroelectric
storage facilities.?®> Russia’s planned attack and seizure of
the Yuzhnoukrainsk reactors, as with the attack and
seizure of the Zaporizhzhia nuclear plant on 3-4 March
2022, was clearly a major strategic objective of the
Russian military in terms of controlling the electricity
supply of southern Ukraine and as leverage over the
Ukrainian government.2®

25. Energoatom, “SS "South-Ukraine NPP,” March 5, 2022,
https://www.energoatom.com.ua/en/about-6/separated-59/npp _su-62.
26. Together the Yuzhnoukrainsk reactors, the Alexandrovka
hydroelectric power plant (HPP), and the Tashlyc storage plant (SP)
are the core of the South-Ukraine Electric Power Producing Complex
(EPCC). It is the only facility in Ukraine with multi-purpose use of
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Russia’s tactical use of nuclear plants for military gain

Russia’s occupation of the ZNPP has afforded it tactical
advantage for conducting its war along the front line in
eastern Ukraine. As noted by military analysis McKenzie
Intelligence Services in 2023, “It is clear that the tactics
being employed by the artillery units is to deploy to firing
position’s some distance from their lay-up positions,
conduct their fire missions then move on to prevent
targeting by counter-battery fire. It also appears that they
are using the presence of the nuclear power plant as a
shield to also deter counter battery fire on to their firing
positions.”?” The real-world effects of this firing by
Russian forces are the destruction and terrorization of
local Ukraine communities, including for the population
of the nearest town to the nuclear plant across the former
Kakhovka reservoir at Nikopol.?

nuclear power as baseload combined with pump-storage capacities
for electricity generation. Annually the EPPC at the river Yuzhnyi
Bug produces 17-20 billion kWh of electric power, which is about
10% of total electric power production in the country and about 20%
of Ukraine’s nuclear generating capacity. The electric power
produced by the Yuzhnoukrainsk reactors, Alexandrovka HPP and
Tashlyc SP is sufficient to provide electricity for the Mykolaiv
Region, Odessa Region, Kherson region, and the Crimea.

27. McKenzie Intelligence Services, 4 Nuclear Power Plant as
Launch Pad: Analysis of the Occupation of Zaporizhzhia NPP
(Greenpeace Germany and Greenpeace Central and Eastern Europe,
September 2023),
https://www.greenpeace.de/publikationen/McKenzie Report Zaporiz
hzhia.pdf.

28. Nick Dole and Fletcher Yeung, “Ukrainians in Nikopol are out of
water and in Russia's firing line. But Zaporizhzhia nuclear power
plant could pose the biggest threat,” ABC News, July 16, 2023,
https://www.abc.net.au/news/2023-07- 16/ukraine-war-nikopol-
residents-without-water-fear-nuclear-risk/102596430
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Russian military operations at Zaporizhzhia are in clear
disregard of several important IAEA Board resolutions
dating from March 2022 through September 2022
(GOV/2022/17, GOV/2022/58) that call upon the Russian
Federation to immediately withdraw its military and other
personnel from the ZNPP in order for the competent
Ukrainian authorities to regain full control of the plant to
ensure its safe and secure operation.?’ The McKenzie
2023 report further shows that the Russian military
operations at Zaporizhzhia and its vicinity are in disregard
of TAEA nuclear and radiation safety resolution
(GC(66)/RES/6) and the nuclear security resolution
(GC(66)/RES/7) adopted by the General Conference in
September 2022, which called for all Member States “to
be mindful of the importance of nuclear safety and
security regarding peaceful nuclear facilities and materials
in all circumstances”.>® The safeguards resolution
(GC(66)/RES/10), of September 2022, inter alia, urged all
Member States, “to refrain from attacks or threats of
attacks on, against or in the vicinity of nuclear facilities

29. International Atomic Energy Agency (IAEA) Board of
Governors, The Safety, Security and Safeguards Implications of the
Situation in Ukraine: Resolution Adopted on 3 March 2022 during
the 1613th Session, GOV/2022/17, March 3, 2022,
https://www.iaea.org/sites/default/files/22/03/gov2022-17.pdf; and
IAEA Board of Governors, The Safety, Security and Safeguards
Implications of the Situation in Ukraine: Resolution Adopted on 15
September 2022 during the 1647th Session, GOV/2022/58,
September 15, 2022,
https://www.iaea.org/sites/default/files/22/09/gov2022-58.pdf.

30. International Atomic Energy Agency IAEA), GC(66)/RES/DEC:
Resolution Adopted on 30 September 2022,
https://www.iaea.org/sites/default/files/gc/gc66-res-dec2022.pdf.
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devoted to peaceful purposes in order to ensure that the
Agency is able to conduct safeguards activities in

accordance with relevant safeguards agreements”.>!

Physical vulnerabilities of nuclear plants

Nuclear power plants are some of the most complex and
sensitive industrial installations, which require a very
complex set of resources in ready state at all times to keep
them operational. This cannot be guaranteed in a war. An
operational nuclear power plant requires at all times
electricity supply to power pumps and water supply to
cool its nuclear fuel, both in the reactor core and in the
adjacent spent nuclear fuel pool. Even when the reactor is
shut down, there is an enormous amount of residual heat
in the fuel core which requires continuous cooling.
Without cooling, the water in the reactor core (and spent
fuel pool) begins to heat. In the case of an operational
reactor the heating is rapid and water reaches boiling
point, begins to evaporate, and the nuclear reactor fuel
assemblies are at risk of being exposed to air which then
would lead to a thermal reaction of the nuclear fuel
assembly cladding and reactor core fuel melt. In the case
of nuclear fuel in the spent fuel pool, the highly
exothermic chemical reaction is called a runaway
zirconium oxidation reaction or autocatalytic ignition,
with resultant release of a very large volume of
radioactivity.*?

31. Ibid.

32. Jan Vande Putte and Shaun Burnie, The Vulnerability of Nuclear
Plants During Military Conflict: Lessons from Fukushima Daiichi —
Focus on Zaporizhzhia, Ukraine (Greenpeace International, March 2,

187



Nuclear Proliferation’s Next Iteration

Ukraine nuclear plants under attack and
consequences

In the first days of the Russian full-scale invasion,
measures were taken to reduce the immediate threat to the
nearest operational nuclear plant to Russian forces, at the
ZNPP, which lies on the eastern bank of the Dnipro river
and Kakhovka reservoir in eastern Ukraine. On the 24
February 2022 all six units at ZNPP were generating
electricity.®® By the next day, unit 5 was disconnected
from the grid;** followed by unit 6 by 26 February;* and
unit 1 by 28 February.’® On the night of the Russian
attack and by the daytime of the 4™ March, the ZNPP
operator Energoatom had disconnected from the grid units
2 and 3, leaving only unit 4 operating at reduced power
(680Mwe).’” By the following day, unit 2 was
reconnected to the grid and by the 6™ of March both units

2022), https://www.greenpeace.de/publikationen/6805cdd2-nuclear-
power-plant-vulnerability-during-military-conflict-ukraine-technical-
briefing.pdf; and Jan Vande Putte and Shaun Burnie, The
Vulnerability of Nuclear Plants During Military Conflict:
Yuzhnoukrainsk (South Ukraine) Nuclear Power Plant (Greenpeace
International, March 9, 2022),
https://www.greenpeace.org/static/planet4-international-
stateless/2022/03/559dfc6b-nuclear-power-plants-in-military-
conflict-yuzhnoukrainsk-south-ukraine-briefing.pdf.

33. State Nuclear Regulatory Inspectorate of Ukraine (SNRIU),
“February 24, 2022,” https://snriu.gov.ua/en/news/february-24-2022.
34. SNRIU, “February 25, 2022,”
https://snriu.gov.ua/en/news/february-25-2022.

35. SNRIU, “February 26, 2022,” see
https://snriu.gov.ua/en/news/february-26-2022.

36. SNRIU, “February 28, 2022,” see
https://snriu.gov.ua/en/news/february-28-2022.

37. SNRIU, “March 4, 2022,” see
https://snriu.gov.ua/en/news/march-04-2022.
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returned to full power.®® In August 2022, Ukraine’s
regulator ordered that units 1 and 2 be not connected to
the grid.*® In February 2023, SNRIU ordered that Unit 3
be in the state “shutdown for repair”; while Unit 4 is in
the state “cold shutdown” and Units 5 and 6 were to be
moved from “hot shutdown” with the further transfer to
“cold shutdown”. These were all efforts to reduce the
operational safety risks to the ZNPP reactors due to the
Russian occupation. From September 2022, all six reactor
units at ZNPP were in shutdown mode. However,
Rosatom maintained unit 5 in hot shutdown mode, as
opposed to cold shutdown. There continued to be a stand-
off between Ukraine’s SNRIU which demanded the
reactors be in cold shutdown.

By the end of the first week of the Russian attack in
March 2022, the Russian State Nuclear Corporation,
Rosatom personnel were on the ZNPP site, including
chief engineer of the Rostov NPP and the deputy chief
engineer of the Balakovo NPP.*’ One primary objective
of Rosatom was to secure the transfer of Ukraine staff at
the plant to Rosatom. According to eyewitness reports,
during this initial period, Rosatom employees in direct
collaboration with officers of the Federal Security

38. SNRIU, “March 6, 2022,” see
https://snriu.gov.ua/en/news/march-06-2022.

39. State Nuclear Regulatory Inspectorate of Ukraine (SNRIU),
“SNRIU Banned Operation of ZNPP Units 3, 4, 5, 6 at Power,”
February 11, 2023, https://snriu.gov.ua/en/news/snriu-banned-
operation-of-znpp-units-3-4-5-6-at-power.

40. Interfax-Ukraine, “Rosatom Participates in Raiding of
Zaporizhzhia NPP — Energoatom Head,” March 11, 2022,
https://en.interfax.com.ua/news/general/811713.html.
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Services of the Russian Federation (“FSB”) began a
coordinated campaign of “talking with ZNPP
employees”.*! This led directly to systematic intimidation
and torture of hundreds of ZNPP workers and their
families.*> On 5% October, 2022, Russian President
Vladimir Putin signed a decree unlawfully appropriating
the nuclear plant as Russian state property. Rosatom
established a joint-stock company (“JSC”), Zaporozhye
NPP Operational Organisation, registered in Moscow, to
manage the occupied ZNPP. A representative for
Rosatom said the JSC’s duties “include overseeing the
reliable operation of the plant’s power units while giving
absolute and unconditional priority to safety regulations.

As reported by the head of SNRIU in early 2023:

"The occupiers continue to pressure the
ZNPP personnel, restrict access of pro-
Ukrainian personnel to the site, implement
illegal modifications of nuclear facilities at
the ZNPP site and completely destroy the
emergency readiness and response system at
the ZNPP." said Oleh Korikov, adding that
the risks and direct threats caused by the
operation of nuclear facilities by

41. Truth Hounds, In a Nuclear Prison: How Rosatom Turned
Europe’s Largest Nuclear Power Plant into a Torture Chamber and
How Can the World Stop It, September 23, 2023, https://truth-
hounds.org/wp-content/uploads/2024/01/in-a-nuclear-prison-how-
rosatom-turned-europes-largest-nuclear-power-plant-into-a-torture-
chamber-and-how-can-the-world-stop-it.pdf.

42. Truth Hounds, September 23, 2023.
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incompetent personnel are also significantly
increasing. Unfortunately, the presence of a
permanent IAEA mission at ZNPP does not
prevent the occupiers from continuing their
illegal actions that contradict all IAEA
principles, requirements, rules and safety

standards."*+

In the case of the Zaporizhzhia Nuclear Power Plant
(ZNPP), between March 2022 and May 2025, the plant
has suffered a Loss Of Offsite Power (LOOP) eight times
in total.** This is where the ZNPP (or another nuclear
plant) loses all electrical power supply from the grid
system (but can still rely on onsite generation via
emergency diesel generators, EDGs). This situation may
be as a result of events that disconnect all the grid line
connections between the nuclear power plant (NPP) and
the local substation, or between the substation and the rest

43. SNRIU, “Oleh Korikov informed the participants of the 52nd
ENSREG Plenary Meeting about the situation with nuclear and
radiation safety in Ukraine,” April 27, 2023,
https://snriu.gov.ua/en/news/oleh-korikov-informed-the-participants-
of-the-52nd-ensreg-plenary-meeting-about-the-situation-with-
nuclear-and-radiation-safety-in-ukraine.

44. TAEA, “Update 291 — IAEA Director General Statement on
Situation in Ukraine,” May 15, 2025,
https://www.laea.org/newscenter/pressreleases/update-291-iaea-
director-general-statement-on-situation-in-ukraine; UN Security
Council Report, “Ukraine: Briefing on the Zaporizhzhia Nuclear
Power Plant, 12 April 2024, see
https://www.securitycouncilreport.org/whatsinblue/2024/04/ukraine-

briefing-on-the-zaporizhzhia-nuclear-power-plant-3.php
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of the grid system, or because of a total blackout of the
grid system in the country or region.®

One of the earliest warnings of the Russo-Ukraine war’s
impact on electricity supply to the Zaporizhzhia nuclear
plant was issued four days after the Russian armed forces
attacked and occupied the plant. Prior to the war, ZNPP
had ten external high voltage line connections. On 8
March 2022, Ukraine’s SNIRU reported damage to the
grid in the Zaporizhzhia region at Vasylivka,

45. When a nuclear power plant experiences a loss of offsite power
(LOOP), the power plant falls back to three main power sources for
its critical safety systems: batteries, back-up diesel generators, and the
possibility to trip one reactor at the plant to house load. Batteries can
supply electricity immediately, but only for a short period of time.
The diesel generators have a stock of fuel onsite sufficient to operate
for about 10 days, but their continued operation over such long period
of time might be challenging, even if there is some redundancy in the
number of generators. The trip to house load is a procedure to reduce
the power of one reactor at the plant to about 10%, with sufficient
electricity output to secure the electricity needs of the safety systems
at the entire plant. However, experience has shown that this is a
delicate procedure which does not always succeed. (For example, see
the Forsmark nuclear plant 2006 incident: IAEA, Electric Grid
Reliability and Interface with Nuclear Power Plants, 2012,
https://www-

pub.iaea.org/MTCD/publications/PDF/Pub1542 web.pdf.) If all
power supply fails—both offsite (LOOP) and onsite—then the plant
enters a station blackout (SBO). For an operational nuclear power
plant, this can lead to the boiling out of the cooling water in the
reactor vessel in a matter of hours, leading to core damage and
releases of radiation within the reactor containment building, and
further into the environment due to overpressure within the
containment. Even if nuclear power plants are designed to cope with
a LOOP through their on-site power generation, a LOOP is a serious
incident and is considered a precursor to a SBO. Under normal
operating conditions, the risk of a SBO is a main contributor to
reactor core damage risks at a nuclear power plant.
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approximately 50km from the Zaporizhzhia nuclear plant,
warning that, “the 750 kV high-voltage line remains
disconnected due to the damage occurred on 6 March
2022 in the area of Vasylivka settlement”, during fierce
fighting.*® As of 22 March 2022 the plant had lost two of
the four 750 kV lines available due to war damage the
fighting; a third one was temporarily unavailable but was
repaired on the evening of March 18, 2022.47 The power
plant is also connected to the Ukrainian 330 kV grid, the
adjacent Zaporizhzhia thermal power plant and the
Dnipro and Kakhovka hydroelectric power plants were
also connected.

Targeting ZNPP external grid

As an example of how Russia’s war against nuclear
power has become normalized, the loss of external
electrical grid line connection to the ZNPP has become a
regular occurrence since March 2022, often occurring on
multiple occasions within each month, and for periods of
time from hours to longer than a week. There is nothing
normal about such events. Yet this continues. The IAEA
reports these as and when they happen, but without
assigning responsibility.*® But logic and evidence points
to Russia as the only party responsible for the frequent

46. SNRIU, "Zaporizhzhia NPP, status update", 10:00 a.m., March 8§,
2022, see https://snriu.gov.ua/en/news/zaporizhzhya-npp-status-
update

47. SNRIU, March 8, 2022.

48. TAEA, “Update 290 — IAEA Director General Statement on
Situation in Ukraine,” May 8§, 2025, see
https://www.iaea.org/newscenter/pressreleases/update-290-iaca-
director-general-statement-on-situation-in-ukraine

193


https://www.iaea.org/newscenter/pressreleases/update-290-iaea-director-general-statement-on-situation-in-ukraine
https://www.iaea.org/newscenter/pressreleases/update-290-iaea-director-general-statement-on-situation-in-ukraine

Nuclear Proliferation’s Next Iteration

shelling of the ZNPP grid lines. The Russian armed forces
firing of artillery and or Multiple Rocket Launch Systems
(MLRS) from occupied Ukraine from the east bank of the
Dnipro River is responsible for damage to the 750 kV /
330 kV lines. Since 2023, the ZNPP had lost access to
eight of the ten grid lines, and has continued to rely on
two lines, one 750 kV and one 330kV line (known as the
Zaporizhzhia NPP — Zaporizhzhia TPP (VL-330) line). As
of 22 May 2025, the ZNPP was reliant on one 750 kV line
after the 330 kilovolts (kV) backup line, was disconnected
on 7 May due to Russian military shelling.*’

49. Alyona Kyrychenko , “Zaporizhzhia nuclear plan has relied on
single power line for over week — IAEA,” Ukrainska Pravda, May
15,2025,
https://www.pravda.com.ua/eng/news/2025/05/15/7512359/; Damage
to the off-site grid was also reported at the Chernobyl nuclear plant as
a result of Russian military air attacks in 2022, with SNRIU reporting
on 6 March 2022, “that the fragility of the electrical supplies to the
site, with only one supply line out of three available and back-up
diesel power having sufficient fuel supplies for only 48 hours.”
Chernobyl lost all oft-site electrical power on the morning of 9 March
2022. Its diesel generators have sufficient fuel for 48 hours of
operation, Government of Ukraine, “Energy Security,” March 2022,
https://www.kmu.gov.ua/en/reformi/ekonomichne-
zrostannya/reforma-energetichnogo-sektoru
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European Network of Transmission System Operators for Electricity
(ENTSO-E) Grid map of eastern Ukraine at Zaporizhzhia nuclear
plant, centered at Enerhodar. As a result of Russian shelling the
ZNPP remains only connected to one 750 kV line to the north of
ZNPP and one 330 kV line, and on frequent occasions one of these
line connextions is lost due to Russian shelling. Source:
https://www.entsoe.eu/data/map/

Russia extends grid targeting to Ukraine entire
nuclear fleet™

Despite the obvious hazards, in 2024 Russian armed
forces extended their attacks on Ukraine’s electricity
system by targeting sub-stations that were critical to the

50. Jan Vande Putte and Shaun Burnie, “Risk of Unprecedented
Nuclear Disaster if Russia’s Attacks on Ukraine’s Electricity System
Continue,” Greenpeace Ukraine, October 2, 2024, see
www.greenpeace.org/static/planet4-ukraine-
stateless/2024/10/67e7e9d4-
greenpeace_analysis_on_risk of unprecedented nuclear disaster_in.

docx.pdf
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three nuclear power plants operating in Ukraine.>! During
the period 2022-23, about half of Ukraine’s power
generation capacity was lost either due to occupation by
Russian forces, destroyed or damaged, and approximately
half of the large network substations were damaged by
missiles and drones.’> By 2024, Russia had destroyed
90% of thermal power plants and 40% of hydroelectric
power plants.>® Ukraine’s three operating nuclear power
plants currently generate up to 60-75% of the electricity
of Ukraine.>* Ukraine electrical generation capacity fell

51. International Centre for Ukrainian Victory, Ukraine at the Brink:
Urgent Measures Needed to Prevent a Russian-Induced Energy
Catastrophe, August 28, 2024, https://ukrainianvictory.org/wp-
content/uploads/ukraine-at-the-brink.pdf

52. 1IEA, “Ukraine's Energy Security and the Coming Winter: An
Energy Action Plan for Ukraine and its Partners,” September 2024,
https://www.iea.org/reports/ukraines-energy-security-and-the-
coming-winter. In October 2022 Russian missile strikes on
substations led to scheduled load-shedding (rolling blackouts) by
Ukraine’s national transmission system operator (TSO), Ukrenergo
(See Forum Energii, Ukraine in Darkness: Preventing the Worst-
Case Scenario for Its Energy System, July 1, 2024,
https://www.forum-energii.eu/en/ukraine-destroyed-system). The
destruction and damage to substations prevented the distribution and
transmission of energy to users. The work of Ukrenergo and foreign
assistance, led to the reconstruction of many substations. This
permitted Ukraine to operate through the winter of 2023/24 without
significant disruptions to the power system. Additionally, Ukrenergo
secured more than 100 substations with physical reinforcements
protecting against drones or shrapnel.

53. Anastasia Dayna, “The IAEA will monitor key Ukrainian
substations for the first time,” Forbes Ukraine, September 13, 2024,
https://forbes.ua/company/magate-vpershe-bude-monitoriti-ukrainski-
klyuchovi-pidstantsii-chi-zakhistit-tse-ikh-vid-obstriliv-rf-a-krainu-
vid-totalnogo-blekautu-13092024-23608.

54. Kateryna Hodunova, “Russia has destroyed all thermal power
plants, nearly all hydroelectric capacity in Ukraine ahead of winter,
Zelensky says,” Kyiv Independent, September 25, 2024,
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2.3 GW below its peak demand of 12 GW, despite
electricity imports from Ukraine’s western neighbors.*
The deficit has been managed by Ukrenergo, Ukraine’s
state-owned electricity transmission system operator
(TSO), through various emergency measures - rolling cuts
to supply, limitation of electricity provision in the worst-
affected regions to a few hours per day. The replacement
of autotransformers at substations has been a critical
measure undertaken by Ukrenergo.”® Remarkably,
Ukraine’s electricity grid remained functional and still
sufficiently robust to withstand severe consequences. This
meant the rapid restoration of grid connections to nuclear

https://kyivindependent.com/russia-destroys-all-thermal-power-
plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-
zelensky-
says/#:~:text=According%20t0%20the%20Energy%20Ministry%2C
%?20nuclear%20generation%?20currently%20accounts%20for.Russian
%?200occupation%?20since%20March%202022.

55. IEA, “Ukraine’s Energy Security and the Coming Winter: An
Energy Action Plan for Ukraine and its Partners,” September 2024,
https://iea.blob.core.windows.net/assets/cec49dc2-7d04-4421-
92aa54c18e6f51d6/UkrainesEnergySecurityandtheComingWinter.pdf
56. In a nation’s electricity transmission subsystem the step-up auto
transformers have been described as the “most lucrative targets” and
“attacking step-up transformers is equivalent to attacking the
generation facility”.>® In the case of Russia’s war fighting in Ukraine
it has attacked both. According to a 1990 study by the U.S. Office of
Technology Assessment (OTA), the step-up auto transformers offer
the “most serious combination of vulnerability

and potential consequences” and that that, “it interrupts the
transmission network and can disconnect one system from another,
which in turn reduces the capability of the interconnected network to
import power from other areas and provide emergency power,” see
U.S. Congress, Office of Technology Assessment, Physical
Vulnerability of Electric System to Natural Disasters and Sabotage,
OTA-E-453 (Washington, DC: U.S. Government Printing Office,
June 1990), https://ota.fas.org/reports/9034.pdf.

197


https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://kyivindependent.com/russia-destroys-all-thermal-power-plants-nearly-all-hydroelectric-capacity-in-ukraine-ahead-of-winter-zelensky-says/#:~:text=According%20to%20the%20Energy%20Ministry%2C%20nuclear%20generation%20currently%20accounts%20for,Russian%20occupation%20since%20March%202022
https://iea.blob.core.windows.net/assets/cec49dc2-7d04-442f-92aa54c18e6f51d6/UkrainesEnergySecurityandtheComingWinter.pdf
https://iea.blob.core.windows.net/assets/cec49dc2-7d04-442f-92aa54c18e6f51d6/UkrainesEnergySecurityandtheComingWinter.pdf

Nuclear Proliferation’s Next Iteration

power plants suffering loss of grid connection was
possible, and there was sufficient electricity generation
capacity in the grid to allow restart of shutdown reactors.
However, the escalation Russian attacks from March 2024
meant that by end of summer 2024, 95 percent of
Ukraine’s thermal power plants had been destroyed or
severely damaged.>” The 26 August 2024 attack by Russia
on Ukraine’s grid, forced four reactors to be disconnected
from the grid and therefore relied solely on -on-site
power. If Russian attacks continue into winter 2025-26,
including targeting energy infrastructure, the future
scenario is for more severe consequences in terms of
electricity supply across Ukraine and the ever-present risk
of a major radiological event with transboundary
consequences.

Not a single national nuclear power program in the world
has been designed to cope with the scale of disruption the
full-scale Russian war has inflicted on the territory of
Ukraine. There is currently no existing safety analysis
available for nuclear regulators worldwide that considers
such a scale of a crisis in a national electricity grid and its
consequences for nuclear power plant safety. The
radiological implications for Ukraine, Europe and beyond
are profound. Ukraine’s three nuclear power plants at

57. Iryna Doronina, Marie-Louise, Marcelo Galleguillos, Vasyl
Doronin, Adrienne Grét-Regamey, Tobias S. Schmidt, and Florian
Egli, “Why Renewables Should Be At the Center of Rebuilding the
Ukrainian Electricity System,” Technical University of Munich,
September 20, 2024, https://www.tum.de/en/news-and-events/all-
news/press-releases/details/how-ukraine-can-rebuild-its-energy-

system.
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Rivne, Khmelnytskyi and at South Ukraine, are each
loaded with hundreds of tons of highly radioactive core
fuel. In addition to the nuclear fuel in the nine reactors at
these sites, there are nine reactor spent fuel pools, which
in total are loaded with several thousand tons of spent
fuel, including many tens of tons of recently unloaded
fuel assemblies.®® The level of risk and the potential
consequences of possible multiple and cascading reactor
unit failures due to a collapsed electrical grid due to
Russian military strikes can only be described as
cataclysmic.

As of May 2025, Ukraine is operating a total of nine
nuclear reactors - four at Rivne, near Varash, Rivne
Oblast; two at Khmelnytskyi, Khmelnytskyi Oblast; and
three at South Ukraine Nuclear Plant in Mykolaiv Oblast.
They have a total capacity of 7.8 GW.% Ukraine’s six
reactors at Zaporizhzhia Nuclear Power Plant (ZNPP)
with a total capacity of 6GW, have been shut down since
September 2022.

58. Nuclear reactors undergo regular refueling outages where a
percentage of the fuel in the reactor pressure vessel is unloaded into a
spent fuel pond or water pool where it is stored for several years
while it cools. Ukraine’s spent fuel inventory in reactor pools, not
including Chernobyl nuclear power plant spent fuel, was 2,339.39
tons heavy metal as of July 2020. Spent fuel in wet pool storage at
Chernobyl ISF-1 was 2396.11 tons heavy metal as of July 2020; see
Ukraine, National Report, On Compliance with Obligations under the
Joint Convention on the Safety of Spent Fuel Management and on the
Safety of Radioactive Waste Management, 2020,
https://www.iaea.org/sites/default/files/ukraine-7rm.pdf.

59. WNISR, World Nuclear Status Report 2024, Mycle Schneider et
al., September 2024,
https://www.worldnuclearreport.org/IMG/pdf/wnisr2024-v1.pdf.

199


https://www.iaea.org/sites/default/files/ukraine-7rm.pdf
https://www.worldnuclearreport.org/IMG/pdf/wnisr2024-v1.pdf

Nuclear Proliferation’s Next Iteration

Operational VVER-1000 reactor vs reactor in shutdown:
time without cooling before meltdown of the fuel
Shut down Operational (e.g.
(Zaporizhzhia NPP  south Ukraine NPP
since Sept. 2022) or re-start of ZNPP)

1-2 weeks before hours before
meltdown meldown

Russian occupation Many steps where

(restart possible) UA operator can
intervene to stop
nuclear disaster

Fuel
element

2500

Not enough staff Normal operation

Risk of deliberate Risk of Russian

sabotage to release  attack e.g. on

radioactivity electricity supply of
NPP

No iodine-131 unless lodine-131 and other 7=
restart by Rosatom short-living isotopes

An operational nuclear power plant requires significant
amounts of power to maintain the cooling of the heat of
the fuel in the spent fuel pools and the residual heat in the
reactor cores after the shutdown of the reactor. Without
the water circulation pumps functioning, the cooling
water in the reactor core will boil out in a matter of hours
and core damage will occur including fuel melt.
Immediately after the shutdown of the reactor, its thermal
power is still around 6.5%, and after one hour, 1.5
percent.®® Although this seems low, the thermal power of
a VVER-1000 reactor is around 3000MWth, so even 1.5
percent is still a massive 45 000 kWth. Seven of
Ukraine’s reactors that are operating currently are VVER
1000 design. The full electrical load of the auxiliaries of a

60. IAEA, Electric Grid Reliability and Interface with Nuclear
Power Plants, 2012, https://www-
pub.iaea.org/MTCD/publications/PDF/Pub1542 web.pdf
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nuclear power plant is typically 5—8 percent of the nuclear
plant rated load®!. For a VVER-1000 we can thus estimate
the needs around 50Mwe while in house load.®?

Due to the further decay of radioactivity in the fuel of the
reactor, the residual heat declines exponentially. Hence,
the risks of a SBO are very different for the ZNPP, where
the last reactor was shut down in September 2022, and the
three other NPPs in Ukraine, where a total of seven
reactor continue to operate. These differences are
summarised in the illustration below:

At a longer timescale, closer to weeks instead of hours,
and depending on the burnup of the fuel and its time since
unloading from the reactor, the spent fuel in the cooling
pond will heat up and evaporate its cooling water. After
the water level has dropped below the top of the fuel

it becomes exposed to air, which is followed by ignition
into a so-called zirconium-fire, releasing even larger
amounts of radiation than the reactor core.

Because the offsite grid is so important for the safety of
the NPP, they are connected through several electricity
lines. For instance, the ZNPP used to have 10
connections, both 330 and 750kV. In a war context, this
redundancy has proven not to be sufficient, with the

61. Ibid.

62. The main electricity consumers are the Main Coolant Pumps,
MCPs, which are not required after reactor shutdown, while the
residual heat removal (RHR) system pumps require less electricity,
supplied by emergency diesel generators.
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ZNPP suffering a LOOP for eight times since the full-
scale invasion. This is called a “common cause failure”,
where one cause (in this case the devastating agression by
Russia) is causing all grid connections to fail. Such
common cause is well BDB of the nuclear power plant.

Not only the physical connection is important, also the
stability of the electricity generation is required. This is
particularly a problem in Ukraine, where alone in 2024,
9GW of production capacity has been lost due to Russian
agression. It is the responsibility of the grid operator
Ukrenergo to balance generation and demand and to keep
the voltage and frequency within narrow margins. When
there is an inbalance between generation and load, grid
frequency tends to lower, caused by the trip of a major
generator or a fault on a substation. When the frequency
is too low, the grid operator will first call for more
generation to start up, which is highly challenging in the
current Ukrainian context. Next is load-shedding where
parts of the grids are switched off in order to lower the
demand.

Voltage [%]
Limited operation at 110% T Continuous operation at
reduced output full output
105%
Frequency [Hz|
I i 1 } i
0 c <2
47 48 49— {Eliailsn 51 52 53
4 -4 H
\ 95% \
Short-term emergency — Limited operation
operation only 90% | at reduced output
Operation not required
outside shaded areas

FIG 1. Hlustration of required fr
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A first problem with a degraded grid, even without a
LOOP is that the pumps that circulate the cooling water in
a nuclear reactor rely on stable electric power. If the grid
voltage and frequency are not sufficient, motors cannot
develop sufficient motor torque to start.

A second problem is the risk of a cascading system-wide
blackout in a large part of the country.

When one or several NPPs trip, as a consequence of
multiple substations having been damaged or destroyed
by Russian military strikes, this could push voltage and
frequency beyound the margins, with no additional
generation capacity available. This can then lead to other
generation capacity to trip, leading to a cascade and a
system-wide blackout. This could put all four nuclear
plants in Ukraine in a LOOP situation.

Possible sequence of events leading to core damage:

Phase 1: Collapse of the Grid

e Damage to one or several main substations

e Critical disturbance in the grid, beyond the
criteria for frequency or voltage

e Loss of Offsite Power (LOOP) for one or
several NPPs

63. Dr. John H. Bickel, Grid Stability and Safety Issues Associated
with Nuclear Power Plants (Evergreen Safety and Reliability
Technologies, LLC, Workshop on International Grid Interconnection
in Northeast Asia, Beijing China, May 14-16th 2001),
http://large.stanford.edu/courses/2016/ph241/yang2/docs/bickel.pdf
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e Reactor scram; electricity at the plant
required for safety systems is provided by
onsite diesel generators, batteries and/or trip
to house load by 1 reactor at minimal power

e Due to loss of generation capacity of one or
several nuclear power plants, the limited
remaining generation capacity in the grid
cannot compensate causing a general black-
out

Phase 2: Not Possible to Restart the Grid (Black
Start)

e It is impossible to black start the grid,
because most hydro and fossil plants are
damaged and nuclear power plants do not
have a black-start capability. This leads to a
prolonged black-out

e Diesel generators run out of fuel or
disfunction, houseload production at the NPP
fails

e Nuclear power plant Station Black-Out
(SBO), all safety functions at the NPP stop

e Reactor core damage and large-scale release
of radioactivity

The “uniqueness” of the Ukrainian electricity crisis—
the risk of a Ukraine nation-wide grid black-out:

The entire nuclear safety analysis for Ukraine (and all
nations) is designed and planned with some redundancy in
the electric grid taken into account the so called ‘N-1
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standard’, which ensures that the system is secure against
any one single event * The IAEA 2012 assessment on
electric grid reliability and nuclear plant describes gives
the following examples:

e Trip of a single generating unit (which could be a
unit at an NPP);

e Short-circuit fault or earth fault on an overhead
line;

e Short-circuit fault or earth fault on an
underground cable;

o Fault on a section of bus bar;

o Failure of any one grid transformer.

The system is considered secure against the events listed
above if such events do not lead to consequences such as:

e Frequency outside normal range;

e Voltage outside normal range;

e Overloading of other transmission circuits or
generators;

e Cascade tripping of other transmission circuits;

e Loss of synchronism (grid separation) between
parts of the network.

64. TAEA, Electric Grid Reliability and Interface with Nuclear
Power Plants, 2012, https://www-
pub.iaea.org/MTCD/publications/PDF/Pub1542 web.pdf. “N’ refers
to the total number of transmission circuits that are in service at the
time after allowing for planned outages of circuits for maintenance,
and the ‘-1’ refers to an unplanned event that causes one of those
circuits to be switched out of service. The ‘N-1’ standard requires the
system to have sufficient redundancy that the unplanned loss of any
one circuit in this way would not have unacceptable consequences.”
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However, by 2024, Russia had destroyed 90% of thermal
power plants and 40% of hydroelectric power plants.%
The IEA estimated the overall decrease in generation
capacity by the summer of 2024 (see illustration below)®.
Furthermore, there is a risk of the destruction of one or
several critical substations, essential for the operation of
the three remaining nuclear power plants in Ukraine.

Estimated electricity generation capacity available to Ukraine at selected times since
2022

40

35

30

N
&

20

aavailable generation capacity (in GW)

2022, before full-scale March 2023 March 2024 Summer 2024

1IEA, September 2024

Although the precise vulnerabilities and status of the
Ukrainian grid is for obvious strategic reasons
confidential, it is known that the reliability criteria that
should apply to the operation of nuclear power plants are
not met, such as the N-1 criterium. A further major
disturbance in an already fragile electricity system could
lead to a cascading black-out of the entire system, and

65. Anastasia Dayna, “The IAEA will monitor key Ukrainian
substations for the first time,” Forbes Ukraine, September 13, 2024,
https://forbes.ua/company/magate-vpershe-bude-monitoriti-ukrainski-
klyuchovi-pidstantsii-chi-zakhistit-tse-ikh-vid-obstriliv-rf-a-krainu-
vid-totalnogo-blekautu-13092024-23608.

66. IEA, September 2024.
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thus put all 4 Ukrainian nuclear power plants in a LOOP
(including the ZNPP which is already shutdown but still
connected to the Ukraine grid).

Major difficulties to recover from a black-out
(black start)

A black start (or black-out recovery) is the complex
process to restart the electric power system from a black-
out. This process will be coordinated by the TSO
(Ukrenergo) and requires a sufficient number of power
plants with black start capability, such as diesel
generators, Battery Energy Storage Systems (BESS),
hydro-electric and thermal plants and hydro plants. BESS
can be combined with variable renewable sources such as
wind and solar.

Nuclear power plants are not capable of a black start and
are thus dependent on those other sources®’. This is
particularly problematic in the Ukrainian context of today,
because most of the hydro and fossil generation capacity
has been incapacitated by the Russian agression, and
Ukraine does not have (yet) a significant BESS capacity.

Russian targeting of energy system and human
societal impact

The nuclear safety and security threat posed by Russia’s
military attacks must also been seen in the wider context

67. IAEA, “Electric Grid Reliability and Interface with Nuclear
Power Plants,” 2012: https:/www-
pub.iaea.org/MTCD/publications/PDF/Pub1542 web.pdf
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of the impact they already have had on Ukraine’s energy
network and wider society. As the United Nations Human
Rights Monitoring Mission in Ukraine (HRMMU),
recently reported that the, “Russian attacks on Ukraine’s
electric power system, damaging or destroying numerous
power generation, transmission, and distribution facilities
have had reverberating effects causing harm to the
civilian population and the country’s electricity supply,
water distribution, sewage and sanitation systems, heating
and hot water, public health, education, and the

economy.”®

In addition, there is the issue of the violation of the
principles of international law. The United Nations
Independent International Commission of Inquiry on
Ukraine has already concluded that Russian attacks on
electricity infrastructure in 2022-2023 were widespread,
systematic, and disproportionate, constituting the war
crime of excessive incidental civilian harm and
potentially a crime against humanity.

With millions of Ukrainian citizens already displaced
from their homes due to the Russian war, “the energy

68. Office of the United Nations High Commissioner for Human
Rights, Attacks on Ukraine’s Energy Infrastructure: Harm to the
Civilian Population, UN Human Rights Monitoring Mission in
Ukraine, September 2024,
https://ukraine.ohchr.org/sites/default/files/2024-
09/ENG%20Attacks%200n%20Ukraine’s%20Energy%20Infrastructu
re-%20%20Harm%20t0%20the%20Civilian%20Population.pdf
69. UN Human Rights Council, Report of the Independent
International Commission of Inquiry on Ukraine, A/HRC/52/62
(hereinafter: A/HRC/52/62), March 16, 2023, https://
www.ohchr.org/en/hr-bodies/hrc/iicihr-ukraine/index.
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infrastructure attacks have caused additional population
displacement and have disproportionately impacted
groups in a situation of vulnerability, such as older
persons, those with disabilities, households with lower
incomes, and the internally displaced, with women
particularly affected,” HRMMU warned. The fragility of
the electric grid during this coming winter will increase
along with electricity consumption as Russian attacks
continue. Ukraine will face a significant electricity deficit
in the winter, with daily power cuts during the cold
months leaving civilians without the electricity they need
to power homes, run water pumps and allow children to
study online.”

Even without a nuclear disaster the conditions for the
people of Ukraine this winter are potentially severe in
terms of prolonged power cuts and lack of access to
heating. Under war conditions, Ukrainian government
authorities, energy companies, and humanitarian and
recovery agencies are engaged in immense mitigation
efforts to avert a humanitarian crisis this winter.”® The full
consequences of further Russian attacks, that leads to the
further loss of grid capacity and nation-wide blackout,
then a potential cascading crisis at multi reactor units and
at multiple nuclear plants, and finally, the potential for
major radiological releases is impossible to comprehend.
Other than the scenarios for nuclear war and the effects of
nuclear weapons use, this is a uniquely terrible reality that
is facing the people of Ukraine. The worst-case scenarios
can be avoided but it demands absolute priority attention

70. OHCHR, 2024.
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by the international community to prevent the current
disaster from becoming far greater and by stopping
Russian attacks.

As a consequence of the destruction of most of Ukraine’s
electricity and energy system, its high reliance today on
nuclear generation capacity in Ukraine increases the risk
of a system-wide blackout under further Russian attacks
and that once in a blackout, and it might not be possible to
recover from it. Because nuclear plants do not have a
black start capability, and generation that can black-start
might not be sufficiently available in Ukraine. All this
while Ukraine’s nuclear power plants themselves are
highly dependent on the supply from the grid to keep the
safety systems functioning to cool the hot fuel, without
which a nuclear disaster would be impossible to avoid.

ZNPP and the threat of restart

The use of Ukraine’s nuclear power plants as leverage in
the war is never more manifest than Russian plans for the
restart of the ZNPP reactors.”! First becoming apparent in
2024, Rosatom was forced to backtrack on its plans to
restart any reactor before the end of 2024.7> However, the

71. “Russian government publishes first detailed plans for restart of
Zaporizhzhia nuclear plant — Greenpeace condemns nuclear
blackmail,” Green Reconstruction, May 17, 2024, see
https://www.greenreconstruction.com/news/russian-government-
publishes-first-detailed-plans-for-restart-of-zaporizhzhia-nuclear-
plant---greenpeace-condemns-nuclear-blackmail

72. Greenpeace Central and Eastern Europe (CEE), Greenpeace calls
on IAEA Director General to warn Rosatom: No Restart of
Zaporizhzhia Nuclear Plant!, February 3, 2024,
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plans were merely postponed and in 2025 they are
moving ahead.” The implications are uniquely dangerous.
The prospects are that if Russian forces, including
Rosatom, are not removed from the ZNPP, then over the
coming period, one and then more of the reactor units will
be restarted.”* The nuclear plant lies on the frontline of
the Russo-Ukraine war. There enormous obstacles for
such a restart, but Rosatom is undoubtedly determined. It

https://www.greenreconstruction.com/news/greenpeace-calls-on-iaea-
director-general-to-warn-rosatom-no-restart-of-zaporizhzhia-nuclear-
plant; and Reuters, “Russia not currently planning to restart
Zaporizhzhia nuclear power plant, TASS says,” May 28, 2024, see

https://www.reuters.com/world/europe/russia-not-currently-planning-

restart-zaporizhzhia-nuclear-power-plant-tass-says-2024-05-28/
73. Interfax, “The plan to bring Zaporizhzhya NPP to full capacity is

undergoing approvals,” May 21, 2025,
https://www.interfax.ru/russia/1026854. According to Rosatom CEO
Alexey Likhachev, "Everyone is living the dream of raising the
station. (...) We have developed a plan to bring the Zaporizhzhya NPP
to full capacity. The plan is undergoing interdepartmental approvals
from the regulators of the Ministry of Energy.”

74. TASS, “Kiriyenko visited Zaporizhzhzia NPP and the satellite
town of Enerhodar,” December 29, 2024, see
https://tass.ru/politika/22799809: In December 2024, Sergey
Kiriyenko, First Deputy Chief of Staff of the Presidential Executive
Office of the Russian Federation stated the intention to restart the
reactors, ‘as fast as possible’; See Alexandra Korobova, “The Goal Is
to Launch the Units: About Changes at the Zaporizhzhia NPP,”
Zaporizhzhya NPP, December 25, 2024,
https://stranarosatom.ru/2024/12/25/cel-zapustit-bloki-o-peremenah-
n/: On 25 December 2024, Rosatom’s “new head” of the ZNPP
stated, “A decision has been made to manufacture new pumping
station equipment and install it in the Dnipro riverbed.” Since Russian
armed forces destroyed the Kakhovka hydro plant and reservoir in
June 2023, the ZNPP has not had access to cooling water from the
Dnipro river. There is sufficient water on the site and in the cooling
pond while the reactors remain shut-down, but not if the reactors
were restarted and operated for an extended period.
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can be said that it is an absolute strategic priority issue for
President Putin.”

The SNRIU has made clear that Rosatom restart plans
inconsistent with the UN Charter, international
humanitarian law, and the IAEA's basic safety principles,
and makes it impossible to safely operate a nuclear
facility for peaceful purposes because of the lack of:

e aultimate heat sink;

o reliable water supply;

o stable external power supply;

e proper technical maintenance;

e qualified personnel with appropriate training and
licensing for these nuclear facilities operation;

e emergency preparedness and response
infrastructure;

e an early warning and radiation monitoring system
in the observation zone;

e civil liability on the part of the occupying
administration for nuclear damage.”®

75. David Sanger, May 15, 2024. Mr. Grossi noted, the Russian
leader was focused on the plant. He knew how many reactors there
were, and he knew where the backup power supplies were located. It
was as if he had prepared for the meeting by memorizing a map of the
facilities. “He knew every detail,” Mr. Grossi said. “It was sort of
remarkable.”

76. SNRIU, Commentary on the Dissemination of Information on the
Intention to Start Up ZNPP Units from Subcritical Sondition and
Transfer to Power Levels, March 25, 2025,
https://snriu.gov.ua/en/news/commentary-on-the-dissemination-of-
information-on-the-intention-to-start-up-znpp-units-from-subcritical-
condition-and-transfer-to-power-levels.

212


https://snriu.gov.ua/en/news/commentary-on-the-dissemination-of-information-on-the-intention-to-start-up-znpp-units-from-subcritical-condition-and-transfer-to-power-levels
https://snriu.gov.ua/en/news/commentary-on-the-dissemination-of-information-on-the-intention-to-start-up-znpp-units-from-subcritical-condition-and-transfer-to-power-levels
https://snriu.gov.ua/en/news/commentary-on-the-dissemination-of-information-on-the-intention-to-start-up-znpp-units-from-subcritical-condition-and-transfer-to-power-levels

Nuclear Proliferation’s Next Iteration

International response to Russia’s war on
Ukraine’s nuclear plants

The International Atomic Energy Agency (IAEA) has
played the lead international role in responding to the
threat to Ukraine’s nuclear plants as a result of the
Russian war. However, the results do not inspire
confidence that nuclear disaster can be avoided — either in
the Ukraine context, or in future conflicts. The response
to the Russian attack on Chernobyl and the Zaporizhzhia
nuclear plant was on 2 March 2022 when the IAEA Board
of Governors were presented what were to become known
as the Seven Pillars of nuclear safety and security:”’

1. The physical integrity of the facilities — whether it
is the reactors, fuel ponds, or radioactive waste
stores — must be maintained;

2. All safety and security systems and equipment
must be fully functional at all times;

3. The operating staff must be able to fulfil their
safety and security duties and have the capacity to
make decisions free of undue pressure;

4. There must be secure off-site power supply from
the grid for all nuclear sites;

5. There must be uninterrupted logistical supply
chains and transportation to and from the sites;

77. International Atomic Energy Agency (IAEA), IAEA Director
General Calls for Restraint, Reiterates Need to Ensure Safety of
Ukraine’s Nuclear Facilities and Their Staff, March 2, 2022,
https://www.iaea.org/newscenter/news/iaca-director-general-calls-
for-restraint-reiterates-need-to-ensure-safety-of-ukraines-nuclear-
facilities-and-their-staff.
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6. There must be effective on-site and off-site
radiation monitoring systems and emergency
preparedness and response measures; and

7. There must be reliable communications with the
regulator and others.

All Seven Pillars have been compromised by the Russian
occupation of the ZNPP. Efforts were made to agree a
nuclear safety and security protection zone at the ZNPP
during the fall of 2022.7® However, Russia had rejected
the concept.” Despite repeated claims by the IAEA that
they were pursuing the demilitarized route, by March
2023 it was ruled out by Director General Grossi.?® Two

78. TAEA, Nuclear Safety, Security And Safeguards In Ukraine, 2nd
Summary Report by the Director General 28 April — 5 September
2022, www.iaea.org/sites/default/files/documents/ukraine-
2ndsummaryreport _sept2022.pdf; “Russia-Ukraine War U.N.
Inspectors Call for Security Zone Around Nuclear Plant,” New York
Times, September 6, 2022,
https://www.nytimes.com/live/2022/09/06/world/ukraine-russia-war
79. Russia’s permanent representative to the United Nations, Vasily
Nebenzya, told Interfax on Friday that Moscow must “protect” the
Zaporizhzhia plant. A withdrawal of its troops would make the
facility “vulnerable ... to provocations and terrorist attacks,” he said,
(“Russia rejects UN calls for demilitarized zone around Ukraine
nuclear plant,” The Guardian, August 12, 2022,
https://www.theguardian.com/world/2022/aug/12/ukraine-war-
zaporizhzhia-nuclear-power-plant-iaca-un-watchdog-warns-
catastrophic-consequences).

80. We are not talking about a demilitarized zone. We are very aware
of the added complications that that would bring, especially in an area
of active combat. This would be extremely difficult to do, to verify, to
implement. And you have the mile-plus-one out of the demilitarized
zone, which would be extremely militarized. So we are not looking
into that, (Paul C. Warnke Lecture on International Security With
Rafael Mariano Grossi, Wednesday, March 22, 2023,
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months later, the Director General presented the five
principles to avert nuclear disaster.?! On 30 May 2023 the
IAEA Director General Rafael Mariano Grossi (DG)
presented to the United Nations Security Council (UNSC)
the proposal for both Russia and Ukraine to abide by five
principles:%?

1. no attack from or against the plant;

2. no use of the plant as storage nor as a base for
heavy weapons or military personnel;

3. no placement of off-site power at risk;

4. the protection of all essential structures, systems
and components from attacks or sabotage; and

5. no action which undermines these principles.

As with the earlier Seven Pillars, Russia has consistently
violated all five principles. In his address to the UNSC,
the TAEA DG stated that the ITAEA Support and
Assistance Mission to Zaporizhzhia, (ISAMZ) would
report to the DG on the observance of these principles and
that he would report publicly, including to [AEA member
states and the UNSC on any violation of these principles.
The DG respectfully asked both sides to observe these
five principles and for the members of the UNSC to

https://www.cfr.org/event/paul-c-warnke-lecture-international-
security-rafael-mariano-grossi).

81. “IAEA chief outlines five principles to avert nuclear
‘catastrophe’ in Ukraine,” UN News, May 30, 2023,
https://news.un.org/en/story/2023/05/1137172#:~:text=Grossi's%20pr
oposals%20t0%20ensure%20the.the%20territory%200f%20the%20pl
ant.

82. UN News, May 30, 2023.
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unambiguously support them.®? The DG then added that
the five principles were hereby established, and that the
Agency intended to start monitoring these principles
through ISAMZ.3* However, in the two years since May
2023, there have been no significant reporting by the
IAEA DG on the compliance or non-compliance by
Russia forces or Ukraine.

The fundamental issue is Russia’s occupation and broader
war against Ukraine and the five IAEA principles failed
to demand an end to Russia’s occupation of the ZNPP. If
the principles were to have any practical purpose then the
state of compliance by Russia and Ukraine should be
reported be disclosed and reported on.

The failure of the IAEA leadership to accurately report on
violations of Pillars and Principles is only part of the
problem when it comes to confronting Russia’s nuclear
aggression. The failure to impose major nuclear sanctions
against the Russian state, and specifically Rosatom, has
sent the signal that even the unique event of an operating
commercial nuclear plant being attacked and illegally
occupied is not significant compared to sustaining
business interests. Key European nations actively
supporting Ukraine in its war against Russia, are also
directly undermining those efforts by continuing and even
expanding their nuclear ties with Rostom. The multiple
contracts between the French state corporation
Framatome and its partners together with Rosatom in new

83. UN News, May 30, 2023.
84. UN News, May 30, 2023.
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Russian reactor construction projects in Hungary, Turkey
and Egypt, as well as in the servicing Russian nuclear
plants, is the most obvious case of policy failure.®> The
events in Ukraine since the first Russian attack on
Chernobyl in February 2022 to the present mean that
there should be no business as usual with the Russian
nuclear industry and their partners. And, in the months
and years ahead when the lessons to learn from Russia’s
war on Ukraine’s nuclear plants are being considered,
legal instruments and technical fixes might dominate the
debate, but center stage should be the complete and utter
failure to punish the aggressor.

Measures to counter impact of war on nuclear
plants

Given the fragility of the Ukrainian electricity system due
to more than three years of military attacks by Russia on
the civilian electricity system, there is uncertainty on how
much the system can further endure before it collapses.
Measures that are applied to the Ukraine context are
equally applicable to nuclear plants internationally. In the
first instance active protection of a limited number of key
substations, but there remains the question how protected
these are in terms of sustained larger scale Russian
attacks.

85. Russia’s Atomic Partners: Framatome, Siemens Energy And
Rosatom How European companies are supporting a criminal
Russian state nuclear company — and Why EU Sanctions Are Needed
to Stop It, July 2023,
www.greenpeace.de/publikationen/Rosatom_Report G.pdf
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While stopping Russian military strikes is the first and
immediate priority over the next few years, there are other
measures that should be prioritized and which have major
lessons globally. These include: the decentralized
installation of Battery Energy Storage Systems, combined
with the rapid growth of wind and solar power. ENTSO-E
should further increase the interconnection capacity with
Ukraine. The combination of a strong high-tension grid,
including interconnections, with a fast growth of
decentralized generation, energy efficiency and smart grid
technologies is the best way forward to build a secure,
resilient power system for Ukraine and clearly has lessons
globally.

Conclusion and recommendations

Commercial nuclear power plants were never designed to
withstand the physical forces unleashed during the
conduct of war. While technically possible to take
measures to reduce some of the risks, the fundamental
challenge is that nuclear plants, and their radiological
inventory remain highly vulnerable during war. Legal
instruments have attempted to deter armed attack on
nuclear power plants, but clearly in the case of Ukraine
they have failed to prevent Russia from deliberately
targeting nuclear plants across the nation. They are central
to Russia’s warfighting and war aims. In light of this there
is no clear path for preventing nuclear plants from being
targeted in future conflicts and in preventing them from
suffering catastrophic failure. The implications of this for
the existing nuclear power plants, as well as the future
planned deployment of nuclear power plants have not
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been addressed by government or industry. The decades
long efforts to regulate the nuclear industry is a history of
resistance — by the nuclear industry. Post 9/11
assessments of the threat to nuclear plants in the United
States led to similar resistance on the part of the U.S.
nuclear industry. They argued to the NRC that any
revision to the scope of the Design Basis Threat (DBT),
“must be clear, asserted that the DBT cannot be greater
than the largest threats against which private sector
facilities can reasonably be requested to defend
themselves, and threats beyond the DBT are reasonably
the responsibility of the national defense system.”

The consideration of enemy state armed attacks against
nuclear plants formed the basis of Enemy of the State
Rule in 1968 by the Atomic Energy Commission, AEC.
In considering a petition in relation to the potential for an
armed attack by Cuban military against the Turkey Point
nuclear plant in Florida, the AEC concluded that, "The
protection of the United States against hostile enemy acts
is a responsibility of the nation's defense establishment
and of the various agencies having internal security
functions. The power reactors which the Commission
licenses are, of course, equipped with numerous features
intended to assure the safety of plant employees and the
public. The massive containment and other procedures
and systems for rapid shutdown of the facility included in
these features could serve a useful purpose in protection
against the effects of enemy attacks and destructive acts,
although that is not their specific purpose. One factor
underlying the Commission's practice in this connection
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has been a recognition that reactor design features to
protect against the full range of the modern arsenal of
weapons are simply not practicable and that the defense
and internal security capabilities of this country
constitute, of necessity, the basic ‘safe-guards' as respects
possible hostile acts by an enemy of the United States.”
As was noted at the time, for the AEC to have included in
design considerations the potential threat of an enemy
state to a nuclear plant would have meant that, “the
Commission has essentially decided (is) that to impose
such a burden would be to stifle utterly the peaceful
utilization of atomic energy in the United States.” While
the NRC has subsequently evolved the Design Basis
Threat (DBT) it considers it to be consistent with the
Enemy of the State Rule which remains in effect.

Even when confronted by real world evidence in
particular from the impact of the Chornobyl disaster and
post-Fukushima lessons, the global nuclear industry has
sought to delay, water-down and overturn efforts to apply
more rigorous standards.¢ This was most recently evident
in the efforts of the U.S. nuclear industry following the
2011 Fukushima nuclear disaster which successfully
resisted regulatory efforts that would require plant owners
to reassess flood and earthquake hazards.®’

86. Victor Gillinsky, “When 10,000 square miles of contamination is
an acceptable risk: The NRC’s faulty concept,” The Bulletin of
Atomic Scientists, January 29, 2017, see
https://thebulletin.org/2017/01/when-10000-square-miles-of-
contamination-is-an-acceptable-risk-the-nrcs-faulty-concept/.

87. Nuclear Regulatory Commission, “Mitigation of Beyond-Design-
Basis Events: A Rule by the Nuclear Regulatory Commission,”
Federal Register 84, no. 154 (August 9, 2019): 40084-40101,
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In considering the immediate issue of measures for
Ukraine and the Russian threat to its nuclear
infrastructure:

e Russia must stop any further attack on the
electricity system of Ukraine, and not only the
nuclear plants and the most critical substations;

e The international community needs to apply all
possible pressure on Russia to stop the attacks;

e The IAEA, with the full support of member
states, should implement its planned extended
mission in Ukraine to deploy inspectors to
critical electricity infrastructure, specifically
substations essential for nuclear power plant
operation, and thus act as a deterrent to further
Russian military attacks;

e Extend and apply faster international support to
rebuild Ukraine’s damaged energy infrastructure
and to protect it;

e Increase further the import capacity through the
ENTSO-E grid interconnections to Ukraine;

e On electricity demand side — expand energy
efficiency measures and smart meters and extend
and apply demand-side management;

https://www.federalregister.gov/documents/2019/08/09/2019-
16600/mitigation-of-beyond-design-basis-events. See also Edwin
Lyman, “Fukushima 10 Years Later: It Still Could Happen Here,”
Union of Concerned Scientists, March 11, 2021.
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e On  electricity  generation —  further
decentralization, industrial-scale Battery Energy
Storage Systems to be combined with solar PV
and wind power to make Ukraine less vulnerable
to attacks.

Russia’s targeting of Ukraine’s electricity system,
nuclear risks and the International Atomic Energy
Agency JAEA)

Chronology (as of 22 November 2024)

24 February 2022% — Russian armed forces and
Russian nuclear state corporation Rosatom attack and
occupy the Chornobyl nuclear power plant in northern
Ukraine. The occupation ended six weeks later.

4 March 2022% — Russian armed forces attack and
occupy the six nuclear reactors at the Zaporizhzhia
nuclear plant in Zaporizhzhia Oblast. The illegal
occupation continues.

88. Iryna Balachuk, “Russia is trying to occupy the Chernobyl
nuclear power plant, this is a declaration of war to Europe —
Zelensky,” Pravda Ukraine, February 24, 2022,
https://www.pravda.com.ua/eng/news/2022/02/24/7325472/.

89. “Zelenskyy's Office on Zaporizhia NPP attack: ‘Every Russian
soldier understood all possible consequences’," Pravda Ukraine,
March 4, 2022,
https://www.pravda.com.ua/eng/news/2022/03/4/7328121/.
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23 October 2022°° — A massive Russian missile
attack led to a decrease in the frequency in Ukraine’s
grid. The reactors at Rivne, South Ukraine and

Khmelnytskyi remained in project mode or house
load, not generating electricity for the grid, but
sufficient to power the site. The power supply for
Zaporizhzhia nuclear reactors was also stopped and
the plant operated with emergency diesel generators.

22 March 2024°! — Russia launches its largest attack
on Ukraine’s electrical system. The then CEO of
Ukrenergo Vladimir Kudritsky called the attack on the
energy system, “the largest since the start of the full-
scale war.” The attack was characterized by the use of
combined weapons. The strikes were carried out on

various regions of Ukraine, on thermal and
hydroelectric power plants, as well as on main
substations managed by Ukrenergo.

26 August 2024°> — Russian fires over 200 missiles at
Ukraine, targeting energy infrastructure, including

90. “Situation at Ukrainian nuclear power plants,” State Nuclear
Regulatory Inspectorate of Ukraine, November 23, 2022,
https://snriu.gov.ua/news/sytuatsiia-na-ukrainskykh-aes.

91. “Russia Attacks Ukraine's Energy Infrastructure. The Dam of the
Dnieper Hydroelectric Station Was Hit. Kharkiv Left Without
Power,” Meduza, March 22, 2024,
https://meduza.io/feature/2024/03/22/rossiya-atakovala-
energeticheskuyu-infrastrukturu-ukrainy-udar-nanesen-po-plotine-
dneproges-harkov-ostalsya-bez-sveta.

92. “The massive attack on August 26 and its continuation on August
27: where the Russians hit (MAP),” Texty.org.ua, August 28, 2024,

223



Nuclear Proliferation’s Next Iteration

electric power substations in Kharkiv, Odesa,
Vinnytsia, Zhytomyr, Rivne, Lviv, and Ivano-
Frankivsk regions. Around 8 million households lost
power without warning; the capital, Kyiv, experienced
its first unscheduled blackout since November 2022.

26 August 2024°% — Ukrainian President Volodymyr
Zelenskyy held a meeting of the Staff of the Supreme
Commander-in-Chief today, August 26. "The meeting
of the Staff of the Supreme Commander-in-Chief.
Restoration of energy infrastructure following one of
the largest Russian attacks. At least 127 missiles and
109 drones," the President wrote. During the meeting,
reports were given by Air Force Commander of the
Armed Forces of Ukraine Mykola Oleshchuk,
Minister of Internal Affairs Thor Klymenko, Minister
of Energy German Valeriiovych Galushchenko, and
Chairman of the Board of NEC Ukrenergo Volodymyr
Kudrytsky.

28 August 2024 — Ukraine government
communication to IAEA, INFCIRC 1242, “On 26

https://texty.org.ua/fragments/113272/massive-attack-august-26-and-
its-continuation-august-27-where-russians-hit-map/.

93. Kateryna Shkarlat, “Russia launches at least 127 missiles and 109
drones at Ukraine — Zelenskyy,” RBC-Ukraine, August 26, 2024,
https://newsukraine.rbc.ua/news/russia-launches-at-least-127-
missiles-and-1724689369.html.

94. International Atomic Energy Agency, Communication Received
from Ukraine Concerning the Export of Nuclear Material,
INFCIRC/1242 (Vienna: IAEA, February 8, 2024),
https://www.iaea.org/sites/default/files/publications/documents/infcir
¢s/2024/infcirc1242.pdf.
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August 2024, the Russian Federation launched a
massive missile and drone attack on Ukraine's critical
infrastructure and energy sector with the objective of
paralyzing the operation of power generation facilities
of Ukraine. As a result of the attack, at 08:58 (EEST},
power units 1, 3 and 4 of the Rivne Nuclear Power
Plant were disconnected from the grid. At 09:05
(EEST), the South Ukraine Nuclear Power Plant units'
power was decreased to a total level of 1,800 MW.
Due to fluctuations in the national power grid caused
by Russia's attack, at 17:10 (EEST}, power unit 3 of
the South Ukraine NPP was disconnected from the
grid. The Russian Federation continues to deliberately
target Ukraine's energy infrastructure, intending to
disrupt the operation of the country's nuclear power
plants, which provide most of Ukraine's electricity.
Russian attacks pose a significant risk to the stable
operation of nuclear facilities in Ukraine and the
safety of millions of people.”

3 September 2024° — Agreement reached during
meeting between President of Ukraine Volodymyr
Zelenskyy and International Atomic Energy Agency,
(IAEA) Director General Rafael Mariano Grossi on 3
September 2024 on expanding [AEA mission to

electric substations. The President also briefed his
interlocutor on the consequences of the massive

95. Office of the President of Ukraine, “Volodymyr Zelenskyy Met
with the Director General of the IAEA,” President of Ukraine, May
14, 2024, https://www.president.gov.ua/en/news/volodimir-zelenskij-
zustrivsya-z-generalnim-direktorom-magat-92993.
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Russian attacks on Ukraine's energy infrastructure
with ballistic and cruise missiles, along with kamikaze
drones, which led to the temporary disconnection of
NPP units from the grid and a reduction in their
capacity. “The shelling of critical infrastructure by the
Russian Federation is the largest threat to the safe
operation of nuclear power plants in Ukraine. It
primarily affects ordinary people,” the Head of State
emphasized.

6 September 2024° — Oleh Korikov, Chief State
Inspector for Nuclear and Radiation Safety of Ukraine

at the State Nuclear Regulatory Inspectorate of
Ukraine, (SNRIU) - reported that the IAEA will
expand its presence in Ukraine — at electric substations
important for nuclear plant safety and will be
monitored by permanent missions.

12 September 2024°” — TAEA monitoring personnel
visit one of the electric substations in Ukraine, which
has suffered significant damage as a result of Russian
missile  attacks. Representatives of NNEGC

96. “Oleh Korikov: IAEA will expand its presence in Ukraine -
substations important for NPP safety will be monitored by permanent
missions,” State Nuclear Regulatory Inspectorate of Ukraine,
September 6, 2024, https://snriu.gov.ua/en/news/oleh-korikov-iaea-
will-expand-its-presence-in-ukraine-substations-important-for-npp-
safety-will-be-monitored-by-permanent-missions

97. “The IAEA expands monitoring missions in Ukraine to include
infrastructure facilities that have an impact on NPP safety,” State
Nuclear Regulatory Inspectorate of Ukraine, September 13, 2024,
https://snriu.gov.ua/en/news/the-iaca-expands-monitoring-missions-
in-ukraine-to-include-infrastructure-facilities-that-have-an-impact-on-
npp-safety.
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«Energoatom», NPC "Ukrenergo" and SNRIU and the
IAEA conducted a site visit and inspection,
documented the damage sustained by the facility as a
result of missile attacks, discussed the impact of these
damages and losses on the safety of nuclear power
plants in Ukraine and prepared a technical report to
the IAEA Director General.

24 September 2024°® — President Volodymyr
Zelenskyy warns the United Nations Security Council
that Russia is planning attacks on three nuclear plants
in Ukraine. "Now, as we near the third winter of this

war, Russia is once again trying to destroy our energy
system. And this fall, they are being even more
cynical: they are preparing to target our nuclear power
plants. Three of them. We have this information and
we have proof of this. If Russia is ready to go that far,
it means nothing that you value matters to Moscow.”

2 October 2024%° — Greenpeace International sends
urgent communique to IAEA Director General Grossi

calling for deployment of inspectors to nuclear and
electrical infrastructure in Ukraine, specifically
electric substations. It comes as the environmental

98. Tetyana Oliynyk, “Russia wants to attack three Ukrainian nuclear

power plants — Zelenskyy,” Pravda Ukraine, September 24, 2024,
https://www.pravda.com.ua/eng/news/2024/09/24/7476609/.

99. Greenpeace Ukraine, “Greenpeace urges IAEA to step up
inspections in Ukraine as war enters ‘uniquely dangerous phase’,”
Greenpeace, October 2, 2024,
https://www.greenpeace.org/ukraine/en/novyny/2985/greenpeace-

urges-iaea-to-step-up-inspections-in-ukraine-as-war-enters-uniquely-

dangerous-phase/.
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group’s Kyiv office released a new analysis warning
that Ukraine’s nuclear safety crisis was entering a
‘uniquely dangerous phase’ due to repeated Russian
attacks on the electric system. The communique to DG
Grossi was accompanied with a Greenpeace new
analysis'% of the risks in Ukraine.

21 October 2024'%! — European Commissioner for
Energy Kadri Simson announced at a meeting of the
EU Council of Ministers three million euros funding
for IAEA missions in Ukraine, in particular for
missions at electric substations. Commissioner Simson
warned that, "Russian attacks on substations critically
important for the operation of Ukrainian nuclear

power plants pose serious threats. We support the
work of IAEA missions at such substations, and we
allocate 3 million euros to meet the corresponding
needs”.

21-27 October 2024'2 — JAEA inspectors conduct
mission to seven substations critical to operation of

100. Greenpeace, Analysis on Risk of Unprecedented Nuclear
Disaster in Ukraine (Vienna: Greenpeace Austria, October 2024),
https://greenpeace.at/uploads/2024/10/copy-of-greenpeace-analysis-
on-risk-of-unprecedented-nuclear-disaster-in-ukraine.pdf.

101. “Ukraine : Meeting of EU Energy Ministers: preparedness for
nuclear power generation and support for nuclear safety,” Energy
Central, October 21, 2024, https://energycentral.com/news/ukraine-
meeting-eu-energy-ministers-preparedness-nuclear-power-
generation-and-support-nuclear

102. “The IAEA conducted an extended monitoring mission at
electrical substations important for the safety of Ukrainian NPPs,”
State Nuclear Regulatory Inspectorate of Ukraine, October 28, 2024,
https://snriu.gov.ua/en/news/the-iaea-conducted-an-extended-
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Ukraine’s nuclear power plants, accompanied by
officials from Ukraine’s national nuclear regulator,
SNRIU; grid operator, Ukrenergo; and reactor
operator, Energoatom. The SNRIU described the
Russian attacks (on substations) as, “a deliberate
crime of the nuclear power, which can be stopped only
by joint efforts of the IAEA and its member states”,
Head of SNRIU - Chief State Inspector for Nuclear
and Radiation Safety of Ukraine Oleh Korikov.

31 October 2024!'% — The Foreign Ministry of
Ukraine in a submission to IAEA member states,
warns of continued threats to its nuclear plants,
including two weeks of multiple UAV/Shahed drones
flying in proximity to the South Ukraine nuclear plant
and Khmelnytskyi nuclear plant.

7 November 2024'% — At a meeting of the Permanent
Council of the Organization for Security and
Cooperation in Europe (OSCE), the UK delegation

monitoring-mission-at-electrical-substations-important-for-the-safety-
of-ukrainian-npps.

103. International Atomic Energy Agency, Communication Dated 24
April 2024 Received from the Permanent Mission of Ukraine to the
Agency, INFCIRC/1257 (Vienna: IAEA, April 30, 2024),
https://www.iaca.org/sites/default/files/publications/documents/infcir
¢s/2024/infcirc1257.pdf.

104. Foreign, Commonwealth & Development Office and UK
Delegation to the OSCE, “Russia’s Deliberate Attacks Against
Ukraine’s Energy Infrastructure Seek to Punish Ukrainian Civilians:
UK Statement to the OSCE,” GOV.UK, November 7, 2024,
https://www.gov.uk/government/speeches/russias-deliberate-attacks-
against-ukraines-energy-infrastructure-seek-to-punish-ukrainian-
civilians-uk-statement-to-the-osce.
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warned of Russia’s threats to Ukraine’s nuclear plants.
The UK delegate stated that, “We have also heard
Russia threaten Ukraine in this room that it could turn
off 75% of its remaining electricity by hitting just five
targets. This could only be a reference to Ukraine’s
nuclear power plants. Such threats are unacceptable.
As is the risk to Ukraine’s nuclear power plants of an
unreliable power supply due to Russia’s sustained
attacks against Ukraine’s grid.”

14 November 2024' — Russian Foreign Ministry
warned IAEA Director General that the IAEA mission
to the Zaporizhzhia nuclear plant is subject to the
approval by the Government of the Russian Federation
and will last as long as our country believes that their
presence there is justified.

15 November 2024'% — The Foreign Ministry of
Ukraine in its latest submission to the IAEA member
states, warns of continued threats to its nuclear plants,
including violation of its airspace by UAV/drones at
the South Ukraine nuclear plant.

105. “Foreign Ministry statement in connection with
pronouncements by IAEA Director General Rafael Grossi on the
presence of IAEA Secretariat’s representatives at the Zaporizhzhia
NPP,” Ministry of Foreign Affairs of the Russian Federation,
November 14, 2024, https://mid.ru/en/foreign_policy/news/1981661/.
106. International Atomic Energy Agency, Communication Dated 30
April 2024 Received from the Permanent Mission of the Russian
Federation to the Agency, INFCIRC/1258 (Vienna: IAEA, May 2,
2024),
https://www.iaea.org/sites/default/files/publications/documents/infcir
¢s/2024/infcirc1258.pdf.
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17 November 2024'%7 — Russia launched its biggest
attack on Ukraine’s energy infrastructure with firing
than 200 missile and drones at Ukraine’s energy grid
overnight and in the early morning. It forced the
countries grid operator to announce nationwide

electricity rationing for the 18 November.

20 November 2024!9% — Greenpeace restates its
demand for immediate IAEA intervention to protect
Ukrainian substations related to the operation of
nuclear power plants. Greenpeace Ukraine warned
that, “The TAEA, despite repeated warnings about
planned Russian attacks on Ukrainian nuclear power
plants, visited the power stations only twice in almost
three months. They need to make a full-scale
deployment of their personnel at the power stations
immediately, before it is too late... The IJAEA must
resist Russian pressure and protect Europe from a
potential nuclear disaster comparable to Fukushima in
2011 or even Chernobyl in 1986 with potentially huge
radiation consequences...In the event of a grid failure,
Ukraine may not be able to restore the connection of

107. Dan Sabbagh, “Russia targets Ukraine’s power grid in biggest
missile strike in months,” The Guardian, November 17, 2024,
https://www.theguardian.com/world/2024/nov/17/russia-targets-
ukraines-power-grid-in-biggest-missile-strike-in-months-officials-
say.

108. “Greenpeace demands immediate deployment of [AEA
protection mission to Ukraine to avoid nuclear catastrophe,”
Greenpeace, November 20, 2024, https://greenpeace.at/cee-press-
hub/greenpeace-demands-immediate-deployment-of-iaea-protection-
mission-to-ukraine-to-avoid-nuclear-catastrophe/.
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nuclear power plants to the grid for several weeks due
to increasing damage to its power system. This will
lead to the loss of the cooling function at one or more
stations, which will inevitably lead to the melting of
nuclear fuel and a large-scale radiological release.
Potentially, this scenario can cascade over reactors at
one site and at several nuclear plants."

21 November 2024'% — The UK Ambassador to the
IAEA, states to the Board of Governors, “he findings
from the Agency’s field visits to seven electrical
substations, key to supplying power to Ukraine’s

nuclear power plants are worrying. In particular: The
“extensive damage to the equipment” of all seven
substations; That “the capabilities of the electrical grid
to provide a reliable off-site power supply to
Ukrainian NPPs were significantly reduced”; and That
the “damage done to the to the electrical grid during
Russia’s attacks on 26 August 2024” - when at least
127 Russian missiles and 109 drones targeted key
energy facilities across the country - “has significantly
impacted the operations of several reactors, resulting
in equipment damage and malfunctions”. This report,
and the DG’s seven Pillars are clear: a stable off-site
power supply for all nuclear sites is essential for

109. Foreign, Commonwealth & Development Office and Corinne

Kitsell OBE, “Nuclear safety, security and safeguards in Ukraine: UK

national statement to IAEA Board, November 2024,” GOV.UK,
November 21, 2024,
https://www.gov.uk/government/speeches/nuclear-safety-security-
and-safeguards-in-ukraine-uk-national-statement-to-iaea-board-
november-2024.

232



Nuclear Proliferation’s Next Iteration

nuclear safety. It is deeply concerning that renewed
Russian attacks last weekend targeted Ukraine’s
energy infrastructure once again, putting nuclear
safety and security under further pressure. If the
Russian Federation is serious about “strengthening”
nuclear safety, it would immediately halt these
dangerous attacks.

21 November 2024'° — M.I. Ulyanov, Russian
Ambassador to the IAEA criticizes the October IAEA
inspection of Ukraine substations, stating that “the
description of the Agency's monitoring missions to
Ukraine on 12 September and 20-27 October raises
serious questions.”

21 November 2024!'"" — TAEA DG presents report to
Board of Governors, including details on the October
mission to substations. The TAEA DG reported that,
“Agency staff discussed with experts from
Energoatom, the challenges to nuclear safety that the
NPPs would face following a collapse of the electrical
grid. Following stabilization of the NPPs utilizing the

110. “Statement by the Governor of the Russian Federation,
Permanent Representative of the Russian Federation to the
International Organizations in Vienna M.I. Ulyanov on item 6 of the
agenda of the session of the IAEA Board of Governors, Vienna, 21
November 2024,” Ministry of Foreign Affairs of the Russian
Federation, November 23, 2024,
https://www.mid.ru/ru/maps/ua/1983406/

111. International Atomic Energy Agency, Implementation of the
NPT Safeguards Agreement in Ukraine: Report by the Director
General, GOV/2024/63 (Vienna: IAEA, November 13, 2024),
https://www.iaea.org/sites/default/files/documents/gov2024-63.pdf.

233



Nuclear Proliferation’s Next Iteration

on-site emergency power supply, the timely
restoration of the electrical grid would depend on the
availability of independent sources of oft-site power,
critical substations and power lines forming the
backbone of the grid. An electrical grid of sufficient
capacity to provide stable off-site power to the NPPs
is essential to nuclear safety, minimizing the
occurrence of reactor power transients.”

21 November 2024!''? — U.S. Ambassador to the
IAEA, Laura Holgate statement on Russian targeting
of Ukraine’s energy system, including, Notably,
Russia’s unceasing bombardments of Ukraine’s
critical energy infrastructure have directly affected
Ukraine’s ability to effectively implement sound
nuclear safety and security measures at all of its

nuclear power plants.  These cruel and dangerous
attacks have forced Ukraine to request the Agency to
take a more proactive stance by visiting its
substations. We thank the IAEA for its efforts at the
substations and the impacts of Russia’s attacks on
nuclear safety in Ukraine. According to the report,
Agency staff discussed with experts from Energoatom
the challenges to nuclear safety that Ukraine’s nuclear
power plants would face following a collapse of the
electrical grid. It is evident that an electrical grid of
sufficient capacity is essential to provide stable off-

112. “U.S. Statement — Agenda Item 6: IAEA Board of Governors
Meeting, November 2024,” U.S. Mission to International
Organizations in Vienna, November 22, 2024,
https://vienna.usmission.gov/u-s-statement-agenda-item-6-iaea-
board-of-governors-meeting-november-2024/.
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site power to the nuclear power plants. Russia’s
actions continue to compromise Pillar Four of the
Seven Pillars, which states “there must be a secure
off-site power supply from the grid for all nuclear
sites.” The Seven Pillars and Five Principals must be
upheld.”

21 November 2024''* — Ukraine Energy Minister
Herman Galushchenko in meeting with EU
representatives to the IAEA in Vienna said that, “The
IAEA should take more radical measures against
Russia due to attacks on substations critical for
nuclear power plants... Blackout or emergency
shutdown of nuclear plants is their main priority.
Therefore, the risks of any nuclear accident are
incredibly  high." the energy minister told

representatives of European countries. “Thanks to the
air defense forces and the concerted actions of
Ukrainian energy workers, the catastrophic scenario
was avoided. However, Russia does not stop trying to
destroy the infrastructure critical to nuclear energy.”

21 November 2024''* — In response to demands for
the return of IAEA inspections to Ukraine substations,

113. “IAEA should take more radical measures against Russia due to

attacks on substations critical to nuclear power plants — Herman
Galushchenko,” Ministry of Energy of Ukraine, November 21, 2024,
https://mev.gov.ua/novyna/mahate-maye-vzhyty-radykalnishykh-
zakhodiv-proty-rosiyi-cherez-ataky-na-krytychni-dlya-aes

114. “Ukraine stresses importance of implementing IAEA resolution

due to threat at Zaporizhia NPP,” Cyoebno-topuouuecxas eazema,

November 21, 2024, https://sud.ua/uk/news/ukraine/316243-ukraina-
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IAEA DG Grossi states that, "We must continue
monitoring in order to document the consequences of
this attack and in order to avoid such attacks in the
future," Galushchenko said. In turn, the Director
General of the IAEA promised to organize relevant
missions to assess the situation.

22 November 2024''> — United Nations experts from
the Office of the High Commission for Human Rights
issue a statement on the crisis in Ukraine. Warning

that, “While the International Atomic Energy Agency
(IAEA) agreed to expand its mission to Ukraine to
include inspection of electric substations, progress
has been limited. Despite the urgency of the
situation, full implementation of an expanded
monitoring mission had yet to be announced by the
IAEA,” the experts noted. Only one mission was
completed in October 2024, with no subsequent
missions scheduled.” The United Nations experts
stated that, “We reiterate our urgent appeal for
Russian armed forces to immediately cease their
attacks against Ukraine’s power generation plants,
substations, transmission and distribution lines and
other energy infrastructure and to avert the risk of
nuclear disaster,” the experts concluded, emphasizing
the immediate need for action to prevent catastrophic
consequences. The UN office in Ukraine, also stated

podcherkivaet-vazhnost-vypolneniya-rezolyutsii-magate-iz-za-
ugrozy-na-zaporozhskoy-aes.

115. “Russian strikes on Ukraine’s energy system risks nuclear
disaster: Rights experts,” UN News, November 25, 2024,
https://mnews.un.org/en/story/2024/11/1157441.
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that, the attacks resulted in scores of casualties,
including children, and significantly damaged civilian
infrastructure, particularly in Kharkiv, in Odesa and
Zaporizhzhia, according to local authorities and UN
partners on the ground. As a result of the damage,
nearly 150,000 families, as well as hospitals, schools
and businesses, are currently without heating in the
Dnipro and Ivano-Frankivsk regions, where
temperatures have dropped below =zero degrees
centigrade, OCHA said, citing local authorities.

Compiled by author as of 26 November 2024
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Part 11:

Nuclear Wars Between
Smaller States: The Israeli-
Iranian Case
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CHAPTER 6

Understanding Israel's Nuclear
Program

Ido Levy

Following the October 7, 2023 Hamas atrocities, one
Israeli member of Knesset suggested using “doomsday
weapons” in Gaza in response.! The next month, a
minister was suspended from cabinet meetings for
suggesting nuclear weapons use in Gaza as an “option.”?
These extraordinary instances of officials openly referring
to Israel’s undeclared and secretive nuclear capabilities

speak to the grim atmosphere in the country after

1. Nick Mordowanec, “Israeli Official Calls for ‘Doomsday’ Nuclear
Missile Option,” Newsweek, October 10, 2023, sec. News,
https://www.newsweek.com/israeli-official-calls-doomsday-nuclear-
missile-option-1833585.

2. Michael Bachner, “Far-Right Minister Says Nuking Gaza an
Option, PM Suspends Him from Cabinet Meetings,” Times of Israel,
November 5, 2023, https://www.timesofisrael.com/far-right-minister-
says-nuking-gaza-an-option-pm-suspends-him-from-cabinet-
meetings/
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Hamas’s heinous actions. They also partially reflect an
Israeli rethinking of what constitutes an existential threat
to the Jewish state. Since its independence, Israel — born
in the Holocaust’s aftermath, small, and surrounded by
hostile actors—has had to maintain vigilance and
foresight against threats to its existence. Accordingly,
Israeli strategists had to identify these threats to guide
preparations to defend against them. This chapter shows
that the focus of Israeli threat perception has shifted from
hostile conventional forces near Israel’s borders to the
development of unconventional weapons often farther
away from Israel. It scrutinizes Israel’s perception of
existential threat, using publicly available information
about the country’s alleged nuclear program as a foil for
threat perception. I show that initially, Israeli threat
perception fixated on the danger of a successful
conventional invasion by hostile Arab states, as well as
direct Soviet intervention in the Arab-Israeli conflict.
Over time, the focus shifted to the unconventional threat
posed by enemy possession of weapons of mass
destruction. Israeli officials also cite the growth of
Palestinian and Iran-backed terrorist groups as existential
dangers.

The Rationale for a Nuclear Program

Israel won its independence in 1948, in the wake of
WWII and the Holocaust and amid a grueling war to
secure its sovereignty against enemies seeking to prevent
its establishment. The Zionist movement headed by
Israel’s first prime minister, David Ben-Gurion, had for
years been gathering resources and allies to secure a
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future Jewish state in what before 1948 was the British
Mandate of Palestine. Prominent local Arab leaders
opposed Jewish immigration, staging a series of revolts
that culminated in the November 1947 civil war between
Arab communal militias and the Yishuv (organized
Jewish community in Palestine under Zionist leadership)
that initiated the Israeli War of Independence. Following
defeat of the militias in early 1948, Israel declared its
independence on May 14, and several Arab countries
immediately invaded the new state to destroy it in its
infancy.®> By January 1949, Israel prevailed, securing its
existence for the moment, but knowing that its neighbors
were already planning for the next effort to destroy the
Jewish state. Hence, from its earliest days, Israel faced
imminent credible threats to its existence, and defense
planning revolved around this reality.

Ben-Gurion reportedly saw the acquisition of the ultimate
deterrent as a means to guarantee Israel’s survival — and
that of the Jewish people. In his account of Israel’s pursuit
of a nuclear capability, Michael Karpin notes that the
Holocaust loomed large in Ben-Gurion’s thinking. The
destruction of Israel would once more put the Jewish
people at the mercy of those seeking its extermination,
hence the need for a powerful defense posture to deter the
Jewish state’s enemies from trying. As Karpin put it
paraphrasing Ben-Gurion’s sentiments, “If the Arabs lost,

3. For a good history of the Israeli War of Independence see, Benny
Morris, 1948: A History of the First Arab-Israeli War (New Haven,
CT: Yale University Press, 2008).
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they would try again and again and again. If the Jews lost
but once, they would be doomed to extinction.”*

Accounts of Israel’s pursuit of a nuclear capability note
the importance of Israeli cooperation with France to
acquire the necessary materials and knowledge. While
probing various sources to acquire assistance with its
nuclear program, Israel found in the Suez crisis of 1956
an opportunity to secure French aid. Then-senior Israeli
defense official (and future president of Israel) Shimon
Peres played an important role cultivating a defense
alliance with France, spurred on by a common enemy in
Egyptian president Gamal Abdel Nasser, who was
promising to destroy Israel while also supporting an
Algerian rebellion against French rule over that country.’
Nasser brought the France-Israel alliance to its height
with his July 1956 nationalization and closure of the Suez
Canal, in which France, Isracl, and the UK had vital
national interests. In September, France agreed to provide
Israel with a 10-megawatt nuclear reactor. In October, top
Israeli, French, and British officials met secretly in the
French town of Sévres to draw up a plan to invade the
Sinai Peninsula and recover the Canal from Nasser, with
Israel taking on the brunt of the operation and providing
justification for French and British intervention. Karpin

4. Michael Karpin, The Bomb in the Basement: How Israel Went
Nuclear and What That Means for the World (New York: Simon and
Schuster, 2006), 16.

5. Avner Cohen, Israel and the Bomb (New York: Columbia
University Press, 1998), 52; Emmanuel Navon, The Star and the
Scepter: A Diplomatic History of Israel (Lincoln, NE: University of
Nebraska Press, 2020), 146.
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notes that Peres obtained further assurances on help
acquiring a nuclear reactor and uranium from France at a
side meeting during the Seévres Conference, and
confirmed these commitments after the Sinai Campaign
ended.® Ultimately, Israel held up its part, taking over the
Suez Canal in less than a week, though France and the
UK were humiliated when both the United States and
Soviet Union demanded the three belligerents vacate
Egypt’s territory, forcing an end to the campaign.

Karpin posits that France — then possessing advanced
nuclear technology with military ambitions, but not yet a
nuclear weapon — learned from this humiliation, along
with its recent ouster from Indochina, that it needed to
push forward with efforts to acquire its own nuclear
arsenal to preserve its international position and security.’
France itself arguably had as much to gain as Israel did
from cooperation since the latter possessed significant
scientific knowledge that could benefit the French nuclear
program.® In addition, the Soviet ultimatum delivered to
Israel to withdraw from the Sinai contained an explicit
threat to use nuclear missiles on Israel, a threat that
deeply alarmed Israel and France and likely further fueled
the nuclear ambitions of both, according to foremost

6. Michael Bar-Zohar, Shimon Peres: The Biography (New York:
Random House, 2007), 153; Karpin, The Bomb in the Basement, 85—
86, 89.

7. Karpin, The Bomb in the Basement, 79—80, 92.

8. Binyamin Pinkus and Moshe Tlamim, “Atomic Power to Israel’s
Rescue: French-Israeli Nuclear Cooperation, 1949—-1957,” Israel
Studies 7, no. 1 (2002): 104-38.
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historian of Israeli nuclear affairs, Avner Cohen.’ France
would go on to conclude an agreement with Israel by
1957 on nuclear cooperation and play a crucial role in
building Israel’s principal nuclear reactor at Dimona. '

If ever there was a time to dissuade Israel from
proliferation, Cohen argues it was in the late 1950s, when
the United States during the administration of Dwight D.
Eisenhower might have provided substantial security
guarantees that would address Israel’s existential
worries.!! However, two factors militated against this
outcome: Ben-Gurion’s continued resolve to acquire the
bomb and President Eisenhower’s lack of a clear policy
on potential Israeli proliferation. First, Ben-Gurion
remained profoundly fearful of a coalition of Arab states
launching a surprise invasion overwhelming Israel even
before international support could reach it. Hence,
security guarantees alone would be unlikely to assuage
Israeli fears. In fact, although dismissing Ben-Gurion’s
overtures for a formal security pact after the Sinai
Campaign, the Eisenhower administration did implicitly
offer U.S. military intervention in the event of serious
threats to Israel’s independence, as part of the Eisenhower
Doctrine.'?> Announced in January 1957, it promised to

9. Karpin quotes the Soviet ultimatum as reading, “Don’t forget, sirs,
that Russia possesses nuclear weapons, and if you do not stop
dropping paratroop battalions, we may use it against you.” Cohen,
Israel and the Bomb, 57; Karpin, The Bomb in the Basement, §8.

10. Pinkus and Tlamim, “Atomic Power to Israel’s Rescue.”

11. Cohen, Israel and the Bomb, 85.

12. David Tal, “Seizing Opportunities: Israel and the 1958 Crisis in
the Middle East,” Middle Eastern Studies 37, no. 1 (2001): 152.
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commit U.S. troops to defend countries against aggression
by states “controlled by international communism,” and
by extension, the radical Soviet-friendly Arab nationalism
of Nasser.!3 The United States signaled commitment to
this doctrine through its deployment of a contingent of
Marines to Lebanon in July 1958 at the Lebanese
president’s request following mounting pro-Nasser
ferment there, and also relayed messages to Israel
affirming U.S. interest in deterring aggression against the
Jewish state.'* Hardly reassured, Israel tried instead,
unsuccessfully, to leverage the crisis to obtain arms
transfers and the coveted security pact. '

Second, Eisenhower’s lack of clear policy on the nuclear
issue until the last days of his administration precluded
any application of pressure on Israel to dissuade it from
proliferating. According to Karpin, U.S. intelligence
agencies only began examining potential Israeli nuclear
ambitions in 1956, and began U2 reconnaissance flights
over the Negev region in early 1958.'® Cohen notes that
Eisenhower showed little interest in the first aerial
photographs of Dimona taken in 1958, and it was not until
January 1961 — during the final weeks of his
administration — that he clarified his opposition to Israeli
nuclear proliferation.!” By then, there was not much more

13. Douglas Little, “His Finest Hour? Eisenhower, Lebanon, and the
1958 Middle East Crisis,” Diplomatic History 20, no. 1 (1996): 34
14. Little, “His Finest Hour?””; Tal, “Seizing Opportunities,” 147.
15. Tal, “Seizing Opportunities.”

16. Karpin, The Bomb in the Basement, 152-53.

17. Cohen, Israel and the Bomb, 83, 97.
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he could have done and Israel’s nuclear program was
reportedly well underway.

Moreover, Ben-Gurion reportedly pushed ahead with his
dreams of proliferation over the objections of most of
Israel’s scientific community. Acclaimed chemist, leading
Zionist figure, and first president of Israel Chaim
Weizmann bitterly opposed any state involvement in
scientific research, let alone in pursuit of nuclear
capabilities, and shielded the scientists he employed at his
Sieff Research Institution (later renamed the Weizmann
Institute of Science) from recruitment to state projects.'®
Most scientists in Israel concurred, preferring the
autonomy of academic freedom that Weizmann offered
and opposing efforts to establish government-directed
research projects.!” Ben-Gurion tried creating a cadre of
dedicated nuclear scientists by charging talented chemist
Ernst David Bergmann, one of few friends he had in the
scientific community, with implementing a program to
sponsor foreign study for Israeli physicists on condition
they serve the state on their return. However, Karpin
notes that Israeli nuclear research virtually came to a halt
in 1953-1954 as, amid Ben-Gurion’s brief resignation
from the premiership, new political leadership that viewed
proliferation as an unnecessary expense allowed the
closure of government nuclear research and the transfer of
its scientists to the Weizmann Institute.?

18. Karpin, The Bomb in the Basement, 33-34.
19. Karpin, 38.
20. Karpin, 48-50.
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Besides Weizmann’s push for academic freedom, Israeli
scientists also opposed proliferation efforts on the
grounds that Israel was too small to produce the bomb.
Prominent scientist Amos de Shalit had such concerns,
arguing that Israel did not have the resources for the
task.?! In addition, he feared Israel’s threshold for using
nuclear weapons would be lower due to the existential
threats it faced as a small country. In a 1955 letter to
senior defense official Munya Mardor in response to an
initiative by Bergmann to acquire plutonium via the U.S.
“Atoms for Peace” program, de Shalit wrote, “it is
impossible to rely on a small country like this that in an
hour of despair, with its back to the wall, it will not use
this unearthly weapon.”?? Karpin recounts that the letter
flustered Ben-Gurion, who then forbade exploiting U.S.
nuclear assistance for military purposes and ordered
Bergmann to tread more carefully in the future, but that it
did not move the prime minister from his nuclear
ambitions.?

Cohen recounts that as the nuclear program advanced,
Israeli  strategists seriously considered doomsday
scenarios in their plans, referring to them as “mikre
hakol,” Hebrew for “everything situation.”?* As he writes,
“This kind of planning was unique to Israel, as few

21. Cohen, Israel and the Bomb, 51; Karpin, The Bomb in the
Basement, 48.

22. Karpin, The Bomb in the Basement, 55

23. Karpin, 55.

24. Cohen, Israel and the Bomb, 14
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nations have military contingency plans aimed at
225

preventing apocalypse.
The Dimensions of Existential Threat up to
1967

What qualifies as a mikre hakol? The classic scenario
envisioned was one in which the Arab states neighboring
Israel mount a successful invasion. Countering this
conventional military threat meant, of course, building up
conventional military strength, but also making targeted
efforts to offset Israel’s strategic constraints. First, Israel
lacks strategic depth, spanning only less than 300 miles
from north to south, merely about 5 miles wide at its
narrowest point, and 80 miles at its widest. Any army that
penetrates Israel’s borders finds itself only a short drive
from Tel Aviv or Jerusalem, with major population
centers well within artillery or rocket range. As a result, if
deterrence failed, preemption and offensive maneuver
were mainstays of Israel’s way of war, allowing for
retention of the initiative and rapid transfer of operations
into enemy territory.2°

Second, Israel’s population and natural resources are
miniscule compared to those of its Arab neighbors. For
example, Israel’s largest neighbor and initial archrival
Egypt has consistently had a population about ten times
larger than Israel’s since 1948. Since the Israel Defense

25. Cohen, 14

26. Shimon Naveh, “The Cult of the Offensive Preemption and
Future Challenges for Israeli Operational Thought,” Israel Affairs 2,
no. 1 (1995): 16887, https://doi.org/10.1080/13537129508719369.
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Forces (IDF) relies on mobilization of a large reserve
component during wartime, it is all the more important to
finish conflicts quickly to enable reservists to return
promptly to civilian life and minimize economic
disruption. Additionally, Israeli law mandates 24-32
months of military service for all citizens with a period of
subsequent reserve duty to ensure continuous availability
of manpower should war occur.?’” Consequently, Israeli
strategic doctrine emphasizes quality training, high
motivation, and technological superiority to achieve rapid
dominance over larger foes.?® Prolonged wars are to be
avoided to minimize strain on the economy.

Third, Israel had to rely largely on itself and its own
capabilities for its defense. In the 1948 War, Israel
possessed a rudimentary arms production capacity but
relied mostly on the Soviet Union for armaments while
the United States, UK, and France maintained an embargo
against both sides. After the war, the USSR shifted its
arms shipments from Israel to the Arab states, and Israel
turned to France as its new ally. France ultimately
embargoed Israel again in 1967—during its hour of need
in the days leading up to the Six-Day War of June that
year. The United States became Israel’s primary ally

27. The minimum service period for men is 32 months and for
women, 24. There are notable (and controversial) exceptions to the
draft law, including Arab citizens of Israel and students of Jewish
religious schools (yeshivot). See, https://www.idf.il/en/mini-sites/our-
soldiers/.

28. Charles D. Freilich, Israeli National Security: A New Strategy for
an Era of Change (New York: Oxford University Press, 2018), 24—
27.
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thereafter. In addition, Israel was wary of outside
intervention limiting its freedom of action; in the 1956
Sinai Campaign, the United States and USSR demanded
Israel and its erstwhile British and French allies withdraw,
and in 1967, American officials exhorted Israel against
preemptive strikes on its increasingly belligerent
neighbors.? Although Israel would remain dependent on
foreign suppliers to satisfy its material defense needs,
Israel learned from these experiences that it had to
maximize its ability to act independently and keep wars
short to preclude opportunities for external intervention.

During the Cold War, Soviet support for Israel’s enemies
featured as another perceived existential threat. Although
the USSR briefly supported Israel to undermine British
presence in the Middle East with major arms shipments to
Israel during the 1948 War, it shifted thereafter to aiding
the Arab states. Soviet support brought advanced
weapons, including air, missile, and air defense
capabilities, together with training of Arab military
personnel and deployment of Soviet advisors to conduct
training and operate advanced equipment. Soviet arms
fueled Arab armies and allowed the latter to enjoy
technological parity with Israel, if not advantages in
certain weapons systems, a notable threat considering
Israeli strategic emphasis on maintaining technological
superiority over its neighbors.3? Neither did the USSR shy

29. Freilich, 22.

30. Kenneth M. Pollack, Armies of Sand: The Past, Present, and
Future of Arab Military Effectiveness (New Y ork: Oxford University
Press, 2019), 47-76.
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from sending large contingents abroad to support its client
states; from the end of WWII through the Cold War, some
1.5 million Soviet citizens served in more than 30 armed
conflicts around the world, with large presences in Syria
and Egypt.3!

Although it ultimately did not occur, direct Soviet
intervention in support of Arab attacks on Israel remained
a looming threat that both Israeli and American officials
took seriously, with so many Soviet troops and Soviet-
operated equipment stationed on Israel’s doorstep.3? In
fact, as mentioned above, the USSR threatened a nuclear
attack on Israel during the 1956 Sinai Campaign.
Journalist Isabella Ginor notes that toward the end of the
1967 Six-Day War, the Soviet Union relayed to the
United States a threat to intervene on the Arab side and
prepared a landing force to make good on it.3* According
to one account, prior to the war, Soviet MiG-25s flew a
dozen reconnaissance flights over Israel, including in the
Dimona area, to assess the feasibility of Soviet

31. Dmitry Sudakov, “Soviet Union and Russia Lost 25,000 Military
Men in Foreign Countries,” Pravda, February 15, 2011, sec. Russia,
https://english.pravda.ru/russia/116909-soviet union_foreign wars/
32. Yair Even, “Two Squadrons and Their Pilots: The First Syrian
Request for the Deployment of Soviet Military Forces on Its
Territory, 1956,” Working Paper, Cold War International History
Project (Woodrow Wilson International Center for Scholars, February
2016), 23, https://www.wilsoncenter.org/publication/syrias-1956-
request-for-soviet-military-intervention

33. Isabella Ginor, “The Russians Were Coming: The Soviet Military
Threat in the 1967 Six-Day War,” Middle East Review of
International Affairs 4, no. 4 (2000),
https://ciaotest.cc.columbia.edu/olj/meria/meria00_gii01.html
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intervention.** To avenge the defeat of 1967, Nasser
launched the more limited 1969-1970 “War of Attrition”
against Israel with Soviet support. During this conflict,
the number of Soviet personnel in Egypt rose to 15,000
tasked with building an extensive air defense and missile
system, complete Soviet-piloted aircraft to patrol
Egyptian skies. Soviet jets clashed with Israeli aircraft,
bringing Israel to direct confrontation with a nuclear
power.>> Soviet air defense technology would prove
crucial three years later to Egypt’s attack on Israel that
began the 1973 Yom Kippur War.

Besides the conventional military threat, there also existed
security threats to Israel’s economic viability. Former
Israeli deputy prime minister and historian Michael Oren
pointed to two such dangers in the context of the crisis
leading up to the Six-Day War: “Egypt and Syria hold key
terrain: Egypt can blockade Israel’s Red Sea port,
strangling our economy, and Syria can stop the flow of
water into the Galilee. These, too, are existential
threats.”3® Hence, Egypt’s blockade of the Straits of Tiran
in 1956 and 1967 was an important casus belli for the
Sinai Campaign and Six-Day War, respectively. Syrian

34. Isabella Ginor and Gideon Remez, Foxbats Over Dimona: The
Soviets’ Nuclear Gamble in the Six-Day War (New Haven: Yale
University Press, 2008), 131

35. Chaim Herzog and Shlomo Gazit, The Arab-Israeli Wars: War
and Peace in the Middle East (1982; repr., Vintage Books, 2005),
214-18.

36. Marc LiVecche and Michael Oren, “Six Days of War: An
Interview with Michael Oren,” Providence, October 10, 2017,
https://providencemag.com/2017/10/michael-oren-six-day-war-
israel/.

254



Nuclear Proliferation’s Next Iteration

threats to reduce water flows to the Galilee and Jordan
River remained prevalent in decades of Arab-Israeli
conflict dynamics, though major Israeli advances in
desalination technology have diminished this danger more
recently.

Contemplating the Worst Outcome

What if the IDF failed to stop an Arab invasion of Israel?
According to Cohen, Israeli strategists considered this and
other existential security questions as Israel neared its
acquisition of a nuclear capability. In the mid-1960s,
these strategists arrived at four theoretical scenarios
comprising the purportedly first Israeli “use doctrine” for
37 The first was Arab
penetration of population centers beyond the 1949

its nascent nuclear capability.

ceasefire lines. Second was the destruction of the Israeli
Air Force (IAF). Third was the exposure of Israeli cities
to massive bombardment or chemical or biological
weapons attack. Fourth was the use of nuclear weapons or
other unconventional weapons against Israel.®

Each of these scenarios reflects different dimensions of
Israeli existential threat perception. The first scenario—
significant penetration by Arab armies of Israel’s
border—seems the most straightforward reflection of
Israeli security concerns. In this situation, the exact one
that Ben-Gurion most feared, Israel will have lost its

37. Avner Cohen, Worst-Kept Secret: Israel’s Bargain with the
Bomb (New York: Columbia University Press, 2010), 77.
38. Cohen, 77.
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ability to protect major population centers and, lacking
strategic depth, would be quickly overrun. The IDF would
rapidly lose its ability to operate, and Israel would be at
the mercy of the invaders. The logic here is that a nuclear
capability could deter Israel’s enemies from attempting a
major invasion, or bias them toward planning only for
smaller operations that would not pose an existential
threat.

The second—the loss of the IAF—corresponds to the loss
of its technological and qualitative edge over its
adversaries. Airpower played a negligible role in the War
of Independence,*® but the IAF developed in the ensuing
years and proved its mettle first in Operation Kadesh in
1956 to secure the Sinai Peninsula.*® In that campaign,
Israeli aircraft helped swiftly cut Egyptian communication
lines in the peninsula before dropping paratroopers to
conduct the audacious airborne operation that subdued the
Sinai within a week. The IAF gained further prestige in
the Six-Day War, when it obliterated the Egyptian air
force and crippled the Syrian and Jordanian ones at the
war’s outset to set the stage for the stunning victory that
tripled Israeli territorial control in less than a week. At
war’s end, Israel occupied the Sinai Peninsula, Gaza
Strip, West Bank of the Jordan River, and the Golan
Heights. Thus, Israeli planners likely viewed the loss of

39. Amitzur Ilan, The Origin of the Arab-Israeli Arms Race: Arms,
Embargo, Military Power and Decision in the 1948 Palestine War
(New York: New York University Press, 1996), 5.

40. Bill Norton, Air War on the Edge: A History of the Israeli Air
Force and Its Aircraft Since 1947 (Shepperton: Midland, 2004), 125.

256



Nuclear Proliferation’s Next Iteration

the IAF as an existential threat in itself, one that
threatened its qualitative edge over its neighbors.

The last two scenarios — collectively comprising a
chemical, biological, radiological, nuclear (CBRN) attack
on Israel — would entail the neutralization of Israeli
conventional superiority through unconventional means.
Where the loss of the IAF would be a crucial blow to
Israel’s conventional strength, a CBRN strike introduces a
new danger that Israel is unprepared to meet. A major
CBRN attack would present serious dilemmas for any
state, and with a territory as small as Israel’s, repeated
such attacks would put intolerable pressure on the state
and population that could be difficult to meet with
conventional means. This dimension of existential threat
appeared regularly throughout Israeli history, as Israel’s
adversaries sought to acquire CBRN capabilities, and
particularly after Iraq demonstrated a strong chemical
weapons capability during the Iran-Iraq War that it could
turn against Israel (discussed further below).

Transitioning to Unconventional Threats after
1973

Cohen relates that on the eve of the Six-Day War of June

1967, Israel hastily assembled some rudimentary nuclear

41

devices.”" Fearing an Egyptian surprise attack using

41. Cohen, Worst-Kept Secret, 72—73; Avner Cohen, “Crossing the
Threshold: The Untold Nuclear Dimension of the 1967 Arab-Israeli
War and Its Contemporary Lessons,” Arms Control Association,
2007, https://www.armscontrol.org/act/2007-06/features/crossing-
threshold-untold-nuclear-dimension-1967-arab-israeli-war-and-its
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chemical weapons or resulting in devastation of the IAF,
the political leadership sought to have the devices on hand
to, in such a dire event, conduct a demonstration of its
new capabilities to counter further attacks. Shimon Peres,
a future Israeli prime minister and one of the most
important advocates for an Israeli nuclear program, hinted
in his memoir that the Jewish state should have made a
clear nuclear threat to Egypt in 1967 in order to avoid war
altogether.*? If true, these developments during the 1967
crisis comprise the first Israeli contemplation of actual
nuclear use, albeit a demonstration, based on the

existential  threat  scenarios  formulated  shortly
beforehand.

Israel ultimately prevailed on the conventional battlefield,
though with nuclear weaponization purportedly complete,
outside observers came to assume by around 1970 that
Israel had become a de facto nuclear-armed state. This
fact would have a significant impact on both Israeli and
Arab strategists, as they had to grapple with the apparent
new reality. Already during the crisis of 1967, Israeli
concerns that Egypt would strike Dimona contributed to
shaping escalation dynamics and heightening fears about
an Egyptian aerial surprise attack.*> Egyptian president
Gamal Abdel Nasser stated in a 1960 speech that Egypt

42. Shimon Peres, Battling for Peace: A Memoir (New York:
Random House, 1995), 166—67.

43. Avner Cohen, “Nuclear Dimensions of the 1967 Middle East
War: An Israeli Perspective,” The Nonproliferation Review 25, no. 5-
6: Special Section on the Nuclear Dimensions of the 1967 Arab—
Israeli War (2018): 359-75,
https://doi.org/10.1080/10736700.2018.1605042
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would launch a preventive strike to thwart Israeli
proliferation, and suggested that Arab states might need to
proliferate in response t0o.** Egyptian war plans, in fact,
placed priority on Dimona and the Soreq Nuclear
Research Center.* Cohen discusses the importance of the
May 17, 1967 reconnaissance flight of two MiG jets over
Dimona and Israel’s failure to intercept them in raising
Israeli alarm during the crisis.*® Thus, Israel’s assumed
status as a nuclear state created new strategic dilemmas.

Israel sought to harness the benefits of this status through
the strategy of “amimut,” or opacity. The main precept of
this strategy was secrecy regarding nuclear affairs but still
allowing for enough information to emerge unofficially so
that other states will believe Israel indeed has a credible
nuclear deterrent. Another major component was
ambiguity: neither officially acknowledging Israel’s
supposed nuclear capability nor definitively denying that
it has such a capability. Amimut overall aims to produce
enough uncertainty to make the deterrent effective, but
also through nondisclosure, to signal a nonthreatening
outlook — that any nuclear capability is purely for
deterrence purposes and not to be used for military ends.
This strategy comports with Israel’s existential threat
perception; deterring the Arab states addressed the main
threat to Israel’s existence at the time.

44. Cohen, Israel and the Bomb, 244.
45. Cohen, 259.
46. Cohen, 268—69.
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The strategy has arguably proven effective. Scholars have
noted evidence that Arab leaders moderated their war
aims to avoid provoking Israel into nuclear use, and that
the nuclear deterrent played a significant role in
persuading them to accept Israel’s existence.*’ One study
based on archival sources recounts Iraqi dictator Saddam
Hussein’s acceptance that it would be impossible to
challenge Israel militarily so long as the nuclear threat
held.*® Although it is hard to evaluate the specific impact
of nondisclosure on these leaders’ threat assessments, it is
reasonable to posit that Israel’s neighbors could view as
threatening an Israeli announcement that it possesses
nuclear weapons and lead to more urgent efforts to
proliferate themselves. Soviet support to Arab states
hostile toward Israel amplified the danger of proliferation
as Soviet nuclear assistance would likely accelerate the
program of nuclear aspirants.

The closest Israel reportedly came to nuclear use was
during the “alert” of 1973. Seeking to reclaim the Sinai
Peninsula, which Israel seized in 1967, Egyptian president
Anwar al-Sadat launched a surprise attack together with
Syria in October 1973, beginning the Yom Kippur War,
as it would be known in Israel. The initial days of the war
featured devastating Egyptian and Syrian advances in
Sinai and on the Golan Heights, respectively, and Israeli

47. Hal Brands and David Palkki, “Saddam, Israel, and the Bomb:
Nuclear Alarmism Justified?,” International Security 36, no. 1
(2011): 133-66; Cohen, Worst-Kept Secret, 49-50; Guy Ziv, “To
Disclose or Not to Disclose: The Impact of Nuclear Ambiguity on
Israeli Security,” Israel Studies Forum 22, no. 2 (2007): 76-94.
48. Brands and Palkki, “Saddam, Israel, and the Bomb.”
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leaders feared the Arab armies would soon drive beyond
the 1949 Armistice Line. A report published by the Center
for Naval Analyses assessed that Defense Minister Moshe
Dayan, who was unnerved after visiting the northern front
and presented a grave assessment of Israel’s situation,
urged the newly convened war cabinet to order the
readying of nuclear forces for a demonstration that would
deter further enemy advances, though Prime Minister
Golda Meir overruled him.** Cohen mentions an account
in which Dayan brought up the nuclear option following
the failure of Israel’s first counterattack against Egyptian
advances in Sinai. Two other cabinet members, Yigal
Allon and Yisrael Galili, advised Meir that the discussion
was “premature and uncalled for,” with Meir agreeing and
closing the matter.>® Although battered, Israeli military
forces regrouped and within two weeks, took the
offensive and were threatening to destroy the Egyptian
and Syrian armies.

Here, the reported nuclear dimension corresponds to the
supreme Israeli existential fear of the time: an Arab
invasion of core Israeli territories. In 1967, it was alarm
over a potential Egyptian capability to diminish the TAF
through surprise attack or chemical weapons and
generally undermine Israel’s qualitative military

49. Elbridge Colby et al., “The Israeli ‘Nuclear Alert’ of 1973:
Deterrence and Signaling in Crisis” (Center for Naval Analyses, April
1, 2013), 2, 19, https://www.cna.org/reports/2013/israeli-nuclear-
alert-of-1973.

50. Cohen, Worst-Kept Secret, 80.
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advantage.’! However, the stunning victory of the Six-
Day War reaffirmed Israel’s qualitative military
superiority. In 1973 then, it was more a fear that the
proven IDF would fail and that enemy advances could
continue unhindered. In terms of the scenarios reportedly
formulated in the mid-1960s, 1973 was concerned more
with the first than with the others whereas 1967 focused
more on the second as well as the third and fourth.

Following the Yom Kippur War, Israel entered a strategic

transition period in its threat prioritization. Egypt sought
peace after years of seeking Israel’s destruction. With
U.S. mediation, Israel and Egypt concluded a peace treaty
in 1979 that has held until today. Lebanon collapsed into
civil. war in 1975 and fell under Syrian occupation.
Jordan, ever the least enthusiastic participant in the Arab-
Israeli wars, reluctantly sent an expeditionary force to
support the 1973 Syrian attack, but also sought peace with
Israel thereafter, renouncing its claim to the West Bank in
1988 and signing a peace treaty in 1994, still upheld today
as well. Syria and Iraq remained hostile, but did not
attempt another attack. Therefore, the conventional
military threat posed by the Arab states dissipated.

In this new emerging strategic context, Israeli prime
minister Menachem Begin distinguished between “wars
of no choice,” and “wars of alternatives” (or wars of
choice).” In the former, an attack by a hostile country

51. Cohen, 79.
52. “55: Address by Prime Minister Begin at the National Defense
College, 8 August 1982, Israel Ministry of Foreign Affairs, August
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forces Israel to fight for its existence, while in the latter,
Israel chooses to fight to eliminate threats before they can
materialize. He enumerates the War of Independence, the
War of Attrition, and the Yom Kippur War as those of no
choice, in which Israel fought or would face annihilation.
The Sinai Campaign and Six-Day War he calls wars of
choice, in which growing threats were addressed by
preventive or preemptive actions. To the latter category,
he adds the 1982 Lebanon War, which Begin initiated to
quell increasing terrorist attacks by the Palestine
Liberation Organization (PLO) based out of Lebanon.
Indeed, he concluded that “There is no other country
around us that is capable of attacking us,” but strongly
made the case for wars of choice: “There is no moral
imperative that a nation must, or is entitled to, fight only
when its back is to the sea, or to the abyss. Such a war
may avert tragedy, if not a Holocaust, for any nation; but
it causes it terrible loss of life.”>* Hence, Begin articulated
that the existential threat from Arab armies had gone, but
that Israel might continue waging war to stop terrorism or
block new threats from materializing.

At the same time, the existential danger posed by
unconventional weapons remained an important aspect of
Israeli threat perception. Significant development of
nuclear capability by Israel’s adversaries would merit a
response. This policy became known as the “Begin

8, 1982, https://www.gov.il/en/Departments/General/55-address-by-
pm-begin-at-the-national-defense-college-8-august-1982.

53. “Address by Prime Minister Begin at the National Defense
College.”
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Doctrine,” after Prime Minister Begin’s destruction of the
Iraqi Osirak nuclear reactor by airstrike.’* After the
operation, an official Israeli government statement read,
“On no account shall we permit an enemy to develop
weapons of mass destruction against the people of Israel,”
justifying the strike as eliminating a “a danger to Israel’s
existence.”> Israel’s 2007 airstrike on Syria’s al-Kibar
nuclear complex also fit into the Begin Doctrine principle.
Thus, although the danger posed by conventional Arab
armies disappeared, the prospect of an enemy state
acquiring weapons of mass destruction remained a
perceived existential threat.

Neither did the potential Soviet existential threat
disappear. Until its last days, the USSR kept providing
advanced equipment to its Arab partners. Journalist
Seymour Hersh, based on interviews with U.S. and Israeli
officials, claimed that Israel sought intelligence on
locations of Soviet missile, oil, and military installations
via Jonathan Pollard, the U.S. intelligence analyst
sentenced to life in prison for spying for Israel.’® Hersh
asserted that Israel used these locations for “nuclear
targeting of the oil fields and Soviet military installations

54. Brent Talbot, “Israel’s Begin Doctrine: Preventive Strike
Tradition and Iran’s Nuclear Pursuits,” Aether: A Journal of Strategic
Airpower & Spacepower 2, no. 4 (2023): 1-14.

55. Reuters, “Israeli and Iraqi Statements on Raid on Nuclear Plant,”
New York Times, June 9, 1981, sec. World,
https://www.nytimes.com/1981/06/09/world/israeli-and-iraqi-
statements-on-raid-on-nuclear-plant.html.

56. Seymour M. Hersh, The Samson Option: Israel’s Nuclear
Arsenal and American Foreign Policy, First Edition (New York:
Random House, 1991), 285-302.
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in southern Russia.”>’

If true, this episode indicates an
abiding concern over the existential threat that the USSR
could pose to Israel by deeper intervention in the Arab-
Israeli conflict. Likely fueling these concerns were the
bold interventions of the Soviet Union, together with
Cuba, in Somalia (1977) and Angola (1975-1991), and the
USSR’s invasion of Afghanistan (1979-1989). Journalist
Sasha Polakow-Suransky notes that even earlier, during
the May 1967 crisis, the Soviet Union likely monitored
Dimona from the air and may have drawn up plans to
destroy it.>® Hence, the threat posed by Soviet support for

Israel’s adversaries persisted.

Despite the Begin Doctrine’s supposed success on the
nuclear front, one state remaining stubbornly hostile to
Israel, namely Iraq under Saddam Hussein, posed a
credible chemical/biological weapon threat to the Jewish
state. Saddam took power in Iraq in 1979 with a virulently
anti-Israel agenda, laying out a strategy to destroy Israel
through a protracted war of attrition. Drawing on primary
sources, scholars Hal Brands and David Palkki showed
that Saddam initially sought nuclear weapons to nullify
Israel’s nuclear deterrent.’® Once that was accomplished,
Saddam believed a conventional campaign would become
possible, estimating that he could then achieve his

57. Hersh, 285.

58. Sasha Polakow-Suransky, The Unspoken Alliance: Israel’s
Secret Relationship with Apartheid South Africa, lllustrated edition
(New York: Vintage, 2011), 49.

59. Brands and Palkki, “Saddam, Israel, and the Bomb,” 133.
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ambitions at the cost of 50,000 Iraqi casualties.®® The
destruction of Osirak and the demands of his war against
Iran, which ran from 1980 to 1989, prompted Saddam to
abandon his nuclear ambitions, but he came to believe
that chemical and biological weapons stockpiles would
prove sufficient for deterring Israel.®!

Through the Iran-Iraq War, Saddam made ample use of
chemical weapons and Soviet-developed Scud ballistic
missiles, and he turned them toward Israel in 1991.%2
Iraq’s invasion of Kuwait in August 1990 prompted U.S.
intervention, which commenced ground combat
operations together with an international coalition and
achieved the ouster of Iraqi forces from the country in
February 1991. Attempting to draw Israel into the Gulf
War — and the coalition’s Arab members away — Saddam
struck Israeli civilian areas with Scud missiles in January.
Thirty-nine missiles landed in Israel over the last weeks
of the war to negligible effect, killing two Israelis and
severely injuring one.% In addition to its civilian bomb
shelters, Israel prepared its population for the possibility
that Saddam would deploy chemical weapons by
distributing gas masks and atropine injection kits. Brands
and Palkki relate that Saddam ordered a Scud strike on

60. Brands and Palkki, 133.

61. Brands and Palkki, 157-59.

62. Thomas L. McNaugher, “Ballistic Missiles and Chemical
Weapons: The Legacy of the Iran-Iraq War,” International Security
15, no. 2 (1990): 5, https://doi.org/10.2307/2538864.

63. E. Karsenty et al., “Medical Aspects of the Iraqi Missile Attacks
on Israel,” Israel Journal of Medical Sciences 27, no. 11-12 (1991):
603-7.
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Dimona as “revenge” for Israel’s destruction of Osirak,
though Israel’s nuclear reactors sustained no damage.®* In
addition, he viewed Israel’s restraint in 1990-1991 as
proof that his chemical arsenal was sufficient to deter
Israeli retaliation with unconventional arms.®

The Soviet and later Iraqi threats coincided with reports
of advances in Israeli nuclear capabilities. Nuclear-armed
states usually seek to develop a credible deterrent by
operating more than one weapon delivery system, to
ensure retaliatory capability in the event of a devastating
first strike. Creating a “triad” is the most common
approach to this, consisting of land-based missiles,
bomber aircraft, and submarine-launched ballistic missiles
that can deliver nuclear devices from the ground, air, and
sea, respectively. The reported range of the Israeli Jericho
I ballistic missile, purportedly operational by the mid-
1960s, was no more than 450 miles, sufficient to threaten
Israel’s neighbors, but barely reaching Iraq’s westernmost
territory, let alone the Soviet Union.®® However, the
Jericho II, in service by 1989 per a report by the Center
for Strategic and International Studies think tank, could
reach 930-2,175 miles, most likely encompassing
Baghdad and major cities in the southwest of the USSR.¢’
From the air, Israel had the U.S.-made F-15, acquired in

64. Brands and Palkki, “Saddam, Israel, and the Bomb,” 158.
65. Brands and Palkki, “Saddam, Israel, and the Bomb.”

66. Missile Defense Project, “Missiles of Israel,” CSIS Missile
Defense Project, August 10, 2021,
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Nuclear Arsenal (1984; repr., New York: Routledge, 2018), 96.
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the mid-late-1970s.® The proven record of the F-15,
which escorted the F-16 jets that blew up the Osirak
reactor and shot down dozens of Soviet-produced MiGs,
made it particularly formidable. Finally, Israel
commissioned from Germany its first Dolphin-class
submarine in 1999, assumed to be nuclear-capable and
modified to deliver land attack cruise missiles.®® In fact,
the Dolphin project began as a German initiative to
improve Israeli capabilities following reports after the
Gulf War that German companies assisted Iraq in
obtaining long-range ballistic missiles.”

Iran, Terrorism, and Today’s Existential
Threats to Israel

The Collapse of the Soviet Union and the U.S. defeat of
Iraq in 1991 effectively removed two existential threats to
Israel, yet two new ones emerged: the Iran nuclear threat
and, often Iran-sponsored, terrorism. Arab or Palestinian
nationalist terrorism has blighted Israel since its inception.
“Fedayeen” (Arabic for “those who sacrifice themselves”)
groups composed of Palestinian Arab refugees from the
1948 War conducted cross-border raids from the territory

68. “IAF Aircraft Inventory: McDonnell Douglas F-15 Eagle,”
accessed July 10, 2024,
https://www.jewishvirtuallibrary.org/mcdonnell-douglas-f-15-eagle;
Pry, Israel’s Nuclear Arsenal, 104.

69. “Israel Submarine Capabilities,” Nuclear Threat Initiative, March
2, 2023, https://www.nti.org/analysis/articles/isracl-submarine-
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of Israel’s hostile neighbors in the Jewish state’s early
years. Egyptian hosting of fedayeen was one factor that
led to the 1956 Sinai Campaign, with Israel’s brief seizure
of the peninsula diminishing raids from Egypt
thereafter.”! Established in 1964, the PLO coordinated the
terrorist activities of various Palestinian armed factions,
Fatah and the Popular Front for the Liberation of
Palestine (PFLP) chief among them. Notwithstanding the
brutal plane hijackings, killings, and kidnappings these
organizations perpetrated, Israel did not treat them as a
potential existential threat in their own right until 1982,
when a PLO faction’s attempted assassination of Israel’s
ambassador to the UK triggered the First Lebanon War,
whose goal was to dismantle the then-Beirut-based PLO.
Prime Minister Begin did not characterize the PLO threat
as existential, but his chief of the general staff of the IDF
during the war, Rafael Eitan, likened the Lebanon War to
the War of Independence, implying an existential
dimension to the conflict.”? A future chief of the general
staff and defense minister, Moshe Ya’alon, said the same
of the First Intifada, the 1987-1993 Palestinian uprising in
the West Bank and Gaza.”> The Second Intifada raged
from 2000 to 2005, and Ya’alon and his predecessor as

71. Wendy Pearlman and Boaz Atzili, Triadic Coercion: Israel’s
Targeting of States That Host Nonstate Actors (New York: Columbia
University Press, 2018), 59—-60.
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chief of the general staff Shaul Mofaz characterized it too
as an existential threat to Israel.”*

The rise of Hamas added a new dimension to the threat.
Starting as the Egyptian Islamist Muslim Brotherhood’s
affiliate in Gaza, Hamas was officially established in
1988 to wage a religious armed struggle against Israel,
presenting a jihadist alternative to the secular and leftist
PLO. Hamas developed strong ties with the virulently
anti-Israel Islamic Republic of Iran, which provided the
group support in the form of funding, training, armament,
and knowledge exchange. With Iran’s help, Hamas
became proficient at suicide bombing and rocket
production, and learned military skills, often via training
with Iran’s proxy group in Lebanon, Hezbollah.”® After
participating in both intifadas, Hamas took over Gaza —
from which Israel withdrew in 2005 — from the
Palestinian Authority in a bloody 2007 coup. Major
conflicts ensued between Israel and Hamas in 2009, 2012,
2014, and 2021, culminating in the now infamous October
7, 2023, Hamas atrocities that triggered the ongoing war
that has far surpassed all previous Israeli-Palestinian
clashes in intensity.

74. Amos Yadlin, a former head of Israel’s military intelligence,
criticized the characterization of the Second Intifada as an existential
conflict. Ephraim Lavie, “Israel’s Coping with the al-Aqgsa Intifada: A
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Other Iran-sponsored groups have formed an “axis of
resistance” against Israel. Iran created its oldest proxy,
Hezbollah, in Lebanon in 1982 in the wake of the Israeli
invasion. It accumulated an arsenal of tens of thousands
of rockets, captured Lebanese government institutions,
and raised a sizable military force. Israel waged a second
war in Lebanon in 2006 to try to weaken Hezbollah,
though it subsequently became stronger. In the context of
the current Isracl-Hamas War, Hezbollah has terrorized
communities in northern Israel, compelling the evacuation
of tens of thousands of Israelis from the area near the
Lebanese border. Ultimately, Israel invaded Lebanon a
third time in 2024 to restore calm to the border region,
inflicting heavy losses on Hezbollah. In Yemen,
Ansarallah, or the Houthis, another Iranian proxy,
controls Sana’a and a swath of territory in the country,
and possesses ballistic missiles that it has fired toward
Israel during the current war. In Iraq, Iran-backed militias,
which have infiltrated Iraqi government institutions, enjoy
government budget allocations, and have thousands of
members, have rocketed American military bases in a
show of solidarity with Hamas.”® For these reasons, top
Israeli officials have described the current war as
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existential,”” with Prime Minister Benjamin Netanyahu

calling it a “second War of Independence.”’®

Alongside Iranian sponsorship of growing anti-Israel
terrorist groups, Iran also poses the threat of nuclearizing
itself. Iran’s current nuclear program dates back to 1984,
making it the world’s longest running nuclear weapons
program that has yet to produce a device.” Because the
Iranian regime has emphasized the destruction of Israel as
one of its core goals, the Jewish state has viewed the
prospect of a nuclear Iran as an existential threat. In 2012,
Prime Minister Netanyahu literally drew a red line before
the “final stage” of Iranian nuclear development in a
diagram he presented at the United Nations General
Assembly.?’ Despite aggressive sanctions and U.S.
diplomacy, Iran has continued uranium enrichment, and it
has produced large quantities of 60% enriched uranium, a
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significant step toward the 90% that is needed for
weaponization.®!

In this case, Israel has not applied the Begin Doctrine as
spectacularly as in 1981 or 2007, but it has taken
significant actions to target Iran’s nuclear program. For
example, Israel and the United States cooperated to attack
Iranian nuclear facilities with the Stuxnet malware, which
destroyed about 1,000 centrifuges at the Natanz nuclear
site before its discovery in 2010.3> Between 2007 and
2020, at least six Iranian nuclear scientists were
assassinated in attacks largely attributed to (but never
claimed by) Israel.®® In addition, according to the
aforementioned Center for Strategic and International
Studies report, Israel developed the Jericho III
intermediate-range ballistic missile, which can supposedly
reach all of Iran, in 2008-2011, when the Iranian nuclear
threat became more salient in Israel.?* Several years later,
domestic accusations of corruption in Netanyahu’s order
for the development of additional Dolphin submarines
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reportedly prompted the prime minister to claim that his
motivations were not financial gain, but rather to ensure

deterrence against Iran’s nuclear program.®

Iran also poses a conventional missile threat. One of the
founders of Israel’s missile defense program, Uzi Rubin,
has pointed out that precision missiles could pose a threat
akin to nuclear weapons if used to disable critical
infrastructure systems needed for modern society to
function, like major water, electricity, or communications
facilities.®® Presenting an example case study on Greece,
Rubin estimated that it would take less than 300
precision-guided missiles aimed at about 30 facilities to
make life unlivable for Greek citizens. Before the recent
war between Israel and Hezbollah, the latter’s stockpile of
some 150,000 rockets and missiles, including several
hundred more precise missiles, threatened to overwhelm
Israeli defenses and cause enormous damage to Israeli
cities.¥” Iran’s own stockpile of some 3,000 ballistic

85. Michael Bachner, “Netanyahu and the Submarine Scandal:
Everything You Need to Know,” Times of Israel, March 21, 2019,
https://www.timesofisrael.com/netanyahu-and-the-submarine-
scandal-everything-you-need-to-know/.

86. John Hannah, “Israel Needs Weapons to Stop Iran’s Bomb,”
Foreign Policy, October 15, 2021,
https://foreignpolicy.com/2021/10/15/israel-idf-iran-nuclear-arms-
weapons/; Uzi Rubin, “Unacceptable Damage by Precision Strikes,”
Jewish Institute for National Security of America, May 6, 2021,
https://jinsa.org/watch-webinar-with-dr-uzi-rubin-on-the-evolution-
of-irans-precision-guided-missile-threat/.

87. Oded Yaron, “150,000 Missiles Aimed at Israel: How Far Does
Hezbollah’s Deadly Arsenal Reach,” Haaretz, October 23, 2023, sec.
National Security & Cyber, https://www.haaretz.com/israel-
news/security-aviation/2023-10-23/ty-article-magazine/150-000-
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missiles poses a threat too. However, following Israel’s
recent operations in Lebanon, which considerably reduced
Hezbollah’s arsenal, and its effective defenses against
Iranian missile launches in April and October 2024, with
Israeli urban centers virtually unscathed, the conventional
missile threat has decreased for now.®® Still, potential
future Iranian investment and advances in missile
technology could bring this threat back to the fore.?

Thus, in more recent times, Israeli existential threat
perception has shifted from the Jewish state’s neighbors
to Iran more than 1,000 miles away, from conventional to
unconventional weapons, and from states to nonstate
actors. Israel no longer fears being overrun by an Arab
state army, but rather overwhelming missile salvos from
Gaza and Lebanon fired by terrorist organizations, or a
nuclear device from Iran. Still, closer to home, Israel
continued viewing the Palestinian nationalist movement
with concern. In 2015, President Reuven Rivlin called
promotion of boycotts against Israel as a “strategic
threat,”* and the government instituted travel restrictions

rockets-and-missiles-the-weapons-isracl-would-encounter-in-a-war-
with-hezbollah/0000018b-573d-d2b2-addf-777d£6210000.

88. Amir Bohbot, “IDF Operations Deplete Hezbollah Missile
Arsenal,” Jerusalem Post, November 10, 2024,
https://www.jpost.com/middle-east/article-828349; Michael
Eisenstadt and Farzin Nadimi, “Can Iran Restore Its Missile Mojo?,”
The Washington Institute for Near East Policy, December 23, 2024,
https://www.washingtoninstitute.org/policy-analysis/can-iran-restore-
its-missile-mojo.

89. Fisenstadt and Nadimi, “Can Iran Restore Its Missile Mojo?”
90. Jonathan Lis and Yarden Skop, “Rivlin: Academic Boycotts
against Israel Are First-Rate Strategic Threat,” Haaretz, May 28,
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to stop anti-Israel activists from entering the country.”! In
2019, Naftali Bennett, then a government minister and
later prime minister, warned that the establishment of a
“Palestinian terror state” would “threaten our very
existence.”? A 2020 memo sent by Prime Minister
Netanyahu’s office to members of his Likud Party,
referred to the evacuation of Jewish settlements in the
West Bank— a move Israeli-Palestinian peace proposals
include as a necessary step to establishing a Palestinian
state—as an “immediate existential threat to the Jewish
state since Judea and Samaria [or the West Bank] border

»93 This reference to the settlements’

central Israeli cities.
proximity to Israeli cities evokes the decades-old strategic
concern over the defensibility of Israel’s borders. In July
2024, the Knesset passed a resolution with the governing
coalition’s sponsorship that stated, “The establishment of

a Palestinian state in the heart of the Land of Israel will

2015, https://www.haaretz.com/2015-05-28/ty-
article/.premium/rivlin-academic-boycotts-first-rate-strategic-
threat/0000017f-ead0-d4cd-af7f-ebf83a6d0000.

91. South African model Shashi Naidoo is one example. Marcy
Oster, “South African Model Banned from Israel Goes from Critic of
Palestinians to ‘poster Girl’ for BDS,” Jewish Telegraphic Agency,
July 26, 2018, https://www.jta.org/2018/07/26/culture/south-african-
model-banned-israel-goes-critic-palestinians-poster-girl-bds.

92. Raoul Wootliff, “Bennett Accuses Trump of ‘Planning a

Palestinian State Right over Our Heads,”” February 27, 2019,
https://www.timesofisracl.com/bennett-accuses-trump-of-planning-a-
palestinian-state-right-above-our-heads/.

93. Raphael Ahren, “Netanyahu Memo: Evacuating Settlements
Would Pose ‘Immediate Existential Threat,”” June 21, 2020,
https://www.timesofisrael.com/netanyahu-memo-evacuating-
settlements-would-pose-immediate-existential-threat/.
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pose an existential danger to the State of Israel and its
citizens, perpetuate the Israeli-Palestinian conflict and

destabilize the region.””*

Even if no hostile state army
looms nearby today, the fear remains that a future

Palestinian state could be used as a basis to create one.

On the nuclear front, one might argue that the end of the
Cold War and changed Middle Eastern security
environment render amimut obsolete. The USSR is no
more, Israel has made peace with Egypt and Jordan, and
Syria and Iraq are weak. However, the threat from Iran
remains and there is no guarantee a new conventional
threat will not emerge. Although Israel has battered
Hamas and Hezbollah, the “axis of resistance” could
reconstitute, or perhaps a new threat will rise in an axis of
Turkey and Syria’s new jihadist rulers.”> At the same
time, the prospect of a nuclear Iran persists as a potential
existential threat. Amimut could continue to play a role in
addressing these threats while disclosure might only
unduly provoke Iran or other adversaries and possibly
disturb Arab states with which Israel has made peace.

94. Jacob Magid, “Knesset Votes Overwhelmingly against
Palestinian Statehood, Days before PM’s U.S. Trip,” Times of Israel,
July 18, 2024, https://www.timesofisrael.com/knesset-votes-
overwhelmingly-against-palestinian-statehood-days-before-pms-us-
trip/.

95. Ido Levy, “Supporting the SDF in Post-Assad Syria,” The
Washington Institute for Near East Policy, December 13, 2024,
https://www.washingtoninstitute.org/policy-analysis/supporting-sdf-
post-assad-syria.
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Conclusion and Implications

Even before the first days of Israel’s independence, the
Jewish state’s leaders had a profound concern over
assessing the threats to its existence. The most immediate
danger was an overwhelming invasion by a coalition of
Arab states, which the fledgling State of Israel repelled at
great cost in the Israeli War of Independence. Reports
indicate Ben-Gurion sought nuclear weapons as a
guarantee for Israel’s independence, to prevent another
mass slaughter of Jews, and to deter Israel’s hostile
neighbors. The strategic predicament of Israel’s small
size, short borders, and limited depth motivated reliance
on qualitative and technological advantage, the potential
diminishment of which was reportedly contemplated in
the mid-1960s as a justification for the nuclear option.
With persistent great power involvement in Middle East
affairs, Israel viewed Soviet support for its enemies with
anxiety, and potential direct USSR intervention as an
existential danger. Arab missile and WMD advances
developed parallel to Israel’s victories against the Arab
states’ regular armies, with the danger from state actors
shifting from a conventional to unconventional threat.
This resulted in the Begin Doctrine’s emergence, the use
of force to preclude Israel’s enemies from acquiring
nuclear weapons, as applied against Iraq in 1981 and
Syria in 2007. Iraq’s development of ballistic missiles and
chemical weapons under Saddam Hussein also presented
an existential dilemma for Israel. Reports of progression
in Israel’s nuclear program, including range,
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sophistication, and delivery systems, coincided with the
epicenter of existential threat moving farther away from
Israel’s borders. Today, Iran’s nuclear program presents
the latest unconventional existential threat to Israel, while
its nonstate proxies and partners largely replaced Israel’s
state neighbors as the most proximate threat. Some Israeli
officials view steps toward the establishment of a
Palestinian state or anti-Israel activism and terrorism as
existential threats too.

The focal points of existential threat, then, have changed
over time for Israel. Referring to reports of Israeli nuclear
alerts, it seems that some Israeli officials seriously
discussed using the purported nuclear capability in 1967
and 1973, as a demonstration to deter invasions by
neighbors. This perhaps highlights the role of physical
proximity to the danger in making this threat more salient
in the minds of Israeli policymakers.”® The United States
wisely discerned Israel’s strategic need to maintain
qualitative superiority over its neighbors at that time and
has made safeguarding Israel’s “Qualitative Military Edge
(QME)” a cornerstone of the longstanding U.S.-Israel
relationship.®” More recent joint development of missile

96. Paul R. Hensel, “Territory: Theory and Evidence on Geography
and Conflict,” in What Do We Know about War?, ed. John A.
Vasquez (Lanham, MD: Rowan & Littlefield, 2000), 58—60.

97. Jeremy M Sharp et al., “Israel’s Qualitative Military Edge and
Possible U.S. Arms Sales to the United Arab Emirates”
(Congressional Research Service, October 26, 2020); William
Wunderle and Andre Briere, “U.S. Foreign Policy and Israel’s
Qualitative Military Edge: The Need for a Common Vision,” Policy
Focus (The Washington Institute for Near East Policy, January 2008).
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and air defense capabilities have facilitated Israeli efforts
to combat the rising threat of Iran and its proxy network’s
missile arsenals. These were on full display on the April
13, 2024, when Israel and a U.S.-led coalition thwarted a
major ballistic missile, cruise missile, and drone attack by
Iran on Israel.”®

At the same time, the contours of existential threat in
Israel seem to be shifting once more. The October 7
Hamas assault on Israel and Hamas’s accompanying
atrocities have reignited the discourse on what constitutes
an existential threat to the Jewish state. The perceived
feasibility of indefinite conflict management has
diminished, as have prospects of reaching a negotiated
solution to the Israeli-Palestinian conflict. There is a
growing sense that the very establishment of a Palestinian
state would constitute a threat to Israel’s existence.
Moreover, notwithstanding the wartime solidarity of
Israeli society after October 7, Israeli domestic
polarization has worsened under the current Netanyahu
government, with some commentators drawing attention
to domestic issues as potential existential dangers.” In
April 2023, amid large protests against government

98. Uzi Rubin, “Operation ‘True Promise’: Iran’s Missile Attack on
Israel,” Perspectives Paper (Begin-Sadat Center for Strategic Studies,
June 18, 2024), https://besacenter.org/operation-true-promise-irans-
missile-attack-on-israel/.

99. Eva Illouz, “Israel Is Facing Existential Threats from inside and
out. There’s One Solution,” Haaretz, January 20, 2024, sec. Israel
News, https://www.haaretz.com/israel-news/2024-01-20/ty-article-
opinion/.highlight/israel-is-facing-existential-threats-from-inside-and-
out-theres-one-solution/0000018d-243a-db77-ad9f-{f3af1d20000.
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judicial reform efforts, President Isaac Herzog declared,
“I am convinced that there is no greater existential threat
to our people than the one that comes from within: Our
own polarization and alienation from one another.”'% As
Israel changes as a result of the current war and internal
political turmoil, what its strategists conceive of as an
existential threat will likely change as well.

What of the nuclear dimension? Iranian proliferation will
remain a focal point. Hamas’s assault has perhaps
momentarily increased the salience of a conventional
invasion scenario as it penetrated the 1949 Armistice Line
on October 7, the first time an enemy of Israel has done
so since the War of Independence. The predicament of
Israel’s small size, short borders, and limited strategic
depth returned to the surface, but Israel’s counterattack
and the ensuing devastation endured by Hamas and
Hezbollah have contained the threat for the foreseeable
future. Considering that Egypt, Iraq, and other erstwhile
foes of Israel did think about assumed Israeli nuclear
capabilities when formulating their strategies, one must
deduce that Iran and its nonstate partners will factor the
same into their strategies going forward.

100. Canaan Lidor, “Israel’s Greatest Existential Threat Is from
within, Herzog Tells Jewish Federations,” Times of Israel, April 23,
2023, https://www.timesofisrael.com/israels-greatest-existential-
threat-is-from-within-herzog-tells-jewish-federations/.

281



Nuclear Proliferation’s Next Iteration

282



Nuclear Proliferation’s Next Iteration

CHAPTER 7

Simulating Nuclear Strikes Against
Middle Eastern Cities

Eva Lisowski

Introduction

Despite acknowledgement by former government
officials! and widespread agreement by experts that Israel
possesses nuclear weapons in its arsenal,” the United
States and other Western governments maintain a policy
of ambiguity regarding this topic. Proponents of the
Treaty on the Prohibition of Nuclear Weapons (TPNW)
claim that this ambiguity prevents achieving lasting peace

1. William Burr, Richard Lawless, and Henry Sokolski, “Why the
U.S. should start telling the whole truth about Israeli nukes,” The
Washington Post, February 20, 2024,
https://www.washingtonpost.com/opinions/2024/02/19/israel-nuclear-
weapons/.

2. “Israel’s Nuclear History,” Center for Arms Control and Non-
Proliferation. Last modified October 2, 2024,
https://armscontrolcenter.org/countries/israel/.
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in the Middle East, and further advocate for the
establishment of a nuclear weapon-free zone in the
Middle East.? The efficacy of the TPNW is hotly debated
among nonproliferation advocates. However, whether in
support of the TPNW or not, a reluctance to openly
consider the potential for nuclear weapon use by Israel
could result in horrific consequences. Should a nuclear
attack of any magnitude occur in the Middle East, the
direct and indirect effects would ripple out to impact the
entire region and beyond. Potential scenarios involving
use of nuclear weapons by any state possessing them,
Israel included, must be quantified in an effort to prevent
innocent loss of life on either side and setting a dangerous
precedent by breaking the long-standing nuclear taboo.
No matter how unlikely the probability may seem,
scenarios resulting in a plausible use of nuclear weapons
by Israel must be confronted.

15%

Nuclear
35% Thennalx Radiation
Radiation

3. “Israeli Nuclear Weapons: Risks, Consequences and
Disarmament.” ICAN, September 2024.
https://www.icanw.org/israeli_nuclear weapons.

284



Nuclear Proliferation’s Next Iteration

As recently as October 2024, one month before this
chapter was written, Iranian strikes on Israel* and vice
versa,” set against the backdrop of the current Israel-
Hamas war since October 7, 2023, have sparked anew the
fear of broader escalation into regional nuclear war. As a
state in possession of a research reactor, nuclear power
plants, and uranium enrichment capabilities,® and
considering the recent Israeli attacks on military sites in
Iran, including an alleged nuclear weapons research
facility at the Parchin military complex,” Iran is a
plausible target for a nuclear attack should tensions
escalate to a breaking point. In this chapter, the potential
humanitarian consequences of nuclear attacks on three
military and nuclear-related sites near population centers
in Iran are considered: Parchin military complex (Tehran),
Fordow fuel enrichment plant (Qom), and the Natanz
enrichment complex (Isfahan).

4. Oliver Holms, “Iranian strikes on Israel: what happened and why
did Iran attack?” The Guardian, October 2, 2024.
https://www.theguardian.com/world/2024/oct/02/iranian-strikes-on-
israel-what-happened-why-did-iran-attack-missiles-damage-what-
next.

5. Raffi Berg, “Why has Israel attacked Iran?”” BBC, October 27,
2024. https://www.bbc.com/news/world-middle-east-68811276.

6. “Nuclear Power in Iran,” World Nuclear Association. Last
modified May 3, 2024.
https://wna.origindigital.co/information-library/country-
profiles/countries-g-n/iran.

7. Barak Ravid, “Scoop: Israel destroyed active nuclear weapons
research facility in Iran, officials say,” 4Axios, November 15, 2024,
https://www.axios.com/2024/11/15/iran-israel-destroyed-active-
nuclear-weapons-research-facility.

285



Nuclear Proliferation’s Next Iteration

Nuclear Weapon Effects

Overview of Nuclear Weapon Effects

Fireball

A brief summary of the direct physical effects of nuclear
weapons is provided in this section, with more detailed
descriptions widely available in textbooks and on the
internet.® The three prompt effects are blast overpressure,
thermal radiation, and prompt nuclear radiation,
producing 50%, 35%, and ~3% of the total detonation
energy.” (The remaining 12% partition of nuclear
radiation is produced as residual radiation from nuclear
fallout.) Since the targets considered in the following
simulated scenarios are located at relatively far distances

8. "The Effects of Nuclear Weapons," Encyclopedia Britannica,
https://www.britannica.com/technology/nuclear-weapon/The-effects-
of-nuclear-weapons.

9. Hans M. Kristensen, “The Basics of Nuclear Weapons: Physics,
Fuel Cycles, Effects and Arsenals,” Federation of American
Scientists, Presentation to Introduction to WMD Nonproliferation
Course at James Martin Center for Nonproliferation Studies,
Washington, D.C., February 8, 2016. Accessed online January 19,
2025.
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from population centers, prompt effects were not
estimated in this study.

Blast overpressure, typically measured in pounds per
square inch (psi), is characterized by a pressure
shockwave that causes physical destruction to
infrastructure and the natural environment. The pressure
wave impacts an area within seconds to minutes after
detonation, depending on distance from ground zero. The
figure to the right depicts blast effects associated with
positive and negative phase pressures over time.!? As an
example, an overpressure of 20 psi will severely damage
or demolish heavily built concrete structures. An
overpressure of 1 psi is enough to shatter glass windows
and cause mild injuries due to fragments of flying debris.

Thermal radiation causes burns to objects and living
organisms, and ignition of natural and man-made debris.
The fireball from the nuclear explosion, the size of which
varies based on nuclear yield, will instantly vaporize
anything falling within its radius.!' Thermal fluence is
typically measured in calories of heat per square
centimeter (cal/cm?). A thermal fluence of 20 cal/cm? is
enough to cause third-degree burns on exposed skin, with

10. Samuel Glasstone and Philip J. Dolan. “The Effects of Nuclear
Weapons,” United States Department of Defense and the United
States Department of Energy, 1977.

11. The fireball photo is reproduced from a lecture by Hans
Kristensen on “The Basics of Nuclear Weapons: Physics, Fuel
Cycles, Effects and Arsenals,” given at the James Martin Center for
Nonproliferation Studies.
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second-degree burns caused by 5-10 cal/cm? of thermal
radiation. Wood will ignite at around 10-20 cal/cm?, and
many fabrics around 10 cal/cm?.

Finally, prompt (or initial) radiation is the portion of
nuclear radiation exposure occurring within seconds to a
minute after the detonation. Prompt radiation is produced
directly from the fission chain reaction causing the
nuclear detonation itself and consists primarily of gamma
and neutron radiation. Delayed radioactive fallout,
produced from the decay of fission products and heavy
alpha-emitting nuclides after the detonation, is
distinguished separately from prompt radiation. Radiation
dose to humans is typically measured in rem (Roentgen
equivalent man), or Sieverts (Sv) in the metric system.
One rem is equivalent to 0.01 Sv or 10 millisieverts
(mSv). A radiation dose of 200 rem or greater is
considered fatal or near-fatal, with doses between 50 and
200 rem considered high but survivable, and doses of 10-
50 rem having medium to long-term health impacts.

Delayed (or residual) radioactive fallout was the only
nuclear weapon effect evaluated in this chapter, most
relevant to scenarios involving nuclear attacks on military
targets located at distances far from population centers.
Most biological fallout effects occur within the first day
or two following the explosion; victims are exposed to
radioactive fallout from airborne and deposited nuclear
materials and contaminated debris. Radiation from
airborne sources is commonly called “cloudshine,” while
radiation from deposited material is “groundshine.”
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Airborne nuclear materials are transported by ambient
winds and deposited as dry particles or with precipitation,
colloquially called “black rain.” Populations hundreds or
thousands of kilometers from ground zero may experience
radiation exposure above background levels, causing
limited health effects but significant political impacts,
particularly when international cross-border
contamination is considered. The biological effects of
nuclear radiation are summarized in Table 1 and Table
2.12

12. “Humanitarian Impacts of Nuclear Weapons Use in Northeast
Asia: Implications for Reducing Nuclear Risk,” Asia-Pacific
Leadership Network for Nuclear Non-Proliferation and Disarmament
(APLN), March 31, 2023.
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Table 1: Biological Effects of Nuclear Radiation, 0.1 —

100 rem
Dose (rem) 0.1 10 50 100

USNRC

annual dose

limit to the

public for .

standard .Stanstlca.l Considered High dose with

Significance nuclear fnerease m high dose by high

power plant cancer USNRC survivability

operation (5 incidence

rem for

radiation

workers)
Moderate
decrease in

Onset of  Acute white blood cell
Symptoms cancer overradiation count
lifetime  symptoms (weakened

immune
system)
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Table 2: Biological Effects of Nuclear Radiation, 200 —

1000 rem
Dose (rem) 200 600 1000

Survival chance Almost no

Sienificance highly survival even  Lethal within

g dependent on  with intense days

medical care medical care
Severe decrease in white blood .
cell count, skin Diarrhea, fever,

Symptoms ’ fatal electrolyte

hemorrhage/blood spot,

. . . imbalance
hemorrhage, infection, hair loss

Death occurs 2-12 weeks 1-6 weeks <2-14 days

within
Circulatory,
Cause of Death Hemorrhage, infection respiratory system
collapse

The Case for Nuclear Use Against Deep-Buried Targets

Due to the efficiency with which they deliver explosive
power over many types of conventional weapons, the use
of nuclear weapons to target hard and deep-buried targets
(HDBTSs) has been considered. Some proponents of using
nuclear weapons to target HDBTs support the
development of so-called “earth-penetrator weapons” or
EPWs, which bury themselves several meters below
ground before detonation, increasing the shock impact to
the ground and hardened targets deep below surface
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level.”* Although the use of EPWs was not considered in
this analysis, the significance of using EPWs instead of
contact bursts to target HDBTs is briefly summarized. A
report by the National Academies Press (2005) concluded
the following concerning EPWs and HDBTs: !4

1. Many hard and deeply-buried targets are beyond
the reach of conventional explosive penetrating
weapons, and can only be put at risk through use
of one or a few nuclear weapons.

2. The ground shock advantage of using EPWs is
optimized at a depth-of-burst of 3 meters.
According to calculations, the limit for high
probability destruction of deeply-buried targets is
200 meters for a 300 kiloton weapon and 300
meters for a 1 megaton weapon.

3. EPWs cannot penetrate deep enough to totally
contain collateral effects of a nuclear explosion.

4. For the same yield, the number of casualties
resulting from an EPW and surface-burst are
practically equal.

13. The Union of Concerned Scientists published a YouTube video
on November 21, 2018 effectively explaining the concept of earth-
penetrator nuclear weapons, entitled “The Robust Nuclear Earth
Penetrator (RNEP),” found at
https://www.youtube.com/watch?v=dn83i2RQI48.

Accessed January 19, 2025. The video depicts the far-ranging impact
of fallout dispersal following a nuclear attack on the Natanz
enrichment complex near Isfahan.

14. National Academies of Sciences, Engineering, and Medicine,
Effects of Nuclear Earth-Penetrator and Other Weapons,
(Washington, DC: The National Academies Press, 2005).
https://doi.org/10.17226/11282.
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5. The required yield to destroy a HDBT is reduced
if using an EPW as opposed to a surface
detonation.

There are some claims that no kind of conventional
weapon can guarantee penetration of deep-buried targets
as thoroughly as a nuclear weapon attack. Some scenarios
consider targets buried in high-performance concrete up
to 250 meters deep, or even deeper.'> The discussion
surrounding deep-buried targets raises the question, if a
nuclear weapon is used, what nuclear yield and height-of-
burst is sufficient to guarantee destruction of a deep-
buried target? Figure 1 and Figure 2 plot the relationships
between probability of severe damage to deeply-buried
targets in granite, target depth, circular error probable
(CEP), and nuclear yield.

Figure 1: Probability of Damage to a HDBT Using
Surface-Burst Nuclear Weapons
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15. Michaela Dodge, “Out of Sight Should Not Mean Out of Reach:
Deterrence and the Proliferation of Hard and Deeply Buried
Targets,” RealClearDefense, June 11, 2021.
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Figure 2: Probability of Damage to a HDBT Using
Earth-Penetrating Nuclear Weapons
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Figure 1 compares a 250 kiloton and a 1 megaton
weapon, both detonated at the surface, for CEPs of 100
meters and 10 meters. Figure 2 shows the same
comparison for earth-penetrator weapons (EPWs) of 10 kt
and 300 kt, detonated 3 meters below ground level.
Comparison between contact bursts and EPWs shows that
the effectiveness of a 250 kiloton contact burst is about
the same as that of a 10 kiloton EPW due to the
phenomenon of equivalent ground shock. CEP, or
accuracy, is a critical parameter for contact weapons and
low-yield EPWs. To achieve a 70-100% probability
(depending on accuracy) of significantly damaging a
target of 1 kbar hardness and buried 100 meters deep in
granite, a contact burst of 1 Mt yield or EPW of 300 kt
would be required. A 250 kt contact burst or 10 kt EPW
could damage the target with 30-70% or greater
probability, depending on accuracy. Using an EPW in lieu
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of a contact burst, there is a 70-95% reduction in the
nuclear yield necessary to damage the target with the
same probability.

Since the United States Congress approved the
development of nuclear EPWs in 1995, the United States’
arsenal has included EPWs such as the 400 kt B61-11,
with planned development of higher-yield EPWs by the
Bush administration.!® By the end of 2005, however,
funding for the controversial Robust Nuclear Earth
Penetrator (RNEP) was dropped.!” The military need for
EPWs, or so-called “bunker busters” has been hotly
debated and criticized, and testing and development has
been limited to only a few nations. Since it is
unconfirmed whether Israel or most other nuclear-armed
states possess EPWs, the scenario analysis in this chapter
considered the detonation of only surface bursts against
buried targets.

16. Hans M. Kristensen, “The Birth of a Nuclear Bomb: B61-11,”
The Nuclear Information Project, last modified July 14, 2005,
https://www.nukestrat.com/us/afn/B61-11.html

17. Jonathan Medalia, “’Bunker Busters’: Robust Nuclear Earth
Penetrator Issues, FY2005-FY2007,” Order Code RL32347
(Washington DC: The Library of Congress, Congressional Research
Service, 2006).
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Nuclear Facilities and Arsenals of States
Involved

Iran

The following Iranian nuclear facilities might be
considered plausible targets by Israel in the drastic event
that Tel Aviv perceives an imminent threat and seeks to
prevent development or use of suspected nuclear weapons
by Iran. According to Iranian military leaders, tunnels at
underground missile bases are buried across the country
as deep as 500 meters.'® The three sites located near the
largest population centers were simulated as plausible
targets for a nuclear attack that could result in severe
collateral damage to nearby civilian populations. These
and other consequential sites related to the nuclear fuel
cycle are shown in Figure 3.

Military Site Population Center”  Distance

Parchin Military Complex Tehran (8.7 million) 20 miles

Fordow Fuel Enrichment

Plant Qom (1.2 million) 25 miles
Natanz E;:rlchment Isfahan (2 million) 60 miles
Complex

18. Agence France-Presse, “Iran Reveals Huge Underground Missile
Base with Broadcast on State TV,” The Guardian, October 15, 2015.
19. David Lauter, Priya Krishnakumar, and Bob Drogin, “Explainer:
What the Iran Nuclear Agreement Means,” Los Angeles Times, March
30, 2015.

20. Population data estimated from
https://www.citypopulation.de/en/iran/cities/.

21. “Natanz Enrichment Complex,” Nuclear Threat Initiative, last
modified June 13, 2023.
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Military Site Population Center”?  Distance
Bakhtaran Missile Base Kermanshah (1 million)

Imam Ali Missile Base Khorramabad (400,000)
Hajiabad Missile Base Hajiabad (30,000)

Eagle-44 Air Base Hajiabad (30,000)

Figure 3: Nuclear Fuel Cycle Sites in Iran (LA Times)
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Recent satellite images show ongoing construction of
underground facilities at Natanz (see Figure 4), allegedly
80-100 meters deep, or “so deep in the earth that it is
likely beyond the range of a last-ditch U.S. weapon
designed to destroy such sites.”??

https://www.nti.org/education-center/facilities/natanz-enrichment-
complex/.

20. Population data estimated from
https://www.citypopulation.de/en/iran/cities/.

22. Jon Gambrell, “An Iranian nuclear facility is so deep
underground that U.S. airstrikes likely couldn’t reach it.”’; The
Associated Press, May 23, 2023.
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Figure 4: New Construction of Facilities at Natanz
Enrichment Complex (The Associated Press)

Israel

The primary infrastructure  supporting Israel’s
development of nuclear weapons was purchased from
France and constructed during the 1950s-60s. The Negev
Nuclear Research Center, including a large underground
chemical reprocessing plant and “Dimona” research
reactor optimized for plutonium production, form the
backbone of Israel’s nuclear infrastructure.?* It is assumed
that Israel has been producing and reprocessing plutonium
for nuclear weapons production since the mid-to-late
1960s. A satellite image of the Negev center as analyzed

23. Alexander Glaser and Julien de Troullioud de Lanversin,
“Plutonium and Tritium Production in Israel’s Dimona Reactor,
1964-2020,” Science & Global Security 29, no. 2 (August 19, 2021):
90-107, https://doi.org/10.1080/08929882.2021.1988325.
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by the Federation of American Scientists is shown in
Figure 5.%5

Figure 5: Satellite Image of Negev Nuclear Research
Center (Federation of American Scientists)

“Negew:Nuclear Research Center
- “Cor S: 31.00123°N. 35.14453°E.
Noves

mber 17212t

In terms of nuclear weapons arsenal, it is “hypothetically
possible that Israel developed two-stage thermonuclear
weapons.” However, “based on Israel’s plutonium
production, testing history, design skills, force structure,
and employment strategy ... its arsenal probably consists
of single-stage, boosted fission warheads.”?® The
International Panel on Fissile Materials estimates that as
of the beginning of 2020, Israel may have a stockpile of
about 980 + 130 kilograms of plutonium. That amount
could potentially be used to build anywhere between 170
and 278 nuclear weapons, assuming a second-generation,

24. Hans M. Kristensen and Matt Korda. “Israeli nuclear weapons,
2021.” Bulletin of the Atomic Scientists 78, no. 1 (2022): 38-50.
https://doi.org/10.1080/00963402.2021.2014239.

25. Hans M. Kristensen and Matt Korda, “Nuclear Notebook: Israeli
nuclear weapons, 2022,” Bulletin of the Atomic Scientists. Last
modified January 17, 2022.
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single-stage, fission-implosion warhead design with a
boosted pit containing 4 to 5 kilograms of plutonium.?’
There is no evidence that Israel possesses the capability to
detonate nuclear weapons as EPWs, so was not
considered in this analysis.

An Unthinkable Scenario—Israeli Nuclear
Attack on Nuclear Facilities in Iran

The Scenario

A wargame conducted by the Nonproliferation Policy
Education Center in 2023 hypothesized the following
scenario in which Israel may consider using nuclear
weapons against [ran after receiving intelligence that the
state has developed nuclear weapons and is storing them
in deep-buried locations.?®

Israel receives high-confidence intelligence that Iran is
about to join nuclear warheads with delivery systems at
concrete hardened, buried locations, and Israeli prime
minister and intelligence decide to attack with
conventional hypersonic weapons received from the
United States. Iran releases imagery of damaged
“peaceful facilities,” and terrorist groups take advantage
of the saturation of missile defenses to launch their own

26. “Countries: Israel.” International Panel on Fissile Materials.
Last modified April 13, 2024.
https://fissilematerials.org/countries/israel.html.

27. Henry Sokolski, “Wargame simulated a conflict between Israel
and Iran: It quickly went nuclear.” Bulletin of the Atomic Scientists,
February 27, 2024.
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rockets against Israeli military bases, civilian
infrastructure, and population centers, causing serious
damage and numerous casualties. Iran launches missile
strikes against nuclear facilities, including the small
Dimona reactor, several nuclear-associated air, missile,
and nuclear missile-armed submarine bases. Iran also
attacks the Ministry of Defense headquarters in Tel Aviv,
located in the city’s center, and withdraws from the NPT.
A combination of the massive damage to Israel and the
ongoing nuclear threat causes Israel to consider options
for a nuclear response.

Such a scenario can be imagined in which Israeli
intelligence determines or assumes that the only
conventional weapon technology with the capability to
penetrate any buried structures, likely protected by the
latest generation of layered, ultra-high-performance
concrete, would be a hypersonic strike weapon or nuclear
weapon. If hypersonic strikes are able to cripple above-
ground targets, but there is some doubt that the
underground  facilities  have  been  completely
incapacitated, the nuclear option may become more
appealing.

Other potential targets by Israeli nuclear weapons could
be a demonstration EMP shot over Syria and/or Iran,
targeting Iran’s energy infrastructure, destruction of
nuclear integration locations, civilian and infrastructure
targets. In this analysis, only nuclear attacks against
suspected nuclear weapon facilities were simulated.
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Model Assumptions and Parameters

Determining the appropriate type and yield of weapon to
carry out an attack includes a target analysis with multiple
steps, including:?

o Finding, identifying, and characterizing the target

e Weapon-system survival and arrival at the target

e Weapon penetration and detonation

e Energy coupling of weapons effects to the ground

e Shock propagation through the ground to the
target facility

e Response and vulnerability of the target facility

Three targets were selected for attack modelling in this
study: the military complex near Parchin, the Fordow
Fuel Enrichment plant, and the Natanz Enrichment
Complex. In the following scenarios, the Israeli
government has assumed that underneath each facility lies
deeply-buried infrastructure or nuclear warheads at a
depth of 100 meters, with a target hardness of 1 kbar,
based on reliable human intelligence. These warheads and
infrastructure are assumed to be an imminent threat,
necessitating immediate action in the eyes of the
government.

Israel possesses aircraft, land-based missiles, and sea-
based cruise missiles on submarines that are capable of
nuclear weapon delivery. Jericho-IIl  land-based

28. National Research Council, Effects of Nuclear Earth-Penetrator
and Other Weapons (Washington, DC: The National Academies
Press, 2005), https://doi.org/10.17226/11282.
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intermediate-range ballistic missiles (IRBMs), with a
range of 4,800-6,500 km, entered service in 2011.3° With
an estimated payload of 1,000-1,500 kg, the Jericho-III is
capable of carrying a single warhead with a yield of one
Megaton (Mt).3132 Although the circular error probable
(CEP) of the Jericho-II and III missiles remains
undisclosed, it is assumed that the missiles have improved
accuracy over that of Jericho-I, with a CEP of 1,000
meters.?3 In this scenario, it was assumed that the nuclear
warheads are delivered via Jericho-III missile with a CEP
of 500 meters, comparable to modern IRBMs.

As introduced in an earlier section, a 2005 report by the
National Research Council implemented various
calculation software to estimate the impact of nuclear
surface-bursts and earth penetrator weapons (EPWs) on
hard and deeply-buried targets (HDBTs), including shock
propagation and response of generic target facilities. The
report found that, for contact and buried bursts against
HDBTs, achieving a high probability of damage depends

29. “Nuclear Disarmament Israel,” Nuclear Threat Initiative. Last
modified September 10, 2024,
https://www.nti.org/analysis/articles/isracl-nuclear-disarmament/.
30. Andrew Feickert, Missile Survey: Ballistic and Cruise Missiles of
Selected Foreign Countries, RL30427, Congressional Research
Service, July 26, 2005.
https://crsreports.congress.gov/product/pdf/RL/RL30427/3.

31. Missile Defense Project, “Jericho 2,” Missile Threat, Center for
Strategic and International Studies, May 12, 2017, Last Modified
April 23, 2024. https://missilethreat.csis.org/missile/jericho-2/.

32. Mark Fitzpatrick, “Israel’s ballistic-missile programme: an
overview,” International Institute for Strategic Studies, August 25,
2021. https://www.iiss.org/online-analysis/online-
analysis/2021/08/israel-ballistic-missile-programme/.

303



Nuclear Proliferation’s Next Iteration

more on weapon accuracy (i.e., CEP) than on target
hardness, for the conditions investigated in the study. A
nuclear weapon detonated at the surface with a yield of
one Mt and a CEP of 100 meters is estimated to inflict
significant damage on a target 100 meters deep with 70%
probability. Considering that the Jericho-III missiles may
have a CEP of 500 meters or greater, a single surface
detonation by a one Mt weapon aimed at the target will
have an estimated 50%-70% chance of inflicting
significant damage. Therefore, to increase the chance of
attack success, at least three weapons should be launched
at the target, at a bare minimum.

Another option is to use 250 kt pure fission weapons,
considered more realistic by some experts who doubt
Israel possesses many, if any, thermonuclear weapons. A
nuclear weapon detonated at the surface with a yield of
250 kt and a CEP of 100 meters is estimated to inflict
significant damage on a target 100 meters deep with
around 30% probability. Carried by a Jericho-III missile,
a single contact burst by a 250 kt will have an estimated
20%-30% chance to inflict significant damage. In this
case, to guarantee significant damage to the target, at least
five to seven weapons should be launched at the target.
This alternative scenario was simulated for the most
damaging weather pattern to the nearest population
center.

These scenario details are summarized in Table 3, in
which three thermonuclear warheads of one Mt yield each
are launched at each target in varying weather conditions,
and seven pure fission warheads of 250 kt each are
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launched at each target in the most damaging weather
conditions from the one-Mt simulations. Although it is
unconfirmed whether Israel possesses thermonuclear
weapons in the megaton-range, this yield was selected as
the maximum size capable of delivery by Jericho-III. 250
kt was also simulated as potentially more realistic
assumption. Historical weather data in one-degree
resolution were downloaded from the NOAA-READY
website, and simulations were run using the publicly
available HY SPLIT atmospheric dispersion software.>*

Table 3: Nuclear Weapon Attack Scenarios

Surface-Burst Simulations

Depth Target Height-
Target Hardness | Yield Date Time Location of-
Burst
Parchin 2023-01- | 00:00 Local 51.76
01 2023- (2030 35.52
Fordow 3x 04-01 UTC) 51.00
100m | Tkbar |\ \a | 2023-07- | 12:00 Local | 3488 | ™ | days
Natanz 01 2023- (0830 51.73
10-01 | UTC) 33.72

a. Fission yield of 50% assumed, resulting in total effective
yield of 1500 kt for residual radiation (fallout) calculation.

33. A.F. Stein, R.R. Draxler, G.D. Rolph, B.J.B. Stunder, M.D.
Cohen, and F. Ngan, “NOAA’s HYSPLIT atmospheric transport and
dispersion modeling system.” Bulletin of American Meteorological
Society 96 (2015): 2059-2077. https://doi.org/10.1175/BAMS-D-14-
00110.1.
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Target Height-
Target Lank Hardness | Yield Date Time Location of- T’l:_otal
me
Burst
Parchin 2023-10- | 0000 Local |5y o
01 (2030 35.52
7x UTC) ) 4
Fordow | 100m 1 kbar 250 51.00 0Om d

kt - - 34.88 ays
. ) 51.73
Natanz 3372

Humanitarian Impact of Nuclear Attacks on Suspected
Deep-Buried Targets

Parchin Military Complex near Tehran, Iran

The main complex at the Parchin military base is a facility
of around one square kilometer in size, with roads leading
into the nearby mountains that may indicate construction
of additional underground facilities in the granite
mountainside. An attack on the complex using three
Jericho-III missiles is visualized in Figure 6, illustrating
the overlapping areas of circular error probable (CEP).
CEP is usually defined as the radius within which 50% of
the weapon rounds will strike. In other words, there is a
50% chance that the weapon will strike within this circle.
This is why, to guarantee significant damage to the target,
a bare minimum of three one-megaton weapons is
necessary to guarantee target destruction. If weapons with
a yield of 250-kt are used, due to the decrease in
explosive power and ground shock propagation to the
buried target, a minimum of 5-7 weapons is required,
even though the CEP in both cases is 500 meters. The
CEP, irrespective of nuclear yield, depends on the
Jericho-III missile technology itself.
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Figure 6: Visual Representation of Three Attacks by
Jericho-III Missiles with CEP of 500m

Figure 7: January 1, 2023, Attack on Parchin Military
Complex, Regional Impact

s

Afghanistan
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Figure 8: January 1, 2023, Attack on Parchin Military
Complex, Local Impact

Figure 9: October 1, 2023, Attack on Parchin Military
Complex using 3 x 1-Mt Nuclear Weapons
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Figure 10: October 1, 2023, Attack on Parchin Military
Complex using 7 x 250-kt Nuclear Weapons
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By the far the largest population center in Iran, Tehran is
home to some estimated 8.7 million people, with many
more residing in the city outskirts and neighboring towns
and villages. Due to prevailing westerly winds which
carry the radiation fallout cloud east or northeast, the city
of Tehran was spared from the main radiation plume in
the simulated scenarios and under most weather
conditions throughout the year. In one simulation,
although the fallout plume generally travelled eastward, a
significant amount of fallout impacted nearly the entire
Tehran metropolis. Within four days, large populations
accumulated radiation doses of 0.1 rem, 10 rem, 50 rem,
or as high as 100 rem, enough dose to cause acute
radiation poisoning, kill vulnerable populations if left
untreated, greatly increase risk of cancer, leukemia in
children, and birth defects in unborn fetuses. Even though
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prevailing westerly winds throughout the year give
Tehran a high chance of avoiding the highest radiation
dose levels, the city is still within range of being impacted
by radiation dose levels of at least 1000 rem, under wind
conditions out of the south or east.

Under all simulated wind conditions, low to medium
levels of fallout can travel as far as Afghanistan,
Turkmenistan, Uzbekistan and even further. There was no
significant difference in the fallout impact of three
megaton detonations versus seven 250-kt detonations.
The impact of a 250-kt detonation may be slightly higher
per kiloton, due to the post-detonation mushroom cloud of
lower altitude. The maximum altitude of a 250-kt is
around 15 km, while a megaton detonation will reach a
maximum altitude of 20 km, possibly allowing a greater
amount of fallout to travel further and disperse in lower
concentrations on the ground.

Fordow Fuel Enrichment Plant near Qom, Iran

Figure 11: Visual Representation of Three Attacks by Jericho-I111
Missiles with CEP of 500m
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Under most weather conditions, the radiation plume
nearly misses Qom, and passes by Tehran, carried east by
prevailing westerly winds. Both Qom and Tehran are well
within range of being impacted by radiation dose levels of
600 rem or even 1000 rem accumulated over two to four
days, an unquestionably fatal level of radiation if
immediate and specialized medical care is not provided.
Many other cities and settlements fall downwind of the
prevailing westerly wind patterns, and potentially millions
of residents could be impacted by acute radiation sickness
and short-term death due to extremely high radiation
levels. In several simulations, the fallout plume reached as
far as the population center of Mashhad, Iran, home to 3
million residents, more than both Qom and Isfahan.
Travelling hundreds of miles, fallout radiation doses of
0.1 to nearly 200 rem within four days could have severe
health impacts on the millions of residents living within
Mashhad and the surrounding areas.

Figure 12: January 1, 2023, Attack on Fordow
Enrichment Plant
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Figure 13: July 1, 2023, Attack on Fordow Enrichment
Plant, Regional Impact
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Natanz Enrichment Complex near Isfahan, Iran

The above-ground infrastructure at the Natanz complex
and suspected entrances to underground tunnels are
several kilometers apart, as shown in Figure 15. To target
the entire complex with an acceptable accuracy, at least
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six weapons might be detonated to significantly damage
the Natanz Enrichment Complex as well as underground
activity around the plant. Realistically, even more
weapons would likely be detonated to compensate for
uncertainties in the exact location of buried targets, and
overcome shielding by additional layers of rock in the
mountain range southwest of Natanz. This would be a
difficult site to effectively target and destroy HDBTs due
to the moutnainous geography and span of the facility. In
the simulated scenarios, an attack on only one of the two
areas shown above was considered. Similar to the
previous simulations, attacks on the Natanz enrichment
complex would cause a large amount of nuclear fallout,
generally travelling eastwards. Under rare wind
conditions out of the north, it is possible that the town of
Isfahan itself could be impacted by fatal radiation dose
levels.
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Figure 15: Visual Representation of Three Attacks by
Jericho-III Missiles with CEP of 500m; targeting the
Natanz Enrichment Complex above-ground (top), or the
underground tunnel construction (bottom)

1000 m
CEP: 500 m
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Figure 16: January 1, 2023, Attack on the Natanz
Enrichment Complex

Figur 17: July 1, 2023, Attack on the Naianz
Enrichment Complex
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Conclusion

In the wake of recent conflicts in the Middle East and
decades of tension between Israel and Iran, considering
the possibility of Israeli nuclear use is a must, regardless
of how unlikely it may seem. Specific hypothetical
scenarios resulting in a plausible use of nuclear weapons
by Israel or any state possessing weapons of mass
destruction must be confronted and understood. The
scenarios simulated in this chapter illustrated the potential
humanitarian consequences of Israeli nuclear attacks on
military and nuclear sites in Iran: the Parchin military
complex, the Fordow fuel enrichment plant, and the
Natanz enrichment complex. Each of these sites is
positioned relatively close to a major population center. If
hard-and-deeply-buried targets at these sites were
suspected of housing nuclear warheads and subsequently
attacked, the success of these attacks would be difficult to
justify given the devastating impact of resulting nuclear
fallout.

In this study, a target depth of 100 meters was assumed.
However, Iranian officials have claimed that the depth of
buried facilities may be as deep as 500 meters, in which
case a nuclear weapon of any yield could not effectively
target these facilities. The uncertainty of target depth and
location, considering the magnitude of potential
devastating impact to nearby populations renders the use
of nuclear weapons to target deeply-buried targets
unreasonable and inhumane. The depth and location of
target facilities is too uncertain to be targeted by medium
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or long-range Jericho missiles, which have insufficient
accuracy. Too many nuclear weapons would be required,
causing an even greater humanitarian crisis to the nearby
civilian populations.

The country of Iran has a prevailing westerly wind
throughout the year, resulting in dispersal of nuclear
fallout towards the east, most likely away from the
population centers of Tehran, Qom, and Isfahan.
However, even when major population centers are spared
from the main fallout plume, radioactive material may
cover the city enough to cause acute radiation poisoning
and health impacts to vulnerable populations. In the rare
chance that winds do blow towards Tehran, the city is
well within range of being impacted by radiation dose
levels of 1000 rem, which could kill hundreds of
thousands or even millions of people remaining in the
city. Under the typical weather conditions, the fallout
plume can affect many towns in east Iran and may travel
as far as the population center of Mashhad, thousands of
miles away and home to some 3 million residents. Under
all simulated wind conditions, low to medium levels of
fallout can travel as far as Afghanistan, Turkmenistan,
Uzbekistan and even further.

A nuclear attack targeting Iran would have direct effects
on the entire region and neighboring countries uninvolved
in the original conflict. Potential scenarios involving use
of nuclear weapons by any state possessing them, Israel
included, must continue to be brought to light in an effort
to further diplomatic relations, spark important dialogue
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on avoiding a humanitarian crisis, and prevent innocent
loss of life.

Appendix: HYSPLIT Simulation Methodology

Nuclear Fallout simulations were conducted using the
HYSPLIT model according to the procedure described.
Meteorological data was acquired directly from the
NOAA READY website, the same website that provides
HYSPLIT for public use. The Global Data Assimilation
System weather data was used with a grid resolution of 1-
degree spatial intervals. The weather data includes wind
speed and direction, as well as precipitation information.

Another important parameter that depends on the nuclear
weapon yield is the stabilized height of the mushroom
cloud. Since HYSPLIT does not simulate the complex
rising dynamics of nuclear mushrooms clouds, the
maximum height of the stabilized nuclear cloud was
assumed. For a discussion on HYSPLIT simulation
assuming a stabilized nuclear cloud, see Modeling the
Fallout from Stabilized Nuclear Clouds using the
HYSPLIT Atmospheric Dispersion Model by Rolph et al.
Similar assumptions to this analysis were made about the
stabilized nuclear cloud.

The actual radioactivity of the fallout is not determined in
the weather simulation itself, but by postprocessing the
concentration output file produced by HY SPLIT using the
built-in CON2REM HYSPLIT function. This function
takes in an input file that includes a list of nuclear
isotopes produced from the detonation of a nuclear
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weapon, their radioactive half-lives, the amount in
Becquerels of each isotope present for a detonation of one
kiloton yield, and three dose conversion factors in rem-
Bg/h-m3: cloudshine, groundshine, and inhalation dose.
This data is scaled by the requested nuclear detonation
yield in order to produce the final radioactive fallout
results.
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CHAPTER 8

What U.S. Sanctions Might
Israeli Nuclear Use Trigger

Sharon Squassoni

Using Nuclear Weapons: A Sanctionable
Offense?

Abstract:  This chapter addresses the sanctions
implications of a U.S. ally such as Israel carrying out a
first nuclear strike. It describes U.S. sanctions related to
the use of nuclear weapons by other countries and
demonstrates that although Israel falls somewhat between
the cracks because of its relative isolation within the
nuclear nonproliferation regime, the entanglement of
Israeli military  procurement with U.S. weapons
acquisition may result in significant economic costs for
Israel.

The wars in Ukraine and Gaza have highlighted the
modern dangers of nuclear-armed states engaged in
significant conventional conflict. In the case of Ukraine,
Russia issued several vague threats to use nuclear
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weapons to deter the United States and its allies from
aiding Ukraine. In the case of Gaza, the October 7, 2023
attack on Israel provoked an existential crisis that
triggered speculation that Israel could drop a bomb on
Gaza.! And, as the war has widened, Israeli attacks on
Iran also raise concern about nuclear strikes. This chapter
considers the U.S. sanctions implications of an ally such
as Israel carrying out a first nuclear strike. Although
traditional "sticks" created to punish nuclear proliferators
may not be applicable to Israel because the United States
does not have a nuclear cooperation agreement, the
entanglement of Israeli military procurement with U.S.
weapons acquisition may result in significant economic
costs for Israel.

Responses to nuclear use — why so silent?

Most U.S. laws on nuclear weapons attempt to deter,
prevent, and punish activities associated with nuclear
weapons development, not nuclear use. Broadly
speaking, there has been relatively little public discussion
of other response options to nuclear weapons use apart
from preemptive and retaliatory strikes. Why not? First,
it might be assumed that use of nuclear weapons against
the United States by enemies (Russia or China) would
inevitably escalate, requiring little need to develop policy
options other than war. Second, it might be assumed that

1. In aradio interview on November 5, 2023, Israeli Heritage
Minister Amihai Eliyahu declared that Israel could drop a nuclear
bomb on Gaza. He later explained away his comment as
“metaphorical,” but his suspension from cabinet meetings was a mild
rebuke for his transgression.
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allied use of nuclear weapons (France or UK) would
occur only with U.S. acquiescence or support, also
foreclosing any negative U.S. response. Planners might
also likely assume that use by France or the UK would
inevitably develop into nuclear Armageddon, in which all
bets are off.

Multilaterally, there are no prescribed responses to the use
of nuclear weapons, despite a United Nations Charter that
calls for, in its first article, “effective collective measures
for the prevention and removal of threats to the peace, and
for the suppression of acts of aggression or other breaches
of the peace, and to bring about by peaceful means, and in
conformity with the principles of justice and international
law, adjustment or settlement of international disputes or
situations which might lead to a breach of the peace.”
Further, the many treaties that ban or would ban use or
testing of nuclear weapons (two nuclear-weapon-free-
zone treaties, the Antarctic Treaty, the Treaty to Prohibit
Nuclear Weapons (TPNW) and the Comprehensive Test
Ban Treaty (not yet in force)) are silent on consequences
of nuclear weapons use. Finally, the International Court
of Justice issued an advisory opinion in 1996 at the behest
of the UN Secretary General on the permissibility of
threats or use of nuclear weapons under international law,
concluding that the use of nuclear weapons “seemed
scarcely reconcilable with respect for the requirements of
the law applicable in armed conflict.” However, the ICJ
could not definitively conclude that it would be lawful or
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unlawful to threaten or use nuclear weapons in the case
where the very survival of a state was at stake.?

Whether or not nuclear weapons use would violate
international humanitarian law and trigger international
sanctions is a topic too broad for this chapter, but there is
one respect in which U.S. laws regarding gross human
rights violations might come into play: a cutoff in
assistance and training to Israeli security forces required
by the Leahy amendments to security assistance
legislation.> A decision by the Secretary of Defense or
Secretary of State that the use of nuclear weapons
constituted a gross human rights violation would trigger a
cutoff in assistance, which could be waived if "required
by extraordinary circumstances." All in all, the likelithood
of any of this unfolding is slim, given the relative inability
of the U.S. government to apply Leahy vetting to Israeli
forces under existing circumstances.*

2. For more information, see the International Court of Justice
website: xhttps://www.icj-cij.org/case/95

3. Section 362 of U.S. Code Title 10 applies to State and DoD
assistance and training. See https://www state.gov/wp-
content/uploads/2020/06/PP410_INVEST v2.1.pdf for background.
4. Patrick Leahy, “I created the Leahy Law. It should be applied to
Israel,” Washington Post, May 20, 2024.
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U.S. Sanctions Related to Atomic Energy,
Peaceful or Otherwise®

U.S. laws related to nuclear weapons have focused
primarily on dissuading acquisition of nuclear weapons
and nuclear tests. The 1946 U.S. Atomic Energy Act
prohibited U.S. citizens from engaging independently in
nuclear weapons-related activities, effectively
criminalizing proliferation within and from the United
States. Promotion of the Atoms for Peace program in the
early 1950s required Congress to loosen controls on
civilian and military nuclear cooperation, and so the
Atomic Energy Act was amended in 1954 and 1958 to
allow for nuclear cooperation overseas, including
cooperation on military nuclear programs. At the time,
there were just three nuclear weapon states: the United
States, the USSR and the United Kingdom. When Irish
Foreign Minister Frank Aiken introduced the first
resolution banning the transfer of nuclear weapons in the
UN General Assembly in 1958, there was quiet
recognition that France would soon acquire nuclear
weapons but it was not until 1960 that fears of Israeli and

5. There are many U.S. sanctions related to proliferation activities,
some of which are targeted at specific countries

like Russia, Pakistan, Iran and North Korea. This chapter covers only
those sanctions that might come into play in

the case of use of nuclear weapons by Israel. For a good summary of
nonproliferation-related sanctions, see the

State Department’s website: https://www.state.gov/key-topics-
bureau-of-international-security-and-
nonproliferation/nonproliferation-
sanctions/#:~:text=The%20Nuclear%20Proliferation%20Prevention
%?20Act,state%20to%20acquire%20unsafeguard

ed%?20special
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Chinese nuclear weapons acquisition substantially grew.
By the time the Nuclear Nonproliferation Treaty (NPT)
entered into force in 1970, China was a full-fledged
nuclear weapon state and Israel was a presumed nuclear
weapon state. The NPT provided a benchmark against
which countries’ proliferation intentions could be
measured and a system of accounting (international,
comprehensive safeguards) to provide warning of
diversion. It also marked the transformation of U.S.
nonproliferation measures from purely bilateral to
multilateral mechanisms.

U.S. domestic legislation to curb proliferation grew out of
concerns about India’s 1974 nuclear test as well as efforts
by several countries (including Pakistan, South Korea,
Brazil and Argentina) to acquire nuclear fuel cycle
capabilities. The primary motivation has been to deter
states from developing and testing nuclear weapons using
the threat of economic punishment such as cutting off
foreign assistance, defense cooperation, nuclear
cooperation, loans and credits and freezing foreign assets
in the United States, among other things.

In 1976, Congress passed the Symington Amendment to
the Arms Export Control Act (Sec 101, formerly Sec 669
of Foreign Assistance Act of 1961), which prohibited
most U.S. assistance to countries found trafficking in
nuclear enrichment equipment or technology outside of
international safeguards. The following year, Congress
passed the Glenn Amendment, which added Sec. 102(b)
to the Arms Export Control Act (formerly Sec. 670 of the
FAA) and prohibited U.S. foreign assistance to any non-
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nuclear-weapon state (as defined by the NPT) that
engages in spent fuel reprocessing and/or detonates a
nuclear explosive device. In 1985, Congress passed the
Pressler amendment to the Foreign Assistance Act, which
banned most economic and military assistance
specifically to Pakistan unless the President annually
certified that Pakistan did not possess a nuclear explosive
device (essentially gutted by the 1995 Brownback
amendment).

The Glenn Amendment sanctions are far-reaching. They
encompass all assistance under the Foreign Assistance
Act; defense sales and licensing of Munitions List
exports; foreign military financing; U.S. government
credit, credit guarantees and other financial assistance;
loans and financial and/or technical assistance from
international financial institutions; loans or credit from
U.S. banks to foreign governments; Export
Administration Act licensing of exports by the Commerce
Department. In each case, the prohibitions exempt
humanitarian aid, food, medical or agricultural
commodities. The law allows a potential waiver for
transfers of design information and components, but no
waiver in the case of detonation or receipt of a nuclear
explosive device.” In sum, Congress would have to enact

6. Rabia Akhtar argues that the purpose of the Pressler Amendment
was actually to ensure that assistance continued

to flow to Pakistan. See Rabia Akhtar, “The correct narrative on
Pressler,” Dawn, May 29, 2017, available at:
https://www.dawn.com/news/1335979

7. Per paragraphs 4 and 5 of USC22 2799 aa 1 (b), the President may
delay imposition of sanctions for 30 days of
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new legislation allowing the President to waive the
imposition of sanctions under the Glenn amendment.
While this is a high hurdle, Congress passed a series of
limited waivers for India and Pakistan following their

1998 nuclear tests, which became broader still after
9/11.8

In terms of ensuring that U.S. nuclear exports did not
contribute to nuclear weapons proliferation, the landmark
1978 Nuclear Nonproliferation Act (NNPA) established
nonproliferation requirements for bilateral cooperation
under Section 123 of the Atomic Energy Act. Nine
specific requirements detailed responsibilities of a
recipient country, including safeguards, security, safety,
promises not to transfer, etc. All nuclear cooperation
agreements with non-nuclear weapon states under the
NPT - those states that had not tested a nuclear device by
January 1, 1967 — require termination of the agreement
should the recipient country test a nuclear device or
violate its NPT safeguards agreement. Congress required
the United States government to renegotiate all of its

continuous session of Congress in the event of nuclear use with a
certification that immediate imposition would be

detrimental to U.S. national security, but only if Congress passes a
joint resolution allowing him/her to exercise

waiver authority. For transfers of design information or components,
the president may waive if “the application of

such sanctions against such country would have a serious adverse
effect on vital U.S. interests.

8. Newell Highsmith, “Would the U.S. Sanction Allies Seeking the
Bomb,” Carnegie Endowment for International

Peace, April 20, 2023, available at:
https://carnegieendowment.org/research/2023/04/would-the-us-
sanction-allies-seeking-the-bomb?lang=en
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nuclear cooperation agreements to conform with the
NNPA. The United States has about two dozen nuclear
cooperation agreements, including one with EURATOM
that effectively covers NATO allies, but does not engage
in nuclear cooperation with Israel.

In 1994, the Nuclear Proliferation Prevention Act
(NNPA) prohibited supply of U.S. government goods or
services to foreign or U.S. individuals found to be
contributing to proliferation (including use of a nuclear
weapon).” The law contains a waiver possibility if the
individual is providing defense requirements essential to
U.S. national security.!® The NNPA also required the

9. The NPPA allows imposition of sanctions “against foreign or U.S.
individuals who have materially and with requisite knowledge
contributed to the efforts of any individual, group or non-nuclear
weapon state to acquire unsafeguarded special nuclear material or to
use, develop, produce, stockpile or otherwise acquire a nuclear
explosive device.”

10. The list is extensive: for sole source suppliers without readily
available alternative suppliers, for coproduction

agreements, and “spare parts which are essential to United States
products or production; (ii) component parts, but

not finished products, essential to United States products or
production; or (iii) routine servicing and maintenance of

products, to the extent that alternative sources are not readily or
reasonably available; (D) to information and

technology essential to United States products or production; or (E) to
medical or other humanitarian items.” In

other words, defense contractors likely would not be sanctioned. In
addition, the prohibition on U.S. government

contracting lasts for 12 months and can be terminated if the President
determines and certifies to Congress that the

individual has stopped proliferation activities and has assurances of
future compliance. It can also be waived if, after

12 months, the President determines that continuation “would have a
serious adverse effect on vital U.S. interests.”
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U.S. Treasury to oppose the use of funds within
international financial institutions that would promote
proliferation (including the use of a nuclear weapon).
Lastly, the Export-Import Bank (EXIM Bank) may not
approve credit guarantees, insurance or extensions of
credit to any non-nuclear weapon state that the Secretary
of State determines has detonated a nuclear explosive
device after 1977.

Although most of these sanctions are directed at states
that are attempting to develop nuclear weapons, the
inclusion of language pertaining to “use” of nuclear
weapons makes these laws relevant to the case at hand.

Nuclear Status of Israel

Israel occupies a special status among states with nuclear
weapons.  Although it certainly possessed nuclear
weapons by 1967, it had not conducted a test by January 1
and therefore falls under the category of a non-nuclear
weapon state as defined in Article IX (3) of the NPT.
Officially, Israel has never acknowledged it has nuclear
weapons but has declared that it would not be the first
country to introduce nuclear weapons to the Middle East.
U.S. policy for decades has sidestepped the issue by not
naming Israel as a proliferating state to avoid
undermining Israel’s ambiguity about its nuclear
weapons.

Israel was an early partner of the United States in nuclear

cooperation, the second country to sign a bilateral nuclear
supply agreement in July 1955. At the time, the United
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States divided its supply agreements into research and
power agreements; the five-year agreement with Israel
covered research reactors only. Already in 1955-56, the
Israeli Atomic Energy Commission Chairman Bergmann
had inquired about the possibility of the United States
providing a 10 MW reactor and reprocessing plant, but
the AEC responded that such facilities would require
stronger bilateral safeguards than provided for in the 1955
agreement. The IAEC instead approached France for
those capabilities. Within two years, the United States
and Israel signed an agreement (March 20, 1957) to
construct a “swimming pool-type” research reactor at
Soreq. The United States supplied 93% highly enriched
uranium (HEU) for Soreq, which became subject to IAEA
safeguards (INFCIRC/249) in 1958. Within five years,
the United States suspected Israel was pursuing nuclear
weapons because of the secret construction of the Dimona
reactor and a reprocessing plant in the Negev desert. The
nuclear cooperation agreement was extended multiple
times, remaining in force until 1977, after which the
parties agreed to continue IAEA safeguards as provided
for in INFCIRC/249/Add1."" Once the Nuclear
Nonproliferation Act became law in 1978, which
effectively banned U.S. nuclear cooperation with
countries that did not join the NPT and have full-scope
IAEA safeguards, the United States could no longer
extend the agreement.

11. See text of INFCIRC/249/Add1 at
https://inis.iaea.org/collection/NCLCollectionStore/ Public/44/096/4
4096753.pdf
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For several decades, Israel was obligated to apply IAEA
safeguards on the material in the Soreq reactor and the
reactor itself as long as it operated; the reactor was
scheduled to shut down in 2021 but there is no publicly
available information on its status. Although the
consequences for a U.S. ally that is party to the NPT and
engages in nuclear cooperation with the United States
could be significant if that ally exploded a nuclear device,
none of these would apply to Israel. However, Israel’s
close defense relationship with the United States ensures
significant consequences in the event of nuclear use.

Israel and the United States: Closer than Close
Allies

It is no secret that Israel has been the top aid recipient of
the United States since the end of World War II. Within
months of the creation of the state of Israel in 1948, the
U.S. Export-Import Bank extended $100 million dollars
in credit for agricultural and other exports. As of 2023,
Israel had received $158 B (current or non-inflation-
adjusted dollars).'? Although economic assistance was
crucial in early decades, particularly through Economic
Support Funds, the tech boom in Israel has rendered this

12. Jeremy L. Sharp, “U.S. Foreign Aid to Israel,” Congressional
Research Service Report, RLL 33222, March 1, 2023.

Available at: https://sgp.fas.org/crs/mideast/RL33222.pdf. State
Department estimated, on its website, security

assistance to total $130 billion since 1948. https://www.state.gov/u-s-
security-cooperation-with-
israel/#:~:text=Israel%20has%20been%20designated%20as,relations
hip%?20with%20the%20United%20States.
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no longer necessary and such assistance has been
discontinued.

Overall, U.S. military aid has exceeded economic aid to
Israel by a factor of 2 to 1 in the last 70 years. In recent
years, economic assistance has dropped to roughly $10
million annually, compared to $3.5 billion annual
defense-related funding.'> In 2016, the allies signed
another 10-year Memorandum of Understanding on
military aid through fiscal year 2028, in which the United
States pledged to provide $33 billion in Foreign Military
Financing (FMF) grants and $5 billion in missile defense
appropriations to Israel.

Israel enjoys many defense benefits that are harder to
quantify. Cooperation under the Joint Political Military
Group since 1983 is one example; another example is
how the United States conducts arms exports with the
objective of ensuring Israel’s Qualitative Military Edge.'
In addition, Israel was one of the first of U.S. allies to
receive the status of “Major Non-NATO Ally.”!3
Nineteen countries now have MNNA status, which
includes the benefits described in the text box on the
following page.

13. Sharp, op. cit., p. 47.

14. See PL 110-429, which added a certification requirement to the
Arms Export Control Act (22 USC 2776).

15. Taiwan is treated as an MNNA, but has not been designated as
such.
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Benefits of Major Non-NATO Ally Status

« Eligible for loans of material. supplies, or equipment for cooperative research,
development, testing. or evaluation purposes.

o Eligible as alocation for U.S.-owned War Reserve Stockpiles to be placed on its
territory outside of U.S. military facilities.

¢ Can enter into agreements with the United States for the cooperative fumnishing of
training on a bilateral or multilateral basis, if the financial arrangements are
reciprocal and provide for reimbursement of all U.S. direct costs.

« Eligible, to the maximum extent feasible, for priority delivery of Excess Defense
Articles transferred under section 516 of the Foreign Assistance Act (if located on
the southern or south-eastern flank of NATO).

« Eligible for consideration to purchase depleted uranium ammunition.

« Eligible to enter into an MOU or other formal agreement with the U.S. Department
of Defense for the purpose of conducting cooperative research and development
projects on defense equipment and munitions.

o Allows firms of a MNNA as with NATO countries, to bid on contracts for
maintenance, repair or overhaul of U.S. Department of Defense equipment outside
the United States.

¢ Allows funding to procure explosives detection devices and other counter-terrorism
research and development projects under the auspices of the Department of State’s
Technical Support Working Group.

Source: U.S. Departm ent of State website: https:‘www state.gov/m ajor-non-nato-ally-status

The President has complete discretion to confer or take
away MNNA status from a country, although actual
assistance provided under the Foreign Assistance Act
(FAA) would be terminated via the Glenn Amendment.

Arguably, the U.S. policy imperative since the mid-1970s
to ensure that Israel has a Qualitative Military Edge over
its regional competitors has conferred even greater
benefits than MNNA status could afford. Examples
include allowing Israel first regional access to U.S.
defense technology and receiving more advanced versions
of platforms or the ability to customize equipment. Egypt
also has MNNA status, as does Qatar, but provision of
equipment to these countries lags behind equipment to
Israel. The amendment of the Arms Export Control Act in
2008 to require a quadrennial review and presidential
certification that military sales to other countries in the
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Middle East would not adversely affect Israel’s QME
further cemented the policy. Finally, through 2027, Israel
is able to spend a portion of its Foreign Military
Financing funds on Israeli-origin equipment rather than
U.S.-origin defense articles. To do so required a waiver
issued by the Secretary of Defense, with concurrence by
the Departments of State and Commerce.'® Overall,
Israel’s ability to promote its defense industry has enabled
it to become a top exporter, including exporting back to
the United States.

U.S. Required Responses

Regardless of the context in which a nuclear weapon is
used, the United States government would be compelled
to carry out the actions outlined in the Glenn Amendment,
including terminating foreign assistance, foreign military
financing, defense sales, defense licensing, credits, loans,
guarantees, and licenses for both munitions exports and
dual-use exports under the Export Administration
Regulations. The U.S. government would also oppose
projects  financed  within international financial
institutions for Israel. The scope of these cut-offs is
provided in the text box on the following page.

16. Sharp, op cit., p. 8.
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Turning off the Spigot in the Event of a Nuclear Explosion

1. Assistance under the Foreign Assistance Act: Israel received $5M for migration and refugee assistance in
FY 2023, less than one-tenth of what it had been receiving on an annual basis between 2000 and 2012. It
also receives between $2 and $4M annualty for the Am erican Schools and Hospitals Abroad (ASHA)
program. Other programs, like the BIRD Foundation, BSF Foundation, BARD Foundation, BIRD Energy,
US-Israel Science and Technology Foundation, US-Israel Center of Ex cellence in Energy, Engineering and
Water Technology. BIRD Hom eland Security ($2M), BIRD Cyber (S6M in 2023) have funding between 1
and 10 million dollars annually.

2. Defense sales: As of October 2023, the United States has 599 active Foreign Military Sales (FMS) cases,
valued at $23.8 billion, with Israel. Am ong these are the high-profile sale of F-33 joint strike fighter (still
to receive 14 out of order of 50); the planned sale of 8 KC-46A Pegasus refueling tankers(about$2.4B)and
planned purchase of 18 CH-33K transport helicoptersfor $3 4B.

3. Licensing of Munitions List exports:

4. Foreign military financing: Israel currently receives $3.8 billion per yearin FMF. In April 2024, the
United Statesfunded a supplem ental appropriation of 8.7 billion.

5. U.S. government crediit, credit guarantees and other financial assistance: Israel currently does not have
any EXIM Bank loans, and the Intemational Developm ent Finance Corporation, despite announcing $3B in
2020 for the Abraham Fund resulting from the Abraham Accords, is no longer able to provide funds to
Israel as of August 2022.

6. Loans and financial and/or technical assistance from international financial institutions: The United
States cannot terminate these but can oppose projects. Presently, Israel receives.

7. Loans or credit from U.S. banks to foreign governments: Israel hasnot drawn on loan guarantees from
the United States since FY 2004, when $3 billion in loan guarantees were reduced to less than $300M
because of continued construction of settlem ents in occupied temitories. The program is authorized through
FY 2028.

8. Export Administration Act licensing of exports by the Commerce Department: According to the Bureau
of Industry and Security, the United States exported about $300M worth of goods under a BIS license and
$673.1 million under a BIS license exception, m ainly applied to encryption comm odities, software and
technology (~ $320M).! Am ongthe licensed goods were military aircraft, military electronics and
electronics.

As noted earlier, Congress could pass a law that would
exempt Israel from application of the Glenn amendment
sanctions, regardless of whether the President imposed
sanctions immediately or sought a 30-day delay.
Conceivable circumstances might include situations in
which Israel appeared to be on the brink of extinction via
conventional means (e.g., facing multiple conventionally
armed opponents, perhaps with assistance from Russia or
China), via nuclear means (e.g. a preemptive strike on
nuclear capabilities) or through some other combination
of means with strategic reach (destruction of
cyber/space/command and control capabilities in
coordination with other WMD attack). In other words,
the use of nuclear weapons by Israel would be perceived
as responding to a credible existential threat. If such a
situation were to arise, the primary concern within the
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United States would likely focus on how the United States
would assist Israel in averting extinction and sanctions
considerations would disappear.

Short of existential threats, other scenarios of use could
shape the willingness of Congress to intercede on Israel’s
behalf in the imposition of sanctions. If Israel were to
detonate a nuclear weapon with the objective of deterring
a nuclear attack (e.g., a demonstration burst in an
unpopulated area), or to provoke a ceasefire in an ongoing
war, such scenarios might be considered more favorably
by Congress. Most other conceivable scenarios would
likely tilt Congress away from exempting Israel from
sanctions and this could also be true of the executive
branch. Mass casualties resulting from nuclear use could
also provoke sanctions related to human rights violations.

U.S. Optional Responses

Given the close security relationship between the United
States and Israel, U.S. officials might consider other
responses in addition to sanctions. These could include
revoking Israel’s MNNA status, eliminating stockpiles of
defense articles in Israel, or abandoning the decades-old
insistence on ensuring Israel’s Qualitative Military Edge.
Potentially, nuclear use by Israel could trigger a
wholesale change in how the United States “tolerates”
Israel’s nuclear weapons. After all, the use of nuclear
weapons by Israel would eliminate ambiguity regarding
its nuclear weapons. For example, the use of nuclear
weapons by Israel in a first strike, and perhaps as the first
use of nuclear weapons since the end of World War II —
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breaking the “nuclear use taboo” — could prompt the
United States to lift the veil on Israel’s nuclear weapons.
Whether this would translate into other punitive measures
is not clear.

Lesser options might include applying existing sanctions
tailored for nonproliferation to Israel. For example, the
Department of Treasury’s Office of Foreign Assets
Control (OFAC) could add Israel to the list of entities
(now North Korea, Iran and Syria) covered under
Executive Order 13382, “Blocking Property of WMD
Proliferators and Their Supporters.” is run by the
Department of the Treasury’s Office of Foreign Assets
Control (OFAC). Currently EO 13382 includes the usual
language pertaining to proliferation, which includes use of
such WMD. Other nonproliferation-related sanctions that
target elements of a nuclear weapons program
(unsafeguarded uranium enrichment and reprocessing)
could also be tapped, since the use of a nuclear weapon is
clearly not possible unless Israel engaged in uranium
enrichment or reprocessing (unless it stole all of the
material it has in weapons). Such sanctions would not
add much in the way of costs to Israel, but would become
available if the United States chose to treat Israel as it has
treated other proliferators.

More generally, a nuclear explosion by Israel would
almost certainly be met with nearly universal international
condemnation. UN Security Council actions to condemn
Israel would likely be vetoed by the United States, if past
precedents are a guide. It would be a stretch to devise a
scenario in which the United States would abandon its
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ally so completely, but an unusually barbarous application
of nuclear weapons might provoke a break.

What Both Stand to Lose!”

Foreign Military Financing represents about 16% of
Israel’s defense budget, according to the Congressional
Research Service. Attractive financing options, like cash-
flow financing, special billing arrangements and deferred
payments, have enabled Israel to negotiate major arms
purchases over a longer period of time. Moreover, Israel
benefited early on from exceptions to statutory limits on
foreign military sales credits ($250M/year) when
President Nixon extended billions of dollars in credit and
grant aid to Israel. Further, Israel also receives its FMF in
a lump sum at the beginning of the fiscal year, using the
accrued interest to pay off other debts to U.S. government
agencies (now at about $8M). As an MNNA, Israel also
participates in the Excess Defense Articles program
which provides excess equipment either at reduced rates
(5 to 50%) or no charge. Israel invited the United States
to store stockpiles of arms and equipment at Israeli bases,
which since 1989 Israel can access in emergency
situations. All told, the U.S. has appropriated over $4B
for such material in Israel, which includes precision-
guided munitions.

Intense ties with the United States have allowed Israel to
become the 10" largest arms exporter in the world. The
U.S. military itself purchased $1.5 B of Israeli equipment

17. Sharp, op. cit., p. 10. The discussion in this paragraph draws on
information from the Sharp report.
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in 2019, which accounted for 20% of Israeli arms
exports. As Israel will no longer be able to use U.S. funds
for Israeli-origin equipment, Israeli firms are opening
subsidiary companies in the United States to use FMF to
sell equipment directly to the Israeli MOD. This is the
equivalent of the U.S. buying Israeli equipment and
donating it to Israel. In a scenario that cuts off military
aid, U.S.-Israeli cooperation on missile defense programs,
including co-production of the Iron Dome system, would
be terminated. The United States has provided nearly $3
billion so far to the program over a little more than 10
years.

Lessons from the Past

U.S. sanctions related to nuclear use were developed in
the 1970s and refined in the 1990s for the purpose of
deterring proliferation. India and Pakistan, both of which
tested multiple nuclear devices in 1998, were sanctioned
within days of the tests but within 18 months, the Glenn,
Symington and Pressler sanctions were completely
overturned for those two countries. Congress swiftly
succumbed to domestic political pressure, particularly
from American farmers seeking to export wheat and the
growing influence of South Asians as a political
constituency.'® A limited (one-year) exemption from
Glenn and Symington sanctions within 8 weeks of the

18. See for example, “Confrontation and Retreat: U.S. Congress and
South Asian Nuclear Tests,” Arms Control

Today, January 2000, available at:
https://www.armscontrol.org/act/2000-01/iran-nuclear-
briefs/confrontation-and-
retreat-us-congress-and-south-asian-nuclear-tests
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1998 nuclear tests began the steady unraveling and within
a few months, the Clinton administration acted to restore
virtually everything else: military training, government
financing and credit guarantees, and International
Monetary Fund grants to Pakistan, among other things.
After the nuclear test, Pakistan was in a better position
than any time since 1990. In 1999, Congress managed to
ignore India’s publication of a nuclear doctrine that
featured a nuclear triad (condemned by the Clinton
administration), the dangerous Kargil incursion in the
summer of 1999, and General Musharraf’s coup in
October 1999, which occurred in the midst of mark-up.
As one analysis has concluded, Congress “was hell-bent
on lifting sanctions on its South Asian friends, come what
may.”!?

Undoubtedly, use of nuclear weapons in a battlefield
context would set a different bar for Congressional action,
yet there are similar domestic political elements that could
play spoiler roles in the case of sanctions imposition
against Israel. More money will be at stake in terms of
U.S. military sales, trade and political lobbying through
AIPAC and less at stake in humanitarian and
developmental aid. While India was seen as a
counterweight to a rising Chinese threat in the late 1990s,
and therefore worthy of untethering from sanctions, Israel
holds special political sway as a stalwart U.S. ally in the
Middle East, and counterweight to Iran. Although the
Middle East may diminish in importance as oil addictions
decline, the need to contain terrorism will continue to be a

19. Ibid.
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U.S. vital interest and maintaining Israel as a counter-
terrorism partner will likely be considered crucial.
Arguments about the efficacy of sanctions as “too blunt a
weapon to be used by us against a sister democracy” in
the case of India will surely be recycled to describe Israel,
one of the few democracies in the Middle East.

On the other hand, the United States generally has gone
on a sanctions bender since 2000 in a wide variety of
policy areas but especially in nonproliferation.?’ Some of
the questions about efficacy may be mitigated by lessons
learned by successive U.S. administrations about the
importance of bringing international partners along in
sanctions, notably absent in 1998. Given widespread
concerns about how Israel has prosecuted the war in Gaza
thus far, as well as a growing number of countries
adhering to the TPNW, there may be more international
support for sanctioning Israel than there would have been
before. Needless to say, any discussion of imposing
sanctions in the wake of the explosion of a nuclear
weapon will certainly be polarizing wherever it occurs.

Conclusions

A nuclear detonation by Israel would almost certainly
trigger, in the United States, Glenn amendment sanctions
designed to deter proliferation. In the case of Israel, this
could shut down close to $4 billion annually in assistance
that is predominantly security related. Depending on why

20. Jeff Stein and Federica Cocco, “How Four Presidents Unleashed
Economic Warfare Across the Globe,” The
Washington Post, July 25, 2024.
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and how the nuclear weapon is used, the United States
could seek to sever its relationship with Israel, in which
case the sanctions would be completely appropriate or the
use of a nuclear weapon by Israel could cause the United
States to increase support, in which case automatic
sanctions imposition would be devastating. Congress
could pass legislation to waive sanctions in the case of
Israel as it did historically for India and Pakistan in the
wake of nuclear tests. Given similarities in terms of
vested interests and domestic political constituencies, it
would be reasonable to assume there would be support in
Congress to waive sanctions. On the other hand, should
the United States wish to sustain sanctions, there could be
strong international support for sanctions against Israel if
it uses nuclear weapons, regardless of the
circumstances.

As the top recipient of U.S. foreign assistance since the
end of World War II, there is no question that Israel has a
lot to lose. The development of its defense industry and
its rise as a top arms exporter may soften the blow
somewhat of U.S. aid withdrawal. In the short term, it
could have difficulty replacing the 16% of its defense
budget that comes from the U.S. FMF program.
Nonetheless, its arms exports now range annually around
$10B. Whether it could increase those sales in the wake
of international outcry over a nuclear warhead detonation
is another question. Beyond financial incentives, there
are many ways in which the United States could increase
punitive pressure, such as withdrawing Major Non-NATO
Ally status and abandoning its commitment to helping
Israel maintain its so-called Qualitative Military Edge.
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Entanglement of the two defense industries will ensure
pain is felt on both sides.

There are many variables that would affect how such an
event might be perceived by the United States and the
international community, including the triggering event
for Israel, Israel’s objectives and whether or not the
nuclear use taboo had already been broken. How other
states in the Middle East line up, as well as Russia and
China, will also affect reactions. On the whole, it is
unlikely that the United States could simply treat a
demonstration nuclear explosion (e.g., in the desert to
demonstrate resolve) as another nuclear test. It should
consider now the costs and benefits, especially to the
nonproliferation and disarmament regimes, incurred when
friends let friends explode nuclear weapons.
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Appendix A: After-Action Report of
“Thinking the Unthought: Israeli
Nuclear Use”

This game was four years in the making. Originally, it
presumed that China, wanting to keep America, South
Korea, and Japan out of a fight over Taiwan, would ask
North Korea to strike South Korea’s Kori nuclear plant.
The idea here was to force a major radiological release
that would prompt the evacuation of millions of South
Koreans and Japanese civilians.

A brief by Joshua Stanton'changed the scenario
significantly. He argued it isn't just what the North
Koreans might do that you have to worry about. You also
have to worry about what South Koreans sympathetic to
the North might do. Mr. Stanton explained that North
Korea would prefer not to take the risk of actually
invading the South. Instead, he argued, Pyongyang would
first try to mobilize South Koreans who favor
confederating with the North to act on Pyongyang’s
behalf. This insight prompted a war game adjustment:
Instead of North Korea firing its missiles from over the

1. NPEC, Strategic Distraction: Pyongyang Targets South Korea’s
Reactors: Pre-Brief #1, YouTube video, 47:45, October 30, 2024,
https://www.youtube.com/watch?v=HEFBKvKFVtg&t=2104s.
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border, the aerial attacks against Kori in the game would
come from locally lofted drones, significantly
complicating attribution.

Shortly after making this change, events in South Korea
validated Mr. Stanton’s judgement. Certainly, it’s difficult
to understand South Korea’s impeachment proceedings
without understanding that the internal debate in South
Korea animating this controversy is not simply about
martial law, but the optimal way to secure peace on the
Peninsula. On one side of the debate are South Koreans
who believe North Korea is an arch enemy that must give
way eventually to a government more favorable to the
South. On the other side are South Koreans who believe
confederation with North Korea is a real option and the
only way to produce lasting peace.

Another initial challenge in designing the game was
convincing the players that attacking nuclear reactors
wasn’t “crazy.” The conventional wisdom used to be that
even hostile states wouldn’t want to attack these targets.
Now, after Russia’s repeated attacks against Ukraine’s
reactors, things are different. At a minimum, security
officials in American and allied states are refusing to
discuss this prospect in public, insisting that it’s too
“sensitive.”

In fact, now, given Russia has threatened to attack these
plants, it seems all too real. On December 31, the
Russians leaked military plans? that included targeting
Japanese civilian infrastructure. These plans specifically
listed the Tokaimura nuclear facility — one of the largest

2. Chris Cook and Max Seddon, “Russia trained officers for attacks
on Japan and South Korea,” Financial Times, December 31, 2024.
https://www.ft.com/content/d345a6e7-2d72-4dcb-9¢c12-
76d571ba75¢eb.
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spent nuclear fuel repositories in the world. If the
Russians followed through on these plans, it could result
in nuclear spent fuel fires equivalent to several

Chernobyls®.

For all these reasons, this game’s three key findings
deserve attention:

1.

Attacks against civilian nuclear plants could
strategically sideline Japan and South Korea
and impede the United States from effectively
dealing with concurrent strategic crises in Asia.
Given the multitude of Japanese and South
Korean civilian infrastructure targets North
Korea and China could strike, many view strikes
against civilian nuclear plants as just another
military option among an endless list of targeting
possibilities. Nuclear power plants, however, are
different. Unlike other civilian infrastructure
targets, damaging these facilities can release
dangerous radiation and force the evacuation of
thousands to millions of people, both inside and
outside the targeted country. During NPEC’s war
game, locally lofted drones hit reactors and spent
fuel storage ponds at South Korea’s Kori nuclear
plant. This forced the evacuation of millions of
both South Koreans and Japanese from affected
areas and created dramatic alliance tensions.
South Korea wanted to be an equal in any strike
against the North. Japan was preoccupied with
evacuation and humanitarian issues. The United
States chose to ignore these concerns and

3. Nonproliferation Policy Education Center, “Something to Talk
About: Missile Threats Against East Asian Reactors,” last modified

June 4, 2020 https:/npolicy.org/something-to-talk-about-missile-
threats-against-east-asian-reactors/.
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focused instead on messaging China by
unilaterally striking North Korea without
consultations with Japan or South Korea. For the
last seven decades, Washington has tried to
protect its interests and the security of Japan and
South Korea with bilateral mutual security pacts
with Tokyo and Seoul. These pacts have helped
deter North Korean aggression against South
Korea and Chinese and Russian aggression
against Japan. In this game, the pacts were not
compelling enough to overcome Washington’s,
Seoul’s, and Tokyo’s divergent security interests.
Both the Japanese and South Korean teams were
concerned that these bilateral treaties needed to
be fortified with more robust ftrilateral
arrangements. Both the South Korean and
Japanese teams wanted to forge a trilateral
security pact with the United States to tamp
down these divergent interests. Washington,
however, feared such an arrangement would limit
America’s freedom of action and hinder its
ability to effectively respond.

Recommendations: America’s defense of the Western
Pacific likely will turn on what Washington chooses
to do. The prospects of success without finding new
common interests that would work trilaterally,
however, do not look bright. If the United States is
unable to support a massive Reagan-style military
buildup to project significant new forces in the
Western Pacific, it will either have to collaborate with
Seoul and Tokyo in compelling new ways, or slowly
retreat

2. Continued American and allied silence in
peacetime about the vulnerabilities of civilian
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nuclear plants to overt and grey warfare increases
the odds and security impacts of such attacks.
Recently, leaked Russian military documents
revealed intentions to attack South Korea and Japan
to prevent NATO from exploiting any Russian
weaknesses on its Eastern borders. These documents
listed South Korean and Japanese military and
civilian infrastructure targets, including Japan’s
spent fuel storage and recycling facilities at Tokai
Mura. If Russia struck these facilities and spent fuel
fires ensued, much of Japan (conceivably many
millions) would have to evacuate. Significant spent
fuel pond repositories are present at many large
nuclear power plant sites across South Korea and
Japan. None of these sites, however, currently have
any active air defenses. Nor are there yet sufficient
nuclear evacuation plans. In the game, Japan
pleaded with its Pacific allies and China to grant
immediate humanitarian visas to displaced Japanese.
On such short notice, Japan’s friends issued only
limited numbers of such visas and China refused. As
for the critical mission of identifying the “local”
attackers of South Korea’s nuclear plant, this too
was unaddressed. As one game participant, a former
senior  official, privately explained, public
discussion and planning relating to the targeting of
nuclear plants is necessarily limited as there are not
yet easy ways to limit the military vulnerability of
these facilities. Continued silence in these matters,
however, will serve more as an invitation for attacks
than as a defense. The targets, after all, are public
utilities and their defense requires a substantive
public brief. The United States, Japan and South
Korea currently game and consult on the remote
possibility of American nuclear weapons use in
Asia, as the security implications of such use are so
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great. Yet, there has been no serious consultations or
planning regarding the possible targeting of civilian
nuclear facilities. This needs to change.

Recommendations: Washington should assess the
threat of Russian, Chinese, North Korean and locally
staged strikes against civilian nuclear plants and
facilities and game possible responses as part of
routine military nuclear consultations. More generally,
the United States should work with key security allies
who operate their own large, domestic civilian nuclear
plants and coordinate civil defense efforts to secure
civilian infrastructure against grey and overt warfare
attacks. Washington should conduct this effort both in
classified and unclassified forums. This should be
seen as a new form of cooperative threat reduction
that should be conducted, as current cooperative threat
reduction programs are with the close collaboration of
the Defense and Energy departments.

3. With gray warfare strikes against civilian
infrastructure, including  nuclear  plants,
attribution and deterrence of such attacks can no
longer be assumed. What caught most of the
players off guard in the game was their inability to
definitively attribute the attack against South
Korea’s Kori plant. Japan insisted on such proof,
was unconvinced North Korea was responsible, and,
so, refused to support military action against North
Korea. The United States decided to act unilaterally
Pyongyang without such proof. This, in turn,
strained U.S.-Japanese relations to a near breaking
point. In the hot wash, several war game participants
said clarifying who struck the Kori plant was
critical. At the same time, the group understood that
such attribution could not be assured. This, in turn,
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puts a premium on providing effective, proven
active and passive defenses for nuclear plants that
might be hit and challenges the wisdom of
constructing new nuclear plants in war zones
without them.

Recommendations: The United States and its allies,
individually and collectively, need to stress test any
active and passive defense systems for their civilian
infrastructure, including nuclear facilities, against the
probability that they will not be able to attribute
exactly who launched any given attack. Undoubtedly,
such stress tests will spotlight major failures. It will
therefore be necessary to prioritize which failures can
be significantly mitigated and which can’t. This
analysis, ultimately, in some basic way, needs to be
made public. Unless the public understands how their
public utility systems might be attacked and defended,
they cannot be an active part of that effort, which is
essential to their ultimate success.

A Move-by-Move Breakdown

Move One

It’s May 31st, 2026. The pro-independence movement in
Taiwan has grown ever stronger and the Taiwan
Solidarity Party finally secures more than five percent the
vote necessary to secure state funding. China’s president,
Xi Jinping, decides the mainland must act militarily now
to absorb Taiwan. In preparation for the invasion, Xi
Jinping decides to enlist the help of North Korea’s Kim
Jong-Un by sending his advisor, Wang Huning, to consult
privately with Kim.
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Wang tells Kim that, with a Chinese invasion of Taiwan
on the horizon, it is an ideal time for the Korean Peninsula
to “once again become whole.” He suggests that North
Korea activate covert cells in South Korea to manipulate
the political polarization in the South and destabilize the
region. Only days after this conversation, three locally
lofted drones harmlessly detonated over South Korea's
Kori nuclear plant. While no immediate damage was done
to the plant, the symbolic nature of the attack heightened
fears in the region. This is when game play began.

In response, the United States Team decides they need to
publicly hold Beijing accountable for North Korea's
provocations, despite having no evidence to confirm their
suspicions that Beijing was behind the attack. Attribution
was cloudy throughout the game, but that did not stop
teams from drawing their own early conclusions. The
United States Team hoped its military presence in the
Asia Pacific and public diplomatic signaling would be
enough to stop further North Korean aggression and make
Beijing think twice about making moves on Taiwan. The
U.S. Team sent the draft declaration to the South Korea
and Japan Teams hoping for mutual buy-in, but the group
never reached a consensus. The South Korea Team,
facing internal panic and the challenge of securing its
critical infrastructure, focused on managing public
perception and asking regional allies and the United
States for help confirming attribution of the attack. At the
start of the game, the Japan Team voiced cautious support
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of South Korea but avoided committing to any strong
military of diplomatic actions.

Halfway through Move One, cyberattacks on South
Korea’s electrical grid caused widespread blackouts and
communication disruptions.

Within the U.S. Team, disagreements arose over whether
to prioritize defense of Taiwan or the immediate
provocations in South Korea. Some team members
advocated for a strong focus on Taiwan, fearing that
China's dominance in the region would be solidified if it
succeeded in absorbing Taiwan. Others argued that the
United States had an obligation to South Korea and could
not neglect the Korean Peninsula, suggesting a dual
approach. There was also debate about how much to
specify in Washington’s declaration condemning China’s
actions. Some felt it should include explicit threats in
response to attacks on nuclear facilities, while others
cautioned that overly specific red lines could undermine
credibility if not followed through. Additionally, some
members pushed for publicly assigning blame to China
for orchestrating North Korea’s actions, while others
feared that doing so could provoke unnecessary
escalation. Players who assigned blame to China and
wanted to prioritize Taiwan won the initial argument.

The South Korean Team faced its own set of challenges.
While there was general agreement on the need for some
kind of immediate response—such as hardening critical
infrastructure and securing emergency generators —there
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was significant internal disagreement on how to handle
the attribution of both the drone overflight and
cyberattacks. Some team members were hesitant to
immediately blame North Korea without hard evidence,
while others were more inclined to link the attacks to the
North, citing historical provocations. The team also
debated the level of reliance on U.S. support, with some
pushing for a more independent approach, while others
felt that U.S. assistance was critical to managing the crisis
effectively.

The Japan Team’s approach was similarly cautious. While
it coordinated with the U.S. and South Korea Teams and
agreed to intelligence sharing, the Japan Team was
reluctant to fully endorse the U.S. declaratory statement.
The U.S. declaratory statement, which included language
about potential military escalation and direct threats to
China, was seen by some on the Japan Team as too
aggressive. There was concern that such a stance could
increase tensions and push Japan into a more overtly
militaristic position, which the Japan Team was not
prepared to take. This hesitancy was compounded by
Japan’s worry that a military-focused response might
overshadow or undermine the urgent need for
humanitarian assistance in the region, particularly
regarding the radiation fallout from the Kori reactor
incident.

Towards the end of Move One, after the introduction of

the cyberattacks and rolling blackouts, there was a strong
push for trilateral coordination, but differing internal
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priorities—such as Japan’s reluctance to endorse a
forceful U.S. stance and South Korea’s need for both
military and humanitarian support—created challenges in
forming a unified approach.

Move Two

At the start of Move Two, two weeks have gone by.
Before the United States can reach consensus with the
South Korean and Japan Teams on a joint statement, a
"South Korean patriot" group launched a swarm of armed
drones against the Kori nuclear reactor. The attack
induced a loss of coolant incident and a major radiation
release from the plant’s nuclear island that drifted into
southern Japan, forcing South Korea and Japan to initiate
large-scale evacuations. At the same time, China ramped
up its provocations, violating Taiwan’s airspace and
sending naval vessels into the Taiwan Strait. This military
escalation prompted urgent requests for U.S. support from
Taiwan, South Korea, Japan, and the Philippines, each
seeking assistance for evacuation, disaster response, and
military deterrence against China. This is where game
play began during Move Two.

In response to the attack, the U.S. Team revised its draft
declaratory statement and shared it with the public. The
U.S. Team did not wait for official South Korean and
Japanese agreement but rather released it assuming the
two nations would sign on after the attack on Kori. This
new statement threatened strategic responses, including
nuclear options, against further aggression from China

355



Nuclear Proliferation’s Next Iteration

and North Korea. The South Korea Team quickly
endorsed this statement, but the Japan Team was reluctant
to fully endorse the U.S. position due to its aggressive
tone. The Japanese team felt uncomfortable with the
language that framed China and North Korea as direct
threats and called for military responses. They wanted to
make sure that any statement from Japan focused on
civilian protection, the urgent need for humanitarian aid,
and regional stability, rather than jumping into military
confrontation.

At this point, the U.S. Team was torn between two
courses of action: escalating its military response or
focusing on long-term deterrence and strategic objectives.
A faction within the U.S. Team argued that the United
States needed to take decisive military action in the region
to demonstrate resolve and prevent further Chinese and
North Korean provocations. These team members pushed
for a show of strength, including potentially mobilizing
additional U.S. forces to the region or lowering the
DEFCON level in the region. There was even discussion
of conducting airstrikes or firing missile demonstration
shots to send a signal to China and North Korea about the
U.S.'s commitment to regional security.

However, other members of the U.S. Team cautioned
against such a rapid escalation, emphasizing the
importance of long-term deterrence. This group argued
that immediate military escalation could risk broader
regional conflict, particularly with China. They were
concerned that taking an aggressive stance without
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carefully considering the ramifications could trigger a
full-scale war, potentially involving not just China and
North Korea but other regional powers as well. This
faction advocated for a measured response, where the
U.S. would reinforce its alliances and focus on diplomatic
efforts to isolate China and North Korea diplomatically
while maintaining military readiness in the background.

South Korea’s team, in contrast, faced internal tensions
over the attribution of the reactor attack and the level of
reliance on U.S. support during the crisis. After a “South
Korean patriot” organization claimed responsibility for
the armed drone attack on Kori, the South Korea Team
had to quickly address the issue of who exactly was
responsible for the attack and what could be done in
response.

While both the U.S. and South Korea Teams initially
leaned towards attributing the attack to North Korea—
given North Korea's historical provocations and its known
support for destabilizing operations in South Korea—
South Korea’s team found themselves divided on this
matter. Those in favor of holding South Korea responsible
argued that doing so would send a clear message of
resolve, not only in the context of the reactor attack but
also in the broader conflict with North Korea.
Announcing North Korea's involvement would justify
stronger actions against the regime, potentially including
military or political responses.
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Other members of the South Korean Team were more
cautious. They argued that while North Korea's actions
might suggest involvement, there was no concrete
evidence linking the North to this particular attack. Given
the sensitive nature of the crisis—especially involving the
nuclear reactor—these members cautioned that jumping
to conclusions could lead to missteps or escalate tensions
unnecessarily. They worried that prematurely accusing
North Korea without solid proof could harm diplomatic
efforts and cause undue panic in the public.

South Korea also debated the level of reliance on U.S.
support. As the situation deteriorated and public panic
intensified, the South Korea Team urgently requested
U.S. military assistance for disaster response, including
help with evacuations, radiation detection, and providing
humanitarian aid. However, some team members felt that
South Korea should act more independently and not
overly rely on U.S. forces, especially given the historical
tensions surrounding the U.S. military presence in the
region. In their view, self-sufficiency was important for
maintaining national sovereignty and credibility,
particularly in a time of crisis. By the end of move two,
the U.S. team had discussed sending radiation detection
devices and humanitarian supplies to South Korea but
instead focused on U.S. military responses.

During Move Two, given the proximity of the radiation
release to Japan, the Japan Team’s priority was ensuring
public safety, conducting evacuations, and mitigating the
potential public health crisis. The Japan Team
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acknowledged that the situation demanded a nuanced
approach, particularly when it came to coordinating
evacuation efforts between central and local governments
and ensuring that accurate information about radiation
exposure was provided to the public. Japan made clear
requests for military assistance to the U.S. to address the
immediate challenges of the radiation fallout, including
support with radiation detection, medical capabilities, and
logistics to facilitate evacuation and recovery. The team
was keen to ensure that any U.S. involvement was
focused on aiding the disaster response, rather than
further escalating the military situation.

Move Three

Towards the end of Move Two, the United States team
decided to take unilateral action against South Korea as
its first official show of military force. They decided that
the situation had escalated beyond diplomatic negotiations
and that the United States should have acted more quickly
in response to the first drone provocation at Kori.

The U.S. Team’s decision resulted in the opening of
Move Three, when the United States launched a missile
strike against a North Korean submarine-launched
ballistic missile base and uranium enrichment facilities.
The attack catastrophically damaged North Korea’s
submarine fleet and temporarily disabled its nuclear
power reactors. In retaliation, North Korea mobilized its
ground forces and prepared missile systems along the
DMZ, intensifying the threat to Seoul. Cyberattacks
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against the U.S. forces in Korea and South Korean
infrastructure followed.

The South Korea team was more than frustrated about the
United States’ unilateral attack on North Korea. Players
acknowledged that, though South Korea would have
likely agreed to such a strike, the lack of prior
consultation was troubling. The lack of consultation
caused a rift in the U.S.-South Korean alliance, with some
players qualifying their action as a breach of trust. Other
team members expressed that, although South Korea had
the capability to handle the respond to North Korean
provocations independently, joint coordination for
military decisions is still necessary.

Meanwhile, China declared a full naval blockade of
Taiwan and launched amphibious landing operations.
Chinese military forces quickly occupy Taiwan’s outer
islands, and one or more PLA battalions successfully land
and infiltrate the main island. Taiwan’s communication
systems also experienced critical disruptions, which
complicated response efforts.

In response, the U.S. Team decides to test the Chinese
blockade by sending American, Japanese, and Australian
naval forces into the region. The U.S. Team assumed that
both Australia and the Japan Team would comply with
this demand. The team expressed that this was necessary
to ensure Taiwan’s sovereignty and prevent China from
consolidating control over the region. The U.S. Team also
elevated its military readiness level to DEFCON 2. After
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making these decisions, the U.S. Team acknowledged that
they were likely heading into a broader conflict.

Despite the U.S. Team assumptions, the Japan Team did
not immediately accept the United States demand for
military support in the Taiwan conflict. The Japan Team
was concerned with maintaining the legal integrity of
Japan’s constitution, and noted that, while Japan had to
cooperate with the U.S. in military operations, it also had
to ensure that it did not engage offensively without
parliamentary approval. The Japan team also debated the
practicality of cooperating with America’s military
actions against China given the ongoing humanitarian
crisis in Japan. Eventually, the Japan Team decided that
under the U.S.-Japan Security Treaty, Japan can reject the
request as the team did not consider the attack on Kori as
a direct military attack against Japan.

Throughout the third move, the Japan Team struggled to
come up with efficient methods to evacuation the tens of
millions of Japanese citizens seeking to escape
radiological fallout. The team acknowledged that Japan
had limited experience with large-scale airlifts or ship-
based evacuations. At one point, Japan requested
emergency visas and transportation assistance from all
neighboring countries but received only a nominal
response from both South Korea and the United States.
China announced a conditional offer to accept Japanese
refugees, but only if Japan, South Korea, and their allies
“formally accepted a unified China.” In desperation, the
Japan Team briefly discussed taking the deal, but team
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members decided the Japanese government could not
agree to being “hostages” for China’s political demands.

The South Korea team struggled to maintain public order
as mass evacuations from affected areas caused riots and
train stations and airports. Despite concerns that involving
U.S. forces to subdue the public could exacerbate cultural
tensions between South Korean citizens and U.S.
servicemembers, the South Korea team decided that U.S.
forces on the Peninsula might have a reassuring effect
throughout the country. However, the U.S. Team did not
comply with this request. The team then considered
imposing martial law, but did not reach a decision on if
that would be an effective strategy.

While the U.S. team offered to assist by sending
radiological response units and medical countermeasures,
as the United States did after the Fukushima disaster in
2011, it did not agree to any more robust evacuation
assistance or military support to maintain public order.
The team recognized that their resources were stretched
thin due to the simultaneous military commitments in
Taiwan and the Korean Peninsula.

Conclusion

By the end of the game, the U.S. Team had taken the
dramatic step of challenging China’s blockade around
Taiwan, setting the stage for a direct showdown with
Beijing. At the same time, they were bracing for a full-
scale war on the Korean Peninsula. Meanwhile, South
Korea and Japan were drowning in chaos—radiation

362



Nuclear Proliferation’s Next Iteration

poisoning, riots in the streets, and millions desperately
trying to flee. Tensions boiled over within the alliances as
the pressure of escalating warfare split once-solid
partnerships, leaving everyone on edge, knowing the fight
was no longer a distant threat but an impending reality.
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Appendix B: After-Action Report of
"Strategic Distraction: Pyongyang's
Proxies Target South Korea's
Reactors"

With the Gaza crisis, a nuclear rubicon of sorts has been
crossed: Elected Israeli officials — a deputy minister and
a ruling party member of Parliament—not only publicly
referenced Israeli possession of nuclear weapons, but
suggested how such weapons might be used to target
Gaza. This is unprecedented.!

More recently, Iran directly attacked an Israeli-manned
intelligence outpost in Iraq and publicized a staged mock
missile strike against a simulated Israeli air base. Iran also
has inched within weeks of making several nuclear
weapons and has made its military ever more immune to
first strikes against its key missile and nuclear facilities.
Iran and its proxies also now have long-range, high-
precision missiles that could easily reach key Israeli
targets.?

None of these developments is positive. For decades,
most security analysts assumed Israel’s undeclared
nuclear weapons were only deployed to deter attacks and
that Iran would not dare to attack Israel directly. This
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after-action report describes a war game originally
designed nearly two years ago. It directly challenges these
assumptions and suggests that military attacks between
Israel and Iran—including nuclear ones—are possible.
The Nonproliferation Policy Education Center held the
game and its preparatory meetings —five separate
sessions — in November and December of 2023. The
participants included Republican and Democratic Hill
staff; U.S. Executive Branch officials and analysts;
leading academic scholars; national security and Middle
Eastern think tank experts; and American military
personnel.

The game consisted of three moves. After receiving a war
brief and instructions from the Israeli prime minister,
teams representing the Israeli Ministry of Defense, the
Ministry of Foreign Affairs, and the intelligence
community formulated their preferred options for
launching nuclear strikes against Iran. The prime minister
selected one. Move two begins after the Israeli military
carries out this strike. In move two, the teams were
reconstituted to represent Israel, friendly Arab nations,
and the United States and its European allies. Control
played Iran, Russia, and China. Each team responded
diplomatically and militarily to Israel’s initial nuclear
strike against Iran. The game’s third and final move was a
“hot wash” where participants discussed their insights.

The game starts in 2027 with Israeli intelligence reports
that Iran is mating nuclear warheads to its long-range
missiles. This prompts Israel to ask Washington to
collaborate in a conventional military strike targeting key
Iranian nuclear facilities and missile bases. Not wanting
to be drawn into a major war with Iran, the United States
demurs and instead offers Israel U.S. standoff hypersonic
missiles.
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Israel uses these to target Iran’s key nuclear and missile
sites. Almost immediately, Tehran’s proxies —Hamas,
Hezbollah, and Houthi rebels—respond with devastating
conventional missile strikes against Israel. These attacks
kill at least as many Israelis as the October 7, 2023 Hamas
raid. In response, Israel attempts to preempt further proxy
military strikes by launching aerial strikes against proxy
military strongholds in Gaza, Southern Lebanon, and
Yemen. These attacks kill more than 2,000 Arabs.

Iran responds directly. With Israeli missile defenses now
degraded (after defending against earlier Iranian proxy
strikes), Iran strikes key Israeli nuclear and government
defense ministry buildings in Tel Aviv, killing more
Israeli civilians. Iran also announces that it has withdrawn
from the Nuclear Nonproliferation Treaty (NPT).

Israeli intelligence then learns that Israel’s previous
conventional strikes against Iranian nuclear and missile
sites failed to retard Iran’s integration of nuclear warheads
with its missiles. When Israel shares this information with
Washington officials and again asks them to approve a
joint U.S.-Israeli follow-on raid, Washington only offers
“continued assistance” and tells Israel it should stop
attacking Iran lest the fighting escalate to a nuclear
exchange.

Israel swallows hard. Sensing that it now is isolated and
that further Israeli conventional strikes are unlikely to
scotch an Iranian nuclear strike, Israel’s prime minister
decides attacking Iran with nuclear arms is Israel’s only
option. After consulting his cabinet, he approves a non-
lethal nuclear demonstration shot over a remote location
in Iran combined with conventional strikes against
leading Iranian nuclear facilities and military sites. Israel
also launches cyber-attacks against Iran’s military
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communications networks and uses its back channels to
make a private diplomatic appeal to Tehran to stand down
further offensive action against Israel.

Israel’s actions, however, fail to bend Iran’s will to
continue to wage war. Worse, the United States urges
Israel to stand down. Isolated and desperate, Israel
concludes it has no choice: It launches a “precision”
follow-on nuclear strike of 50 weapons against 25 Iranian
military targets (including Russian-manned air defense
sites). The aim is to cripple Iranian offensive forces and
perhaps induce enough chaos to prompt the Iranian
revolutionary regime to collapse. Almost immediately
after this strike, Iran launches a nuclear attack of its own
against an Israeli air base where American military are
present.

This move is the game’s last. Many critical questions
remain unanswered. Would Israel or Iran conduct further
military nuclear operations? Might Israel target Tehran
with nuclear weapons? Might Iran target Tel Aviv with
nuclear arms? Might Russia or the United States be drawn
into the war? That there were so many basic unknowns
informed the game’s four key findings:

Scenario

It is 2027. Iran has one of the world’s largest theater
missile and drone forces and supplies its proxies with
substantial numbers of these missiles and drones. The
main beneficiary of Iran’s largesse is Hezbollah, which
throughout most of 2027 uses these strike systems in a
cat-and-mouse contest of pinpricks firing from Syria,
occasionally against northern Israeli positions. Iran,
meanwhile, has not given up developing a nuclear
weapon. Two years before, in 2025, Iran formally
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declared its intent to withdraw from the NPT. At that
time, it nearly exhausted the 90-day deadline for formal
withdrawal, as North Korea did in 1993. That clock is still
paused but with only 24 hours more required for Iran to
be legally free of the NPT restrictions.

In mid-2027, Israeli intelligence receives human
intelligence (HUMINT) that Iran is increasing activity at a
number of suspected Iranian nuclear weapons design-
fabrication sites. Israel then receives high-confidence
HUMINT and signals intelligence that the Iranians are
about to assemble complete nuclear warheads with
missile delivery systems at several ultra-high-
performance concrete-hardened, buried locations. Israeli
intelligence knows where some of these sites are but lacks
high confidence that they have located all of them. The
most likely assembly sites are all underground: the
Parchin military complex 20 miles from Tehran
(population 8.5 million), the Fordow Fuel Enrichment
plant 25 miles away from Qom (population 1.2 million),
and the Natanz Enrichment Complex about 60 miles from
Esfahan (population 2 million).

Israel’s prime minister decides this is a casus belli.
Meanwhile, Israeli intelligence determines that the only
non-nuclear weapon option that might penetrate the
hardened weapons assembly sites is a hypersonic strike
weapon that only the United States possesses. Israel has
asked Washington to transfer these weapons for the last
two years. The U.S. President, who has repeatedly
pledged never to let Iran get nuclear weapons but does not
want Israel to start a war, refused these requests. Israel’s
prime minister speaks directly with the president of the
United States. The Israeli prime minister asks that
America join Israel in launching a coordinated airstrike.
He makes this plea noting Israel’s lack of adequate
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penetrating munitions. The U.S. president asks for and
receives a full Israeli intelligence brief. He decides not to
do a joint strike, but agrees to give Israel the latest U.S.
hypersonic conventional munitions. The U.S. Air Force
arranges for the commercial delivery of these munitions
into Germany on non-American cargo planes, which
subsequently deliver them to Israel.

On July 30, 2027, Israel, without explicit American
permission, launches a preventive conventional missile
strike using nearly all of the hypersonic weapons it
received against the known Iranian nuclear weapons
integration facilities. International news outlets attribute
Israel as having attacked “suspect” Iranian nuclear
weapons integration facilities. Iran releases photos of its
damaged “peaceful research” sites, decries the attack, and
calls for “retribution” against Israel’s “illicit” attack.

A day later, on July 31%, Hezbollah launches missiles that
saturate and suppress Israeli missile defenses. Hamas and
the Houthi rebels (who have acquired missiles capable of
reaching Israel) take advantage of Hezbollah’s saturation
of Israeli missile defenses to launch rockets from Gaza
and Yemen against Israeli military bases, civilian
infrastructure, and population centers. These attacks cause
serious additional damage and numerous casualties — at
least as many deaths as the 2023 Hamas attacks from
Gaza. With the Israeli defenses degraded, Iran launches
an unprecedented missile strike of its own against
nuclear-associated targets, including Israel’s reactor at
Dimona (which, given its size, fails to release any
significant radioactivity beyond the local area). Iran also
strikes several nuclear-associated air and missile bases
(including Sdot Micha airbase) and Israel’s bases for its
Dolphin nuclear missile-armed submarines. Iran also
attacks the Ministry of Defense headquarters in central
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Tel Aviv. The strike against Tel Aviv kills and injures a
large number of civilians.

Immediately after these attacks, Iran announces it is
withdrawing from the Nuclear Nonproliferation Treaty
(NPT) in 24 hours, claiming the Israeli strike jeopardizes
its “supreme interests.” Meanwhile, Israeli HUMINT
reports that Israel has yet to fully destroy its target set:
While Israeli strikes crippled above-ground targets, even
the hypersonic strikes failed to penetrate the most
important underground facilities at Parchin, Fordow, and
Natanz, all of which are feared to be still operational.

Israeli leadership is shaken by the combination of the
massive damage to Israel and the ongoing nuclear threat
and decides that this is the existential moment that
demands a nuclear response. The Israeli prime minister
declares these attacks are putting the state’s existence at
risk, having killed more than 4,500 innocent Israeli
citizens, which is more than three times the number killed
in the 2023 Hamas attacks from Gaza. Israel is also
disturbed by Iran’s unprecedented willingness to directly
attack Israel and the survival of Iran’s nuclear facilities.

The Israeli prime minister speaks with the American
president again, explains that the Israeli attack using U.S.
hypersonic missiles failed to eliminate the target set, and
asks that the United States join Israel in attacking Iran
without nuclear weapons. The American president
demurs, offering additional American ‘“assistance” but
making it clear that Israeli military strikes against Iran
must end now lest they lead to a nuclear exchange
between Iran and Israel. The Israeli prime minister
explains that if that is the case, Israel will have to take
whatever action it deems necessary.
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On August 3rd the Israeli prime minister calls for the
views of the foreign and defense ministers as well as the
head of the Mossad. He tasks them to determine how and
where a nuclear weapon(s) be used and of what yield(s).
Target ideas include but are not limited to: a
demonstration shot over Syria and/or Iran, targeting Iran’s
energy infrastructure, destruction of nuclear integration
locations as best is known, or other targets including
civilian and infrastructure targets. Yield options include
1.5 kt, 15 kt, or 50 kt.

Move 1

Move 1 had two parts. First, Israeli Intelligence, the
Israeli Ministry of Defense, and the Israeli Ministry of
Foreign Affairs separately assessed the specific impacts
of each of the prime minister’s suggested target sets and
yields. Second, Israeli Intelligence, the Israeli Ministry of
Defense, and the Israeli Ministry of Foreign Affairs each
made a recommendation to the prime minister as to their
preferred option.

Part 1

Israeli Intelligence

Israeli Intelligence’s first recommendation is to target
Iranian military bases and nuclear weapons production
facilities that are isolated from populated areas with low-
yield weapons (1.5 kilotons). Alternatively, Israeli
intelligence suggests a low-yield demonstration shot in an
isolated region, such as the Kerman province in eastern
Iran, combined with conventional strikes against Iran’s
nuclear production facilities and missile systems.

With both options, Israeli Intelligence’s goal is to damage
or disable Iran’s nuclear weapons capability and avoid
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full-scale nuclear war. Although Israeli Intelligence
believes these low-yield nuclear strikes will only delay
Iran’s nuclear progress, it also believes such strikes would
send a strong signal that Israel is both capable and willing
to escalate if Iran continues to attack Israel — unilaterally
or through its proxies. Israeli intelligence chose low-yield
weapons to minimize civilian casualties that might
otherwise risk international condemnation.

Israeli Ministry of Defense

Israel’s Ministry of Defense assesses that an
electromagnetic pulse strike would result in some
immediate deaths including patients in hospitals and
passengers on planes. However, the electromagnetic pulse
effect would disrupt the government’s ability to command
and control troops in a coordinated manner and disrupt
Iran’s supplies of food, water, and other goods and
services. A line of nuclear detonations along the central
line of Persia resulting in an electromagnetic pulse could
catalyze the Iranian public’s discontent with the regime,
leading to mass discontent. Limiting the electromagnetic
pulse impact to Iran’s political center is more likely to
destabilize the nation. In addition, the defense minister
suggests going after Iran’s oil industry, as an interruption
of Iran’s oil exports would significantly damage its
economy, create chaos, and help induce desirable regime
change.

The Ministry of Defense also determines that, depending
on the height of the burst and weapon size, the impact of
the electromagnetic pulse might be felt beyond Iranian
borders. Should the electromagnetic pulse interfere with
the region’s commerce (including oil exports), Israel risks
angering nations such as Saudi Arabia and the United
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States, particularly as Israel is not asking for U.S.
permission to launch the attack.

In terms of reprisals, the Ministry of Defense believes that
an optimized blast for electromagnetic pulse could risk
condemnation from other nations, but it is unclear if
impacted third-party nations would strike Israel as a
result. The defense ministry stresses that nuclear use of
any sort would result in condemnation and reprisals and
therefore those risks should not factor into the targeting
decision.

The defense ministry concludes that it will be difficult to
destroy Iran’s military targets using strikes that risk
limited collateral damage with the yields available to
Israel, as those targets are located deep underground.
Even multiple successive strikes are unlikely to burrow
underground and would only result in more fallout in the
atmosphere, which risks even greater international
condemnation. However, in the case that this intelligence
is wrong, Israel may still find it worth attempting such a
strike.

The Defense Ministry assesses that low-yield nuclear
weapons would be effective against soft targets such as
political centers or the Islamic Revolutionary Guard
Corps headquarters, especially as a symbolic attack.
However, reprisals are likely and would result in more
immediate collateral damage.

The Defense Ministry also assesses that nuclear strikes
against targets that risk a large amount of collateral
damage (e.g., infrastructure, political centers, and non-
hardened military sites, such as key bases near population
centers) would be effective, but conventional weapons
should be used where possible. Iran has many remaining
missiles and will hit targets reciprocally, including
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population centers, critical sectors of the economy (e.g.,
U.S.-Israeli chip manufacturing), and strikes against the
Israeli government and military leadership.

Israeli Ministry of Foreign Affairs

The Israeli Ministry of Foreign Affairs believes all of the
prime minister’s suggested targets will produce dire
diplomatic consequences if hit. However, the ministry
deems a 1.5 kiloton demonstration shot to be the least
disruptive. A demonstration shot allows Israel to make
clear it knows Iran is about to strike, that Israel is willing
to take strong action to deter Iran unilaterally, and that
Israel aims to keep even its nuclear strikes
“proportionate.”

The foreign ministry, however, also voices reservations
about a demonstration shot. It could delegitimize Israel’s
insistence that Iran not acquire nuclear weapons. It clearly
would undermine calls for a nuclear weapons-free Middle
East and might suggest Israel is both desperate and
weak.

As for military strikes against targets distant from urban
centers, the foreign ministry cautions they could
nonetheless kill significant numbers of civilians and
damage infrastructure. This could lead to a humanitarian
crisis and global outcry. Key allies, especially those who
advocate for non-proliferation and adherence to
international law, might distance themselves from Israel.
Such a strike could invite retaliation, not only from Iran,
but from regional allies, escalating the conflict further. In
addition, a single strike would be insufficient to achieve
the military objectives and multiple ground bursts will
produce significant airborne radioactivity.
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The foreign ministry deems that Israeli strikes against
targets with large collateral damage would be viewed as
disproportionate and risk massive  international
condemnation. Israel could be subject to accusations of
war crimes, especially if civilian areas or non-military
infrastructure are significantly impacted. Such actions
could result in long-term political and economic fallout
and lead to a sustained period of international isolation.
An Israeli nuclear strike with large collateral damage
could also significantly destabilize the region, lead to
further conflicts and humanitarian crises, and trigger a
wider nuclear arms race in the Middle East.

The foreign ministry suggested a fourth possible strategy:
Israel could ask the United States to extend its nuclear
deterrent against future Iranian nuclear strikes similar to
U.S. agreements with NATO and Japan. In exchange,
Israel would agree not to hit Tehran. Should Iran launch
nuclear strikes against Haifa and similar cities, or retaliate
in Israel or Europe, the U.S. president would commit to
destroying Iran.

Ultimately, the foreign affairs team questioned how much
difference selecting any of the suggested targets would
make: any use of nuclear weapons, they thought, would
outrage the international community. Israel must clarify
its objective: Is it to destroy the Iranian nuclear program
or seek regime change?

Part 2

Based on the analyses and recommendations of each of
the teams in part one, the teams were next tasked with
recommending the target(s) and yield(s) for a nuclear
strike to the Israeli Prime Minister.
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Israeli Intelligence

Israeli intelligence’s goal is to prevent Iran from acquiring
nuclear weapons and to deter further Iranian attacks.
Towards this end, it recommends a nuclear demonstration
shot over Kerman province, an isolated area of the desert,
and launching a nuclear strike against Fordow Fuel
Enrichment plant near Qom, a small city. Iran should be
warned that there will be further attacks if Iran continues
to attack Israel or persists in advancing its nuclear
weapons activities.

Israeli intelligence notes that Israel may suffer
international sanctions and that Iran would likely use
Israel’s limited nuclear strikes to justify acquiring and
using its own nuclear arms. Diplomatic fallout would be
worse, however, if Israel struck a major Iranian city. As
for the Israeli defense ministry’s suggestions to eliminate
Iran’s leadership in Tehran, Israeli Intelligence doubted
this would bring an acceptable regime change, if at all,
and were wary of killing large numbers of innocents.

Israeli Ministry of Defense

The Israeli Ministry of Defense favors a much more
massive attack on Iran than Israeli intelligence or foreign
affairs. It believes the ultimate aim of any nuclear attack
should be to disrupt command and control to foment
regime change. To achieve this, the Israeli Defense
Ministry recommends attacking the Iranian leadership
before it can move to hardened, buried locations that low-
yield weapons cannot destroy. In specific, Israel must
target Iran’s political and military centers. In addition, the
Defense Ministry recommends targeting Iran’s fissile
material stockpiles and missile forces and to the extent
possible Iran’s nuclear warhead missile mating facilities.
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Finally, the defense ministry suggests launching two high-
altitude electromagnetic pulse strikes along a central line
from Tehran to Esfahan. An electromagnetic pulse
detonation further south might affect U.S. allies and is not
recommended. Israel should retain enough nuclear
weapons and missiles for additional follow-on attacks if
necessary.

The Israeli Defense Ministry hopes that the combination
of loss of command and control, loss of leadership, and
collapsing access points to missile and nuclear facilities
make it likely that Iran will be unable to launch any of its
few nuclear weapons during the immediate crisis. Should
intelligence reveal that earth movers are being used to
clear entrances to nuclear weapons mating facilities, Israel
should target those facilities again and follow on as
needed to keep the entrances closed. If new intelligence
shows the locations of additional Iranian leaders, Israel
should strike those targets with whatever weapons are
needed. Israel should be prepared to continue hitting its
initial targets until its objectives are achieved, integrating
nuclear and conventional weapons to “escalate to de-
escalate.”

Israeli Ministry of Foreign Affairs

The Israeli Ministry of Foreign Affairs believes Israel
must cap further escalation and deter Iran from launching
further counterstrikes. Towards this end, the foreign
ministry recommends that before Israel launches any
nuclear strike against Iran, Israel should request that the
United States extend the nuclear guarantee given to
NATO and Japan to include Israel. If Washington is
unwilling to provide such an assurance, Israel should
launch a demonstration shot in the desert. Although the
demonstration shot may be the least provocative action,
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the Foreign Ministry warns that even such a low-yield
strike will justify further Iranian nuclear weapons
activities.

The Ministry of Foreign Affairs cautions that Israel
should be prepared for the chance of a large-scale,
possibly nuclear, counterattack on the Israeli state. It is an
enormous mistake to assume Iran will back down. Should
Iran not back down and begin to target cities with nuclear
weapons, Israel must decide whether to execute a counter-
value strike to destroy Iran.

The Prime Minister’s Decision

Israel intends to destroy Iran’s nuclear weapons capability
and attack key nodes of its military structures. Israel’s
attack will consist of three phases. First, Israel will launch
a demonstration burst just north of Yazd, outside of all
populated areas, with a 1.5 kt-yield and a 1,000-foot burst
height. This strike should kill none.

Second, Israel will launch combined conventional air and
missile attacks against leading nuclear weapons-related
facilities in Iran (Fordow Fuel Enrichment Facility,
Natanz Enrichment Facility, and associated sites, Parchin
military complex, and the conversion plants at Esfahan).
These strikes should kill no more than 500 -civilian
casualties each. If there is reason to believe the casualties
to be higher, these estimates should be forwarded to the
Prime Minister’s office before any action is taken.

Third, Israel will communicate through backchannels
with Iran that Israel seeks immediate cessation of nuclear
and non-nuclear attacks by either side. Israel will also ask
the United States to extend a NATO-style Article 5
guarantee to include Israel in exchange for Israel not
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conducting any further nuclear attacks. Israel should ask
the United States to join a UN Security Council resolution
condemning Iran’s activities and taking actions needed to
protect world peace.

Move 2

Early in August, Israel launched its demonstration burst
just north of Yazd outside of all populated areas, and the
combined conventional air and missile attacks against
leading nuclear weapons-related facilities in Iran (Fordow
Fuel Enrichment Facility, Natanz Enrichment Facility and
associated sites, Parchin military complex, and the
conversion plants at Esfahan). The air and missile strikes
blocked the entrances and exits of the nuclear weapons
facilities and the conversion plant at Esfahan was hit.
Israel targeted select military facilities during these strikes
including bunkers that contained the long-range missiles
most capable of reaching Israel with an immediate strike,
temporarily blocking the entrances to these missile
facilities and cratering the above-ground runways. Israel
expended about fifty percent of its bomb and missile
magazine in this strike. Concurrently, the Ministries of
Defense and Interior executed offensive cyber operations
to destroy and degrade military communications
capabilities, with a priority on those capabilities related to
nuclear assets. There is no immediate intelligence on the
extent of the impact.

Following Israel’s attack, the Israeli government asks the
United States for immediate support. Among Israel’s
requests are security assurances in the event Iran launches
a nuclear counterattack, more bunker-buster munitions,
and backing at the UN. Israeli officials note that without
American nuclear security assurances, Israel may have to
escalate, possibly with a second nuclear strike. The

380



Nuclear Proliferation’s Next Iteration

Americans decline offering Israel security assurances for
fear of being dragged into the war. However, the United
States sends Israel conventional and logistical support,
deploys a U.S. carrier group and a guided missile
submarine to the region, and moves to DEFCON 2.

Although friendly Arab nations oppose the deployment of
American military forces, Israel reaches out to them
suggesting they join a military alliance against Iran.
Towards this end, Israel asks its Arab neighbors for
overflight rights for military operations and a naval
quarantine of Iran. The Arab nations push back and
instead collectively agree to stay neutral. They only offer
diplomatic and economic initiatives in pursuit of a
ceasefire.

Meanwhile, Russian president Vladimir Putin condemns
Israel’s nuclear use and its attack on Iran’s “peaceful”
nuclear facilities. Putin announces that he has promised
Iran an immediate shipment of Russia’s new S-500 air
defense systems along with Russian technicians to operate
them. Putin calls on Israel to cease further military
provocations against Iran.

Israel delivers an ultimatum to the Iranian government:
Stop all rocket attacks by Iran and its proxies against
Israel or face a second, much more destructive Israeli
strike. In response, Iran blames Israel for its nuclear
escalation of the conflict and reaffirms its right to defend
itself against a nuclear-armed Israel. Iran’s price for peace
is an Israeli commitment to renunciate its possession of
nuclear weapons and commit to their immediate
elimination.

Fearing further escalation, the United States sponsors a
UN Security Council resolution, supported by the friendly
Arab nations, calling for a ceasefire and condemning the
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use of nuclear weapons in the Middle East. Israel feels
increasingly isolated and desperate with the lack of timely
American security guarantees.

Iranian proxies resume their attacks against Israel, with
thousands of Hezbollah rockets targeting Israel’s critical
infrastructure. Rockets destroy Israel’s major power
generating stations, transformers, and oil and gas
infrastructure, causing rolling blackouts and massive
explosions. Hezbollah also damages the Knesset building
and kills hundreds of Israelis as rockets land in major
population centers. A spokesman for the Iranian defense
ministry announces that army engineers have succeeded
in unblocking targeted entrances to its underground, long-
range missile and nuclear forces, which can now be used
at any time against Israeli targets. The spokesman also
confirms that Russian missile defense units and the
Russian technicians operating them have arrived and are
operational. Ayatollah Khamenei declares a Holy War
against Israel and states that nuclear weapons are no
longer forbidden.

Israel, now believing that Iran was not deterred by its
initial nuclear detonation and that the existential Iranian
nuclear and rocket threat is once again imminent,
disregards the potential diplomatic consequences and
launches a full-scale nuclear and conventional strike.
Israel detonates six fifty-kiloton nuclear ground bursts at
the Iranian weapons assembly sites at Natanz, Parchin,
and Fordow (two warheads each). Israel launches forty
additional 1.5 kiloton warheads at Iran’s twenty largest
missile and air bases, command and control sites, and
headquarters that are not located in urban areas. These
detonate in airbursts at 100m above the ground. Israel also
fires conventional smart bombs at critical military and
political sites within major cities, including the residence
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of Ayatollah Khamenei, the headquarters of the IRGC and
Defense Ministry, and the Iranian parliament. Israel
publishes a press release confirming its nuclear strike but
not sharing the details regarding the number of nuclear
weapons used or their targets.

The Arab states and the United States and its NATO allies
scramble to understand the scale and effects of the strike.
As Israel did not publicize the specifics of its nuclear
strike, the rest of the world lacked clarity as to the number
of bombs dropped, the targets they struck, and whether
Israel successfully disabled its targets. The Arab states in
particular expressed that they lacked a clear
understanding of the location of fallout and the impacts
on civilians. Each team launched a hasty bomb damage
assessment as they had not modeled or prepared for this
eventuality ahead of time. These preliminary bomb
damage assessments by the Israeli, Arab, and American
governments suggest that fallout is affecting civilians
within Iran and that some deeply buried targets may have
survived.

As it struggles to understand the effect of the nuclear
strike and the state of Iran’s nuclear facilities, Israel again
calls for the United States to extend support to Israel to
deter Iran. The United States, meanwhile, calls for
restraint and urges the other nations not to test American
resolve during this moment of crisis. Russia responds that
its military advisors have been killed and it holds Israel
responsible. Before any negotiations can begin, Russia
and China demand that America withdraw its forces from
the region and immediately stop arms transfers to Israel.
The Arab nations, fearing a spiraling regional conflict,
call on Pakistan, India, and China to use their diplomatic
and economic leverage to prevent further escalation.
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The friendly Arab nations collectively close their borders
to any civilian or military access and deploy naval forces
to enforce a quarantine of the Persian Gulf and the Gulf of
Oman, denying access to any belligerent. China
condemns Israel’s provocations and calls for Israel to
forswear its nuclear weapons immediately and commit to
binding negotiations to eliminate nuclear weapons in the
Middle East.

A nuclear warhead detonates above Mashabim Air Base,
an Israeli air base with a permanent American military
presence, and is quickly identified as an Iranian
counterstrike. At least 25 American service members and
hundreds of Israelis are presumed dead. The United States
invokes Article 5 of the North Atlantic Treaty in response
to the attack against an American military installation.
Turkish President Erdogan announces that he will not
support Article 5 action against Iran until and unless
Israel publicly agrees to forswear its possession of nuclear
weapons along with Iran.

Israel requests military coordination with the United
States and NATO forces. The United States makes clear
that if Israel uses any more nuclear weapons, Washington
will cease its conventional military support and pull the
plug on all intelligence sharing. Israel dismisses this
threat. Israel believes it must take any and all military
actions with whatever munitions — nuclear or non-nuclear
— are needed to eliminate the Iranian threat to Israel and is
willing to “go it alone” if necessary. There are at least
another 50 nuclear weapons in Israel’s arsenal. It is
unknown how many nuclear weapons Iran has.

Game play ends.
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