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Proxy Wars in a Space-Serviced World 
Henry Sokolski & Caitlyn Collett 

It is now U.S. policy to maintain military space superiority and to be the world’s leading 
commercial space power. This will require more than just augmenting America’s commercial, 
civil, and military space programs and protecting them against military attacks. In addition, the 
United States must be prepared to help friends and allies when they think they’ve been targeted 
with the help of satellite-based services and intelligence. The United States does not yet have 
policies, laws, or mechanisms to lend such assistance. If the United States fails to correct this, 
aggrieved and threatened states will likely take their business elsewhere, jeopardizing 
America’s military and commercial command of space.   
 
NPEC’s most recent war game puts a spotlight on each of these points. In the game, the 
Houthis attack Saudi Arabia with missiles. Riyadh believes that communications and imagery 
intelligence – possibly provided by private space firms, Russia, or China – supported these 
attacks. Riyadh immediately asks the United States for intelligence on who provided this 
support and for the United States to retaliate militarily against Iran. Finally, Riyadh considers 
suing Western commercial satellite service providers and asks these firms to turn off their 
services in the region. The United States is unwilling to honor most of these demands, resulting 
in Saudi Arabia turning to China and Israel. Riyadh also asks North Korea to provide it with 
missile technology. Washington is unable to control the war’s escalation.   
 
This prospect is worth avoiding. 
 
Private satellite service firms have generally resisted regulations and requirements that would 
increase the cost of their products. They certainly don’t want to be held legally liable for 
malign use of their systems, but they also don’t want to spend money or share customer data to 
protect against such misuse.  
 
The future of their customer base, however, increasingly will depend on assuring the customer 
that the product will not be hijacked against their interests. This would require commercial 
firms to harden and protect their systems and agree to new shutter control mechanisms. It also 
would require them to work with countries on intelligence-sharing matters and sort out 
indemnification and liability coverage for wartime damages to company assets and their 
products’ malappropriation. If commercial firms attended to these matters, it should draw more 
customers to American and allied space services who would be wary of using less protected 
alternatives.  
 
The game’s specific findings are as follows:  

1) Washington needs mechanisms to respond rapidly when allies allege satellite-based 
services enabled hostile attacks; the absence of meaningful response could prompt allies 
to pursue alternative space partnerships. 
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If Washington intends to command space commercially and militarily, attributing attacks 
against U.S. space assets is essential. These same mechanisms could also help to investigate 
strikes against allies that may have been enabled by satellite-based services.  

Countries subjected to attack will focus not just on who launched the weapon, but on what 
space-based capabilities may have enabled the strike. This much was demonstrated by this 
game. After the Houthis’ initial attack on Mohammed bin Salman’s personal jet, Saudi Arabia 
considered suing “suspect” U.S. and European commercial space firms and demanded they 
immediately cease services in the region. It is likely that other nations that could suffer similar 
attacks would make similar demands. Saudi Arabia also demanded that the United States attack 
Iranian ground targets or Iranian satellites (Khayyam). In the game, the United States refused to 
take direct military action, but did offer Saudi Arabia American jamming systems to prevent 
future attacks. Saudi Arabia was dissatisfied with this answer and reached out to both China 
and Israel for assistance.   

The United States needs to be ready for such contingencies. Nations friendly to the United 
States, if attacked, may ask for immediate support. Their requests could include having the 
United States hit enemy targets on the ground or in space, pass on intelligence on who might 
have supported the attack with space services, temporarily disable suspect satellite services, and 
stand down U.S. and allied-based potentially compromised satellite services temporarily. 
Whether allies make these demands or not, being in a position to accommodate them will 
increase U.S. space influence and power.  

Recommendations: 

A. Although China and Russia export satellite jamming systems, the United States exports 
much less. As demand for these systems and ground-based laser dazzlers increase, the 
United States will want to revisit its current restrictive export policies. Not only to be in 
the market to control it, but to expand America’s market.  
 

B. It would be worth analyzing and gaming with allies how passive and active defense 
investments may afford more protection against increased uncertainties than the 
deterrence afforded by offensive threats to retaliate militarily. The United States already 
does this as an arrangement with the Five Eyes; it will want to have an entry-level 
version of such an arrangement with developing nations. 

 
C. The United States Trade Representative and State Department should engage with 

European Union, Japanese, South Korean, Australian, and Indian counterparts on the 
implementation of their draft space laws to avoid divergence in liability, cybersecurity, 
and transparency requirements.  
 

D. Consider using the Space Information Sharing Analysis Center to promote cyber and 
space integrity, disclosure hardening, indemnification standards to reduce misuse and 
misappropriation. Currently, the entry fee for membership to this center is quite high 
and prevents smaller firms from participating. The U.S. government should consider 
subsidizing these fees to assure broader industry engagement.  
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E. The U.S. government should publish a list of private space service providers that it has 
certified can quickly determine if their data has been compromised and are comfortable 
sharing relevant customer data with U.S. government counterparts. This would not only 
be good for America’s security, but for business and limiting lengthy service 
disruptions.  

2) Because too many commercial firms are in denial that bad actors could hijack or target 
their services to attack American assets and friends, the U.S. should clarify guidance on 
liability, indemnification, and wartime compliance expectations. 
 
In the game, the Commercial Satellite team deflected culpability for the possible use of their 
satellite services in the Houthi attacks. Currently, U.S. policy provides commercial space 
service providers with little guidance, protection, or indemnification when private capabilities 
are implicated in a conflict. Some firms provide space services for the Pentagon and 
Intelligence Community. Others may not have contracts with the government, but provide 
services that could be useful to military operations. None of these firms wants to be viewed as 
lawful military targets and are all equally reluctant to accept service restrictions, client 
limitations, or obligations to report misuse. Such denial is dangerous. If their systems are 
implicated in military operations, they may face reputational, legal, or physical consequences 
they will be ill-prepared to navigate. 
 
If the United States wants to preserve both the strategic utility and safety of its commercial 
space sector, it must establish clear expectations for how companies should operate in or near 
conflict zones, and what forms of state support or indemnification, if any, will apply when they 
comply. 
 
Recommendations: 

A. The U.S. government should work with commercial satellite firms to propose clear 
contract language for national-security-relevant services that includes indemnification 
terms, obligations to report suspected misuse, and compliance with possible service 
restrictions in wartime and possible hardening requirements. If legislation is needed, it 
should be passed. In addition, the Department of Commerce and the Pentagon should 
develop a public policy to set expectations on how the U.S. military is likely to respond 
to attacks against  commercial satellite services that could jeopardize U.S. security. 
 

B. The U.S. government should impose appropriate encryption and hardening 
requirements on space service firms seeking a U.S. operating license. The government 
should add mandatory misuse reporting requirements and an agreement to halt services 
upon U.S. government request. These should be standard license conditions.  
 

C. The White House should consider creating an insurance pool akin to the Department of 
Transportation’s aviation and maritime insurance funds. Currently, no such insurance 
mechanism is in place. The specifics of how much firms should pay in and what should 
be covered would need to be clarified.   
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3) While the U.S. government has useful, well-established licensing requirements and 
shutter control for commercial space imagery services, similar authorities for satellite 
communications are inadequate.  
 
In the game, Maxar and Airbus Defence shut down their services in the region at the United 
States’ request. There was a legal precedent for doing so under the 1992 Commercial Sensing 
Act and the terms of their license with NOAA. There was no such shutter control mechanism, 
however, over Starlink—a communications system useful for military operations. Satellite 
communications networks, such as Starlink or OneWeb, are just as essential to military 
targeting, command and control, and offensive operations as space-based imagery.  
 
These communications systems are increasingly deployed in or near active conflict zones but 
lack corresponding regulatory oversight, usage disclosure, or geographic restriction protocols. 
Without such protocols, firms are exposed to legal and physical risk while the government is 
deprived of controls that would allow it to manage or contain escalation. 
 

Recommendations: 

A. Policymakers should assess how existing licensing can be adapted to better manage 
U.S.-licensed SATCOM in conflict settings. Starlink and OneWeb already need U.S. 
approval for a satellite signal to be received on U.S. territory, a.k.a. “landing rights,” to 
operate. The Federal Communications Commission should require all space-based 
communications services seeking U.S. landing rights to agree to shutter control 
mechanisms and minimum security requirements (hardening, cyber protection, etc.). 

B. Congress should ask one or more federally funded research and development centers to 
analyze what “shutter control” might be best for communications systems. Congress 
and the Executive Branch should act on these recommendations. This study should 
include an analysis of how private firms might be indemnified for lost revenue where 
appropriate due to military damages they might sustain. 
 

C. The Department of Commerce should require quarterly reporting from major satellite 
communications providers (e.g., Starlink, OneWeb) on who is using their systems and 
from where. In addition, these firms should be required to provide real-time reports 
during designated crises. 

 
  

https://en.wikipedia.org/wiki/Federally_funded_research_and_development_centers
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Move Summaries 
 
The Proxy Wars in a Space-Serviced World war game, held in June 2025, brought together 
military veterans, space policy specialists, government employees, commercial space leaders 
and academic experts to role-play major stakeholders in a realistic, near-future crisis. NPEC 
developed the scenario over a two-year period using open-source information, historical 
examples and expert insights. The game consisted of three separate, three-hour sessions. 
During each move, teams received scenario updates and intelligence injections, discussed 
options and made decisions that reflected the real-world goals and constraints of their assigned 
teams (the U.S. government, the Saudi Arabian government and Commercial satellite 
companies). A “control team,” run by NPEC facilitators, reviewed each team’s decisions and 
determined how these decisions impacted game play. The results of Move 1 directly impacted 
the starting scenario of Move 2, and so on, how choices (especially those involving space-based 
services) could change the direction of a conflict. 
 
 

Move 1 
 
Opening Scenario  
 
It’s January 2026. The fragile ceasefire between the Yemen-based Houthis and Saudi Arabia 
has broken down. Nuclear negotiations between the United States and Iran have also failed. 
Meanwhile, Israeli attacks on the Houthis with U.S. munitions continues. The Houthis have 
repeatedly asked Washington to reign the Israelis back. Washington has ignored these 
demands. In protest and to leverage a change of heart in Washington, the Houthis decide to use 
Iranian-supplied missiles to attack commercial ships in the Red Sea and the Persian Gulf. One 
of their first strikes is against a Saudi-flagged oil tanker. The Saudis retaliate, conducting 
highly visible missile strikes against suspect Houthi missile launch sites in Yemen. There is 
collateral damage: the strikes kill the head of the Houthi Supreme Revolutionary Committee 
and several civilians. Outraged, the Houthis strike Crown Prince Mohammed bin Salman’s 
private jet while it prepares for departure on the tarmac at King Khalid International Airport. 
MBS survives, but the attack pushes the region toward open war. 
 

United States Government Team 
 
The U.S. team had difficulty reaching quick consensus. It quickly assessed the situation but 
then debated how to support Saudi Arabia without triggering a broader regional war. Some 
team members wanted more clarity on attribution, while others wanted to move quickly to 
demonstrate U.S. resolve. Disagreements surfaced over language in the official message to 
Riyadh, specifically whether to explicitly say, “the United States will help you,” or adopt a 
more reserved tone. The U.S. President pushed for quick action, urging the team to avoid 
paralysis in pursuit of perfect wording. Ultimately, the U.S. team chose to offer Riyadh 
intelligence support and defensive equipment. The U.S. team did not offer direct U.S. military 
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presence or validate Saudi Arabia’s claim that Iran was responsible. They did, however, clearly 
identify the Houthis as aggressors. 
 
The U.S. government also issued a request to the National Security Agency and CYBERCOM 
for a report. The team asked for any sources of interference in the area that may have impacted 
commercial satellite use, indicating that the U.S. team considered responding to potential 
jamming of commercial assets. In addition, the U.S. Secretary of Commerce formally asked 
U.S. and Western commercial satellite companies to search their records for any taskings 
(regardless of customer) that could have supported the Houthi strike and any data breaches that 
may have allowed such taskings to be accessed without authorization. The U.S. government 
asked them to file this report within two hours. 

In tandem, the U.S. government delivered the following message to the Saudi team: “We are as 
concerned as you are about how the Houthis may have successfully struck your aircraft. We are 
working on the problem to the best of our ability. We want to make sure before any actions are 
taken that we can identify the perpetrator and the appropriate response… We urge caution right 
now until more information is available.” 

 
Saudi Arabia Team 

Across the Gulf, the Saudi team viewed the attack not just as a military strike, but as a direct 
affront to the Kingdom’s leadership. MBS ordered an immediate and robust response. The 
Saudi Defense Minister proposed limited, targeted airstrikes against Houthi missile units, radar 
systems, and suspected Islamic Revolutionary Guard Corps operators in Yemen. The Crown 
Prince approved the plan but demanded that it be paired with direct outreach to Washington 
and public calls for transparency from commercial satellite providers. The Saudi team accused 
those providers (especially Starlink and Chinese firms) of enabling the attack with near-real-
time communication and imagery support. They also questioned whether the United States 
withheld timely intelligence. At the same time, Saudi officials began talks with Israel about 
intelligence and coordination on Iran and its regional proxies.  

MBS’s anti-Western advisors urged him to sue U.S. and European commercial satellite 
providers. He refused. His decision was based on the Kingdom’s heavy reliance on continued 
U.S. and Western financial investments. The Saudi team initially chose to keep this decision 
secret. However, the anti-Western faction’s demand leaked to the press. 

 
Commercial Satellite Team 

At this point, both the Saudis and the U.S. government started to make demands of the 
Commercial Satellite Team. 

Saudi Arabia wanted them to block or delay imagery of its territory. Maxar’s CEO 
acknowledged the risks of real-time data use but was wary of overcorrecting without evidence. 
Starlink denied enabling targeting and argued that communication platforms shouldn’t be 
blamed for misuse. Airbus Defense urged quiet coordination with the U.S. over public 
confrontation. Ultimately, the Commercial Team agreed to temporarily restrict regional 
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imagery and tighten internal controls but refused to admit fault. It also raised concerns about 
being made scapegoats and requested legal clarity from the U.S. on liability and 
indemnification, though no guarantees were offered. 

Meanwhile, the U.S. team asked the Commercial team to search their records for any taskings 
(regardless of customer) that could have supported the Houthi strike and any data breaches that 
may have allowed such taskings to be accessed without authorization. The Commercial team 
reported no evidence of taskings linked to the Houthi strike or any data breaches. It committed 
to continue log reviews and promised to share its findings as they emerged. 

Saudi Arabia escalated its demands. Saudi officials asked whether any commercial providers 
were selling data to Iran and said they were prepared to outbid Tehran to block access to Saudi 
imagery. The Saudis requested that sensitive sites be blurred or downgraded globally and asked 
what safeguards were in place to prevent Iran from acquiring satellite data through 
intermediaries. The Kingdom also asked that the commercial firms provide imagery of Iranian 
military sites and warned that Saudi Arabia might seek a UN-backed “closed skies” policy if 
the commercial firms didn’t cooperate. 

The satellite providers responded with broad assurances. They denied having any ties to Iran, 
insisted they were compliant with international sanctions, and reminded Saudi officials that 
imagery distribution had already been paused. While open to discussing additional taskings, the 
commercial firms declined to share their client lists or any contract information regarding their 
Chinese or Russian clients.  

Move 1 Summary 

Saudi Arabia launched limited airstrikes and intensified calls for accountability from not only 
Iran but also the commercial satellite industry. Washington backed Riyadh with defensive and 
intelligence assistance but drew a clear line against kinetic or offensive military support. 
Commercial satellite firms self-imposed imagery delays, reinforced cybersecurity protocols, 
and opened quiet channels to Washington while defending their independence and operations.  

 
Move 2 

Opening Scenario 

At the start of Move 2, Saudi security forces detain a suspect at King Khalid International 
Airport who was carrying a Starlink direct-to-device smartphone — a next-generation model 
capable of connecting directly to satellites without using terrestrial cell networks or antenna 
infrastructure. The Saudis fear that the suspect could have tipped off the Houthis regarding the 
location of MBS’s plane.  

Four weeks later, the Houthis strike again. This time, they hit another Saudi royal family jet 
and kill Khalid bin Salman, MBS’s brother and Saudi Arabia’s Minister of Defense. 
Simultaneously, the Houthis launch drone strikes against key Saudi electrical transformers. 
This knocks out half of Riyadh’s electrical supply, prompting blackouts and interrupting Saudi 
air traffic control, hospital operations, and military communications. 
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Saudi Arabia Team 

The latest Houthi attack caught the Saudi team off guard. MBS asked the defense minister to 
propose a new wave of air strikes. Within hours, the Saudis struck Houthi command centers 
and missile-related targets.  

Meanwhile, MBS was disappointed that the United States had refused to publicly blame Iran 
for the strikes and use U.S. military force to punish Tehran. MBS asked Washington to embed 
U.S. intelligence personnel in Saudi air defense and satellite operations centers. MBS and the 
Defense Minister consider substituting Chinese space service for Western commercial 
providers.  

At the same time, the Saudis convened a Gulf Cooperation Council (GCC) meeting and 
identified China and its provision of communications services as a possible regional security 
threat. MBS quietly tells Beijing it must decide if it’s with Iran or Saudi Arabia. China refused 
to take a position. As a further security hedge, the Saudis contacted Pyongyang to acquire 
North Korean missile technologies.  

Domestically, the Kingdom suspended all direct-to-satellite cell services and demanded that 
any Saudi owning such devices surrender them to Saudi authorities for inspection. MBS also 
demanded that Starlink and other satellite firms suspend all direct-to-device services in Saudi 
Arabia and provide subscriber data and location histories from the five days prior to the attack. 
Saudi officials made clear that the Saudi government would not restore these agreements 
without this information. 

Near the end of Move 2, Saudi Arabia upped the military ante against Iran: it attacked Iran’s 
Bandar Abbas port, a logistical hub supporting the Houthis. 

United States Government Team 

Given the Houthis attacks against Riyadh, the U.S. team reconvened to consider direct U.S. 
military action against Iran. The President decided against this course of action. Instead, to 
bolster support for Saudi Arabia, he approved expanded missile defense cooperation, increased 
intelligence sharing, and deployed more personnel to key Saudi defense sites.  

In addition, the United States suspended imagery collection over Saudi territory as a precaution 
and contacted Russia and China to discourage any satellite-based support to Iran and asked 
Saudi Arabia to share any related intelligence. The United States did this, even as it assured the 
Saudis that it had no evidence that U.S. commercial satellite firms had supported the Houthis. 

In response to Riyadh’s concerns about Starlink, the White House offered to ask the company 
to suspend service in the region. Saudi officials, however, said Starlink had agreed to turn off 
the service. What the Saudis wanted next was 1) U.S. help to identify Iranian operatives using 
Starlink systems and 2) “a forceful U.S. military response” to what the Saudis called a “crime 
against humanity.” 
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The White House refused these two Saudi requests. However, it agreed to deliver electronic 
jamming systems to block Iranian control of two intelligence, surveillance, and reconnaissance 
satellites. These jammers were calibrated so that Russia could still communicate with the dual-
controlled Khayyam satellites, but Iran could not. Saudi Arabia confirmed the deployment of 
the jammers and began targeting communications linked to Yemen. 

The United States also issued a direct warning to Iran, demanding it end its support of Houthi 
military operations. If they failed, Washington threatened to use cyber weapons to disrupt 
Iranian military support operations and would consider kinetic action. Washington warned 
Tehran that the United States would hold Iran responsible for any future Houthi strikes against 
Saudi Arabia. 

After Saudi Arabia launched its strike on Iran’s Bandar Abbas port, Washington announced it 
would help defend Saudi Arabia against Houthi or Iranian retaliation. Privately, Washington 
urged Riyadh to focus on countering the Houthis, not Iran. 

Commercial Satellite Team 

Again, Starlink agreed to suspend direct-to-device service in the Kingdom. Active jamming of 
the Starlink system, however, made it impossible to retrieve precise location data that the 
Saudis asked for.  

U.S. providers complied with U.S. government orders to stop collecting imagery over Saudi 
Arabia. The Commercial Satellite team, however, wanted the world to know that commercial 
imagery data may have been hacked. The team asked the White House to formally raise the 
issue with the International Telecommunication Union. The White House took no action. 

The Commercial team considered how much control private space-based service providers 
could (or should) exert over their products. The CEO of Maxar acknowledged that strict 
licensing rules were no longer enough. With near-instant public access to open-source data, the 
CEO argued that even small delivery lags had limited deterrent effect. Maxar hadn’t provided 
near-real-time imagery to anyone involved in the conflict, but the CEO admitted that layered 
sources or spoofed user identities could still exploit their products. While Chinese intelligence, 
surveillance, and reconnaissance platforms remained the most likely enabler, he couldn’t fully 
rule out indirect misuse of Maxar systems. 

The CEO of Starlink emphasized that the company provides communication services, not 
targeting intelligence or imagery, and could not monitor who is using their system for exact 
purposes at any time. But he flagged recent anomalies – unexplained Starlink disruptions near 
Saudi and UAE-linked military sites, unusual terminal activity during the strike, and possible 
Iranian electronic warfare. He warned that commercial systems were now operating where the 
lines between civilian tech, cyber operations, and military action were blurred. 

Airbus Defense’s CEO acknowledged similar vulnerabilities in their own systems but pointed 
to existing efforts to limit service in high-risk zones and maintain client transparency. He 
proposed a policy of delaying or voluntarily restricting service in conflict areas. He warned that 
reputational damage could mount if firms appeared indifferent to the unfolding crisis. Others 
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supported the idea but cautioned against unilateral action without shared norms or U.S. 
government backing. 

The team agreed to maintain the regional imagery pause, tighten internal controls, and review 
third-party access. They resisted admitting fault but flagged growing concerns about being 
scapegoated. Maxar questioned the legal basis for deeper restrictions. Starlink warned that any 
precedent set now could be used against them under different geopolitical conditions. While the 
team expressed interest in coordinating industry standards, no single firm committed to taking 
action unless pressed to do so by the federal government. 

Move 2 Summary 

By the close of Move 2, Saudi Arabia had expanded its military strikes against the Houthis 
beyond targets in Yemen and into targets in Iran. The United States wanted to avoid a direct 
confrontation with Iran. Instead of committing U.S. forces to attack Iran, Washington lent 
Riyadh intelligence support, electronic jammers, and diplomatic backing. Commercial satellite 
providers did what they could to determine if they had been hacked, and suspended services as 
soon as the U.S. and Saudi governments asked them to do so. The U.S. government chose not 
to publicly acquit private space-based service providers.   

NPEC ended the game even though escalation seemed likely and attribution remained murky. 
Without further play it was crystal clear, however, what was missing — effective mechanisms 
to coordinate intelligence sharing and direction between the U.S. government and commercial 
space providers. What remains to be seen is if our government will work with others to build 
and exercise these mechanisms before a real-world crisis similar to this game emerges. 
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Appendix: Team Notes by Move 
 
 
This transcript has been lightly edited for comprehension purposes. 
 

Move One 

Saudi Arabia Team 

Participant 1: Okay, Your Highness, Participant 6 has agreed to be our spokesperson at the end, so we 
have that briefing box checked. Now we have fifteen minutes to come up with a course of action and a 
rationale for how we're going to present our initial response to this outrage and the destruction of your 
jet. 
 
Participant 8: It's not just the destruction of a jet. We have to realize what it is. It's an attack on the 
legitimacy of our entire government and way of life. These are religious fanatics who are apostates from 
the true path of Islam who claim to be acting in the name of Islam who seek to subvert our very rule and 
impose their own rule by undermining the legitimacy of the world's only truly religiously inspired state. 
So, let's be clear from the outset as to what we're dealing with here. It is not just about a jet; it's about 
our entire country and our way of life. 
 
Participant 1: I couldn't agree more. 
 
Participant 6: So, what do we need for this fifteen-minute mark? I guess a proposed initial course of 
action that we communicate? 
 
Participant 2: Do people recognize that MBS is still alive after this? I mean, do we have to communicate 
that the attack was not successful? 
 
Participant 1: That was clear in the scenario, but I think it wouldn't hurt to say that he is not only alive, 
but he is fully in command and ready to act decisively. 
 
Participant 8: They wouldn't come out and say he's alive. What they’d do is have him appear at a 
graduation for a military academy or something like that, appear at some public event to show he's alive. 
Their style is to never state what they can show, particularly when it comes to the exercise of power 
cause. Otherwise, it seems like, the guy who says I'm in charge here, but if you're really in charge, you 
don't have to remind people. 
 
Participant 1: Is there a graduation in fifteen minutes? 
 
Participant 8: You know they have a police academy that seems like they're continually cycling officers 
through there; they have out of cycle graduations for very short courses, so we can say he spoke at the 
Naif bin Abdul Aziz police Academy and that would be perfectly in keeping with it. 
 
Participant 3: We have a mechanism for them to tell us of the world that everything is fine with him. 
 
Participant 8: Yeah, they wouldn't acknowledge the attack aside from saying it was an outrage. 
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Participant 3: Yeah, but do we have any way to think about attribution? Because we have commercial 
satellite providers on another team. We've got US government champing at the bit to go crazy, and here 
we have all the might and power behind the Saudis, looking for someone to snuff. So how do you find 
attribution and if you don't have attribution, then the risk factor of making a mistake attacking 
somebody is going to go way, way up. 
 
Participant 6: Couple of attribution questions that occurred to me. The scenario did not say whether 
either of the Iranian satellites passed over in range shortly before the attack and I think that would be 
easy to figure out, their orbital elements are going to be known. Not to let anybody off the hook, but I 
also wonder, do they need space reconnaissance? Like I'm not familiar with the air base this plane 
would be at, but would somebody on the ground, somebody looking through the fence be able to say 
when the plane was moving? Cause they could certainly have pre-surveyed targets from Google Earth, 
and if they had somebody with a cell phone say 747’s moving, it's in the taxi spot. Would that have been 
enough? Now, we may or may not want to let anybody off the hook if we think they did need space 
assets, but for our purposes it might be worth thinking about, did it require space reconnaissance? 
 
Participant 8: No, it doesn't. So that's a good question. So, when you go to Riad International airport, 
they have a separate royal terminal and it's on the other side of the access road from the other terminals. 
And, as with a lot of airports, when it was originally built, it was out in the middle of nowhere, and now 
the city of Riad is expanding and encroaching on it and there are roads on both sides. When you leave 
the airport, the royal fleet is usually visible from the road. So, you can tell what's there. You wouldn't 
have to have a day by day, satellite update, you could have five day old satellite updates to get the 
general parking plan and then have somebody, for a couple hundred bucks, run a false flag saying I'm a 
big fan of the Crown Prince I want to get his autograph can you tell me when he's there? That is entirely 
plausible. But I think attribution is one of those things that the Saudis wouldn’t sweat. I think they'd say 
we know what we know. We know we've been threatened. Attribution is kind of an American mindset. 
 
Participant 1: As part of this initial action, we need to state what we intend to do. But there's also an 
opportunity to make requests, and I think making requests about where were the satellites that Iran has 
access to, where were they at this moment is a fair question as we build our case, and that can be done 
back channel. That can be just an email to the commercial space, or the Americans but we do need a 
bold statement up front about what we intend to do about this. 
 
Participant 10: I was kind of wondering, the way I was looking at this is, this is an opportunity for the 
Saudis to reassert themselves as a military power in the region, one. And two, possibly put themselves 
out there as a space power. I was just looking at their investments and the agreements that they've made 
with the US government over the last couple of years, and I think that it might be an opportunity for the 
US as well to demonstrate a space capability by affecting or degrading the capabilities of an Iranian 
satellite. Because attribution has to be back to the Iranians. If it's the Houthis it’s a tactical matter, if it’s 
the Iranians it’s a strategic matter. 
 
Participant 8: That makes sense. Although again, I don't see them sweating attribution a whole lot. 
Uncertainty is for us, they kind of say, who has a motive? Who has the means? And that's it. 
 
Participant 3: Wouldn't uncertainty though, hamper our ability to support?  
 
Participant 8: It’s an American constraint, for sure. 
 
Participant 3: Part of this question is whether or not they're going to do it on their own or they're going 
to solicit some support from somebody else. Who else is in their court as a proxy for them? If not us or 
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somebody else. And if that's the case, then we're going to probably require a little bit more attribution 
than just, “I'm pissed at this guy so I'm going to nuke him,” right? So how do we capture that type of 
attribution? 
 
Participant 8: Well yeah, it always comes down to that. Where they're like, look, the Iranians are behind 
this and we say, what? I don't think they created the Taliban. 
 
Participant 3: Exactly, so we know how to identify the target, but do we know how to identify who 
pushed the button to launch the missile? 
 
Participant 2: I mean does it matter? It's an Iranian missile. 
 
Participant 3: The Saudis don't care, but if somebody else is going to engage as a part to support the 
Saudis, that other person coming in, the big dog in the fight, so to speak, that person may indeed want 
some form of attribution that they can at least have plausible to deniability that says, “Hey, we 
thought… really.” So where does second part of this question come in? How do we peel back that onion 
to see was it the Houthis as a proxy to Iran or was it directly out of Iran? It doesn't matter that the 
missile was Iranian. It matters who shot the bullet. And was it a Houthi thing all by themselves, which 
would be tactical or was it something Iranian, which is going to be far more strategic. Because that gets 
you down to how much support you're going to be able to get in behind the Saudis to support them. 
 
Participant 1: Well, we know the act of destroying the airliner came from the Houthi. It says it there; 
they struck the airliner. So, we could, using your tactical level example, we could strike the missile sites 
in Yemen that we know have the new missile. At the same time, we could make moves against the 
Iranian space assets and that doesn't kill people on the ground, it doesn't raise the stakes, but it does let 
the Iranians know that we know they were somehow involved in this. At the same time, we should get 
more information on where those space assets were at the time of the attack, but we should at least move 
towards taking them out with help from the West perhaps. 
 
Participant 6: If we want to do something against the Iranian satellites, do we think we the Saudis have 
any satellite jamming equipment of their own? Would the Americans do that for us? I don't think it 
would be plausible, I mean the Americans don't even have any announced kinetic anti-satellite systems 
and I can't imagine they would take the satellites out physically for us. So, do we actually have anything 
we can do against those satellites? The answer might not be very much directly. 
 
Participant 3: Not kinetic, but you could certainly do something by messing with their communications. 
 
Participant 6: Do we have that, or do we have to get the Americans to do that for us? 
 
Participant 3: I don't know that the Saudis have that. 
 
Participant 2: My question is, where's the ground station here? Like there has to be a downlink, there 
has to be something on Iranian soil that you can blow up that makes a lot more sense than trying to do a 
satellite kill. Even if it's not effective, just the optics of blowing up a ground downlink would probably 
do the job. 
 
Participant 10: I concur with that, and I would argue that the Saudis may not have the capability 
organically, but we could get it from our friends and be the ones that deploy it. Or it could be deployed 
clandestinely or covertly. So, there's some element of deniability. 
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Participant 4: I got a question. Why are we going to attack Iran when the Houthis attacked us? I think 
we have to retaliate right away on the Houthis’ radar systems and satellites and relay stations where they 
get this information from probably the Iranian satellites. And then, when we do that condemn the attack 
on MBS, and then ask the United States or allies to help us find the telemetry of the satellites on that day 
and to provide some kind of satellite spoofing, to keep them from looking at targets in our territory. 
 
Participant 2: We haven't addressed the cyber-attack either. There was an element of that in there that the 
air defenses were hacked. 
 
Facilitator: So there's definitely a lot to think about here and there's a lot of moving pieces that we need 
to consider, but I did want to flag for you all that we've been discussing this first move for about fifteen 
minutes now, so if we want to try to settle on something to send out to the other team soon, that would 
be a good thing. 
 
Participant 1: think I've heard some good pieces of this. First, definitely, prepare to strike targets in 
Yemen that we associate with this missile attack. We can be sure that that's justified and then we'll hold 
up under scrutiny. The next question is, how do we move against the Iranians? I like the ground station 
idea, but before we blow anything up, we're going to need to gather information and that's where we 
need partners. So, we should move in that direction as well. We should also make requests to both the 
United States and to the commercial operators for help with telemetry and whether the Iranian space 
assets were in the vicinity, those kinds of questions. Can we agree on that and gather that together? 
 
Participant 2: We need an event for MBS to announce all of this as well. 
 
Participant 1: Are you taking this down Bernardo? 
 
Facilitator: Yes, I'm writing this down and I will read out to you. 
 
Participant 1: And Stacey asked about the secret police, it's in the chat. Whose secret police are you 
referring to? 
 
Participant 8: Saudi's.  
 
Participant 1: I'm sure they're working on it. We may not need to go public about that. We may consider 
it, but we don't need to tell the world about it. 
 
Participant 8: I don’t think the Saudi way would be to attack on their own.  
 
Facilitator: So, I've written up our three action items, not to interrupt, but we did receive a message from 
the US government team that we might want to keep in mind before we do anything. I can share my 
screen if that's easier for you all, but my plan is just to read it out loud and send it in the chat. The US 
government team has reached out to us and said, “We are as concerned as you are about how the 
Houthis may have successfully struck your aircraft. We are working on the problem to the best of our 
ability. We want to make sure before any actions are taken that we can ID the perpetrator and the 
appropriate response. We can help you respond to the Houthi attack, but beyond that we'd like to make 
sure we can work together to determine what further actions will be necessary. We urge caution right 
now until more information is available.” Let me send that in the chat for you all. Let me know if there 
is anything in our action items that changes based on that. And if we don't believe anything changes, I 
can read out the three bullet points I've written for us, and we can send that out. 
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Participant 6: Sorry, still reading second one, but if the US is indicating to us that they've got a ground-
based satellite dazzling laser system that they're willing to give us, does anyone see a reason to not want 
that? 
 
Participant 3: I think you would. 
 
Participant 1: I think that would be a fair request. 
 
Participant 6: Though I wonder if there's an implied trade off because that second paragraph says they 
want to be careful and sure and slow on attribution. 
 
Participant 1:We can probably work with that. I think we meet the spirit of what the Americans are 
saying if we indicate we're not intending to do anything immediately in Iran. We are focusing on kinetic 
action and Yemen at the moment. We think we know where those missile launchers are, and we're going 
to take some of them out. Like the proposal during the Cuban Missile Crisis, take out just the SAM site 
that destroyed the U-2, that was that was kicked around for a while. A tit for tat kind of thing, we’ll 
destroy your advanced missile arsenal as a shot across the bow. 
 
Facilitator: I drafted the first message.  
 
Participant 6: For number three, just make clear, we're determining whether those Iranian ISR satellites 
were there. We're trying to attribute and figure out can we blame them, but make it clear that we're not 
looking for them right now. I mean, I guess we want to know that too, but specifically, we're trying to 
work the attribution problem by finding out where their satellites were. 
 
Participant 2: So, I guess we've got a question to the commercial satellite providers: have they provided 
satellite imagery to Iran or the Houthis? We need that question addressed if the US government can get 
us that answer, that would be phenomenal. 
 
Participant 10: Why are we worried about, if Iran gave them any telemetry information or whatever? 
They are supplying the missiles. It doesn't matter. They need to be punished because— 
 
Facilitator: I’m sorry, we just really need to get a message out.  
 
Participant 2: Yes, send the message that we already have. 
 
Participant 10: —it's a no brainer. Anything else is just fluff as far as we're concerned. 
 
Participant 1: Participant 10, I agree with you and I think we should do something, but for the moment 
the Americans have asked us to go slow, and in our first response, we should probably indicate that 
we're not going to strike them immediately, but we should withhold the ability to do that sooner rather 
than later, I think. 
 
Participant 2: And also, you're supposed to appreciate the symmetry between them condemning the 
United States for giving Israel weapons that are used against them and us taking offense at Iranian 
weapons being used against us through a third party as well. 
 
Participant 10: I get that. But what I'm going to say is that, at least from my experience of dealing with 
Saudis, they don't care. I understand they're trying to work with the US government, but this was a 
direct attack on MBS himself. 
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Participant 8: The Saudis would demand kinetic action, not an effort to determine attribution. They 
know who would do it and they know who would provide the weapons that it was done with, and they 
would want us, the United States, to do something about it. They’re very good at deciding how the 
United States should act. 
 
Participant 2: It seems like we have an open question here of if our air defense is still credible or not. 
Should we ask the United States to provide cover in this area? 
 
Participant 8: Cover for? 
 
Participant 2: Incoming missile defense. 
 
Participant 8: Well, they could ask, I mean, they have asked and the US in 2021, we had one battery 
patriot in Saudi Arabia that we had moved to cover Prince Sultan Airbase after we returned aircraft there 
and we withdrew that. 
 
Participant 2: I’m talking way more tactically than that, can they move a ship? Is there some sort of 
cover that we can get right now? Not can we arrange arms transfers later? 
 
Participant 6: Yeah, I think moving one of the Aegis DDGs close enough to be useful would be helpful. 
 
Participant 8: It’s not close. They're on the wrong axis. They’d be on an oblique from the line of attack, 
which is very hard to intercept that way. Usually, the intercept assets are either generally they prefer to 
be behind the defended area which works if you can be in the Mediterranean from Iran to Israel or in 
front of the defended area for a higher altitude to intercept. But here, you'd be on an oblique, so it would 
be hard. And I don't know exactly how far it's capable, but I expect it's either out of the capabilities or 
very far from the capabilities of shipboard intercepts unfortunately. 
 
Participant 8: Bernardo. Has our message gone? 
 
Participant 3: Our message has gone out; we have not received a reply. I will be sure to let you all know 
as soon as we hear from anyone and if we want to follow up with anything else to any other team, I can 
do that. I'm doing my best to take notes on what you all are saying and draft messages based on that, but 
it might be easier if somebody, before we send a message, sends something in the chat with a general 
outline. 
 
Participant 2: So, what's the request that we're going to make of the commercial folks? 
 
Participant 8: Now here's an area where Saudi Arabia would have some real power. I think they would 
say, you can decide if you want to do business with Iran, which is broke, or do business with us. I think 
we would insist on basically a customer cutoff and they have done things like that during the Qatar 
blockade, for example. So that can be done. 
 
Participant 2: So, we want to make requests of them to provide exclusive data to us in the region? 
 
Participant 8: I don't know whether they would, say, don't do it and you’ll lose our stuff or do the real 
Saudi way and say, how much are the Iranians paying you? We’ll pay you exactly that much not to 
supply it to the Iranians. They do use money as a weapon, and I think that there would be the unspoken 
idea of, by the way, we will work against you commercially if you don't do this.  
 
Participant 2: So, let's make that offer. 
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Participant 8: Yeah, yeah. I think so. 
 
Facilitator: Okay, so we want to say to the commercial team, however much Iran is willing to pay for 
the intelligence, we're willing to pay that much for them to not give Iran anything. Do we also want to 
ask the United States for missile defense, or did we decide no on that? 
 
Participant 6: With the commercial team, none of the American firms would legally be able to sell to 
Iran as is. So, if any of their data is getting to Iran, it's either through some kind of illicit third-party 
transaction, which then raises the question, is it truly unknown to them or is it “unknown to them.” It 
looks like these are all US commercial firms… then I guess Airbus as well. But would European law 
allow Airbus to sell to the Iranians? I'd be surprised. 
 
Participant 8: I think what they would have to do is ask for them to blur out the kingdom or specified 
areas within the kingdom, which is what, for example, Google Maps does if you look at Aberine proving 
grounds. There are parts of that that are blurred out. And they would say, we'll pay you for that, and if 
there's somebody in the kingdom who has a legitimate need, they'd offer some sort of subsidy to make it 
worth their while. 
 
Participant 1: Participant 6’s last comment, how careful are they about avoiding cutouts, or third-party 
transactions that Iran is behind. I think that's key to this game, comprehending that and the confusion it 
can sow. 
 
Facilitator: Okay, I drafted up a message to send to the commercial team that I just sent in the chat. Let 
me know if that looks good or if we want to make changes before, we reach out to them. 
 
Participant 6: Two things I think we want to add that we just discussed, one, we’re willing to pay well 
for them to blur, downgrade resolution of sensitive targets like, royal, family locations when they sell to 
any other customers. And we want to know just how careful they are about third-party transactions that 
might benefit Iran. We're pretty sure they aren't selling to Iran, but how carefully are they making sure 
that their data isn't getting to Iran in a roundabout way?  
 
Participant 2: And also, we're going to have a need for commercial satellite data in terms of upcoming 
targeting. So, we need data on Iran for the strikes. 
 
Facilitator: Okay, I edited that message and added a couple of paragraphs. 
 
Participant 10: What happens if Iran is using a series of cutouts to purchase commercial information? 
How are we going to track that down in a timely manner? 
 
Facilitator: Before we continue, we received an inject from control. I can send it in the chat too. Saudi 
intelligence learns that the Houthis plan to use Iranian missiles against the Saudis’ civilian 
infrastructure, i.e. Energy, desalination, and electrical supply systems. 
 
Participant 8: Well, that broadens the target set. That would be something we would share with the 
commercial firm saying look, you just can't release this data. You can't release it to anybody because 
Iran has decades of experience in sanctions evasion and third country transfers. I think the other thing 
we would probably have to do, and this is a very Saudi way of thinking, is call for a UN convention that 
establishes an international law against people photographing your country from overhead, like a closed 
skies policy. Similar to what they call like religious respect. Basically, it’s blasphemy laws that they're 
trying to push through the UN.  
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Facilitator: Do we want to send this message to the commercial team and then after that reach out to the 
US team about a potential closed skies UN resolution? Or would we like to reach out to the US first? 
 
Participant 8: Maybe it would be something along the lines of, we'd like you to cooperate with us, but if 
you don't, this is what we're thinking of doing. Basically it’s, would you please work with us on some 
things, and we can help you financially to ensure you don't lose out. Or you can not work with us, and 
we will go another route and try to preserve our security. Either way, we can't allow your product to be 
used to target our homeland. 
 
Participant 2: Participant 3 has a great point, which is, Google Maps has already told them the 
coordinates of everything that they care to do a second strike on. 
 
Participant 8: Fixed installation. The predicate is this was an airplane. And again, it'd be just as likely 
the target was from the ground. It's human nature to look outward for your problems, to blame 
somebody else for your problems. 
 
Participant 3: We saw this exact problem in Ukraine. I was part of the process of getting transformers to 
replace the ones that were blown up. We would put transformers back in the same footprint it came from 
because that's where all the electric infrastructure was. Two weeks later, three weeks later, the thing is 
blown up with another missile. These targets are already identified. The adversary, if it's Iran, they have 
the geolocation of every single one of these. So, for static targets, blacking out commercial imaging of 
the skies really is not the solution. going to have to come up with some other way around it. The plane, 
that moves, so you need some type of pseudo real time image to track it down. 
 
Participant 1: Does everyone have the chat up on their screen? There's a very good comment from 
Participant 5 which has a strategic level overview. Remember, his audio is not working, so I wanted to 
draw your attention to that. 
 
Participant 8: It would depend on how we knew. We might share it, but there would be a sources and 
methods issue. 
 
Participant 2: Look, if this attack happened fifteen minutes ago, the first thing you have to do is protect 
the guy, right? And then plan for dealing with whatever incoming is going to be following after that. 
Like, can we get our air defenses back up? 
 
Participant 1: Yeah, we'll need air defense help from the US and there was a cyber-attack suspected also. 
 
Facilitator: So, are we signing off on this message for commercial entities so that I can draft a message 
about missile defense for the United States? Or have we changed our strategy? 
 
Participant 2: Send the commercial one, just get the lines of communication open. From the US we want 
anti-jamming, spoofing stuff that Participant 4 mentioned, and we want cyber support too if we can get 
it.  
 
Facilitator: Can you run that by me one more time? 
 
Participant 2: Participant 4 put a message in the chat about jamming, spoofing, BMD support. I'm sorry, 
that was Participant 6. 
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Participant 8: Their want list is inexhaustible, particularly in a moment like this. I'm sure that in every 
branch of their security infrastructure, there's an officer who thinks this one piece of equipment would 
have stopped this from happening. 
 
Participant 6: One thing I don't know is, do the Saudis typically get warning from the US of Houthi 
missile launches? Is that cooperation already going? I assumed likely. 
 
Participant 8: Yeah, we have satellites that detect missile launches in the region, so we have shared 
warnings of that. The best example, and the only one that I saw the US talk publicly about was the 
attacks on Abu Dhabi and Dubai, where one of the missiles was intercepted by an Emirati THAAD 
battery, which, to that point that was the first ever use of THAAD in combat, but the Emirati system was 
cued to the launches by the United States and given the distance involved, there is enough time if their 
radars are properly oriented to acquire a track once they get notice of launch. 
 
Participant 6: Are we looking at Facilitator’s draft in the chat? Are we requesting the US do strikes? Or 
that the US provide ISR support so that we can do preemptive strikes on Houthis? 
 
Participant 1: I think we need to fire the opening rounds though. 
 
Participant 4: Yeah, I think so too. 
 
Facilitator: Okay, so we want to request ISR, but not that the US do the strikes themselves. 
 
Participant 6: Yeah, that the US target ISR resources as much as possible looking for indications of 
Houthi launches being ready so that we can strike them. 
 
Participant 1: Yeah, if we got that intel that they're ready to strike civilian targets, we've got to preempt 
that, so we need to go after all of those new Iranian sites. 
 
Participant 4: What if we attack the ports where they might be getting the missiles from? They come in 
on boats, right? So, what if we destroy the ports? Commercial ports, so they don't get supplies? 
 
Facilitator: I’m sending out this list of requests to the US, after that, we can draft up a new message for 
specific actions that we want to take in response to the Houthi intel. 
 
Participant 2: We have to stop the bleeding right now. That's a good long-term response. Are we still in a 
tactical mindset? 
 
Participant 1: If they've got missiles ready to launch, we have to be. 
 
Participant 10: I'm all for going after the Houthis. Let's destroy every bit of infrastructure that we can 
there. But I still think that we need to send some type of message to the Iranians to cease and desist. 
Now, the US has a great number of capabilities in space that they could use, not necessarily to 
permanently damage, but to interfere with and cause problems for a massive investment by the Iranians, 
with their satellites. As a signal that says if you continue to do this, then more drastic action will be 
taken. And you will lose up here. 
 
Participant 3: That just takes time to position things, but that's certainly doable. 
 
Participant 10: I mean there are things that are already in place to do this, in either geostationary or low 
earth orbit. 
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Participant 2: Does this attack on Saudis justify the US’s use of those assets? I would say not as an 
American. 
 
Participant 4: Yeah, I think that would be too much for Americans to do it. 
 
Participant 10: Well, the Americans don't necessarily have to do it with direct attribution either. There 
are cyber capabilities that could be deployed and there are covert and clandestine capabilities that could 
be deployed. But it would be a signal to the Iranians that worse could be coming. 
 
Participant 6: And that's what I was thinking with the downlinks. If you blow up a couple of downlinks, 
that's just as good as taking out their satellites. 
 
Participant 10: To me, it's more escalatory to strike something on the Iranian mainland than it is to 
temporarily blind or inhibit their capabilities in space. 
 
Participant 6: Well, remember the Americans already seem to be offering us ground based lasers that 
could blind their satellites. So, do you think it needs to be in space for this to count? 
 
Participant 10: It doesn’t. But dazzling is not considered permanent damage to a system, it is a 
temporary problem. 
 
Facilitator: So, we have already asked the US for assistance with dazzling, and they haven't responded 
to our request. Is there any action that we as Saudi Arabia want to unilaterally take in response to the 
attacks or the new intelligence that we received, or no? I know we talked about wanting to send a 
message to Iran that they should stop meddling, but do we want to do anything beyond that? We've 
discussed striking some targets, but I don't know if we settled on anything. 
 
Participant 4: Is there an opportunity to talk to the Iranians? To call, to have a meeting or something? 
 
Facilitator: So, there is no team that represents Iran, control is responsible for the actions of Iran in this 
game and the Houthis. If we have questions about Iran, if we want to communicate with Iran, we can 
send either public statements to everyone or we can reach out to control asking them questions about 
Iran and what Iran is doing. 
 
Participant 4: I think maybe we talk to the control as Iran and ask them nicely to stop passing their 
satellites overhead or something. But if they don't do it, then something’s going to happen to their 
satellites. 
 
Facilitator: Before we do anything else, we've received another inject from the control team. I'll send 
this in the group in the in the chat again, but it says, “An anti-Western group of MBS’s advisors urge 
MBS to sue, and sanction Maxar, SpaceX and Airbus defense. They are convinced these companies 
failed to prevent misuse or interference of their platforms. The Saudi Arabia team must decide if, how, 
and in what form they might take action against Maxar, SpaceX and Airbus defense. 
 
Participant 1: We just asked them nicely to desist and to help us out. 
 
Facilitator: They have not responded to that at all. 
 
Participant 1: Right, well maybe this will get their attention.  
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Participant 10: I don’t see the regime listening to those anti-Western groups because there's a 31.6-
billion-dollar Saudi space economy that they're looking at developing here. I think they're going to do 
everything they can to try and please us. 
 
Participant 8: Honestly, we wouldn't have to be too hardcore with them. Any kind of technology wants 
to have access to the Saudi market, particularly as they're trying to develop the northeast, the country, 
and the line; there's all kinds of tech implications there. 
 
Participant 2: I wanted to get back to what Participant 8 suggested, that we make a request to the 
Americans that either they help us or that we're going to have a kinetic strike against Iran on their soil. 
The question is, what cyber alternatives can they provide us to disable, either temporarily or 
permanently, Iran's satellites? In cyberspace I mean, otherwise we’re going airpower.  
 
Participant 4: What if the Houthis got the information from the commercial guys? Then destroying the 
Iranian satellites would not do anything. 
 
Participant 10: The problem is, it doesn't matter where they get their targeting data, the Iranians are 
supplying the missiles, and they're doing it because they want to hurt Saudi Arabia. So, Iran has to get 
the message to cease and desist. Or they're going to lose big time. 
 
Participant 6: I think we can commute that as, even if the Houthis are getting the information from 
somewhere else, Iran is still ultimately responsible, and if Iran makes the calculation that we're willing 
to give the Houthis missiles as long as they're pretty inaccurate, well if the Houthis have invalidated that 
assumption, that's still a problem about Iran. So, if the Houthis are now able to do real time accurate 
targeting somehow, they still ultimately have that capability because of Iran. 
 
Participant 8: But we don't have the ability to strike Iran the way we can the Houthis. I mean the 
Iranians can strike back in substantial ways and the Houthis can't. 
 
Participant 2: Which is why if we signed the Abraham accords right now, we could get Israel in on it and 
let them do it. 
 
Participant 8: That that would imperil our regime right now. 
 
Participant 4: Okay, so the Houthis are attacking Saudi Arabia because of the Palestinian and the Israel 
conflict, right? Is that what it is? Okay, so is there anything that Saudi Arabia can do to help the situation 
between Israel and the Palestinian people? So, the Houthis can stop attacking Saudi Arabia. 
 
Participant 1: At this point that might sound too much like appeasement. I think to underscore a lot of 
this, we do need to make a kinetic strike on Yemen. If we haven't actually done that yet, we need to. 
That makes everything else we're saying a little more credible. 
 
Facilitator: Where would we like to strike in Yemen? 
 
Participant 1: Do we know where the new Iranian missiles are based?  
 
Participant 4: They got mobile units, they move around. 
 
Participant 8: Yeah, they do, but they got brand new missiles that we know have just arrived, and that's 
probably what they used on your jet, sir. 
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Participant 4: So, the missiles arrived by boat or by plane? 
 
Participant 8: Not by plane. They usually come either by boat or over land. The Omanis will get all bent 
out of shape if you tell them this, but they’re smuggled through Oman. Usually, they're in shipping 
containers cut in half and then reassembled. Lately, they've been shipping components. They’ve trained 
Houthis in Iran and sent them back to Yemen and they now know how to assemble them from 
components smuggled in. It's much easier smelling components than vessels. They've done this as well 
with Hezbollah. They've taught them how to locally produce solid rocket fuel, which is a big, big step. 
 
Facilitator: So in relation to the response that we sent to the second inject about the Saudi Arabian 
government faction asking us to sanction some of the commercial providers, the control team would like 
to know if our decision not to listen to the anti-Western faction for now is a decision we've 
communicated to the other teams or if it's something we're keeping discrete. Control wants us to 
understand that this faction's position was leaked and made public, so do we want to make our rejection 
of this public as well or do we want to handle that internally and leave everyone else to wondering what 
we've done? 
 
Participant 10: I think it's a leverage point for us with the US. 
 
Participant 2: Yeah, I wouldn't respond. 
 
Participant 10: Let the US think that we’re starting to lean that way and maybe they’ll come to our aid 
and do what we want.  
 
Participant 1: I don't see any advantage in going public with this. I think we need to keep it direct, as 
you said. 
 
Facilitator: Great. Alright, I have clarified with control. And then next we want to tell Iran to cease and 
desist and strike the missiles in Yemen to send a message that things will get worse if they don't cease 
and desist? I drafted these couple paragraphs. If they look good, I'll go ahead and hit send on that. 
 
Participant 10: Does anyone know whether Iran would need these satellites for their nuclear program? 
 
Participant 8: No, I don't think so. I can't see why they would be dependent on them. 
 
Participant 6: Where I could see these being useful to Iran is for keeping an eye on Israel to see if there 
are any signs that Israel is ramping up to be prepared for air strikes on Iran in a crisis. I would assume 
they must know the general location of targets in Israel and with nuclear weapons, it matters a little less 
how precise you are, but I would assume, indications and warnings of what Israel might be up to has to 
be one of the things they care about with these satellites. 
 
Facilitator: 
I have one other thing to flag for you. The red phone call is at 07:00 P.M. Eastern Time. We can send a 
team member to one of the other teams’ online meeting rooms to allow for a face-to-face discussion, so 
we could go talk with the US, the commercial providers, or somebody could go talk to control if what 
we wanted was a one-on -one with Iran. 
 
Participant 6: And we can only do one of those? 
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Facilitator: Usually, they don't mind if we send someone to multiple rooms, so if there are multiple 
people we'd like to communicate with, we can do that. But are we good to send this public statement 
before the red phone call? 
 
Participant 8: Yeah. 
 
Participant 2: You’re shaking your head. 
 
Participant 8: I’m just shaking my head about reaching out to the Iranians. I think after a personal attack 
like this, there's no negotiation. They would be in the force must be met with force mode. 
 
Facilitator: Do you think there's no point in in sending that first paragraph? Should we just send a 
message saying we're striking targets in Yemen? 
 
Participant 8: Honestly, I don't even think they'd say that. I think they would just do it. They wouldn't 
have. 
 
Facilitator: I just mean to say should we communicate that we are striking the targets in Yemen. To 
control. 
 
Participant 6: What do we want to do about the red phone call option coming up in a moment? 
 
Participant 1: Well, what would we want to get from the Americans? And what would we want to know 
from the commercial group? Let's think about that. 
 
Facilitator: We just received this response from the United States. They say they're tracking the Houthi 
intent to attack civilian targets in our country, preventing this is a high priority for them. They are 
working with us on options versus Iran space systems and would appreciate data provided by our 
intelligence to integrate in their assessment. Their most immediate concern is obviously to address the 
threat of attack from the Houthis. They confirm our intelligence that we will provide cyber support and 
the appropriate ISR support to enable the Saudis. They understand our frustration with commercial 
remote sensing systems, and they have confirmed that no US system was used to provide information of 
the attack on the MBS. 
 
Participant 6: To clarify, and you may not have anything but this language, do they mean no US as in no 
US government or no US including US commercial operators? 
 
Facilitator: I have only this text, but I will reach out and ask for clarification. 
 
Participant 10: I think we need to send a message that says we demand Iran cease and desist their 
support. Period. 
 
Participant 6: Do we want to have a conversation with the Americans or with the commercial sector? 
 
Participant 1: Yeah, now's the time to do that. 
 
Facilitator: Yes, I have those links, and I can send them to you if somebody would like to go to one of 
those rooms. 
 
Participant 6: What do you think your highness? 
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Participant 8: Well, I think we ought to tell the commercial sector, even if we don't think that they were 
the cause of this, that they have an obligation to not enable the enemies of our people. Basically, our jab 
is 
the commercial business in the kingdom and the possible denial of that, and the probability that 
whatever losses they have will do that. Then the hook is we would consider going to the UN to restrict 
their activities, and going country to country to restrict commercial activities in order to ensure targeting 
data isn't developed  from them passed on to other countries. 
 
Participant 6: Okay. And do we want to talk to the Americans? 
 
Participant 8: I don't think so. I think what we got there is pretty good. They know what we want. They 
just don't want to do it. 
 
Participant 6: Who should we send to the commercial group? I'm willing to do it. 
 
Participant 8: That works. 
 
Facilitator: Okay, you should try to come back around 06:10 PM if possible. And then we also have the 
option to send someone to talk with Iran if we want. I think we decided we didn't really want to do that 
because there they will be in aggression mode. 
 
Participant 4: But we don't we don't know that. We cannot think that they're going to be aggressive, 
unless we talk to them. I think somebody should go. 
 
Participant 1: We can only talk to Iran through control, though. 
 
Facilitator: You're still cutting out a little bit. 
 
Participant 10: Could we consider Iran or Control somewhat like the UN? 
 
Facilitator: Anyone who is not one of the three teams is represented by control so if we wanted to take 
action through the UN, we would have to reach out to control. 
 
Participant 10: I would add that the UN supports Iran in sponsoring the terroristic attacks of the Houthis 
against his Royal Highness MBS. 
 
Facilitator: Control has given us an update on our strikes against Yemen. Control has determined from 
bomb damage assessment made available from public domain imagery that 60% of the particular 
Qassem Bassir ballistic missiles… that was a sentence fragment. The Houthis make it clear they're 
holding the remaining missiles in reserve for other sensitive targets and will use other weaponry as 
appropriate. So, I guess we didn't do very much. 
 
Participant 4: 60%? 
 
Participant 10: That's combat ineffective. 
 
Participant 8: That's the artillery tactical assessment. It’s not that significant when what you're dealing 
with is basically a strategic harassment weapon. 
 
Participant 1: It looks like there's a missing word or two in that message. 
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Facilitator: Do you want me to ask if there's 60% or 40% left? Does that matter? 
 
Participant 10: What we should be asking for is the location of the remaining 40% so that we can take it 
out as well. 
 
Participant 4: I agree. 
 
Facilitator: The commercial companies have finally responded to our message from earlier on. They say, 
we do not sell any data nor have any existing contracts with Iran and are complying with all 
international sanctions and embargos. For the request to blur/downgrade info, we will put a temporary 
hold on providing imagery in the region and continue to comply with our existing contracts with Saudi 
Arabia. We are also happy to provide quotes for supporting additional taskings. Please contact us to 
discuss further needs or services that we may be able to promote. So, they seem amenable to doing what 
we want as well. 
 
Participant 8: The issue is if this is going to be effective, giving Iran's experience of obeying sanctions, 
they would have to agree to not provide it to anybody without our approval. So, I don't want to get 
loyally here, but what we need them to do is not provide imagery of our country. It's not who they 
provide it to, it’s what they're providing. What we have to do to secure our national interest is have a 
prior constraint over who their customers are. We have to be able to say that we determine who you can 
sell images of our country to because, you're not effective, you're a commercial company. We can't 
expect you to police sanctions and sniff out smuggling networks. 
 
Facilitator: Do we want to send a follow up message to that effect? 
 
Participant 8: Yeah, I think so. 
 
Facilitator: I'll start drafting that up, but we do have a guest from one of the other teams. 
 
Participant 9: Thank you very much. This is Participant 9. I'm calling to coordinate on the on the 
unfolding situation here. I was able to send a note in the last few minutes with the very latest from the 
US in response to these Houthi incidents, and wanted to check in, make sure that that message reached 
you, see if there's other info we need to be working with, and answer some questions for you if I can, or 
take matters back to the rest of the team if I can't. 
 
Participant 10: Your Royal Highness, Mr. Defense Minister, do you have any comments you want to 
make?  
 
Participant 8: How could you stand by and let me personally be attacked? We have seventy years of 
cooperation. We've supported you through a World War, we provided most of the energy that allowed 
you to fight wars since 1960. We have been one of your biggest markets for export firms. Then I, 
personally, the embodiment of the nation, am attacked, and you're trying to determine who was 
responsible for it? We know who was responsible for it. What is the purpose of this relationship if you 
hold our lives so cheap that we're met with obfuscation? When I'm personally attacked, when the royal 
family is personally under fire, rather than getting a response that is worthy of an alliance, you say, well, 
we need to determine how the targeting was provided when we know where the missile came from! I 
urge you to think about what this says for other future allies of the United States. Please. Take that back 
to your President, let him know that we are gravely concerned and we feel that you are not taking our 
legitimate security concerns, and our legitimate alliance concerns seriously. 
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Participant 9: Thank you for sharing that. I'll communicate that. Obviously in any response, we want to 
be sure we're swinging the hammer at the right nail. The missiles came from the Houthis, and there's 
further threats against the kingdom. We are fulfilling the latest request for support to stop that. That 
certainly is the most immediate driver of action that we want to be sure we deliver on. 
 
Participant 8: I'm sorry your excellency, but Yemen is a country that can't produce a washing machine, a 
scooter, a skateboard, a running shoe. But yet you have us believe that somehow, they're capable of 
making these advanced missiles? Which, by the way, is technology we've asked you for years and 
you've denied to us because of some missile transfer control regime. I was personally targeted. They 
tried to kill me and there's no doubt, your experts don't doubt, and we don't doubt, where the weapon 
came from. There is no question of attribution. We are your long-standing ally. Am I to die? Am I to 
leave my wives widows while you try to determine who specifically provided the targeting data for an 
Iranian missile? I'm doing it a little bit heavy, sorry. 
 
Participant 9: That assessment seems very straightforward, but the request we want to be meeting most 
immediately is to stop further attacks. So, I will communicate those concerns to the President. I don't 
think there's realistic doubt that the Iranians had a big role in that. Their vector for that, though, is still to 
be determined. I'm aware of the concern, and the consideration of litigation against US commercial 
space companies. We've made inquiries through different licensing channels and are satisfied that US 
commercial space assets were not a vector for whatever threat information around provided to enable 
the Houthis to drop those missiles. So, give us a little credit for good faith as we make efforts to stop 
further attacks from these scumbags down in Yemen. 
 
Participant 10: Mr. Secretary, would you not say that the Iranians exercise some measure of influence 
over the Houthis? And that you have the ability to hold at risk two satellites that the Iranians value 
greatly? And would that not be the greatest leverage that could be applied to the Houthis? 
 
Participant 9: That would be the kind of decision I need to talk to the President about because Russia 
also has equities in those satellites as well. We want to find ways to get after this Houthi problem 
without making this a bigger problem for all of us. 
 
Participant 1: Please make sure the president understands we have more than enough skin in the game. 
We have destroyed a large number of their missiles, but there are still some pointed at us. They're 
Iranian missiles and we would like them not to take off. And we would like to interdict future shipments 
of those, which you could assist with if they’re coming in by sea or land. We’d like them interdicted 
with your help. 
 
Participant 9: Absolutely. And that those efforts are in the works to interdict those missiles and just 
generally to disrupt and prevent further Houthi attacks.  
 
Facilitator: Not to cut this discussion short as it has been very fruitful, but Participant 9 if you could get 
back to your = team room, we only have about twelve minutes of communication left between the teams 
and I want to make sure everyone has time to wrap things up before we move to writing up the brief 
slides. 
 
Participant 9: Fully understand. Everything we've discussed is vitally urgent, but any matters we didn't 
get to that we need to hit quickly your Highness? 
 
Participant 8: I think we've covered the waterfront here. 
 
Participant 9: Excellent. 
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Participant 8: The cultural insight is just that in government the Saudis personalizes things much more 
than Westerners do. So, I'm probably leaning a bit too far into this role. 
 
Participant 9: I will be getting back to the president, and we'll be in touch on this in the hours and days 
going forward. So more to follow. 
 
Participant 3: Bye bye. 
 
Facilitator: Great, so a few updates for you all, they were all sent in the chat, but there's been a lot of 
action there so you might have missed it. The first is a clarification from Control who says their initial 
email was a typo, 60% of the missiles survived. We only took out 40%. They said we have intelligence 
that twenty missiles went to the Houthis, so we know twelve remained because eight were confirmed 
destroyed, but we do not know their location, so there's nothing we can do about that. I sent a follow up 
email to the control team asking them to withhold information about Saudi Arabia from everyone 
without the KSA government's express consent, as we discussed, and I also asked whether they have 
contracts with China and Russia. Is there any other action item we would like to take in the next in the 
last ten minutes of communication? 
 
Participant 6: Not to be spine, but the commercial group is already putting slides together. 
 
Facilitator: Okay, we can start putting our slides together. I mean, there has been very little activity from 
the other teams. I think we've sent out eight messages and received three total from everyone else that 
isn’t control. 
 
Participant 6: One thing I didn't put in the chat, I did ask the commercial group if they had any 
information on where the Iranian satellites would have been at the time of the attack and they also do 
not know. Given that that's information that could be obtained from open-source databases, that would 
be a request that would be very appreciated from the control group. 
 
Facilitator: Run that by me one more time. 
 
Participant 6: We want to know where the Iranian satellites were. The scenario mentions the Maxar and 
Airbus satellites were well positioned. Where were the two Iranian birds? Because again, the standard 
databases would have those. If Saudi Arabia has any space ops people, then that ought to be something 
that even the Saudis could figure out. I'm sure if there are any satellites they're paying attention to; it's 
going to be those two Iranian satellites. 
 
Facilitator: Okay, so I'm going to send out a message saying we would like to know where the two 
Iranian satellites were positioned during the initial attack; open-source tracking databases should contain 
this information so this should be something we're able to discern. 
 
Participant 6: Great yes. 
 
Facilitator: Perfect. I sent that and I will let you know if control follows up with us. Since we're not 
hearing anything from the other teams, I'm going to go ahead and share my screen with the slides, and I 
can start typing up points for discussion. 
 
Participant: I have a question. Do we have the capabilities to track those two satellites, or can we 
acquire those systems? 
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Participant 3: You could specifically ask the US to make sure that you get that type of intel. They 
certainly have the capabilities to track them. 
 
Participant 8: Yeah. Yeah, it's pretty easy to track satellites. 
 
Participant 1: I can't believe this information is so hard to get but apparently it is. 
 
Participant 6: I would say the commercial group’s tone was pretty confident. They feel that there was no 
misuse, they’re very confident there was no real time hacking going on. But then again, they would start 
with that position, wouldn't they? 
 
Participant 1: Yes, probably… Is the purpose of these slides to communicate the discussions we've had 
and what we've thought? 
 
Facilitator: We use these slides as a guide point for the five-minute briefing presentation you're going to 
give in the group discussion at the end. So typically, what you'll want to write there is a reflection of the 
discussions that we had, but if there's anything that that comes up in your discussion of these specific 
questions that we didn't talk about so much during the Move itself it's worthwhile to include that 
information as well… And then control has told us that at least one Iranian satellite was positioned in an 
area where it could have supported the initial attack, but this was not the only satellite though the only 
Iranian satellite positioned in this location that could have facilitated the attack. 
 
Participant 6: Do we need any more proof than that? 
 
Participant 3: You don't need your satellites to image that plane. 
 
Participant 4: Hey, but we need to address the cyber-attack on the area defense systems. We need a 
prevention or to upgrade the security on them. 
 
Facilitator: We have asked the US for cyber support.  
 
Participant 6: A big picture question. I know in Israeli-US relationship, there's this long-running 
dynamic in which the US will do stuff that they hope will head off Israel doing airstrikes. That's also 
because Israel can credibly threaten them. I know we've got a lot less capability for this than the Israelis, 
but can we credibly present the Americans with a threat of something significant and unilateral in Iran? 
That's the big problem. We don't have the leverage that Israel does to say either, you do something quiet 
for us in space, or we drop some bombs. If we can't threaten that, then we are not at the beseeching 
level. Given the current administration, we could offer to drop gasoline prices a buck of gallon. 
 
Participant 8: That is one thing I've heard from folks that are Trump-landish. He's going through this 
negotiation thing and if it doesn't work, one thing he wants to do is enlist various countries to drive 
down the price of gasoline, which would cripple both Iran and Russia because they're dependent on that. 
That would require Saudi Arabia to take a multi-billion dollar hit over probably eighteen  months at 
least to have an effect and would complicate Saudi modernization plans because they'd have a lot less 
income. I have heard that. 
 
Participant 1: If you'll check the chat, the mealy-mouthed capitalists have given soothing words about 
how they have not done anything to harm us. They won't provide a list of their clients, but they're 
complying with all applicable regulations and sanctions. They obviously don't want us mad at them. 
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Participant 8: I think we need to tell them we're evaluating our relationship there and considering 
international legislation to establish a right to the national sovereignty over imaging of our country. 
 
Facilitator: Do we want to express any of what we were talking about to the other teams today at the end 
of the move before we move to writing up some briefing slides? We have two more minutes to either 
send a reply to the commercial team or send something to the US team. 
 
Participant 1: I'm hoping the US rep carried our words back faithfully. For the commercial team, I 
would just say let them know we're watching. 
 
Participant 8: Yeah, I don't want to give another blast. 
 
Participant 1: Yeah, you blew that guy's head off.  
 
Facilitator: Okay then I'm going to respond to the commercial satellite team saying Saudi Arabia will 
continue to closely monitor the situation. Is that good enough for now and then we can move towards 
more specific actions at the beginning of the next Move? 
 
Participant 10: I would phrase it, “Saudi Arabia is going to continue to closely monitor actions and 
behaviors of our commercial partners as we have a 31.6 billion investment that we need to safeguard.  
 
Participant 1: Yes, perfectly calibrated. 
 
Facilitator: Perfect. All right. I just sent that and since it's 06:30, I will share the briefing slides… Can 
we all see this? 
 
Participant 2: Yep. 
 
Facilitator: So, I will read the questions and then we can talk through what we want to put on the slides 
for our five-minute briefing. I think we should be really thorough with what we include here and include 
reasons and justification, but we do also want to make sure we keep things concise enough that we are 
able to articulate the gist of it in five minutes during the briefing session. 
 
Participant 6: A first bullet there, immediate retaliatory strikes on Houthi missile sites. 
 
Facilitator: Okay. 
 
Participant 4: And the mobile units.  
 
Facilitator: In this Move we acted more alone than we got support for our retaliatory strikes, but do we 
want to say that we would request support? Do we want to say our action would be mostly unilateral? 
 
Participant 6: Before that, I think maybe a general statement that Iran must pay a price. We believe they 
helped the Houthis with targeting, but even if not, they supplied the missiles. 
 
Participant 10: Do we want to say something to the effect of, we're planning for kinetic strikes against 
Iranian targets if they do not cease and desist? 
 
Participant 1: Yes. 
 
Participant 4: What about a cyber strike? A cyber-attack on the infrastructure? 
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Participant 6: And could mention there, satellite ground stations if that'll fit. Or even just ground 
stations. Great. 
 
Participant 1: We should have a bullet saying we are shoring up support from our allies and our 
commercial partners to resolve any outstanding attribution questions, but we do want to convey that 
we're not that concerned with attribution because we pretty much know the score, but we are doing due 
diligence to determine where the satellites were. We do need help with that. We're asking for it, and 
we're not neglecting that. Do we mention the help with air defense and cyber support?  
 
Participant 6: We may need more than one slide for this list. 
 
Participant 3: You only have five minutes. 
 
Facilitator: If we have one or two more bullet points that we can fit on this slide, we can add them and 
then maybe we can look at the other questions and return here to add additional detail with the time 
remaining. 
 
Participant 6: I might add, we are asking the US for help against Iranian space capabilities or really 
against the Iranian satellites. 
 
Participant 1: There's probably a way to condense those two bullets, but we can do that when we're 
editing them, so do you want to move on to the next question, unless anybody has anything else? 
  
Participant 6: We didn't really talk this one through, but I guess the answer is probably bad.  
 
Participant 1: Well, if they up the ante and go after civilian targets. It's obviously a wider war, probably 
a regional war that may involve superpowers, so that's…  
 
Participant 8: the Saudis view the transition from the oil economy and luring in foreign investment as an 
existential imperative because they're concerned that the demand for oil is going to run out or their 
ability to provide it will run out. So, instability will kill investment. This is a very serious concern. 
 
Participant 5: I have a question. Do you think this is more severe than attacking MBS? I think attacking 
MBS is a more serious problem than this one. Because Saudi Arabia's military is not for Saudi Arabia. 
Their military is for MBS. Our response is too mild considering Saudi Arabia is a sort of authoritarian 
country, so attacking the supreme leader, then just sending a gentle message or warning, that’s not good 
for deterrence. 
 
Participant 8: I'm not sure I got that. 
 
Facilitator: He was saying that it was a big attack, and we need to make a big response or else it won’t 
be sufficiently deterrent.  
 
Participant 8: Absolutely. Yeah. 
 
Participant 5: I was thinking about North Korea. I'm from the South Korean military. If someone 
attacked Kim Jong-Un, what would North Korea do? Ask for information from commercial group? No. 
 
Participant 8: That's right. Yeah. I agree.  
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Facilitator: I added a sub point to reflect that in the 1st slide. Now, this question is a little more 
straightforward maybe, but do we have any other ideas for how the war might become wider, how 
superpowers might get drawn in, et cetera? 
 
Participant 1: In the background documents, it said that the Iranians would get their proxies to lash out 
not only at Saudi, but also at the United States and Israel. So, we can probably expect a major regional 
conflict at the very least. 
 
Participant 6: And outside powers could not ignore the disruption to the flow of oil. 
 
Participant 8: The second bullet should read instability will kill foreign investment, not oil investment. 
The idea is that the foreign investment will replace the oil industry when it either is superseded or runs 
out. There you go. 
 
Facilitator: Is there anything else? 
 
Participant 1: I mean the whole Saudi-US relationship is in jeopardy if this happens and if the US 
doesn't weigh in. I listened to MBS about thirty minutes ago. He was pissed and he'd get even more 
angry if civilian targets are being hit in Saudi Arabia and the United States is still on the sidelines.  
 
Participant 1: That's political diplomatic consequences, I'd say. I like the word livid. 
 
Facilitator: Okay I think this is good for this one. We can maybe add a little more detail later, but I think 
this covers the broad strokes of it. So, for now, this is the last question. 
 
Participant 3: Does Saudi Arabia have a comment on this? That seems to be internal to the commercial 
team. 
 
Participant 1: Well, they asked us to look at this. I think we're deeply skeptical that this really is secure 
and our conversations and their response highlight that they know they've assured us, they want our 
money, but the fact is they're leaky. There are so many ways that this stuff can get out and with all this 
great technology and these advances, we're very concerned that this is not secure. 
 
Facilitator: Do we want to maybe add a point about how little information the commercial actors were 
willing to communicate with us throughout the process and maybe how that made us more skeptical? 
 
Participant 1: Yeah, that would accurately reflect the game play, which is what we're supposed to be 
doing. 
 
Facilitator: What do we think regarding potential safeguards against the tracking? Do we have any 
ideas? Is this more of a diplomatic issue than it is a technical issue? 
 
Participant 1: 
I don't know if we want to say anything about treaties or anything like that. From our group that might 
seem a little far down the road. 
 
Participant 1: There is space law in place, but you're right, that's far down the road. 
 
Participant 10: I think you'd have a hard time putting limitations on what some of these satellites could 
do because space is considered a global commons and you can't really put limits there. But there should 
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be some type of ethical limitation or ethical consideration about due diligence and what the information 
they're providing is being used for.  
 
Participant 1: Your closed skies idea had had a ring to it, but I don’t know how…  
 
Participant 6: Yeah, that's not going to sell globally, but I'd mention as a safeguard, we're willing to cut 
off business companies if they can’t convince us they're safe.  
 
Participant 1: Yeah. 
 
Participant 6: We don't need to get into all this space law stuff just, if you don't give us a compelling 
answer, we're not buying another thing from you. 
 
Participant 8: It's the bottom dollar. 
 
Facilitator: I think this is a good starting point. We have fifteen more minutes to discuss, so I'm going to 
go back to the first slide, and we can go through what we've put and consider if there's anything we want 
to add. But we definitely don't need to take all of the last fifteen minutes if we’re feeling good about 
where we're at.  
 
Participant 1: And Participant 6 agreed to debrief this, do you think you can get through this in five 
minutes? 
 
Participant 6: I will work on it. I was about to say, I guess you've been in DoD too long when you're 
always looking for that tiny edit that’ll make it one line instead of two. 
 
Participant 1: I’m with you. 
 
Facilitator: How do we feel about this slide? Do we have any phrasing concerns or new points? 
 
Participant 5: I'd like to suggest we use stronger words. 
 
Participant 10: I think the fact that we’re potentially threatening a wider war here might be leveraged 
with the Chinese who get 60% of their current energy supplies from this region. And if the US won't 
take action maybe the Chinese will. Because they have pull with the Iranians. 
 
Participant 8: Yes, they do.,  
 
Participant 1: I'm not sure the very last parenthetical bullet is necessary. I think, we’re willing to play 
ball with the attribution thing, but we’re not going to… 
 
Participant 6: We can get rid of that sub bullet I think I can convey that tone when briefing. The gist here 
is we know enough about Iranian involvement that we don't feel we really need to prove anything to 
know that Iran has to pay a price… I would maybe put that China point in the political diplomatic slide. 
 
Facilitator: I might make that its own bullet point. It kind of has to do with the drawing bullet. 
 
Participant 6: It actually ties well to the last point, the KSA-US relationship. 
 
Facilitator: That's true. 
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Participant 6: I would just replace political diplomatic consequences with that.789  
 
Participant 1: That has real bite to it.  
 
Participant 6: I don't think we've communicated that to the US team yet, but we'll drop it there for them 
to think about.  
 
Participant 1: Yeah, the game is young. And as far as this whole attribution thing goes, if you read that 
one report, they sent us with all the fragments, we've got the missile fragments from the attack. We 
know where the missile was made. We do have enough information. 
 
Facilitator: I don't know if we want the subpoint about the fragments or if we can just communicate that.  
 
Participant 1: That was only for us, yeah. The point is we know what happened ahead with that. 
 
Facilitator: I think this slide looks good. Are we good with this? 
 
Participant 1: Great. 
 
Facilitator: So, this is our last slide. 
 
Participant 8: Good luck reading that in five minutes. 
 
Participant 6: One edit on this slide, the commercial point, “we will cut off business,” that doesn't really 
fit as part of the common higher bullet. I would make that its own bullet. I think we want to emphasize 
that point.  
 
Facilitator: Okay. 
 
Participant 6: And I think that the first two-line subpoint doesn't add enough to be worth it. 
 
Facilitator: Okay. 
 
Participant 1: For what it's worth, this slide really indicates we got into the scenario and played it 
straight. I mean, this is based on our interactions with the other team, and this is what we came up with 
in character. So, I think this is really good. 
 
Facilitator: Yeah, I think this is good. If we want, we have five more minutes to keep making changes, 
but if we feel good about this, I can go ahead and send these slides, and we can take a five-minute break 
before we go back to the final session. 
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United States Government Team 

Participant 6: I guess we should start engaging and controlling the narrative here and seizing the 
diplomatic initiative as we think about the other two questions. 
 
Participant 1: Yep, I agree. Participant 6. Since you came up with the idea, what would you like to 
communicate? 
 
Participant 6: Just expressing the condemnation of the attack on the jet, validate their feelings. I'm sure 
they're feeling angry and they're suspicious and maybe pivot to stating that there's a lot of ambiguity 
about who provided the intelligence the Houthis needed and maybe it would be more powerful to justify 
a retaliation with good data instead of just acting out of emotion. 
 
Participant 1: Well, remember, according to the scenario earlier, we already had some discussions with 
them and I'm guessing we already did a public condemnation, something more private to MBS would 
probably be appropriate like look, we are working on this problem. We are going to go ahead and get 
something to you as quickly as we can. I suggest we coordinate before you take any activities or 
something like that, something more personal would be appropriate or anything? 
 
Participant 6: That’d be great, yeah. And maybe even offer a joint task force, maybe one or two of us 
can engage with one or two of them to start working on that intelligence gathering. 
 
Participant 2: I’m grateful for your suggestion of contacting MBS and telling them we can get you as 
soon as possible, I also wonder diplomatic communication protocols are, because basically by saying we 
can get you as soon as possible, it could be commitment which we might or might not deliver? At least 
we can say it's in work, standby. 
 
Participant 1: Yeah, I think if this was actually happening in real life, I would be asking the DNI to reach 
out to every US government commercial satellite company and find out all the imaging opportunities, I 
would be collecting all of that information, right now. 
 
Participant 2: Exactly. So that's why I was thinking as government team that this is may be our course of 
action. You have to collect the data to ensure that we receive something, basically we have to work in 
tandem. 
 
Participant 1: Anybody else got any comments? 
 
Participant 3: I think also if we're going to send a note, a major implication should be not just being sure 
you're responding to the right source, because MBS may have his own reasons for being content to lash 
out at Iran in some way, but this correspondence might raise the prospect that lashing out at an actor not 
responsible for this could really backfire in a lot of ways and highlight limits of our understanding of 
these matters. So, we all really need to understand what's happened before we act and from the US side, 
we're working to build that understanding. 
 
Participant 5: Could I suggest that one way to keep MBS onside is to say that we're willing to cooperate 
on strikes against Houthi sites because we know that’s where the missile came from. I mean to some 
extent we know the source of the missile, we don't know the source of the guidance for the missile, but 
we certainly know it's the Houthis who fired it and if we could go back into the mode we were in in real 
life a month ago, I think that that would be one way to keep the Saudis onside if you don't want them 
doing something immediate against the Iranians. 
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Participant 1: I'm not sure that we would make a commitment to help them in a strike at this point. You 
tell me, but I certainly do believe we should go ahead and tell them we are going to provide them help 
and assistance any way we can, and specifically figure out if any other assets to our knowledge were 
involved in both the identification and the strike. I mean is that a commitment that we can work? Again, 
understanding that we can't say that we're going to get answers but to at least go ahead and commit to 
working the problem? Is that a response? 
 
Participant 5: I think we can say against the Houthis, let's immediately coordinate on what we're going 
to do to retaliate and try to degrade their ability to do this kind of thing. On the larger question of who 
helped them, we want to gain as much information as we can and we'll share it with them and coordinate 
on larger responses, but we're on board to help them with the Houthis. 
 
Participant 2: Gentlemen, I wonder what legal or political constraints we might have. Would you like to 
check with our control team? Because by us engaging and providing statements like this, we might be 
starting a war. Perhaps we don't want to start the war. 
 
Participant 1: I don't think those kinds of statements would have a legal consequence to them. This is a 
personal conversation between the president and the leader of Saudi Arabia. Those don't represent legal 
commitments in my experience. 
 
Participant 2: That's correct sir. That’s addressing the legal part, what about the political part? 
 
Participant 1: I agree we need to be careful on our wording, but Participant 3 just reminded us that we 
have the Saudis answer in fifteen minutes. This is one of the things that often happens, if you don't go 
ahead and take an action soon, it becomes insignificant. 
 
Participant 1: Let me propose this. Facilitator, can you, can you type something on a slide that we could, 
see?  
 
Facilitator: Yes. 
 
Participant 1: Your Royal Highness, we are as considered as you are about how the Houthis may have 
successfully struck your aircraft. We are working the problem to the best of our ability; we absolutely 
want to make sure that before any actions are taken, that we can identify the perpetrator and the 
appropriate response. We certainly are willing to help you go ahead… what's the right word here 
Participant 3 or 5, about the Houthis stuff? 
 
Participant 5: Respond? 
 
Participant 1: Yeah, to respond to the attack, but beyond that, we would like to make sure that we can 
work together to determine what further actions might be necessary. So, we go ahead and urge caution 
right now until more information is available. 
 
Participant 2: And I'm sorry guys; I did Google for the proper address of in Arabian etiquette. 
 
Participant 1: You have to address your royal highness, followed by his position in the government and 
followed by his name. 
 
Participant 1: Alright, well at the risk of not having the address, at the risk of not having the address 
right, I think getting something out fast is right. What do you guys think of the message content itself?  
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Participant 3: I don't think that I don't think that makes unreasonable commitments or stretches on 
what's reasonable for the US based on what we know, but it still puts something in their hands so that 
they don't think that something more is in work or that we're ignoring them. 
 
Participant 7: Mr. President? Question for you. You said that we would be collecting as much 
information we possibly could internally within the US government, including from all of our 
commercial sources on the state of the situation with Houthis. Would that also include imagery and 
related things in Iran as well? 
 
Participant 1: Yeah, I think that's great to answer, great question. Why don't we send this out first. I want 
to get this out.  
 
Participant 7: I can wait. 
 
Participant 1: I want to get this sent out first before folks have to respond. And Participant 4 said 
perhaps on behalf of President Trump. Anybody else got any comments?  
 
Participant 8: Well, I am concerned that you use the phrase, we can help you, I like what follows after 
that, but we can help you gives me a bit of pause. 
 
Participant 2: We explore the possibilities to help? We explore the possibilities to assist? 
 
Participant 5: The Saudis will see all that as pretty weak beer. I think we should make clear that we're 
ready to respond against the Houthis and we want to consult with them on best response and that we 
want to hold, we want to keep our powder dry on any possible Iranian or other state involvement, that 
we want to track down. But I would make the distinction between the Houthis who we’re ready to 
respond to and help the Saudis respond to, and then a broader conflict. The Houthis started this fight. 
 
Participant 1: Right, exactly. The Houthis broke the ceasefire, and I think we have a right to respond. 
Let's go back to the way it was and let's get this out Facilitator, I appreciate everybody's got different 
comments on it, but perfect is the enemy of getting something done right now. And this is from the 
president, this is not a public statement. You don't have to walk back a public statement later, it's best to 
go ahead and get this out right now. So, if you could send that to the control team and ask them to 
forward it to the Houthis, I think that would be great and then let's turn to what Participant 7 was saying 
is what actions are we taking internally? 
 
Participant 7: So, to elaborate on my question, I'm wondering what areas are we collecting information 
on? Is it just Houthi activities and operations or are we also interested in the posture within Iran itself? 
That's question one and then two, are we actively going to reach out to our own commercial industry 
within the proper channels and ask them privately, whether they know whether they had any customers 
who potentially could have been the source of this information that the Houthis used and then, sorry this 
is a little complicated, the third thing is whatever we do decide to tell the Saudis, I assume we are not 
going to attribute a specific company or even whether or not it's commercially derived data, we're going 
to protect the sources and methods essentially. 
 
Participant 1: Yeah, Participant 7, especially on that last point, absolutely. For those who don't know it, 
when we give licenses to our commercial remote sensing company, we require them to be able to share 
with us all their taskings. Typically, we don't ask the customer that they were supporting, but we do 
require them to go ahead and keep a track of everything and to be able to deliver that to us if we require 
it. So that would be something we would do. And in that vein, I'm thinking, that we should probably 
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send something to the commercial team right now and ask them who's got records of taking pictures or 
collecting intelligence that could have supported this act, right now. So, I would want to get that would 
be the next note that I would send out. 
 
Participant 2: Excellent, and also if I may recommend sir to ask if there have been any data breaches or 
anything. 
 
Participant 1: Yeah, that's great Participant 2 I think you're right. So, Facilitator could we send that to the 
commercial team? Can all of you search your records and please inform us if there were any taskings, 
regardless of customer, that could have supported the strikes on the Saudi aircraft. And have you 
detected any data breaches where such information could have been acquired without your permission? 
 
Participant 2: And if I may recommend put a timeline for their feedback, I don't know how many hours 
you’d want to put. 
 
Participant 1: Yeah, let's go ahead and give them what's a good turnaround time here? Participant 7, you 
used to work at commerce? 
 
Participant 2: No sir. What happened was this is how it worked with my Russian colleagues when the 
data is time sensitive. Now, you can have AI search this data. I would recommend to put at least 12 
hours turnaround. 
 
Participant 1: Anybody else got any ideas about a timeline you might want to ask for? Alright, hearing 
nothing, we'll go with twelve. 
 
Participant 7: I don't know what the capability is anymore, but I would say twelve hours is quite long 
given the way their automated systems probably work now. I was thinking more like two hours. 
 
Participant 2: Let's go let's go two hours. Beautiful. 
 
Participant 1: Yeah, why don't we say we would appreciate an initial response within two hours, even if 
it's not complete. 
 
Participant 2: Perhaps we say preliminary response because I don't want them to just drop the search 
because it will be the first set of data. 
 
Participant 1: That'd be great. And sign this the Secretary of Commerce, please. Alright. Are we ready to 
send that, everybody? Good. Okay, let's send that out… Participant 7, you asked is two hours realistic in 
today's environment. I think it is, this is supposed to be data that the companies have on hand and 
maintain centrally. I'm with Participant 7; I think it is very possible that this could be done in two hours. 
 
Participant 9: Yep perfect. I wasn't trying to hold anything up. 
 
Participant 1: Okay, at this point if we're getting those two out, we probably should now go to answer 
the questions that we have. 
 
Facilitator: We did get an email from the Saudi Arabia team that I can send in the chat. 
 
Participant 2: Thank you. 
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Participant 1: Does the US have any dazzling system that they would be willing to use? We have plenty 
of dazzling systems. So. Before we go into answering that, Facilitator please remind us of the timeline 
that we have to answer our own questions on? 
 
Facilitator: It's generally encouraged to have these all answered before 07:30 East Coast time.  
 
Participant 1: Okay, it's 06:30 east coast time right now, right? I'm in the wrong time zone, so I'm just 
checking. Why don't we at least start to answer one of the questions and then consider answering the 
Saudi's question. So, let's go to our first question if we could, which I think is question number two. 
 
Facilitator: Yes. 
 
Participant 1: So let me ask for comments on this question. And Participant 3, you're going to brief these 
answers? 
 
Participant 3: I can, and that briefing, Facilitator, correct me, 07:30 to 08:00 is kind of when we prep our 
briefing? And then 08:00 to 08:30 is when we're delivering that back to the plenary?  
 
Facilitator: Yes, that's correct. 
 
Participant 1: Okay, so how and to what extent might the US government commercial satellites firms 
help Saudi attribute the attack? So, I think we've kind of talked to that a little bit, obviously we can 
search the databases, we can validate whether or not any US government or US licensed imager could 
have been the source of these. In the scenario it mentioned Starlink, we don't have any agreement with 
Starlink to share their data, nor do I believe it would be possible to separate in the Starlink database, any 
specific connections like that. There's no mechanism that I'm aware of to do that unless somebody else 
knows something about that, that I don't. 
 
Participant 2: Well, they tell them to provide additional space-based services to acquire this information. 
Yeah, we have that space station right now which is spinning and passing over certain location, but 
space station does not have these capabilities. It also has both US and Russian segment. 
 
Participant 1: No, the only US firms that would have this capability would be Maxar, Black Sky, Planet, 
Hawkeye 360 Capella, Umbra, and a couple of other firms like that. So, this is going to be the remote 
sensing segment of the US commercial providers. I'm trying to keep up with all the chat that's going on 
here. Okay Participant 10 can you expand upon what you meant by one constraint might be to support 
that indicates US capabilities not previously disclosed to the Saudis? 
 
Participant 10: Yeah, when it comes to offering intelligence from military satellites et cetera, the US 
typically holds back intelligence quality, a certain level for itself rather than disclosing or sharing with 
everyone. So, the US maybe wouldn't be willing to disclose the highest level of targeting and location 
information compared to like, second or third tier. 
 
Participant 1: You’d actually be surprised. If anybody remembers when, early in the Ukraine conflict 
when an airliner was shot down by a Russian missile from the west area or from somewhere in the 
Russian occupied area, and folks were wondering whether it really was a Russian missile and those 
kinds of things. We did supply the intelligence conclusions. We didn't supply the intelligence, so we 
supplied the intelligence conclusions of those. So, to your point, we almost never share the intelligence, 
we often do share the intelligence conclusions with allies in this kind of thing. And, Participant 7, what 
are you asking? I don't know how well known that is. It's in the law, it's in the standards that are 
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available, but I'm not sure that MBS or Saudi Arabia would be aware of that. Are you suggesting that we 
tell them? 
 
Participant 3: So, Mr. President, that question was actually for me. They’ve asked for that data point 
blank, when they say we're requesting help determining… well they haven't exactly asked for that 
directly, have they? They've asked for telemetry on Iranian space assets in the vicinity with the view 
towards attribution, and they're asking about a particular kind of space control capability. So maybe we 
don't have to answer for that directly. 
 
Participant 1: Right, I'm sorry, Participant 3, I was reading the question sorry for the mistake. I think this 
goes to Participant 10’s question about, we may have intercepted telemetry from some classified assets. 
Whether or not there was what may have been going on with the Iranian satellite, remembering that this 
is an Iranian satellite controlled by the Russians, it's actually not all that likely that we would know what 
the telemetry said. I'm not sure that we can commit to confirming that. That would be high risk in my 
mind, because unless we can read the clear text telemetry, it would be very difficult to determine what 
was being directed towards the satellite. Anybody else have any ideas on that? 
 
Participant 3: If we knew, just for the sake of argument, that were Iranian, the Kaab satellites were in 
vicinity, would we want to tell KSA given the Russian control of the systems? Because if we don't think 
we would know that, that leaves a lot of room to not answer it directly and we don't need to pull the 
thread that hard if we would not want to give that answer based on the Russian connection. 
 
Participant 1: Right. My sense, having been in government, is we would be working frantically to get 
that answer and we might get that answer, and we would probably be unlikely to go ahead and share that 
answer unless we actually wanted the Saudis to take some action against the Iranians. 
 
Participant 10: I think one of the critical things also is considering what types of targets you want to 
provide information for, typically, with Ukraine Russia, with the Iran Israel exchange, folks are wanting 
to not go from the lowest level of escalation to the highest. So, you're wanting to give targets that show 
your opponent that you're serious while not escalating all the way. The normal, the cautious take is we 
want to escalate and show our seriousness while hoping that our opponent won't then respond in kind. 
So, you're looking for a target that communicates a message but perhaps doesn't take the maximum 
pressure approach. 
 
Participant 2: And guys there is a very good comment in the comment box about setting precedence. 
 
Facilitator: I just got the first inject from control team. 
 
Participant 1: Yeah, this goes back to what Participant 5 was talking about earlier. I think we would help 
the Saudis identify that this attack was imminent and give them location information to respond. What 
do we think? 
 
Participant 3: I think so and Facilitator that has dropped off the screen so I can't see, but is that info that 
everyone in the game knows or is that info that we as the US team know? 
 
Facilitator: Everyone in the game knows.  
 
Participant 1: So, we've got several threads of thought going through this right now. Let's go ahead and 
handle the problem one thing at a time. First of all, I do want to make sure that we respond to the Saudi 
message with something. I want to make sure that we respond to this control message if we believe a 
response is necessary, or at least refer to this control message that in a response to the Saudis. And I 
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think we still need to go ahead and not forget that we have some specific questions we need to answer 
for ourselves. And time will run out quickly. So, given that we've already sent a letter from the 
President, a note from the President's MBS, it seems to me like our communications to the Saudis 
should be more on a professional-to-professional basis, a formal channel rather than an informal 
channel, do you folks agree with that? And Participant 5 I'll ask you specifically since you know more 
about the feelings there. 
 
Participant 5: There's somebody on the Saudi team who's playing the defense minister who’s the full 
brother of the crown prince. And I think Participant 3 could directly communicate with the Saudi 
defense minister providing whatever intelligence we have about location of Houthi missile sites, things 
like that. It seems to me like this is a five-alarm fire now. If the Houthis are preparing to use Iranian 
missiles against a broad array of Saudi infrastructure, this is a full-scale war, and the Saudis will expect 
us to be behind them or else they'll be looking to China and Russia to try to get them to push the 
Iranians to restrain the dogs down there in Yemen. 
 
Participant 1: So, Facilitator let's put together a message to the Saudi Minister of Defense from 
Participant 3, and Participant 3 since it's your message, you want to dictate what you want to say? 
 
Participant 3: Sure, but definitely open to suggestions. Drop them in the chat if they occur to you. I think 
I would offer as a message to my Saudi counterpart, we're tracking the Houthi intent to attack civilian 
targets in your country, preventing this is a very high priority for us. I feel like we might be able to sort 
of answer some of question four from MBS’s note. We accept the offer of assistance. Does the US have 
a dazzling system they'd be willing to use? I think it would be correct if I said, we don't have any 
counter space systems that can be brought to bear on a time frame like this and not speak to specific 
kinds of capabilities. I think it's fair to say, and I think we probably would say in this context, we don't 
have something that can work to do what you're asking for against this most immediate threat. And 
would we want to say something here in terms of anything we can bring to bear by way of missile 
defense? I'm hoping we have an expert on that here. I heard the prep briefs, but some of them were a 
little over my head. 
 
Participant 1: My guess is anything we can do in missile defense is already in the area. The Saudis we've 
been working with them for a long time helping them set up their system. And Greg, you can correct me 
if I'm wrong, please do. I'm trying to remember the geography, but I don't even think any of the ways 
we've helped defend against Houthi missile attacks against shipping lanes, I don't think those would be 
able to be brought into play from this perspective although I don't have a picture of the area in my brain 
to be able to say that for sure. Would we suggest that we have better intelligence on the timeline for such 
an attack? And would we suggest that we can provide coordinates for a strike here? 
 
Participant 2: If I may, please, with utmost respect to you sir, by saying that we do not have any 
counterplay systems or anything, we are under breach of showing our vulnerability. Perhaps we don't 
want to say something like this. Because it is honest, but maybe we should not put this in particularly 
because all these airways can be intercepted and we don't want to be shown vulnerable. 
 
Participant 1: Yeah, I think that's a good point. I'm wondering if we want to actually respond to that 
request or even or just ignore it and just respond to the rest of the thing. 
 
Participant 2: Thank you, sir. And ignoring is bad international protocol, you never ignore particularly at 
that level, but perhaps we can simply say thank you for your inquiry. We would be happy to give this to 
you. But right now, we’re concentrating on the immediate problem of your infrastructure and well-being 
of your people. You see, you’re not ignoring, then.  
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Participant 1: Right, that's it. Participant 6, you have a comment here? 
 
Participant 6: Yes, it's going back to the inject, it stated that the Saudi intelligence was the one that 
learned about this. I wonder if they can share anything with us and since they were requesting a dazzling 
system, I know we have our patriot missiles for the that system. The immediate priority is finding the 
missiles and protecting the Saudi targets, right? We're no longer looking at the attribution of the attack 
on the jet. 
 
Participant 1: We're still working on the attribution of the attack on the jet in the background so we're 
not going to cease that. But are you suggesting in your note that we can offer a dazzling defense? Is that 
what you're saying? 
 
Participant 6: I think so yes. But the Secretary of Defense would be better placed to know if that's 
possible. 
 
Participant 1: First of all, I can tell you we don't have one and second of all, I don't think we'd be willing 
to share it even if we did. Especially against the Russian satellite. We would not be giving the Saudis the 
capability to strike a Russian satellite in any case.  
 
Facilitator: I can put this language in and we can see how it looks. 
 
Participant 1: I would think that we would have better intelligence than the Saudis. I'm wondering if we 
can confirm the Saudis’ intelligence. Participant 3, what do you think? 
 
 
Participant 3: I think that's fair to say. I don't know how we do that in this context, but if Facilitator tells 
me that we can do that, I think it's a reasonable assumption we would have better intel than them and we 
could confirm it. Maybe we need to check with control as the IC to see if we can? 
 
Participant 1: It's a game, we can just make it up. 
 
Facilitator: I’m CCing control on all of these emails so if they catch something that's not allowed, then 
they'll let us know. 
 
Participant 1: So, Participant 3, look at the message that Facilitator has now synthesized for us. 
Everybody look at that, please, and see what else might we want to say, I think it would be useful to get 
this out in the next two or three minutes, so what do we have that we want to say here? It says we look 
forward to working with you, is that too diplomatic? Should it be, we are committed to working with 
you? 
 
Participant 3: Participant 2, how did you word that? Cause I was trying to grab that, and I don't think I 
got the wording right. 
 
Participant 2: I'm sorry sir. I already forgot but let me reprogram… Guys, I'm sorry I feel now 
uncomfortable because if we committed, what about our political constraint? So, we could just say we 
are working on the situation, and we would appreciate, let's put it back on them, and we would 
appreciate data provided by your intelligence to integrate in our assessment. 
 
Participant 3: I think that's a fair ask here. And then we can drop the question mark from the end. That's 
just an artifact from my chat. 
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Participant 3: Unless there's some grounds or alibis, I think that looks good to me. 
 
Participant 1: Anybody else got any comments? 
 
Participant 5: There were comments in the chat about assets that we have there that we could actually 
use to help them. This all sounds pretty minimalist. If I were in the Saudis shoes and I got this, I would 
be saying the Americans don’t want to help us here. 
 
Participant 1: Yeah, Participant 5 I agree with you. I've got two problems with this. Number one, we are 
working with you on options versus the Iranian space systems, I just don't believe that we would ever 
attack this Russian space system being used by the Iran on behalf of the Saudis, so that we have to take 
out. 
 
Participant 2: How about we delete the sentence then completely, guys? And then it will be beautiful. 
We are tracking the Houthis’ intent, we would appreciate if you provided us data, and our immediate 
concern is to address your civilians. Because if this is what leaks to the press, then there’s no break of 
war, just that this is what we do, protecting civilian lives, working and asking for data. 
 
Facilitator: Alright, we got a message from the Saudi team that I'll send in the chat now. 
 
Participant 1: So, first of all, I agree with Participant 5 that I believe this response is way too vanilla. 
Two, let's lay out the scenario. Please, if I get this wrong, somebody tell me, the Houthis have attacked a 
Saudi target. We don't know what intelligence they used to do so. We now have confirmed that they are 
getting ready to attack Saudi cities. We are aligned with Saudi in this. We had a cease fire with the 
Houthis which they violated. I don't believe that any defensive options we offer to the Saudis are 
escalatory in this case, and I think we would as a nation be helping them specifically to go ahead and 
assure that those missiles never strike, and I think what they've asked for here, the jamming and 
spoofing I'm not sure what they're referring to. BMT capabilities would take weeks to send to the area, 
but I think we would be really helping them to target those resources. I see Participant 10, you said 
patriot batteries and other assistance could be moved from other parts of the region. Do you think that's 
true? 
 
Participant 10: I know that they can take weeks and weeks and months to move across the world, but   
there's already a lot of US assets in the region, Jordan, Kuwait, Emirates, other areas, right? So, if a unit 
is on high alert, then, it could be moved in a couple of days. That doesn't help if the strike is going to 
happen tomorrow, but if we're looking on a longer scale that is an initial response where you can give 
the order to move some of that stuff, obviously you make other things vulnerable, but… 
 
Participant 1: I think we need to understand that the US patriot batteries that are in these other countries 
are owned by those other countries, they're not owned by the US they're owned by the other countries. 
So, no we can't move them. Again, if I'm wrong, please somebody tell me. We could bring in things that 
we have in the area, so if we have our own patriot batteries in those countries, we could, but I don't 
know if we do or not, Participant 5, do you know? 
 
Participant 5: I don't know about the exact ownership, but I always thought we could deploy those. 
Because we've taken them in and out of Saudi Arabia. 
 
Participant 1: Yeah, I think we have some of our own, I know we have some of our own that we keep 
there and some that they own. 
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Participant 10: So, I work at I work at State on Middle east. So, I'm not an expert on these issues, but 
that is just to say that like yes, we do have assets in the region. I can't speak to which specific ones. I'm 
sure it's open and I'm looking here… 
 
Facilitator: Alright, this is the second inject.  
 
Participant 1: I just want Participant 10 to be able to finish. 
 
Participant 10: Well, I was just going to say that we have military bases in the region, so some of our 
own assets protect those bases. So obviously moving those things around opens you up to 
vulnerabilities, but it is an option. And one that we've explored in the past to support Israel, for example. 
So, a couple of months ago an entire patriot battalion was moved from South Korea to the Middle East 
to protect against Houthi missile threats. 
 
Participant 1: Good, that's great input, Participant 10. Thank you. I did not know that. So, let's get a 
message out and Participant 3, if you don't mind, I'd like to strengthen your message that you had said. 
I'd say, look, we confirm your intelligence that a missile strike is potential. We will work with you to go 
ahead and avoid that. Relating to what Participant 10 just said, we have already begun planning to move 
additional missile defense batteries to protect Saudi cities, and we will provide you intelligence to allow 
strikes against these systems if you so request. 
 
Participant 5: I think they just did request, didn’t they? In that last message. 
 
Participant 1: Yeah, they did. So yes, absolutely. We will do it. Thank you. 
 
Participant 3: I think this request for jamming, spoofing, and BMD is much easier to answer than the 
one for satellite dazzling. We acknowledge that we have all those things.  
 
Participant 1: Yeah, the jamming and spoofing… they have to be referring to jamming and spoofing the 
Iranian satellite, which again we would not do. We are not going to go ahead and do that. That's not 
something that either A we necessarily have the capability to do and B, we don't do that. Especially 
against satellites owned by Russia. So, that one we can't do, but we can go ahead and confirm that we 
will provide a cyber support and the appropriate ISR support to enable the Saudis to respond. 
 
Participant 2: I’m wondering if instead of us moving the patriot batteries and all this hardware, what 
about just sending the virus or short EMP and basically frying navigation system of those missiles? 
 
Participant 1: Using EMP you said? 
 
Participant 2: Yes, the means of disabling navigation systems sir. Because then they cannot launch an 
attack, meaning we don't have to move any hardware, we can go from the cyber perspective. 
 
Participant 1: We don't always have cyber ability to inject in these kinds of things. We are actually, in 
my experience, not that capable. Especially if we're talking about a missile battery that might be located 
in the desert somewhere. We could use cyber to go ahead and interfere with the Houthis’ communication 
systems, but we're not going to be able to impact the guidance systems of a missile. We just don't have 
that capability right now. 
 
Facilitator: And we got a response from the commercial team.  
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Participant 3: I think that response from the commercial team would be helpful to backstop, also adding 
to this response to Saudi's that we've looked at the commercial providers and are satisfied they were not 
a vector for targeting information for the attack on MBS’s plane. That may speak to their desire to 
pursue litigation against those companies. 
 
Participant 1: Yeah, Participant 3 I think you're exactly right. I think I would have a sentence that said, 
while we understand your frustration with commercial remote sensing systems, we have confirmed that 
no US commercial remote system was used to provide information to support the attack against MBS’s 
plane. 
 
Participant 3: I think that message looks good to send unless others have comments. 
 
Participant 1: I'm good with it as well. Anybody else? And please don't be shy, if anybody disagrees, 
please, please speak up. 
 
Participant 6: Confirmed is a strong word. It seems like their vocabulary was more about not being 
aware, or they didn't detect anything, but that's just very corporate of them to limit their liability. 
 
Participant 1: Yeah, I think Participant 6, you're absolutely right. I intentionally used a stronger word 
than they used with us. Number one, to go ahead and back Saudi down and number two, because I think 
that commercial words are just  not chosen to be as specific as they could have been. So that's why I 
changed the wording there. Let's send that out. 
 
Facilitator: Would you like to send both of these out? 
 
Participant 1: Yes. 
 
Participant 3: And Facilitator, that can be addressed from me from, from the US sect F. 
 
Facilitator: Alright, it's been sent. 
 
Facilitator: 
Alright, it’s been sent. It is also 07:00, so it's red team phone call. Would you like to send a 
representative? 
 
Participant 1: Sure. Remind me how this works. 
 
Participant 3: We get to send one person to communicate directly with the other teams, so we would just 
need to have a quick huddle on what matters we would want to discuss there. Facilitator, is it a three-
way call? 
 
Facilitator: You'd go to both other teams separately. 
 
Participant 1: Participant 3, do you want to take that? 
 
Participant 3 : I can. Any RFIs or particular messages I need to carry? 
 
Participant 3: I think the gist of this last message may not have resonated across the team so I can 
certainly carry that. Facilitator, do you mind sending that in the chat, so I've got the words in front of me 
when I’m talking to these folks? 
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Facilitator: Yes. 
 
Participant 3: I think otherwise I'll lose the screen. 
 
Participant 5: So, is Participant 3 going to talk to the Saudis or to the commercial team? 
 
Participant 1: He's going to go talk to both of them. Or do we send one each? Do we send two different 
folks, or do we send one? 
 
Facilitator: Let me double check… One to each other team.  
 
Participant 1: Okay. Participant 5, could I impose upon you to go to the Saudi team having understood 
what we we've talked about here? 
 
Participant 5: I'm a little bit more hawkish than the group and I don't want to go beyond my remit. 
Maybe somebody else should go. 
 
Participant 1: Okay, well how about Participant 3, you go to the Saudi team and Participant 7, could I 
ask you to go to the commercial team?  
 
Facilitator: 
Before everyone leaves, we did just get correspondence from the Saudi Arabia team that Saudi Arabia 
conducts a strike against Yemen specifically targeting, to the best of our ability, the missiles, the Houthis 
just received. 
 
Participant 1: Good. Well, Participant 5 and 7 if you can guys can please do that, and we will work on 
actually writing a response to the questions before any more injections come in. 
 
Participant 3: Facilitator, did you send me the dial-up info for that? 
 
Facilitator: Yes, I put both links in the chat.  
 
Participant 1: By the way, I will tell you, timelines like we're working here, are not unimaginable. 
They're a little quicker, but things can develop very quickly in these kinds of situations. 
 
Facilitator: Alright, and I'm sure that he'll be discussing this face to face with them, but just for 
everyone's knowledge, we got another response from the Saudi team that I will also put in the chat. 
 
Participant 1: What’d they say? 
 
Facilitator: Do you mean you have confirmed that no US government sources were used to provide 
information or does that include US commercial sources as well? 
 
Participant 1: So, the response is that includes the US commercial sources as well. 
 
Participant 5: Do we want to  emphasize in the response to the Saudis that we see this as two different 
issues? One issue is the immediate risk from the Houthi missiles that we want to cooperate with you on. 
The second and longer-term issue is attributing third party assistance and there we want to take our time 
to get that right and then cooperate with the Saudis on proper diplomatic response. 
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Participant 1: Participant 5 I think you're exactly right. Why don't we wait till Participant 3 gets back 
from the red phone call before we delve into that more, but I think you're absolutely right that that's how 
we would do this. Right now, we should be focused on helping the Saudis defend their territory, 
retribution does not need to be immediate, even presuming that we'll help in that. 
 
Participant 5: Them worrying about which, private space company to sue seems like not the best use of 
their time right now.  
 
Participant 1: We’ve kind of already answered this question that's in front of us in our responses, so, 
maybe Facilitator let's just make it really quick and easy. The US government has the ability to confirm, 
the use of US licensed satellites. So that's point one, to the question, how and to what extent might the 
US government and commercial firms help Saudi attribute the attack? Part two, US intelligence assets 
might be able to attribute the source of information, but that is a longer-term intelligence problem. 
Participant 11, help me out. You've been quiet, give me something. 
 
Participant 11: I'm still mulling it over. Give me a second. Sorry. You're just killing it as president; 
there's not much for me to say. 
 
Participant 1: I have the bad habit talking too much. I want to hear from you guys. 
 
Participant 3: While you’re getting your thoughts together, Facilitator, does this call drop me in with the 
whole Saudi team or will this be a separate room with me and one from their team.  
 
Facilitator: I think it should be the whole Saudi team.  
 
Participant 1: Participant 2, the last question in this slide says what legal or political constraints might 
apply to providing such support? In your mind… 
 
Participant 2: You already answered that from legal perspective, apparently, we’re cleared. And it helps 
that we do have legal and contractual obligations with our licensed satellite. But now from the political 
constraints of what I was after that under any circumstances we do not want to put US government that 
we are starting the war. So, this is our political constraint, therefore, whatever we do or offer, it’s very 
important to make sure that this is our constraints, no war. And the words have meaning, particularly 
translated. And whatever you say or do and how is interpreted or even misinterpreted deliberately carry 
a weight. So, this is the political constraint, no war. So, if you want, we can put it down as a bullet. 
Under any circumstances, we do not want to commit US government for any implications. 
 
Participant 8: This gets to the question that you rose earlier about kinetic responses versus just dazzling. 
Participant 3 can speak to this probably a bit better than I can, but in terms of the countermeasures that 
we're proposing, some of these countermeasures would be permissible, and are better options cause 
they're reversible and there's justification for it. I think the larger conversation is about loss of neutrality 
and the fact that we could take actions against Houthis, but to the extent, what is our relationship with 
Iran going to evolve into? If you see what I'm talking about. And while we're speaking with the Saudi 
Arabian team, we're speaking with the commercial team, there isn't teams and we're not war gaming, 
let's say, other entities. There isn't a ROM team to talk to or NATO or the UN or EU on this. But we do 
need to think about those types of relationships, and that we don't want to lose our neutral status if we if 
we have one. I just wanted to kick that conversation off and speak more about this.  
 
Participant 1: Yeah, Participant 8, you're absolutely right. In my mind, and I think I can speak pretty 
authoritatively on this, we would not be participating in any attacks because we have not been 
personally attacked. The US will maintain its neutrality in terms of any strikes whether those be kinetic 
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or non-kinetic strikes, we are not going to take those against a third party in this respect. I will put a 
little asterisk, which is we possibly would take some cyber actions if we thought they could be useful 
against the third party, but we would not be doing that. We would be supporting the Saudis justified 
response in this case. And as I said earlier, these satellites are still owned by the Russian government. 
There is absolutely zero way that we would ever approve any kind of actions against a Russian owned 
satellite. We just do not do that. We do jam commercial satellites our on our own to support our own, but 
that is only when we are a non-neutral party, and we are a neutral party in this. So, Participant 8, I think 
your comments are right on. 
 
Participant 5: I wonder if we could even go further on that. These have an interest in preventing oil 
tankers from being struck with missiles, which is what the first Houthi strike was in this scenario, and 
there was a Chinese company listed in the scenario as one of the potential players in this. This could be 
an opening to cooperate with the Chinese. I'm sure the Saudis would have been in touch with the 
Chinese on this. If they had any inkling that there might be a Chinese involvement because China is 
their biggest customer for energy and Saudi is, I think China's biggest supplier right now? No, Russia is 
probably their biggest supplier right now. But Saudi is a major supplier of energy to China. It could be 
an opening for the Chinese to say, neither of us have an interest in this kind of information going to 
irresponsible non-state actors who want to disrupt world commerce and energy commerce. How can we 
work together on this? And what can you do with your friends the Russians? 
 
Participant 1: Yeah Participant 5, that’s what I was about to ask. Are you suggesting, and I think I agree 
with your suggestion, but I want to make sure I have what you're suggesting correct, that we contact the 
Chinese to see if they can go ahead and get the Russians to stop supporting Iranian information? For 
attacks against Saudi. 
 
Participant 5: Right. Even if we say we don’t know if the Russians are involved, but we both have a 
common interest in preventing satellite information going to irresponsible nonstate actors. 
 
Participant 1: I like that. And Participant 4, what did you just post? 
 
Participant 4: Oh, sorry, it's just background on the incident in which the Chinese hat company allegedly 
helped back the Houthis. 
 
Facilitator: We got an update from control on the damage after the strike. And just a brief reminder that 
communication between teams closes at 07:30, so we have fifteen more minutes. 
 
Participant 1: Communication between team?  
 
Facilitator: Yes. 
 
Participant 5: But control is playing all the rest of the world, right? So, if we wanted to reach out to 
China we would do it through control.  
 
Facilitator: I believe so.  
 
Participant 5: And, from control this is bomb damage from the Saudi attacks on the Houthi missile sites? 
 
Participant 1: It looks like they've got eight missiles destroyed, twelve remaining… on the last sentence 
on that slide that you just had up, let me edit Participant 2’s last sentence, if I could just say under no 
circumstances do we want to commit the US government to any direct involvement, any direct kinetic 
attacks against participants, against adversaries? What's the right word, combatants? 
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Participant 5: Does that include the Houthis? Or are we talking about something else. 
 
Participant 1: Yes, thank you Participant 5. Against 3rd party combatants and then you can put in 
parentheses, i.e. Iran or Russia. 
 
Participant 2: And to capitalize on Participant 8 and 5’s comments, would you guys like to go contact 
the Russian government? And tell them this is the situation, please confirm your neutral position. 
 
Participant 1: I think that's a great idea. On the other questions that are to come, is there an opportunity 
for us to say what we would be doing with the Chinese and the Russians in the background? 
 
Facilitator: Hmm.  
 
Participant 1: Not really, so maybe let's go back to that first question and let's say that the US would be 
reaching out at this time to Russia, China and Iran to seek both their assistance in limiting the Houthis’ 
access to information and to urge them to cease any support they may be providing. 
 
Participant 5: Spice it up a little bit. Let them know that sharing space-based intelligence with 
irresponsible, non-state actors is a horrible precedent in the international system. 
 
Participant 1: I like that. 
 
Participant 2: Well, actually, I was leaning in another way because I want to add sentence that saving 
human life is important to all of us. So, I guess it will be a knuckle sandwich. 
 
Participant 8: Yeah. Participant 5, I like those comments, some statement broadcasting that we will 
conform to international law and we expect other states to conform and adhere to international law and 
not, as you said, engage in aiding non -state actors or non-state terroristic organizations. Just to put it out 
there, like we expect you to do this, but we're also going to. 
 
Participant 1: I like that, thank you. 
 
Participant 5: I'm certain the Saudis who have a fairly decent relationship with Putin would have been in 
touch with him directly on this. He would have been in touch with the Chinese directly on this. They 
both have pretty good relations with the Saudis now. And it'd be interesting that the Russians would put 
their relations with Saudi, which are really important in OPEC plus at risk to help the Houthis. But 
stranger things have happened.  
 
Participant 1: By the way, I should say it doesn't take a nation state with satellites to determine where a 
plane is. I mean you had that one guy who was tracking Elon's plane all over the world constantly in real 
time. So, there's a lot of ways to get this kind of information that don't require a nation state actor.  
 
Participant 3: Quick debrief from the call with the Saudis. They are playing their characters with the 
theatrical verve of a furious Saudi with commendable gusto, and are pissed off at an extremely high 
level that we have not done more to come to the defense of their kingdom. The view that our response 
was unworthy of an alliance was expressed and basically, expression of a lot of irritation that we've not 
done more, I replied to that with the expression, the acknowledgement of concern, the emphasis on 
stopping further attacks that we understand are in work. The Minister of Defense wanted to raise the 
point that there's no doubt about attribution. It's obvious the Iranians are behind the targeting info. I 
assured him that that's a very reasonable assumption, but that, contrary to their rumblings about 
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litigation against commercial space companies, we are satisfied as the US government that US 
commercial space companies were not the vector for that info, so we do not yet know how Iran got the 
info, but, there is no difficulty believing that it was Iran ultimately that enabled the Houthis. Some 
unhappiness that we have not provided the kingdom with the sort of advanced missiles that Iran is 
providing the Houthis to conduct these attacks. And I used the conversation about Iran as the vector for 
target information being passed to Houthis to bring up the concern about litigation versus US companies 
that it's basically not helpful at this point. That's a source of information that would be a distraction for 
them and we're satisfied they're not involved. They became more conciliatory towards the end of the call 
focusing on missiles that they believe are in transit, I had not seen communication in the game about 
that, that might have dropped while I was in the call, but they are of the understanding that there are 
further of these shyab missiles inbound to the Houthis from Iran and would appreciate US assistance in 
interdicting them. I assured them I’d bring all of this back to the president for consideration and get after 
it with the team and certainly that at the end of the day, the, the specific request they had about 
defending against the expected attack were noted. They made a lot of noise about our ability to hold at 
risk the two satellites used by Iran and made some expressions of concern that we were not expressing 
more willingness to attack those satellites. I pointed out they're also used by Russia. There's a lot of 
ways this situation can get worse, and we just have to be mindful of that and kind of left it at that and 
that seems to address the topic for them. So, I was coming in just as Participant 5 was mentioning the 
Russian relationship with Saudi Arabia and maybe that resonated. That's all from the call. Happy to 
answer any questions if you have them. 
 
Participant 1: Participant 3 my first comment is that they sent you back and not just your hand, so they 
must not have been too pissed off. 
 
Participant 3: If they could’ve, I think they'd have thought about it.  
 
Participant 1: The intelligence I think they're talking about is what's in the chat if you can see it, that 
there are still twelve missiles remaining, but that's the only thing that we have. That sounds to me like a 
typical kind of response that means that was appropriate and all kidding aside, I think that demonstrates 
that our response has probably been appropriate in my mind. Is Participant 7 back from the commercial 
side yet? 
 
Participant 7: Yes, I am. 
 
Participant 1: Participant 7 what can you tell us?  
 
Participant 7: They weren't particularly concerned about anything the US government was doing. I told 
them that we were protecting their commercial proprietary information, that anything we're sharing with 
the Saudi government is a collective, it's not attributed to any individual company, the issue of the Saudi 
government potentially trying to sue them came up. I didn't make any specific promises, but I told them 
that we were looking into this question of whether or not it would be appropriate for some form of 
indemnification and US government responsibility versus their individual responsibility. The Saudi 
government doesn't seem to have any idea who they would, I mean they want to sue everyone, so that's 
probably not going to play out very well in a court. I asked them again to let us know if they were 
holding anything back, if they have any indication at all that someone breached their security. None of 
the companies said that they had anything they needed to tell us they haven't said so far. I also told them 
that if they could keep their update rate, their refresh rate for data in the region moving as quickly as 
possible to us that that would be appreciated. I told them that if they had a commercial contract with the 
Saudi government, we weren't going to get in the way of that. They seem generally happy with us in 
contrast to the, to the Saudi government's views with them right now. 
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Participant 1: That sounds good to me. Participant 7, do you think that at this point we would be asking 
them not to share any imagery of the region with anybody other than ourselves and the Saudi 
government at this point? 
 
Participant 7: Yeah, I think we might, and they actually voluntarily said they were already planning to 
do that. They were at least going to put a time lag on it. I don't think we would promise to just withhold 
indefinitely, but I certainly think that putting a delay on dissemination would probably be appropriate 
here and something we would consider. 
 
Participant 1: Yeah, we definitely have the legal right to do that. It's never been tested in court, but that's 
probably a longer-term problem 
 
Participant 7: So, the Saudis were there as well for some of our discussion, and they seemed very fixated 
on wanting to know exactly whether or not that the Russian provided Iranian satellites were in the right 
locations to actually provide the imagery that they would have needed. And the commercial companies 
actually suggested something very useful, which is why don't we just have one of our SSA companies 
send us the data on where the satellites were exactly, and we could then potentially share that with the 
Saudi government. 
 
Participant 1: I would actually not ask an SSA company to do that. I would refer our Saudi friends to 
spacetrack.org, which is a publicly available database. No company has to be at blame for this. 
 
Participant 7: That makes much more sense, that's probably something we could do. 
 
Participant 1: Okay, so I don't see any tasks for us there. Facilitator, when are we out briefing? 
 
Facilitator: At eight. 
 
Participant 1: At eight. So, we need to go ahead and finish our slides now and probably give everybody 
a bio break before we get back into the briefing. 
 
Participant 7: On that last idea about checking spacetrack.org, can we do an input to the facilitators to 
say that we've done that and see if they'll tell us what they found out?  
 
Facilitator: We can’t communicate with control anymore. But we could do it first thing on Wednesday. 
 
Participant 1: Okay, let's go to the second question and let me ask for folks other than myself to give 
their opinions on this question. Participant 10 go ahead. 
 
Participant 10: The obvious thing is that the energy supplies are taken offline, then potentially, we saw 
in the briefings earlier this week, that's going to lead to an increase in the global price of oil undoubtedly 
as the markets hedge around that especially if there's a long-term significant impact that requires taking 
oil assets offline.   President just visited the region a few months ago, substantial Saudi commitments to 
invest in the United States, those aren't going to happen if there's significant reconstruction within Saudi 
necessary. Especially if the Saudis don't feel that we've kept our commitment in terms of a security 
partner. 
 
Participant 5: Exactly. I think that given the precedent of September 2019 when the Iranians struck 
Saudi oil facilities with missiles and drones, and we didn't do anything in response, the Saudis would be, 
would just see this as another example that we were an unreliable partner and would not be, particularly 
interested in helping out the United States with a lot of investment.  
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Participant 1: So, Participant 5, you’re saying a second bullet on this chart is the political implications if 
we don't help the Saudis. 
 
Participant 5: Yeah, I mean, I do think that that it puts the relationship at risk because it seems to 
confirm their suspicions from the earlier September 2019 crisis that was also during the first Trump 
administration. 
 
Participant 3: Participant 5, how do you assess the risk that Russia might actually seize on that? That, if 
the Saudis perceived us as not sufficiently energetic in response to this they could look to Russia and 
Russia might actually intervene in some way to rein in what Iran's doing with the Houthis just to get 
between us and the Saudis. 
 
Participant 5: I think that the Saudis would probably in this scenario already be asking the Russians to 
do that and they would be asking the Chinese for missiles. 
 
Participant 2: If I may just play devil’s advocate, think about it, every single time, when you’re walking 
around the White house, your GPS system is not working because GPS system just simply jammed. So, 
missiles are GPS guided system. Why would Saudis not have any jamming to protect their crown 
prince? Why would this jet simply blow up? No jam and no protection of his air jet. You think this could 
be a political stunt to have some political economical moves and then play offended innocence? 
 
Participant 1: You're suggesting that this was a Gulf of Tonkin incident? That they invited the attack? 
 
Participant 2: My question is why did they not prevent the attack? Or their security is so poor that they 
cannot protect their own ground prince? That's what I'm after. And again, I’m just trying to play that side 
for you guys. 
 
Participant 1: I think, just like the Ukrainian strike recently against the Russian bombers, it is very 
difficult to defend against these kinds of attacks. There is no electronic way to do it that exists right now 
against missiles. So, I think that's a great question, but I think we should probably take it as it is, in this 
case, it was a real attack. 
 
Participant 1: Yeah. Participant 9, you have a very extensive thing here. Do you want to talk about it? 
 
Participant 9: I just thought I'd throw it in there. I utilize AI a lot in class and so just put it in there to see 
what sort of things did it find. Of course it talked about the increasing prices of oil, but it also talked 
about a lot of the diplomatic pressures both within the United States as well as in Saudi and the other 
allies that are out there. So, I just thought I'd include that in there just as something to prompt our minds 
to see if there's anything in there that we might want to pull out. Certainly, no intention for us to copy 
that whole cloth, but I thought that it talks about some of the political pressures as well as we certainly 
don't want to get dragged into a larger regional conflict, if we're not required to. So just some food for 
thought. 
 
Participant 5: Being a being a recently retired professor, it’s scarily good. I might just drop out the Saudi 
domestic stuff because he's already cracking out on dissent. He's using internal surveillance and control 
measures at very high levels and the defense spending versus vision 2030 that there's not really a guns 
and butter question in Saudi. There's just, more guns and more butter. But I think the other stuff is a 
good starting point.  
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Participant 1: I mean obviously this is incredibly extensive. Thank you, thank you Participant 9 for 
putting this together. I think we've talked about the oil supply and I'm not sure that we need to 
specifically talk about market volatility and supply chain disruption, that kind of goes hand in hand. 
Participant 5, your point on the political pressure, probably already maximized but probably useful to 
comment on what might be happening. Do you think anything would change in face of this attack? 
Participant 5, do you think there would be any changes to what's happening domestically? 
 
Participant 5: No, it's very closed down and I don't see a family mobilization against MBS. He's pretty 
much closed those avenues off and family members who would be the focal point of a rally against him 
inside the family are largely under house arrest or out of the country. 
 
Participant 1: If only I could do that with my siblings. I like the point in about the regional escalation 
pressure; I think that goes to the political consequences of future strikes. Facilitator, if you just want to 
copy that whole paragraph, I think that would be useful. I think we've got the US failing part already 
down. 
 
Participant 5: We could ass the hedging bit into point two. The political implications if we don't have the 
relationship could be at risk, confirm suspicions, could accelerate hedging tendencies towards China or 
Russia. 
 
Participant 1: Since this is supposed to be happening in current times, I don't think we would care about 
congressional scrutiny nor UN condemnation, nor tensions with Europe or other international NGOs.  
Immaterial. Alright, I'm looking at this answer and Participant 3 since you're going to be on the on the 
hot seat, I think this is a good answer, but do you want anything more here? 
 
Participant 3: I don't think I have anything else to suggest. I have to pop up in front of the screen. Okay, 
now I can see it. Yeah, I think I can answer for all that. I think the biggest bullet I put on here is the 
second bullet. I think that's kind of the most dangerous, most concerning aspect of this answer. 
 
Participant 1: I think that came through loud and clear from your discussions with the Saudis. Let's go to 
the 3rd question and we'll try to finish this and then give everybody a ten-minute break before 08:00. I 
don't even know that we as the US government really have an answer to these questions, do we? 
 
Participant 5: It's a very technical question. 
 
Participant 2: As a government maybe, we can institute the policy because if the policy does not exist at 
the moment, we could put this in place. 
 
Participant 1: Just for a little bit of real-world input here, we do require that commercial space actors 
that we license in the US have appropriate protection against cyberattacks and other such things 
according to the capability they have. So, for example a firm that can just do something like, 300-meter 
scanning of the earth. We don't care about that. Folks that can do, that can do real-time, high-resolution 
intelligence, we do require them, as part of their licensing, to maintain cyber protections and other 
protections, and we actually require them to report, on a six-month basis, any penetrations, any actions, 
all of those other kinds of things. So, I would leave it to the commercial world, the commercial team to 
ask about how reliable those are. I mean we do give them legal requirements they have to meet, but it 
really is up to them to figure out how good those are, I would think. Why don't we say that, in the 
answer here Facilitator, the US government requires remote sensing licensees to maintain a certain level 
of information protection and cyber protection as part of the licensing practices. 
 
Participant 2: And also, Participant 9 did put a compilation in the chat. 
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Participant 9: It essentially says a lot of what you've already said in that there are some bare minimum 
standards that are expected of the service providers. A lot of these service providers have their own 
insurance, their own cyber protection, and then for national assets, we have cyber protection both at on 
board divert as well as the ground stations, but there's some hardening efforts that could be done and 
you'll see down here especially in terms of Intel sharing and information sharing on compromises, 
there's a lot of agreements that are already in place. There are things that are worth considering like 
some immunity for what they are able to provide and there's just a lot more detail there within the AI 
response. Attribution's really tough, to be able to decrypt some of those encrypted channels, and then we 
already talked about the intelligence gain loss, technical gain loss that could happen with intel sharing. 
 
Participant 1: Excellent. I love the fact that ChatGPT and I agree. If we didn’t, I'd have to wonder who's 
right. 
 
Participant 1: Any other comments? 
 
Participant 7: just to add what you've already said, Participant 1, if it's a tier two or tier three license 
system, then we absolutely place requirements on them for ensuring cyber security. Yeah. And it gets 
pretty specific about NIST standards and levels of encryption for tier two and tier three. 
 
Participant 1: And for everybody's background tier two and tier three are those higher capability 
systems. 
 
Participant 2: Do we have policy prevention sale of services to the third party for unknown reasons? 
 
Participant 1: I was just going to confirm that yes, we have policies that we don't sell to adversary 
countries, we don't sell to terrorist organizations, we don't send sell to non-state actors like Houthis. We 
do sell to private individuals and other things which we have known in the past do tend to make their 
way to restricted purchasers. But typically, that doesn't happen on a very quick time scale. 
 
Participant 2: Thank you, sir.  
 
Participant 1: By the way, there's also the Kyle Bingham regulation which requires us to go ahead and 
limit how much people can image Israel to what's available commercially elsewhere. I don't think that 
applies in this situation now.  
 
Participant 2: And how is this regulation enforced? 
 
Participant 1: It's enforced by the US government. It's part of the licensing agreement. 
 
Participant 2: And the name of the regulation? 
 
Participant 1: Kyle Bingham. It was passed probably twenty years ago. I don't know Participant 7, do 
you remember? 
 
Participant 3: The Kyle Bingham Act is actually renewed periodically in different authorization acts. I 
believe. But it is public law not just a regulatory rule. 
 
Participant 1: Okay, look it's twelve minutes to. I want to give everybody a break. I think we've got 
sufficient answers here. I think we can all help Participant 3, if you call for assistance when you're going 
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through any of this, we'll be happy to speak up, but we'll let you take the lead. Facilitator, how’s this 
going to work, will these slides be available for Participant 3? 
 
Facilitator: Yes, I can send you the slides. 
 
Participant 3: Perfect. While briefing I'll try to keep the chat up on the window so if somebody needs to 
send me a direct chat because I totally step on some matter, please do so. 
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Commercial Satellite Companies Team 
 
Participant 5: I think that there's three commercial advisors, and I think allegedly we're supposed to 
encourage discussion. So, I don't know that there's a leader as such, but we also have to nominate who's 
going to be the reporter back. I think that's our first task, so that that person remains anxious and vigilant 
throughout the entire discussion. So, I am the Boeing, nominally the Boeing representative, and I'm 
going to throw over to Participant 4, I think. 
 
Participant 4: Yeah, I'm the CEO of Starlink. You're welcome, guys. Can we get the next PowerPoint up 
on this, if we can move on? Thank you. Okay, these are just the questions then, I think so. 
 
Facilitator: Yeah, I can pull up this scenario if y'all want to refer back to it while we do this. 
 
Participant 3: So, my first immediate point for discussion is, did they even use satellite imaging to 
determine if it was there? Because it's a whole lot easier to use HUMINT than it is to use GEOINT. So, 
it's at an airport, you have a lot of workers there, lot like lots of workers, you know. Did they just see it 
and go, “hey, it's at spot 27, Tarmac A?” 
 
Participant 4: I think it's a really good point, Participant 3, just really quickly, who wants to be the 
person to speak out? Participant 1? 
 
Participant 1 I would suggest someone who's been through this exercise before. 
 
Participant 3: I'll do it if no one else really wants to because I've got my note material already.  
 
Participant 4 : Done. 
 
Participant 1 : Awesome. 
 
Participant 5 : Cool. And that's great, Participant 3, who is Maxar? 
 
Participant 1: Oh sorry, I think I am.  
 
Participant 7: And, I just want to double check Participant 5, are you Boeing or Airbus? I just want to 
make sure we get it right for the geography. 
 
Participant 5: I'm Boeing. 
 
Participant 4: The thing I got said you’re Airbus.  
 
Participant 3: Where did we see those assignments?  
 
Participant 5: Where did I get Boeing from then? 
 
Participant 4: Only the three of us got assignments and it was in the PowerPoint we got. 
 
Participant 3: Oh okay, because I  didn't see it. That makes sense. 
 
Participant 7: Gotcha. I just wanted to check in case it pulls in the EU or anything like that. 
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Participant 2: Ah, they have no power of authority. 
 
Participant 3: Other point to bring up, to the best of my knowledge, OSINT, satellite imaging, is not 
immediate real time. I believe it's typically delayed like 24 hours before they release it, or at least let 
you buy it. So, it depends on if they were moving it. 
 
Participant 2: So, I think the challenge we face is not whether or not we were involved. Because I think 
we can all agree we would have no role in this whatsoever. I think the challenge we face is how do we 
convince the governments we were not and I'm not sure how best to do that because how do you prove a 
negative is sort of very difficult. So, I don't know. I see our challenge as being one of how do we keep 
ourselves out of the firing line to put? To put it bluntly. But also, a question of how much do we want to 
offer them another alternative of a solution of, “Oh no, it's not our problem. This is the other problem.” 
And, you know, that may get them off our back, but that may also get us more deeply involved in a 
scenario that may or may not be useful for future business. 
 
Participant 8: Right. And I think building on that also just not wanting to become the weapon of one 
government or another, right? I think positioning ourselves early on as a, “Hey if we don’t have to get 
our hands dirty—great,” but kind of trying to keep our hands from getting dirty as this thing gets deeper 
and deeper. 
 
Participant 4: Well, I mean the first question is, since we're commercial, how to an extent might the 
commercial satellite firms help attribution of the attacks. So, this is a missile attack, right? So, it's not 
like you're going to have someone like exonalytics or Leo Labs keeping track, you know, like they 
would be of satellites. I don't know if the commercial sector does missile tracking, as far as I know. 
Maybe more in terms of, you know, doing electronic warfare if there's any discussions at that point. But 
I don't know that we could help attribution unless you could say, okay, we take pictures of their missiles 
on the field or, you know, then suddenly there's burn marks and so we know the missiles were launched 
and therefore we can assume that that was that. I don't know that we would have a role in that respect, 
but I'm happy to be wrong on that. 
 
Participant 3: Yeah, I concur on that. 
 
Participant 10: I think for attribution, I agree with optical imagery, that's not going to be very useful, or 
it might be with a lot of work. But if we're talking about SAR (synthetic aperture radar), or we're talking 
about like infrared imagery, then that is more useful. That market is a lot smaller though than 
commercial imagery. 
 
Participant 4: I agree. I would just say— 
 
Participant 3: Sorry, you, you go ahead. 
 
Participant 4: No, I agree with you Eli, I would just say as someone who's a non-technical person, I've 
had people walk me through SAR and I cannot understand it. Like it's incredibly difficult for a non-
technical person to use. It doesn't make any sense. So, I mean, we could provide it, but we'd have to do a 
lot of hand holding on those lines. 
 
Participant 3: I concur with you on that Participant 4, but I'd have to disagree with you a little on that 
Participant 10 because it's specific targeting of one aircraft and, to the best of my understanding of how 
SAR works, it's going to be a whole lot more difficult to say, “Hey, this is his plane,” compared to 
going, “Oh hey, the paint job matches.” Or, just following, an airline tracker to see it come in. Or just a 
guy on the ground. It's going to be harder using SAR, but I guess our best way to probably say, “Hey, it 
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wasn't us,” is first, take a look at the images that we have and see, can you even see it in the images that 
you’ve sold? And then if you can see it in the images that you've sold, verify when you sold them 
because if you sold the footage of where it was after the attack took place, it obviously wasn't us. More 
than likely, they are using the OSINT images for battle damage assessment. 
 
Participant 10: I agree with what you're saying. I mean attribution more in terms of, how our services 
will be used to attribute it to Houthis. And I agree with what you're saying, especially for like, it'll be a 
lot easier to prove that we didn't sell the imagery to someone than trying to prove we were hacked 
because that's truly proving a negative. For selling the imagery, theoretically all you'd have to do is say 
that we didn't receive any customer orders for imagery of the given airport in a given resolution in the 
last day, or 48 hours. But then again, if there's something incidental that overlaps, because there could 
be some kind of non-military order for something nearby that complicates things. 
 
Participant 1: Yeah, I would also note that unless we have earth stations to be able to downlink it, the 
timing wouldn't align. I also don't know the answer to this question, but I'm not sure that Maxar 
provides anything other than optical imagery I'm not sure that they have SAR capability, so if any of 
you know that they do, then I stand corrected, but I'm not sure even going down that path is fruitful 
unless one of the companies involved has that capability. 
 
Participant 4: Well, I mean we could have non-us here, you know? But I agree with Participant 2 Maxar 
doesn’t have SAR, only very few companies do. 
 
Participant 3: So, for attribution, I don't think that's going to have relevance apart from, as was 
previously mentioned, the missile scorch marks. Number one, they're going to claim responsibility more 
than likely. But the big number two is that attribution is primarily going to be through things that are 
more military assets, like the space based infrared sensors and other missile warning systems. 
 
Participant 4: I guess the question could be just trying to figure out, and I don't know how we do this, if 
Starlink terminals were used by rebels into the targeting or as part of the attack. I don't know that 
SpaceX keeps track of that  sort of information other than saying the terminals are in certain 
geographical areas and we can make assumptions based on that, that it's being used by certain actors. 
 
Participant 3: You do actually bring up a really good point on that cause India actually banned—there's 
regulations and certifications and licenses that you need—but they banned satellite phones after a real 
nasty terror attack in the early 2000s and so, was a Starlink terminal being used? Maybe not for missile 
guidance, but if they weren't using satellite imaging, were they using a guy on the ground basically 
using a satellite phone to coordinate.  
 
Participant 4: The baggage handler who narced it, did he use a Starlink phone? 
 
Participant 2: Yeah, so I think this gets to another point of what help were we willing to provide, right? 
So, one thing I could see the governments potentially asking from us is user access logs for terminals in 
the region. Starlink will know the address of every terminal that's connecting to their service because to 
sign in it has to log into it. They will also know the location of all those terminals because it's going to 
be geo reported back to them. Whether or not they know all the traffic going through that terminal is 
another question. Is there some of it you can do, but if the individual is using an encrypted service and, 
almost all web stuff these days is TLS encrypted, the question is maybe. So, I guess one question is how 
willing might the companies on this call be to offer up that sort of information should they ask? Or are 
we willing to offer that up sort of, even if they don't ask? And say, “Well look here's all of the imagery 
that ordered from my company over this area for the last five days.” I don't know, I can see that’s 
probably sensitive, that might hinder some future purchases of my service.  
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Participant 1: And Participant 2, it could run into non-disclosure agreements that the companies would 
have with the existing customers as well. 
 
Participant 5: I suppose it gets back again to what is the question that we're answering here? I mean just 
to not too far down the rabbit hole, we want to be clear that this information was not provided by us. 
And I suppose there’s a little bit of justification for that as to why it wasn't, but then I suppose then after 
that would be the suggestion about where else it could potentially have come from. Because I suppose 
they will tell us then, or there may be a question from them about providing something that gets down to 
the evidentiary point a bit further down the track. 
 
Participant 4: I mean, we keep saying we didn't do it. Did we not do it? 
 
Participant 8: Good question. 
 
Participant 5: We have to be careful, right? Because if we say we didn't do it because the imagery delay 
is too much that it couldn't possibly be us, right? Then that's going to harm our commercial reputation. 
So whatever reason we give has to be a non-damaging one.  
 
Participant 8: You also wonder, as folks who are from this industry, maybe there's this idea that, hey, 
maybe we shouldn't even get into the, this race of who's responsible. I mean if you have someone set off 
a bomb with a cell phone, you don't say, hey, who made the cell phone tower, right? At some point you 
draw the line at, this is openly available, we sell a product, how people use it once they buy it isn't our 
responsibility, right? There may be that angle as well from our side of… do we even want to get into if 
someone bought a photo that we had available, is that our responsibility? 
 
Participant 1: I also recall that the Iranians have the capability of real time optical monitoring I think 
that was one of the data points that we were given. So, I would note that it's more likely that it would 
have come from an Iranian satellite than either of the companies that are involved.  
 
Participant 3: I do feel like the GEOINT for this scenario is a bit of a red herring because simply given 
the area, there's just so many sympathizers, I would say. Or someone sympathetic to a cause and a lot 
easier for organizations to get human capital than to start throwing funds at real time imaging today 
guys compared to, hey, I have a cousin who's also angry. 
 
Participant 10: Yeah, I agree with that. And then there's also other plausible sources like aircraft 
transponder data, which is usually turned off for military aircraft, but not always. Or even just a cheap 
drone with a camera. I think the idea of, saying, you know, we do our due diligence, we know our 
customers do the best we can, but fundamentally it's not our responsibility. And look, there's three or 
four other plausible and cheaper, more effective ways they could have done it. It just doesn't make 
sense. 
 
Participant 8: I think Participant 3 said a couple of things that I liked. The first thing was the red herring. 
I think that's the right word here. I mean, we, there are Saudis already in a conflict with the Houthis who 
are being armed by Iran. We’re not wondering what's going on here. This is an escalation into pre-
existing conflict, and so you wonder to what extent do we even want to play this game as the 
commercial side of, you know, hey, this is a war that's already been fought. They're using every means 
to fight that war. The other thing Participant 3 said that I agree with is this is most likely human 
intelligence anyway, right? This is most likely not even us, but even if it were some product that one of 
us may have sold. This is a preexisting war. They're using whatever tools are at their disposal. What are 
we supposed to do about that? 
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Participant 4: General reminder that we aren't all just you and the companies on this call, right? 
Communications company right here, and so there actually is a pretty good chance that a Starlink 
terminal helped with this communication. Now, SpaceX is horrified at the thought that our equipment is 
being used in such an untimely and aggressive manner. That is not the purpose of our company. We 
wanted to make life better for this planet to expand elsewhere in the galaxy. So that's not what we would 
have done, but you know sometimes terminals fall into bad hands and SpaceX is doing everything it can 
to look for these things. But it's possible that our stuff isn't involved in it. 
 
Participant 4: The next question we had , was developing a potential retaliatory target list. Would we 
want to get involved in that? 
 
Participant 3: I would say absolutely not. That is up to the nation's own intelligence apparatus. We have 
cameras in space. We do not have, you know, a bunch of analysts in a skiff. If we want to let the guys on 
Twitter go ham and look over our images that they buy for free, well, they already do that. 
 
Participant 6: I guess as a commercial company probably we shouldn't really help beyond the free open-
source satellite images we already provide. The rest of the requests might see some further conflict 
happening if they contact us specifically for information. 
 
Participant 4: I hate to put Participant 5 on the spot because she's jet lagged and sick, but if commercial 
companies start providing targets in a military conflict, that means we ourselves become lawful targets, 
correct?  
 
Participant 5: Absolutely, absolutely. So, we wouldn't be doing that, and I suppose we already have our 
commercial contracts with certain states in that region, which we would be prepared to fulfill. But 
beyond that, we wouldn't be providing open source. So again, I think we just need to be really careful 
about the fact that we have contracts in the region, and we're not going to get down into the weeds about 
having been sold to a bad actor. I think if we're going to do the deflect thing, then we should be pointing 
towards the Iranian connection. We've been told at length that they have significant support from Russia. 
So why be looking at us for this? 
 
Participant 10: I think there's also a moral legal issue, where, you know, the Saudis have a pretty poor 
reputation for advertently or inadvertently targeting civilians. And it's probably a difficult legal 
argument to make that just by providing imagery and not necessarily interpreting it for a party of the 
conflict then you might have some sort of legal responsibility but I could imagine that being made, and 
especially, like you see in a lot of tech companies, the moral values of the workforce and the leadership 
often conflict. Even if it's legally in the okay, a lot of these places would probably deal with some kind 
of conflict being an active participant on the side of a party that isn't judged very well. 
 
Participant 4: Facilitator, I have a question for you. We're the commercial sector. Do we have any 
Chinese commercial companies represented here? 
 
Facilitator: I don't believe so, but we could ask control if we can assign somebody to be a Chinese 
commercial company if you think that would be interesting.  
 
Participant 4: Given that there is an actual history of a Chinese commercial company selling data and 
inventory to the Iranians I think it makes sense. 
 
Participant 3: Agreed. Something else to bring up on the point of, do we involve ourselves is, to what 
level do any parties have actual investments in our company? Because say if Saudi has a 30% stake in 
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our company and they're mat us. We might be a little more willing to do things. Compared to just, hey, 
people have our product in our country, and we might ban your company unless you give us what we 
want. 
 
Participant 1: Yeah Participant 2 posted a point in the chat, which is that the government's, the Saudi and 
the US governments, probably already have contracts with at least some of the companies for their 
services. I feel pretty confident they have contracts with Maxar. And it could very well be that if we 
were asked to supply the imagery that they've already got a contract for us to do that. 
 
Participant 8: In some ways I'm feeling like the thing to do is to double down on what Participant 4 said 
earlier, which is kind of like, hey, here’s the due diligence we go through; here are the steps we go 
through to try and ensure that our products don't end up causing harm. Showing that as our cover, right? 
I mean, beyond that, we can show that we've gone through pretty extraordinary lengths, whatever those 
might be, to make sure that our product isn’t use for harm. And then beyond that, it seems like this is not 
something we even want to engage in trying to get deep in this, someone said rabbit hole, this seems 
like a rabbit hole we don't want to get down. About who did what, who hacked what, who didn't hack. 
We do our due diligence; we try our best. If there are ways we identify that we can do better in the 
future, we'll implement those. We're happy to be a partner in that sense, but otherwise, you know, that's 
the extent to our responsibility. 
 
Participant 4: It's in the chat Participant 7 points out that Saudi Airlines has about six different Airbus 
fleets. 
 
Participant 7: Right, I'm just thinking if the government is upset, I imagine it could retaliate like across 
the company. So just wanted to flag that potential for Airbus. 
 
Facilitator: Real quick, we got some communications we might want to look at? Found this last thing 
and then I'll switch over. Can you guys see this? 
 
Participant 1: One thing that may be interesting to note is that I think we are about half an hour into this, 
and I think that the groups had fifteen minutes to determine who they were going to ask for assistance. 
 
Facilitator: Yeah. I can also read this out if anybody can't read it right now. 
 
Participant 4: May be a good idea. 
 
Facilitator: Okay, so from the US government team—can all of you search your records and please 
inform us if there were any taskings regardless of the customer that could have supported the strikes on 
the Saudi aircraft? And have you detected any data breaches where certain information could have been 
acquired without your permission? We'd appreciate a preliminary response within two hours, even if it's 
not complete. From the secretary of commerce. 
 
Participant 2: So at least they're not asking for the actual logs, right? They're just asking us to report 
back, which is good. But obviously we talked about it, I mean all of our companies are probably already 
collecting the data for this. 
 
Participant 3: Yeah, so to my understanding with all of the imaging companies, they don't retask their 
satellites to go collect specific images. It's more of, hey, we're going along this route and we're going to 
grab pictures on the way. 
 
Participant 2: You can actually do taskings these days. It costs a lot more.  
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Participant 3: It's just absurdly expensive.  
 
Participant 4: Yeah, because you have to retrain where the satellite’s going. 
 
Participant 2: Correct. But that is something that is often— 
 
Participant 3: I guess for people who have that type of money  
 
Participant 2: Well, the government…  
 
Participant 4: The Saudis!  
 
Participant 2: Otherwise, they take images primarily based off of what people attached in the past or 
known hotspots and then you can kind of purchase those as they come over.  
 
Participant 3: Thank you for the clarification. 
 
Participant 4: Yeah. As a non-technical person, the question about a data breach, I mean, doesn’t that 
take a while to determine if there was a data breach if you didn’t know it was happening to begin with? 
Like, two hours? 
 
Participant 5: It takes a long time to work it out. You may also know that there is a problem that, for all 
sorts of other reasons, you don't want to release anyway. So, we just deny it. 
 
Participant 4:I would say, yeah, my brief—because we do cyberspace as part of our counter space report 
and cyber is really hard to get any source information on. No one ever wants to admit to it. They don't 
want to work together on this sort of thing so, yeah. I agree with Participant 5. Deny. 
 
Participant 2: And there may be all sorts of civil penalties if the company did get breached and there was 
any kind of PII doubt or insurance risks or all kinds of crap, so you're right. The default is no! Nothing 
to see here. 
 
Participant 7: I just want to verify this--do we want to go with deny or delay? Do we want to say we're 
looking into it; it takes time? 
 
Participant 5: We've done a preliminary investigation; we are not aware of any breaches. We will of 
course continue to investigate and keep you informed if we become aware of anything. 
 
Participant 9: Perfect. 
 
Participant 2: Yeah. I support that, that sounds good.  
 
Participant 1: Perfect.  
 
Facilitator: Hey, can you say that again? I'll make an official email to the US team. 
 
Participant 3: So, did we fully decide if we would reveal our contracted logs to them with or without 
court order? Cause if they court order us, hands tied, but otherwise that’s how privileged are our clients? 
 
Participant 2: Very. 
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Participant 4: Don’t we have privacy concerns? I mean, we have an Airbus European company here.  
 
Participant 2: I would think you'd we have many, many legal recourses to delay and/or block that sort of 
a request and the customer privacy is the business in many cases. 
 
Participant 3: So probably say nothing on that. 
 
Participant 2: Yeah. Well, they haven't asked yet, so. 
 
Participant 4: We're talking to legal. We'll get back to them when we can. That's the answer. 
 
Participant 1: And I guess our standard and agreements have a non-disclosure element to them. 
 
206 "Participant 8: So, I guess the question is to the extent to which we want to look like we're playing a 
ball, what can we provide to make us look like we're playing ball? Are there things, for you technical 
folks, that we can provide to say, hey, we can provide you this, this shows that it doesn't look like there’s 
anything to see here? Is there something we can do to look like we’re playing ball? Not just being 
uncooperative and kind of mucking it up with legalese. 
 
Participant 7: Well, I think one of the actual questions we'd identified earlier was whether we even have 
any imagery of MBSs playing at the airport, right? So,  I don't know if in this war game, do we get to 
make that determination of yes, we have the imagery or no, we don't. But if we didn't, I think we’d 
definitely want to volunteer that, right? 
 
Participant 3: Fully concur.  
 
Participant 4: Happy to turn that over. 
 
Participant 10: Okay. 
 
Participant 7: So, saying we do have imagery of it? Or we don’t? 
 
Participant 3: Okay. I was just going to say, if we have any publicly available images that show the 
aircraft in the area at that time, we could just point them to hey this was up on our site, you know, this is 
available to anyone that wants it on the open internet for fifteen dollars, hundred and fifty dollars or just 
free, cause it's old imagery. So, it’s really the determination of how fresh is that intel.  
 
Participant 7: Also, would we need to or want to verify with the Saudis how long the plane was there to 
narrow our search of how long to look at? I assume they might not want to tell us for operational 
security reasons, but do we even need that? 
 
Participant 4: If my boss was nearly killed because his plane was attacked, I wouldn't be like, “Hey 
commercial companies, here's typically how long we keep it at the airport.”  
 
Participant 3: Exactly, yeah. No way they’d tell us. 
 
Participant 1: Yeah. But I think it's a legitimate question to ask what time frame are we searching? 
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Participant 3: I would say we'd wait for them to hit us with a firmer or like, hey… tell us everyone that 
bought the logs. We didn't get that rough of an ask, so just kind of hit them with the “Well, we can look 
into it, and we'll have to talk to legal.” 
 
 
Facilitator: Okay, can I jump in really quick—two things? One, I think control became a Chinese 
company if y'all have any questions for it or I can resend them another request to have somebody on our 
team assigned to be the Chinese CEO? 
 
Participant 2: Well, we just wanted someone to blame, so, no, we don't need them to actually participate. 
We just want to know if they wanted existence so we could blame them. 
 
Facilitator: Okay, and then two, we have an inject, so the scenario will be updated. Can you all see this 
PowerPoint? I'll read it out just in case anyone can’t see it. Saudi intelligence learns that the Houthis 
plan to use Iranian muscles against Saudi civilian infrastructure energy, desalination, and electrical 
supply systems. 
 
Participant 2: Oh, crap. 
 
Participant 3: Not our problem. 
 
Participant 8:Are there symbolic moves we can make to say we're blocking IP addresses from whatever 
country? Are there things we can do symbolically, knowing that this is happening, to look like we're 
tightened up? 
 
Participant 3: Post on Twitter? 
 
Participant 2: Well, that would also I mean, how would that not affect the other government customers 
in the region, right? I mean Saudis might be ordering imagery, right? Of some of these things to do 
some of their own work? I mean I'm guessing in any relatively sophisticated customer system, you 
could probably screen that kind of stuff. But there'd probably be a way to block public release of 
imagery from this area or certain regions for a certain period of time, right?  
 
Participant 3: The easiest would just be mass, for this whole area, we're going to wait before delivering 
any images, 24, 48 hours or you could just stop fully delivering images to unverified clients cause the 
biggest problem is oh well we IP blocked this address. Cool. I'm going to use a VPN. There are so many 
workarounds.  
 
Participant 4: Does that include not sending the information to the Saudi government? 
 
Participant 10: I mean, we could do something as a way to save face that we're going to offer free 
satellite imagery, if the strikes actually happen, on Saudi soil so that for humanitarian purposes they can 
assess the damage and whatnot. You know, that doesn't necessarily make us a combatant, but it does 
help us a little bit with the Saudis. 
 
Participant 4: I'm trying to think of the role Starlink could play this and I mean in theory Starlink isn't 
working in Iran anyways, and so, yeah, there's not much role for communication folks here. 
 
Facilitator: Make one more inject communication from the Saudi Arabia team. Sorry to interrupt y'all. 
There are four things they sent. I'll read it out. So, the first one is that MBS will publicly appear at a 
military academy graduation to show that he survived the attack and is ready to retaliate. Two, they are 
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preparing to strike targets in Yemen that they associate with this missile attack. I don't know why we 
would know that, but apparently, we do. Three, we are moving in the direction of reaching out to our 
partners, specifically we are requesting help from the US and Commercial teams with telemetry and 
determining whether the Iranian space assets in the vicinity… they are attempting to discern if they can 
attribute blame to Iran by finding out where their satellites were. And then they graciously accept the 
US’s offer of assistance against the Houthis, and does the US have a dazzling system they'd be willing 
to use? 
 
Participant 3: Again, the question is we can do it for money. Do we really have a fish to fry in this 
game? 
 
Participant 4: I mean, would this be where the US to call up Kazar, though? And say, ok, we're tapping 
you guys in? 
 
Participant 3: Do we have any existing obligations? 
 
Participant 4: Would the team support a conflict that the US is not involved in? Only an ally.  
 
Participant 2: That seems like a reach, that the US would. Cause that means the US is on the bill for it 
and they're kicking other people off, and… that's a really big stretch. 
 
Participant 5: And we wouldn't be negotiating directly with the Saudis on this given that we need 
permission from the US for this. Because this is going to draw us into where the proxy conflict comes 
in, right? So, we would need to not only talk to our lawyers, but we would need to talk to our political 
connections, defense connections etc. 
 
Participant 1: I also suspect that the US government has the assets to be able to comply with this request 
much more quickly and then greater accuracy than the commercial companies do. 
 
Participant 5: Or potentially we're providing them US defense. We're not going to cross over the beams 
here. 
 
Participant 3: So that leads me to sort of a general question if anyone knows. So, I know the whole 
foreign military sales process. Is there anything that's similar to satellite imaging or high bandwidth 
communication that would require extended contracts and US government involvement? 
 
Participant 5: So, this is the Starlink Ukraine situation that Participant 4 was talking about before. That 
really necessitated the creation of a different contracting system. Yeah, that was because of the fact that 
Starlink were exposing themselves to a liability under international humanitarian law. So that's why 
there's now been set up a separate contracting regime that relates to use in offensive defensive combat 
situations. 
 
Participant 10: I think also specifically for imagery, there's like an NGA clearinghouse for commercial 
imagery that says the US government buys it and then shares it with friendly governments. 
 
Facilitator: Oh, really quick, we got another message from Saudi Arabia, and we should probably still 
send a response back to the US team. So Saudi Arabia asks, are there any commercial providers selling 
information to Iran. However much I ran is paying we are willing to pay exactly that much for the 
providers to withhold information about the kingdom of Saudi Arabia for my rank. We would like to and 
are willing to pay well for commercial entities to blur downgrade information relating to sensitive 
targets when they sell to other customers. We also want to know how careful providers are about third-
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party transactions that might benefit Iran. Our providers being careful to ensure their data does not make 
it to Iran in a roundabout way. We would like to bring to your attention that the Houthis plan to use 
Iranian missiles to attack our civilian infrastructure making it critical to withhold information. 
Alternatively, we will have to take action through UN forums to attempt to establish an international 
closed skies policy to prevent the dissemination of this information. We'd also like to request data on 
Iran for any upcoming retaliatory actions we take. 
 
Participant 2: There's a lot in there.  
 
Participant 4: Ooh. Okay, I'm sorry. If they're going to go to the UN to get a close sized forum, then 
we'll fix this by like 2040 may.  
 
Participant 2: So, I think we already talked about none of us are selling stuff to Iran, so I think we can 
say that up front, that we're complying with all international export controls and sanctions laws and all 
that kind of stuff. I think the harder question is transactions, I know for my company stuff, bits are bits 
and once you know I sell an image it's hard for me to track down where that goes. 
 
Participant 10: I think for the request to blur or downgrade imagery of Saudi Arabia, we can say we 
were planning to do something similar, which is just to stop providing all information so we could say 
we're not exactly complying with that, but we're going to do you one better and, you know, we're going 
to put a temporary hold on everything. 
 
Participant 8: Maybe a stupid question. How does this work? I know with Google Maps or, you know, 
what have you, they have, like sensitive installations are blurred out. You can't see them. Is that 
something that they're paid to do or is that something that, in order to operate and do their service in a 
given country, they have to make an agreement?  
 
Participant 3: So that's with specific nations, so some nations have laws and additional regulations about 
taking pictures of their installations and so if Google wants to operate in those countries, they've been 
pressured to blur those on Google Earth. But it's a lot different with the closer to real time imaging than 
even half the time on Google Earth it's not blurred. Then it's a whole process for countries to come in 
after the fact and say, you weren't supposed to see that.  
 
Participant 8: And is it a common practice, or practice that happens at all where, you know, as a service, 
if you pay us money, we will blur what you want us to blur. Is that something that company's offer? 
 
Participant 4: I don’t think so. 
 
Participant 3: It would have to be a lot of money.  
 
Participant 10: I agree I think it's more of a compliance thing, and if we're trying to should gently turn 
down a request, we can say, you know, in other cases there's sort of like a Streisand effect sometimes 
where if you see a bunch of blobs in the desert where they're all pixelated, you might know exactly what 
it is. So, okay that's where they have a sensitive site, so we just strike that, even if we don't know exactly 
what it is.  
 
Participant 3: Yeah. Here's the bigger thing to consider with their whole, oh, they're going to strike 
civilian targets. Civilian targets are fixed. You know exactly where a power station is. You don't need the 
imaging. We still know where it is. All that stopping the imaging is going to do is affect the whole battle 
damage assessment, which is the real important thing to say, hey, did our missile hit, did it not hit? And 
you don't need optical anything for that. That's just basic inertial. You don't even need GPS for that. 
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Participant 1: There are also other commercial providers that have been mapping all of this information, 
any of the infrastructure is already in, e.g., Planet's database. We can comply with the request, but it's 
not going to prevent them from accessing the location. 
 
Facilitator: Okay, we have another really important inject and then we should probably finish forming 
the emails to the US and Saudi Arabia team. In this new inject an anti-Western group of MBS’s advisors 
urge MBS to sue and sanction Maxar SpaceX and Airbus defense. They are convinced these companies 
failed to prevent the misuse or interference of those platforms and the Saudi Arabia team must decide if 
how and in what form they might take action against Maxar, SpaceX and Airbus. 
 
Participant  7: If we want some like political cover, how would we feel about briefing, John Cornin, 
SpaceX is in Texas. He's on the intelligence committee, foreign relations. He could push against Saudi 
Arabia not to sanction a Texas company, that kind of thing. Just a little extra 3rd party weighing in. 
 
Facilitator: Okay wait, so briefing John Cornin?  
 
Participant 7: Yeah, so if we can say control like, hey, can you be John Cornon and will you support us? 
We’re not selling to Iran. We didn't have a data breach. 
 
Participant 3: The question is, where are they getting their belief that they did use it? Is this just them 
blaming? Do they have any actual indication? Because from our side and granted, we're all kind of 
coming up with this on the spot, we don't have any indication that we did have any culpability in the 
slightest and that did they even use satellite imaging for this? Did they use ground-based 
communication? But they're jumping straight to the gun of, hey, we're going to sue them. This is just 
Saudi's having too much money and saber rattling. 
 
Participant 5: Also, it's a splinter group too, so we have to hang pretty tough on this one. I don't think we 
need to panic. I think we've done our due diligence, we've investigated things, we provide you with a 
high-quality service, this is what we do, you don't want to jeopardize this. You should be looking 
elsewhere for where the where the problem is. 
 
Participant 1: And once there's a threat of litigation, basically all the responses that we would provide 
need to be cleared by legal departments. I would just say they've messed up any opportunity for 
cooperation in most companies. 
 
Participant 5: Yeah, you don't want to go down that pathway because we're not going to be able to 
progress discussions with you, we're not going to be able to help. 
 
Participant 4: Well, there's two things, right? They said sue, but also sanction. And they put sanctions on 
us? 
 
Participant 2: Yeah, I'll say we do need to get back. They’re probably jumping to these conclusions we 
haven't actually responded yet to their original request for information. 
 
Participant 3: Let's make sure we get the first and second email before the third. 
 
Participant 5: I think we just need to remain very, very calm and not to buy into too many of these 
actually quite odd things being suggested. 
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Facilitator:  Okay, so let's go back to the US team first since they sent it first. Do you want me to go 
back and read the email again?  
 
Participant 1: Please 
 
Facilitator: Can all of you search your records and please inform us if there were any taskings regardless 
of the customer that could have supported the strikes on Saudi aircraft? And have you detected any data 
breaches where certain information could have been acquired without your permission? We'd appreciate 
a preliminary response within 2 h, even if it's not conclusive. Secretary of Commerce  
 
Participant 3: Alright, bottom line up front, no data breach. We're looking into it, but, you know, initially 
what we have, it doesn't look like we have anything that indicates any satellite imaging was of a usable 
quality. 
 
Participant 4: Right, and we weren't we going to say that it was a matter of privacy we couldn't actually 
turn over records along those lines? But we looked into it.  
 
Participant 3: I would say that puts them down a path that we don't want them looking into.  
 
Participant 7: I would leave out the privacy, because it's saying we don't have anything and even if we 
did, we wouldn't tell you. 
 
Participant 3: Yeah. So, it’s better to just say…  
 
Participant 5: We haven't found anything, we will continue to look at it and if we become aware of 
anything that we can provide to you we will do so immediately.  
 
Participant 8: Ooh, well, that's it right there. Yeah. Because the fear is setting a precedent, right? The 
fear is setting a precedent that we have to answer these questions as if there is a world in which we're 
responsible. Who said pixels are pixels? 
 
Participant 2: Yeah, sorry one quick addition to the email, what Participant 5 said was if we become 
aware of anything we can share, we will inform you immediately. That was an important couple of the 
words that she had in there. 
 
Participant 1: That definitely was. Good point. 
 
Facilitator: Does that look good to everybody? 
 
Participant 2: We’re missing, we are not aware of any taskings that could have supported these strikes, 
and we are not aware of any data breach. 
 
Participant 8: And not to be difficult, but if that second sentence can be put at the front, yeah. 
 
Participant 3: Looks beautiful. 
 
Participant 8: Yeah, it's good. 
 
Participant 8: Oh, and before we go to the Saudis, I just wanted to check, I know the red call is like in 3 
minutes or so. Who do we want to talk to and who do we want to send? Plus, what do we want to ask? 
Because that can be a way of addressing the China team.  
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Participant 8: Do we even want to talk? 
 
Participant 3: Yeah, I'd say if anyone USG. Under NO circumstances, should we be talking to the Saudis 
alone without first getting a game plan with the State Department, and or having State Department in the 
room. And, to me if we talk to USG, it's almost to lobby them to back us up, not, you know. 
 
Participant 3: You guys have the NRO. What do you see? 
 
Participant 4: Does the USG get that inject as well about the Saudis suing and sanctioning the 
companies? That's the only reason I'd say talk to them is to let them know we might need your help in  
responding to these at some point. 
 
Facilitator: Okay, would you guys like me to reread the Saudi Arabia communication? 
 
Participant 1: Yes please. 
 
Facilitator: Are any commercial providers selling information to Iran? However much Iran is paying, 
we're willing to pay exactly that much for the providers to withhold information about the kingdom of 
Saudi Arabia from Iran. We would like to and are willing to pay well for commercial entities to 
blur/downgrade information relating to sensitive targets when they sell to any other customer. We also 
want to know how careful providers are about third-party transactions that might benefit Iran. Are 
providers being careful to ensure their data does not make it to Iran in a roundabout way? We would like 
to bring to your attention that the Houthis plan to use Iranian missiles to attack our civilian 
infrastructure making it critical to withhold information. Alternatively, we will have to take action 
through UN forums to attempt to establish an international closed skies policy to prevent the 
dissemination of this information. We would also like to request data on Iran for any upcoming 
retaliatory actions we take. 
 
Participant 4: Participant 2’s thing in the chat mostly says what the response is. Because there are a 
couple of things we don't have to do. We don't have to answer the UN thing. We don't have to answer 
about them attacking the other stuff. It's more, was our stuff used for Iran? No. Or by Iran. Did we sell 
Iran? No. Would we be willing to blur out stuff? We already agreed we're going to be taking a pause, 
right? On providing imagery for the area for the foreseeable future? 
 
Participant 1: And I think it's worth noting that there are databases with information that's been 
previously gathered from a variety of companies. 
 
Participant 3: Yeah. So, I would just say we're complying with all regulations. We are happy to provide 
quotes for supporting additional Saudi Arabia operations. 
 
Participant 4: Sure. But then request data on Iran for like, are they are they making purchase orders? Are 
they, you know, that sort of thing? What does that mean? 
  
Participant 2: Are we going to support? 
 
Participant 4: And become targets?  
 
Participant 3: I would just say, happy to provide quotes. Because that’s just neutral. Hey, you want to 
buy something that we're selling anyway. 
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Participant 4: Also, again, keeping the strum, there are not just you know geo folks CEO, but there's 
military communications. As far as we know, Starlink terminals have not been used because it's not 
allowed in Iran, it's not been used there. We'll continue to monitor and make sure they continue not to 
be. 
 
Participant 2: Are we putting that in the email? 
 
Participant 4: Well, I mean, again, if they're talking about space capabilities, they're leaving out part of 
it. They’re leaving out the military communications aspect of it. The people are focusing only on the 
imagery aspect. And just a reminder, one of the things we were asked was what kind of additional 
space-based capabilities could be used or could be part of this conflict? So, I just keep hammering home 
again, space enhanced military or space led military communications is a key part of any conflict. 
 
Participant 5: I think again this is one that needs this you've been saying a short sharp response to it 
because it's a very strange email that has a lot of traps in it and I think a lot of misunderstandings. I 
mean, we're already providing them with services, so, we're complying with our current contracts. We're 
already prevented from doing stuff from Iran, which we've covered off on, and I think anything beyond 
that, I don't think we should respond to because it's nonsense and it's probably the one thing that we 
need to have that short sharp conversation with the US about. Are you aware of the fact that this is going 
on? This is what they've asked us. 
 
Participant 1: I think we'd want to check with, at least in Maxar's case, with our respective governments, 
for even requesting a quote or giving them a quote, so.  
 
Participant 3: Yeah, that's a good call because State Department might not want that and saying that 
might be too far. 
 
Facilitator: Yeah, can you all see the email? Do you want me to read out our response really quick?  
 
Participant 3: I would cut on Iran and just leave it at additional taskings. 
 
Participant 1: But I would say rather than offering to provide quotes, I think we should say we would 
need to check with our respective governments before discussing providing services. 
 
Participant 5: Please feel free to contact us to discuss any further needs that you might want to consider 
or something like that, yeah. Generic words. 
 
Facilitator: So, remove this and then say that? 
 
Participant 5 : Yes. 
 
Participant 11 : Hi commercial team. Sorry to interrupt, but I just wanted you to know that I'm here from 
the US government team, so I'm hearing whatever you're speaking about now. If you prefer to stop your 
conversation, I totally understand I just wanted to give you a heads up. 
 
Participant 2: We're just finishing your email back to this. Alright.  
 
Participant 4: Hey, thanks US government. Do you know that we're under threat of being sued by the 
Saudi government? 
 
Participant 11: Yes. Indeed, I am, yeah. 
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Participant 4: What is the State Department going to do about it?  
 
Participant 11: Well, look, I was trying to do some quick searching on the current guidelines. I haven't 
opened up the, the commercial remote sensing CFR yet. I was looking at the US code, but Participant 2 
I know you know this stuff well, but my sense is that this is ultimately the US government's 
responsibility here. You think it's a little bit iffy? 
 
Participant 2: No, I'm saying you're assuming I have more knowledge of the code than what I normally 
have. I agree. It's in your job bucket not ours. 
 
Participant 11: Yeah, but I can take back the message that you would like us to consider making this 
clear to the Saudi government and potentially we could consider whether or not we're going to 
indemnify you against direct liability here. But one thing we would certainly want to do in appropriate 
channels is make sure that you're all being totally up front and honest with us about whether or not 
there's any possibility that someone could have inadvertently used your information to assist here. 
 
Participant 4: Two things, one, we have a representative from the kingdom of Saudi Arabia listening in. 
 
Participant 11: I did not know that, thank you for telling me. 
 
Participant 4: Then two, could we send the US our responses to the Saudis? I think that could be helpful.  
 
Facilitator: Yes. Is everyone happy with the response that we have? 
 
Participant 3: Yes. 
 
Participant 4: Participant 12, were you sent to ask to follow up on the email? 
 
Participant 12: Yes, we were told that this was the time for the red phone discussions if they were to 
happen and we in the kingdom are deeply concerned about the possibility that information from 
commercial satellites was used to target his excellency. We wish for clear evidence that this is not the 
case and if the commercial sector is not able to give us adequate reassurances, we certainly will have to 
consider what implications that might have for business dealings with the kingdom and other aspects. 
So, I perceive from what I see on my screen that you have been discussing this issue, what do you have? 
 
Participant 5: Well, we assure you that we have been looking into this with all due diligence that we 
have available to us and as you would appreciate, proving the negative is going to take a lot longer than 
proving the positive. So, we have absolutely no evidence that this has originated from us. We're 
complying with all of our contracts that we have with you currently, but unfortunately we can't comply 
with the timetable that you're providing to us now and in fact, if you continue to sort of persist with the, 
the threat of some kind of action against us contractually or otherwise, then that will tie up our resources 
in getting back to the lawyers and advisors and take time away from trying to understand what the 
ground truth on this is. 
 
Participant 12: Yep. How what so what sort of due diligence have you done to attempt to confirm that 
there were no third-party cutouts or interception of your data? You know, it is very concerning that there 
were commercial satellites well positioned to provide real time intel on the location of his excellency’s 
jet just before this dastardly strike? 
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Participant 1: We think it's more likely that it was an Iranian satellite which has the ability to provide 
real time monitoring via satellites’ commercial systems after the overfly, you have to download the 
imagery that is captured and there's no indication that we have any of the earth stations in an area that 
would have been able to support the mission.. 
 
Participant 12: We were somewhat surprised in the information that landed in our laps to begin all of 
this terrible situation that we were not given. We are unclear on where the Iranian satellites were at the 
moment. Given the databases that you all have on orbiting objects, have you determined whether Iran's 
two satellites were also positioned in a useful position? We have beseeched Allah for such information, 
and he has not yet blessed us with a response. 
 
Participant 3: A further question for the kingdom of Saudi Arabia. Do you have any indication that 
satellites were used for geo-intelligence for the planning of the strike compared to human intelligence as 
in someone on the ground reporting the location of the aircraft? 
 
Participant 12: We have reason to suspect that satellites could certainly have been a part of this, and we 
know that Iran would make use of any such capabilities that they have in any way possible. 
 
Participant 1: We have not sought to determine the location of the Iranian satellites, but our 
understanding was that they have the capability of providing real time monitoring and therefore 
assumed that they were in a position to be able to support the mission. 
 
Participant 12: I was told that this connection can only be maintained for approximately one more 
minute. What we did also propose, given the sensitivity and vulnerability of our royal family, we 
proposed that as you do with some other sensitive locations in your home countries or Israel, that you 
blur, degrade or block out certain geographic areas in imagery that you sell to any client other than the 
kingdom. Do you have any responses to that suggestion? 
 
Participant 1: We agreed. 
 
Participant 12: You may have sent that while I've been in this room. So, I don't think I've seen that. Well, 
this has been a fruitful discussion. We look forward to our continued relations with the space business 
community, and beseech you to know that there are many bad actors out there looking to misuse your 
products and in the same way that banks have had to comply with know your customer regulations that 
you too will do the utmost to keep information away from the evildoers in Tehran. Thank you. 
 
Participant 1: That was entertaining. 
 
Participant 11: So, folks, do you need anything else from me as the US government person, do you need 
anything else from us that you feel like you're not getting? 
 
Participant 3: Just to hammer home the more of the, do you have any indication that it wasn't something 
other than us? 
 
Participant 11: Yeah, ok, that's fair.  
 
Participant 4: You know honestly, I would say not even just military SSA, but get some of the US 
commercial SSA companies to identify if there were any satellites in position. I mean, and then put it on 
Twitter and then people figure it out pretty quickly. 
 
Participant 11: That's an interesting idea. I'm going to write that down. 
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Participant 4: That actually wasn't kidding us thinking about when the space force released the picture of 
the X-307B this year, within minutes people identified the date of the picture and then also the altitude. 
 
Participant 11: So I guess I also want to reassure all of you that even if we do receive some information 
from you that that you may not have uncovered yet, like a potential data breach,, we're not going to 
attribute that to any individual company or any specific source, we are taking responsibility for what we 
disseminate to the Saudi government in general, so it will not be attributable to any of your specific 
companies. 
 
Participant 1: Thank you, we appreciate that.  
 
Participant 11: So do keep us informed if you find out something that you haven't shared yet, and let us 
know if you continue to get pressure from the Saudi government and we'll stay in touch. And by the way 
also we are happy to provide the Saudi government with what they need in terms of geolocation 
information and imagery information and we're using our standard contracts with you to provide that, 
incorporate that with our own data that we have from the US government. So again, none of it's 
attributable, but if you can continue to keep us on your quickest refresh updates that you can for that 
region, we would really appreciate it.  
 
Participant 1: And does that mean that there's a preference for us to transfer imagery through you, rather 
than directly to the Saudis? 
 
Participant 11: Well, I mean we don't want to step in and interrupt a commercial contract that you may 
already have, but, to the degree that you do not have one and you do with us, then please do provide that 
to us.  
 
Participant 1: Very good, thank you. 
 
Participant 11: All right, see you later. 
 
Participant 5: Thank you. Bye bye. 
 
Facilitator: Okay, two things. There are some public statements from Saudi Arabia and action that they 
took. And then, let's look at the other two questions because we've mostly been looking just at the first 
question. So, the first Saudi Arabia statement is that Saudi Arabia conducts strikes against Yemen 
specifically targeting to the best of their ability, the missiles of Houthis just received. And then 
following that control has determined from bomb damage assessment made available from public 
domain imagery that 60% of the particular Qassem Bassir ballistic missiles. The Houthis make it clear 
that they're holding the remaining missiles in reserve for other sensitive targets and will use other 
weaponry as appropriate. Then Saudi Arabia asks, do we have access to intelligence relating to the 
location of the remaining 40%? And then the control team sends a typo that they have intelligence that 
Iran sent, and I'm not sure if we're supposed to be in this communication actually. 
 
Participant 2: Another leak. 
 
Facilitator: So, I guess Saudi Arabia and now the commercial teams have intelligence that Iran said 20 
Qassem Bassir year missiles to the Houthis. So, we know that twelve missiles remain as eight were 
confirmed destroyed, but we are not certain of their exact location. 
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Participant 1: And can I confirm that that the US representative told us that they were supplying imagery 
to Saudi Arabia from government sources. 
 
Participant 4: From government sources, but also commercially provided sources. 
 
Facilitator: And then Saudi Arabia responded to our email. So, in response, Saudi Arabia would like to 
request that we would hold any information about Saudi Arabia from anyone during this fraught time 
without express consent from the KSA government as Iran is skilled at getting around sanctions. 
Additionally, we would like to know whether you have contracts with China or Russia. 
 
Participant 3: Direct them to the State Department. 
 
Participant 4: Yeah, I mean Russia is under sanctions so we wouldn't have it with them anyways. 
 
Participant 3: 
I would just say we are complying with all regulations. 
 
Facilitator: With all regulations and functions?  
 
Participant 4: Well, that applies to Iran and Russia but not to China because, I mean, there's nothing 
really, I think, keeping us from selling stuff to the Chinese. I'm trying to think if they’re on a sanctions 
list or not, but yeah. I think so.  
 
Participant 3: Again, this is more of a State Department question because there's nothing saying that we 
can't and there's nothing holding us to not doing that. If we do it for someone once, well, it's setting a 
precedent that we might not want. Well, that's going to need a State Department because maybe 
Americans want it, or American companies want it for whatever reason. 
 
Participant 8: I think just the vague answer of first, hey, we're hearing all sanctions regulations, and also 
for reasons of confidentiality, we don't reveal who our clients are to because you, you bullied us and 
asked us. Right, I mean, why, why should we tell Saudi Arabia who our clients are? Other than that, 
we're not violating any sanctions. 
 
Participant 5: Yeah, I think I think that's right because I mean Airbus, not space but Airbus plane, would 
have has contracts with China, e.g. So, I think we just keep it very minimalistic and just comply with 
sanctions, comply with our contractual arrangements with Saudi, but beyond that, don't give them any 
further reassurances. 
 
Facilitator: Does this look good to everyone, or do we want to change the wording at all? 
 
Participant 4: I would just say refer your query to the State Department. 
 
Participant 10: I think we should just throw them a bone and say; we will shut off information. 
 
Participant 3: I wouldn’t necessarily. 
 
Participant 8: Is there a way to, to answer to what Participant 4 said, China may not be on the sanction 
list, so is there a way to say hey politely we, for reasons of confidentiality, we don't reveal our clients, 
but we can assure you that we're adhering to all sanctions. But it feels like just saying we're complying 
with our regulations or sanctions isn't actually answering the question. 
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Participant 3: It's a dodge.  
 
Participant 8: And if we want to dodge, that's fine, but if we don't want to dodge. 
 
Participant 1: We couldn't sell to China. It is on the list.  
 
Participant 8: Oh, ok. Then we're good. 
 
Participant 1: Yeah, my only concern with being vague is that they may think that we're being evasive. 
 
Participant 7: So, if we can't sell to Russia because of sanctions and we can't sell to China because of 
ITAR, when we say we're complying with all regulations and sanctions, including not providing 
information or having contracts with Russia and China. 
 
Participant 4: Is ITAR for Chinese companies? Or is it Chinese, the Chinese government? 
 
Participant 9: Yes 
 
Participant 4: It's both, right? Is it any Chinese entities or the Chinese government or Chinese 
commercial? 
 
Participant 1: My understanding is both. 
 
Participant 5: Well, again, I suppose Airbus can't quite say it doesn't have contracts with China. 
 
Participant 8: Which again goes back to the confidentiality piece, right? think you also you don't want to 
set the precedent, you don't want to be too nice about this, right? And we don't want to appear to be kind 
of succumbing to the obvious bullying that the Saudis are trying to do to us. Because once you succumb 
to it, now they think they can ask you anything. I just don’t think this is a precedent we want to set. 
 
Participant 5: Or can we flip it around the other way and just say, you know, dear Saudi team, we assure 
you that we continue to provide you with the high level of services under our existing contracts. Flip it 
around the other way. Say, we're continuing to provide you with our high level of commercial service 
under our existing contracts, and… can we say something like whilst we cannot provide you with details 
about our customer lists… 
 
Participant 8: We are complying with all regulations and sanctions?  
 
Participant 3: It’s saying as much as we can without saying too much.  
 
Participant 5: Yeah, but we don't want to be pushing them away too hard because they're already like in 
a hot mess, right? So, we don't want to push them any further. 
 
Facilitator: You could always say we cannot provide names of clients, but we are complying with all the 
regulations. 
 
Participant 3: Again, saying, saying too much, saying just enough to get ourselves in trouble.  
 
Participant 4: I think I agree. Again, the Saudis are a good customer, we want to make sure they 
continue to be customers, so there has to be a way we can phrase this that implies we understand your 
concerns and of course you know we want to make sure that none of our products are misused in any 
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way. We are complying with all regulations and sanctions or something like that. And then question, 
when we say we refer your inquiry to the State Department, is that because there's only a USG team on 
this call? Because I mean, Airbus, your headquarters are in what? Paris? 
 
Participant 3: Just say respective governments. 
 
Participant 8: I like the language of, while we can't provide a comprehensive list of all our clients, 
something like, we are complying with all regulations and sanctions. I think it’s important to set that 
precedent of, hey, we cannot provide you a list of our clients.  
 
Participant 4: Yeah, but also say we acknowledge the importance and feel it's very strategic to follow on 
these sanctions or make sure we follow the contracts and sanctions etc. Again, trying to indicate to the 
Saudis that we're not just being dicks, we understand there's a reason why they're asking and we're 
trying to meet their needs as best we can.  
 
Participant 8: And I might even add in that first sentence something about during this difficult time or 
during this fraught time or something to show some empathy to that point, right? 
 
Participant 5: Because they are our customers after all. 
 
Participant 7: Communications end in about four minutes. We want to send this? They won't have time 
to formulate a response. We'll have the last word.  
 
Participant 8: That's perfect.  
 
Facilitator: Okay. That looks good to everybody? 
 
Participant 8: I might add all applicable regulations and sanctions. 
 
Facilitator: Okay do we want to look at the next couple questions? We only have thirty minutes left. 
 
Participant 3: Let’s see them. 
 
Facilitator: So, the next question is what might be the economic and political diplomatic consequences 
of future Houthi or Iranian attacks on Saudi civilian infrastructures such as energy, desalination, and 
electrical supply systems, and then the final question is how reliable are commercial space actors in 
detecting or attributing potential hacking of their systems by bad actors? And what safeguards against 
such hacking are feasible? 
 
Participant 4: It seems like we should prioritize question four over three. 
 
Participant 8: And three is a complicated one too because I feel like there's a different answer for the 
Houthis and for the Iranians. The Houthis aren’t a state. 
 
Participant 7: Maybe since I haven't done a wargame before I just have a question on answering these. 
Are we answering these in character, like as our actor or are we answering this reflecting on what we've 
learned from the first hour about our incentives, if that makes sense? Because this how reliable, if we're 
in character, we're very reliable. If we're not in character, we talked about denying, we talked about 
dodging, delaying, et cetera. 
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Facilitator: I've seen teams both respond as their characters and reflecting their characters, so it's up to 
y'all if y'all have a preference for how you want to respond. 
 
Participant 4: I mean I think it's a more interesting discussion not as our characters, but reflecting on the 
information. First answer as our characters of course incredibly reliable and we're taking all possible 
safeguards to ensure everything. But real talk, you know, not us taking off our hats. What actually can 
be done? How reliable is it? 
 
Participant 5: I think doing both is probably really useful for the watcher because, what we're looking at 
here is how does tension escalate in this way? So, if commercial companies are, if we're in character and 
we're saying it's all good, there isn't anything behind this, then how does that impact upon, you know, 
this growing panic that is being evidenced by Saudi? I suppose we can do both.  
 
Participant 4: Tom, you're here. Can you talk about what the SAIA or your companies do? Do you guys 
have agreements or understandings or best practices? 
 
Participant 1: Yeah, we've got best practices. There are restrictions on supply chains. Most of the 
companies that are in the industry sell to the military as well as the commercial markets, so there are 
certifications that need to be provided in terms of supply chain components to ensure compliance in 
order to sell to the military. So, I would say that they're extremely diligent in terms of trying to protect 
against intrusions. You know. That said, every industry has been subject to some type of hacking, but it's 
something that, because the industry knows that they're continually being hacked, they're continuously 
trying to safeguard against it. The one thing that I would also note is that it's extremely competitive, so 
getting companies to share can be more difficult because they're fearful of it being used in sales 
processes against them. But again, it's something that, with regard to supply chain certification to 
military sales, I'd say they're very diligent. 
 
Participant 5: Do we want to add something in here to get back to this point about it doesn't even 
necessarily have to be a hacking of a high security system, it could be an open source, it could be, you 
know, as we've already said the baggage handler with the phone. Henry keeps saying this over and over 
again like, it's talking about an asset which moves. So, how feasible is it to track in real time an asset 
that is moving around rather than a change over time of a fixed area? 
 
Participant 1: I think unless you've tasked a satellite with watching that airport, that airplane, that area, it 
would be very difficult. I think the eyes on the ground are a much more likely scenario. And there are 
companies like Planet that, are continuously refreshing the data. I mean they are mapping multiple times 
a day, but again, there's, there's a leg from mapping to downloading to analyzing, so from satellites is 
unlikely. 
 
Participant 8: In terms of a move we can make, is there a way that we as this group of commercial folks 
that we could commission an investigation that comes to that conclusion that says, hey, there's no 
conclusive proof saying how this happened, but the most likely conclusion is that this was not from any 
of our products. 
 
Participant 1: I think we can probably run your task order against every company that provides the 
imagery to determine whether any of it was captured within the relevant time frames.  
 
Participant 3: I would just say, talk with our, DOD, NRO et cetera, the intelligence agency partners, and 
just say, hey, do you guys really think it was space something? Because we don't think it was. It seems 
Occam’s razor that the simplest… if the scenario was different, it'd be a different story, but given 
specifically what's gone on that doesn't look like it was a satellite anything.  
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Participant 4: I just want to point out as well, I mean in terms of doing this study and coming back with 
definitive results, when Russia invaded Ukraine in February 2022, we all know about the attack on the 
ground terminals. It took the US and the EU three months to be able to feel comfortable saying yes, we 
know that was the Russians and Russia to this day still has not acknowledged it. So, I think it's 
unreasonable to think we're going to be able to find an answer that's going to be legitimate and make the 
Saudis happy in a manner that's going to be timely enough to deal with an ongoing war situation. 
 
Participant 5: Which suggests that strategically as a commercial partner to them, what we should be 
saying is rather than do the forensics on this now, let's talk about what can be done to protect… what 
assets do you need to protect? How can that best be done? How can we deploy some services that will 
assist in exactly what it is that's worrying you now.  
 
Participant 8: So basically, a better version of what the Saudis are trying to get us to do, things like 
blurring or whatever. Are there things that could be done from the folks in the industry? Are there things 
we could proactively do that would kind of allay some of the concerns in an escalating conflict? 
 
Participant 2: I'm not sure cause again, we can't give them full transparency because of the various 
contracts that are destroying our business, right now I don't think there's anything we can really do to 
alleviate any of those concerns. It was mentioned a couple of times already, right? When this Twitter 
thing happened with the Mumbai attacks, the Indians absolutely blamed Google Earth and the cell 
phone companies and was it Iridium sat phones? Right? That's exactly who they blamed, even though 
obviously they could have used everything. 
 
Participant 7: So, Participant 3, I know you're going to be the one briefing on this? Are you feeling 
comfortable on this question? We’re good to move on to the next? 
 
Participant 3: I'm comfortable on the lot, yeah.  
 
Participant 3: So, the big bottom line up front of this is it depends. It depends on how successful the 
attack is. If they hit 100% of the targets and destroy them all completely, but then again, it's the, how 
does this affect us? Because it really doesn't. All that really can be done there is maybe them going, hey, 
don't release the images because it shows how badly we got hit and it’s going to make us look bad.  
 
Participant 8: And I think that from our perspective, I agree this is a tough question, but I think maybe 
it's the same answer whether it's from our perspective or just generally, which is it depends on whether 
it's the Houthis using Iranian weapons or whether it's Iran directly attacking because the Houthis aren't a 
state. Iran is. And I think there's a big difference just in terms of the political diplomatic consequences of 
Iran attacking civilian targets directly in Saudi Arabia versus the Houthis. 
 
Participant 2: I guess the question is are the Houthis in charge of the government or are they a 
breakaway section of Yemen, but there's a whole other body of law for non-international armed conflict, 
i.e. between non states and states that might come into play. 
 
Participant 5: I think this question is really getting at, for us, the fact that it will implicate our services in 
either a non-international armed conflict or an international armed conflict? Rather than focusing on the 
actual on the ground things is that it's the question of escalation here. 
 
Participant 7: Yeah, I think on that front implicating our services, I think we heard that during the red 
call from the US government, right? Taking our imagery, they're going to provide that to the Saudis. So, 
it’s not going to be attributed to us, but it will be used, yeah.  
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Participant 5: I think we have discussed this for sure, but I'm just wondering if that is the main 
implication for us is that it changes in a sense, or it opens up the potential for our services to be 
implicated in armed conflict.  
 
Participant 4: Also, we talked about Russia a while back, but I think you know, we're talking political, 
diplomatic consequences, and I think the Russian role with their connection with the Iranian space 
program, they've been launching satellites for them. You know, Iran is a huge military supplier for 
Russia now with all the other sanctions. I think that's going to have a lot of consequences as well.  
 
Participant 5: Agreed. 
 
Participant 4: One economic question or consequence that we haven't brought up that I feel like happens 
anytime there's anything going on in the Middle East is the price of oil, right? Going to go up. That's 
going to have consequences for all of us as commercial actors. 
 
Participant 5: The other thing too that's a bit strange in this situation is that, of course, when it comes to 
space, Saudis themselves have partnerships with Russia, China, India as well. 
 
Participant 3: Well, depending on how bad it is, do the Pakistan Nukes maybe get involved? How is that 
done in this situation? 
 
Participant 4: I got to say I was at a Carnegie conference in April and everyone's talking about studying 
or developing their nukes, like that's almost a given these days. Yeah.  
 
Participant 3: Well, the general thing I've heard is that Saudis have de facto control of some Pakistani 
nukes as they greatly funded the development of them.  
 
Participant 4: When you say that they have control, what does that mean? Not operational control.  
 
Participant 4: Like if situations called for it, they could get their hands on them, or acquire them. Again, 
this is a speculation upon everyone, but if you're not in a skiff you don't know, and if you know you're 
not talking about it. So, everyone's just kind of guessing on that, but that's what I've heard. 
 
Participant 10: Right. I was going to say you know fire satellites, nuclear use. 
 
Participant 3: Yeah, it really depends on how nasty the hit is, but what may affect us is, do the Iranians 
have any real anti-satellite capability because… 
 
Participant 4: They don't have any, I mean not really. They launch stuff. In theory they can, target things 
in space, but can they target things? Do they have that capability?  
 
Participant 3: It'd just be a fragment bomb, basically. 
 
Participant 4: That’s the absolute, you know, luckiest they could do, yeah. I mean honestly, they do have 
counter space capabilities, they've got the same thing everyone else has jamming, spoofing, cyber, that 
sort of thing. So maybe they'd want to unleash that as part of their attack, but I don't think anything 
destructive. It’s  not a very sophisticated space program and they haven't said a lot about it. Every year 
when we do our commissioner’s report for the Iran section and the North Korea section, we're like, do 
we even have anything? Like there's not a lot there.  
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Participant 10: Yeah, I mean what might be more likely is, it's just some kind of terrorist attack on the 
satellite company infrastructure. Because it's a lot cheaper to have a truck bomb outside Maxar 
headquarters or something… 
 
Participant 8: If we didn’t get hacked for this, we're getting hacked now, right? I mean for sure cause I 
mean, that's what Iran really does. 
 
Participant 4: Well, if the Saudis truly believe that western commercial companies were involved or 
complicit and didn't do enough. They may not officially attack us, but they might authorize some of 
their agents to do exactly what you said, you know, do some sort of physical attack on our power 
stations. Like the terminals are right there. There's so easy to get at. 
 
Participant 10: That’s kind of the thing, I feel like we'd struggle to respond to the cyber response cause 
to a degree, we can kind of hide from the US in terms of the actual legal relationships. But with an 
autocracy, if they decide they want to just forbid any Saudi entity from investing in one of these 
companies, or something like that, like announce an arbitrary enforcement of some rule or something, 
there's not really that much we could do.  
 
Participant 4: I mean they bone-sawed a Western reporter. Yeah, so I think they're capable doing a lot. 
 
Participant 5: But of course, some of this may not apply to my company, right? That might be a you 
problem. 
 
Participant 4: You’re not getting out of this one.  
 
Participant 5: Yeah, first we created the whole problem in the first place, but let's leave that to one side. 
As an Australian I find that I actually choke on saying that, by the way, but I was told not to fight the 
game so I’m not fighting the game. 
 
Participant 3: I'd say that the best solution for all of this is definitely to do it through more of the FMS 
framework of Saudi comes to US, US then goes and contracts someone else or directs them. So, no one 
really knows, you know, they just know, base imaging company number 32 just got a $32 million 
contract from the US government and that entirely wipes the hands clean of, oh well we're working with 
the Saudis, or we’re working with that.  
 
Participant 2: But that totally destroys the notion of a commercial market then, right? That just says this 
whole thing is just a government affair controlled by the government subject to political whims. 
 
Participant 3: Well, you can have companies thought out. So, there was like a wireless mesh thing, 
called mesh-tennas. They used to be a commercial product. It would hook up to an app with your phone 
and you could have a small, localized grid between phones. That company entirely got bought out by 
big DoD and other companies and they don't make their product anymore.  
 
Participant 2: So back to my point, nothing’s commercial this is all just, the government’s controlling 
the market.  
 
Participant 3: I just mean you're still a commercial entity, it's just that the government is buying your 
stuff. 
 
Participant 2: Most definitions of commercial mean you have more buyers than just the government.  
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Participant 10: You know, and on that note, if I'm the Saudi side, if I'm worried about A, this company is 
not providing me the information when I need it or B the US government completely shutting off all 
access, I'm kind of incentivized to try and acquire one of these firms or develop my own local 
competitor. It might be operated at a loss or something, but it's probably worth it to have a consistent 
supply of satellite imagery. 
 
Participant 3: And I was muted. I don't mean fully necessarily the company's just bought out by the 
government. I just mean for this specific geographical area, the only people that we will sell our images 
to are the people that have bought us out in this sector. So, we're still doing our imaging in South 
America, Europe, wherever, but in this conflict zone we have someone that's already purchased all that 
imaging, sorry guys.  
 
Participant 8: In some way that's kind of de facto how it works anywhere that we're sanctioned to 
somebody, right? Because this scenario is kind of the situation with Iran, right? None of us would be 
able to get a contract with Iran because of the sanctions. And so, in some ways it's already sort of that 
what you just described. 
 
Facilitator: Alright everyone, I'm just going to jump in here really quick and say that we have about ten 
minutes left. So, do we want to go to the beginning and look over everything that we have and change or 
edit stuff for the presentation? 
 
Participant 3: Yeah, that'd be great. 
 
Facilitator: So, we have a lot for this particular question. 
 
Participant 7: Actually, zoom in a little more. Thank you. 
 
Participant 3: The big thing that we may want to add on that is, can they prove anything? So, what's 
giving them that indication? Do they have an intel operative in Hezbollah that took a picture of his 
phone of the images that they used.  
 
Participant 4: Yeah, that's a good question because it sounds like what they're saying based on what 
Participant 12 said is, we know you had satellites in the area that were effective or could have done it. If 
you can see our satellites why not all of the other ones in that area? Maybe the Chinese, maybe the 
Iranians, that sort of thing.  
 
Participant 3: Unless you have an image of the image, there is nothing proving it. 
 
Participant 7: I think we're good on that one. 
 
Participant 4: Wasn't there something on slide seven that was an answer as part of that? I thought we had 
quite a bit more. 
 
Facilitator: We can add stuff to the answer. 
 
Participant 4: I think for the answer, just say, our work would be done with the US government, it would 
not be done independent of us. Maybe for this one you might want to say as well, we were answering it 
with two hats on -- one, as commercial companies, and then, two, kind of as analysts looking at 
generally what would be economic and political consequences? 
 
Participant 7: Fully concur. 
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Facilitator: Let me move on to slide nine unless anyone's still on eight. I think we're good on this slide. 
 
Participant 4: And again, maybe just the emphasis that we answered, first of all, as commercial actors in 
this potential conflict, but then also our knowledge about what commercial actors could do to prevent 
hacking et cetera. 
 
Participant 7: I just have one question about the bullet about an investigation saying we're not 
responsible. Is the purpose there to be able to say we've commissioned an investigation and the 
existence of it is what exonerates us or is it to get a really quick result, even if it's rushed? Just so we can 
point to something and say see this proves it. 
 
Participant 8: My thinking is you just want a third party with some credibility to say, based upon what 
we know today, the most likely culprit is something other than us. 
 
Participant 4: Yeah, I think it's also important to acknowledge, just in the grand scheme of things 
realistically speaking, it takes a while to do these sorts of things. So, I think we tend to kind of skip over 
that when we're doing more games and we're like, he did this, they found that they were responsible and 
that's not actually how it works.  
 
Participant 7: I guess in the meantime, though, we benefit just from commissioning it. 
 
Participant 8: Yeah, it makes us look like we're playing ball, like we were searching for transparency and 
also, I think it allows us to make the point that, hey, this is most likely not us, without having someone 
else say that, right? Based upon what we can see on day one, doesn't look like it's us.  
 
Participant 5: And again, it keeps that in that sense that we're a commercial provider, we're not a 
government, right? So, we're trying to do the right thing by all of our customers and potential customers. 
 
Participant 8: You know, I used to work in advanced and public engagement, and I would always say, 
there's what it is and what it looks like. And very often what it looks like is way more important than 
what it is. 
 
Participant 5: So, we just got the message to go back into the plenary. 
 
Participant 4: See you guys there. 
 
 
Move Two 
 
Saudi Arabia Team 

Facilitator: Hello everyone. Welcome back.  
 
Participant 7: Great. Do we know where they took the plane down with our other Defense Minister or 
where it was going?  
 
Participant 1: It was at the same airport as the first one, and the guy with the Starlink was already in 
[police custody], so it wasn't him, but it could have been another team member. He’d been scooped up 
before the second attack. 
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Participant 7: So, do we call our friends in Kuwait and ask for help with this in addition to everybody 
else??  
 
Participant 8: So normally the reaction to something like this to slam the barn door shut with the loudest 
of slams, which would be something like forbidding Starlink from any operation at all and, requesting 
the Americans to provide us commercial satellite jamming equipment. Real time video is disabled in a 
lot of gulf countries, like you can't FaceTime in Oman, or the UAE. Usually, it's done on public morals 
grounds, they say that it could be used for pornography, but there's always security next. So, I think that 
would probably be the reflex from such an attack 
 
Facilitator: So, would we like to, as a trigger finger impulse, send a message to the United States saying 
we forbid Starlink from any operations and requesting sat jam equipment? 
 
Participant 8: That would be part of it. We would definitely expect a definitive kinetic response from our 
security partner. It's almost a foredrawn conclusion that we'd need to see something go boom. 
 
Participant 1: We already asked for dazzling assistance. I don't know if that had arrived yet, but if it did, 
it didn't have any effect on this, so we've already made a request. 
 
Participant 8: That’s point defense. We need help with offense. We can give them a list of national level 
targets that would basically be cities. It'd almost be like what the Kuwaitis did with the flagging of the 
oil tankers, where they went to the US and said, hey, would you guys consider this? And we said we’d 
never do that; it’s out of the question. Then Jim Baker gets a cable saying the Soviet union's going to be 
flagging these tankers and goes to the Kuwaitis and says alright guys, what do you need? We need 
something like that, and I guess the only credible people would be the Chinese. 
 
Participant 6: What do you guys think of the hint in the briefing that the Houthis may have gotten intel 
from the Chinese? It seems a little surprising that China would deliberately support this level of attack 
on Saudi Arabia, so what do we make of that? 
 
Participant 8: That is something, isn't it? I'm a little conf confounded by that. I would think that that 
would be a communication from China to Iran that the Iranians then passed on and that would be a very, 
very, ugly thing to try and resolve that.  
 
Participant 10: Last week I dropped a couple of articles in the chat about China using AI and 
commercial satellites to create moving target indicator capabilities. This could be a Chinese attempt to 
test that capability indirectly by giving it to the Iranians and then letting the Houthis use it. I don't know, 
but it's a possibility. I think there needs to be a hard price that Iran has to pay for this Your Highness, a 
really hard one. We don't want a wider, but we want to send a message that if you want to go down this 
route, we'll make it more expensive. So, we need to press the US to use whatever covert or clandestine 
means to make Iran pay. I think the biggest one would be to bring down both their satellites into the 
Indian ocean. And to sweeten the deal, we could increase our production too, so that the price of oil 
drops to about $78 a barrel for six months or so, and then we would slowly ratchet it back up and drop it 
again in time for elections. 
 
Participant 2: But we're in oil exporter now, that hurts us. 
 
Participant 10: We can sell by volume though. 
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Participant 8: There's no concept of bankruptcy in the Saudi law, so in the past, oil went really far down, 
they tried to drive the frackers out of business but what they didn't realize was, ok, they declared 
bankruptcy because they can't make a profit, they can't pay off the money they loaned if oil is at only 
$80 a barrel. So, the Saudis dropped their money there, but then of course they went bankrupt, their 
assets were sold for a penny on the dollar. The new guys, with their bank loans, could make a profit with 
oil at 40 dollars a barrel because they didn't have to buy new equipment. So, the Saudis do have this 
concept of lowering demand to drive out high-cost producers since it's a global market. I think it would 
be on the table to get their attention. 
 
Participant 2: There’s no longer a question of Iran’s involvement 
 
Facilitator: This a really fruitful discussion, it seems like we're kind of settling on reaching out to the US 
to request additional support to us. Do we have any idea what we want to say to the United States since 
our situation right now is time sensitive? We've talked about wanting them to retaliate against the 
satellites. Is there anything else we want to say in that request? 
 
Participant 8: Not just the satellites, there has to be something visible, blood for blood. 
 
Participant 1: One additional thing, as much as you're grieving my loss, they've also attacked the power 
stations. Those have affected hospitals, air traffic control, all kinds of civilian soft targets, and that 
should definitely be factored into the US decision making about whether to use kinetic force. Definitely 
those satellites have got to come down. 
 
Participant 8: Well, it's more than satellites. A senior member of the royal family has been killed. If 
MBS were to become King, which, King Salman's been dying for fifteen years now, then his brother 
probably a 50/50 chance of being the crown prince although I think it would pass to one of Salman's 
children. We can't have something in space. There has to be something visible. Otherwise, our regime 
stability is undermined. There has to be something visible of a similar magnitude of destruction in Iran, 
not just against the Houthis. So, praying mantis… 
 
Participant 10: Destruction of the goods force? 
 
Participant 8: I don't think we have the ability to do that, but maybe destruction of the Tehran 
International airport, the Basher oil offloading terminal, the IRG. 
 
Participant 2: Are we going escalatory here or are we going like for like? Because going after oil 
infrastructure is going to definitely broaden the scope. 
 
Participant 8: Blood for blood. Well, who has a similar stature in the Iranian platform as a senior 
member of the royal family with a national security portfolio? I mean that's the challenge. It has to be a 
visible Iranian target of high stature that will be visible to all the Iranian people. Because this death will 
be visible to all the Saudi people and, it will undermine the stability of the regime if it goes unanswered. 
 
Participant 2: Are we going to quickly inform the United States that there is an impending attack coming 
on the Iranians and we're going to just let them know? 
 
Participant 8: We don't have the ability to do that. We want the United States to do it with us in terms of 
capability a junior partner. We want to know what the United States is going to do to avenge the murder 
of one of their partner ministers. You're one of the closest partners and this a key moment for our 
relationship. When they kill our senior leaders, are you just going to sit back? If so, what is the value of 
our relationship? If we literally can be hung out to dry, and our regime’s stability in peril? 
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Participant 2: There's the verbiage for our communication to the US. 
 
Facilitator: Can you repeat that one more time for me? 
 
Participant 8: A senior member of our ruling family and a senior security partner of the United States 
has been murdered visibly on our soil. There needs to be a like for like exchange of a senior Iranian 
figure in a visible manner on Iranian soil. 
 
Participant 2: This will define our relationship moving forward. 
 
Participant 8: Yes. What is the point of a security relationship when members of my family can be 
murdered in our capital city with impunity? And can I reign if I permit these actions to happen? How 
can my subjects expect me to represent their interests when I can't represent the interests of my brother, 
of my own immediate family? 
 
Participant 10: Your highness, I think that we shouldn't be proportionate in our response, we should be 
crushing in our response. 
 
Participant 8: I think there's a lot to be said for that. We have to realize that Iran plays this say ok let's 
escalatory game so rather than go up for Herman Khan’s ladder saying, ok, you want to dance? They 
think this should be one and done.  
 
Participant 7: Your highness, would it be too escalatory to strike one of their space stations?  
 
Participant 8: I don't think that's visible enough. Because that’s in space. My subjects have seen the 
flames from the international airport. My subjects have seen the funeral of a senior member of the royal 
family. 
 
Facilitator: I've put together a message to send to the United States based on the discussion were having. 
I sent it in the chat; I can read it out loud if that's easier. So, a senior member of our ruling family and a 
senior security partner of the US has been murdered visibly and on our soil. There must be a like for like 
exchange of a senior Iranian figure or target on Iranian soil. This will define our relationship moving 
forward. As such, we request the US take tit for tat action against Iran as this a question of ruling 
legitimacy for KSA. In addition to downing two Iranian satellites, we request the US target either 
Tehran International airport, the Iranian Navy or a similar target. 
 
Participant 8: I would also say that we will be partners with you, but we lack the capacity in spite of 
years of developmental effort.  
 
Participant 2: Do you want to shoot a message to the Chinese? Requiring negative attribution? 
 
Participant 8: I think the Saudi way is to give your long-term partner a chance to do it, but a very short 
response leash. You don't go to the Chinese but, you do it in a public way, so they know what's 
happening. You don't have to summon the vulture.  
 
Facilitator: Great, I've added a sentence to the end of that message noting that we would take unilateral 
action if we have the capacity, but we don't. Are we good to send that out to the US? 
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Participant 8: Your Highness, ay I also suggest a statement saying we may need to reallocate some of 
our resources from our current space program to defense because of these vicious and unwarranted 
attacks sponsored by Iran. 
 
Participant 8: I wouldn't specify space. I would say some of our investment plans, or funds that were 
earmarked for public investment in cooperative development may have to be shifted to defense. And 
then they would read between the lines, maybe not in this exercise, but in reality. 
 
Facilitator: Okay, so furthermore, we may need to reallocate some of our funds that were earmarked for 
public investment and cooperative development instead to national defense because of these vicious 
attacks sponsored by Iran.  
 
Participant 2: Don't make that conditional, say we will be.  
 
Facilitator: Great… Alright, I changed that to we will reallocate some of our funds instead of making it 
conditional and I said directed instead of sponsored, and I'm sending that out right now because fifteen 
minutes have passed. So that's sent out. Thank. 
 
Participant 2: Thank you. Participant 6 just put something in the chat about SpaceX. 
 
Participant 6: Yeah, we don't need to send this to the US government, but just as a direct, let's try and 
prevent this from happening again. We ought to insist that SpaceX cease their direct to device service 
over the kingdom in case there are any more traitorous agents out there with devices. 
 
Participant : Would it make more sense to hold them hostage? To say, we need to know all of the 
director, device service that has happened in this time period or else that gets turned off? 
 
Participant 8: I think they would turn it off and say, you need to provide all this information before we 
consider turning it on again. 
 
Participant 6: There we go. 
 
Participant 2: So, let's get the intel and turn it off. 
 
Participant 6: Yes. Remember SpaceX does have geolocation data for every receiver. They should be 
able to give us some real answers here. And if not, we’ll take Elon’s Twitter money back. 
 
Facilitator: So, we want to say to the commercial team we demand that SpaceX cease all direct to device 
service in the kingdom for security purposes. We also demand that they provide all information to us 
and that this is the precondition for us to allow direct to device service being turned on in KSA again. 
 
Participant 1: For what it's worth, I think we let them off the hook too easily last time. Their presentation 
with all those many bullets, it was space debris is what it was. We need to come down very hard on the 
commercial side and say, look, we've listened to your, your blandishments and we're unsatisfied with the 
results. 
 
Participant 6: I might even suggest our space X message does remind Elon of how generous the 
kingdom has been in investing in his businesses and we hope that Mr. Musk, will be considerate of our 
legitimate security needs at this time. 
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Participant 8: I don't think we'd refer to him as an individual. That would be like referring to a captain in 
a US infantry battalion.  
 
Facilitator: Do we want to say, we remind SpaceX leadership that the kingdom has been extremely 
generous in investing in the business and we hope that they will be considerate of our security needs. 
 
Participant 1: Or just the company. 
 
Participant 8: We hope to partner with Starlink, but we must ensure that our security is not compromised 
by this relationship. 
 
Participant 6: The Saudis have huge investments in Twitter and Tesla. 
 
Participant 8: If you want to figure out how the Saudi public investment fund works, you go through the 
business pages six months ago and that's the stuff they'll buy. They're the ultimate late buyers, late 
adapters, and they pay price for everything. Honestly, I think their tone to the United States would be, 
get that animal house of yours under control. They wouldn't speak to the United States about an 
American company. They imagine that we work the way they do, where a royal proclamation can 
change the way a company does business. 
 
Facilitator: Do we want to send this message directly to the commercial team, or do we want to loop the 
US national team in as well? 
 
Participant 8: We can loop them in. 
 
Facilitator: Okay, I'm sending out a draft of the couple of paragraphs that I wrote up based on this 
discussion and if we have no issues with that, I will send that out to the commercial satellite team with 
the US team CC'd. 
 
Participant 2: You can actually say what the information we're requesting is in the first paragraph. 
 
Facilitator: Oh, yes. 
 
Participant 8: Well, it needs to be an outrageous demand like positional location data of every Starlink 
phone in the five days leading up to the attack. It would be an expansive request. 
 
Facilitator: So, we also demand that you provide all local positional location data for every Starlink 
phone in the five days leading up to the attack to us. This a precondition. 
 
Participant 2: Maybe in the region, not just Saudi Arabia.  
 
Facilitator: We demand you provide all positional subscriber data in the region for every Starlink phone 
in the five ways leading up to the attack. Great, I will go ahead and send that out unless we have any 
other asterisks. 
 
Participant 2: We need a domestic proclamation. Do we not? 
 
Facilitator: We can go ahead and send a public statement after we communicate with the satellite teams 
as well. 
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Participant 8: Domestically, what they’d probably do is put the place on a telecommunications 
lockdown. They wouldn't have to impose martial law, but they’d say something like, 4G cell phone 
services are suspended. Anybody with possession of a direct to satellite phone needs to immediately 
report it and bring it in for examination.  
 
Facilitator: Is that something we would want to do internally, i.e. make a note of that in the briefing 
slides at the end or is that something we want to make a public announcement about? 
 
Participant 8: We might as well share it with the other exercise participants because it would be 
broadcast over the media. 
 
Facilitator: Okay, I will draft up a public statement then. 
 
Participant 1: Is there anything we can do to reassure the population? I mean, they're panicked, they've 
lost a lot of key utilities, and there's a fear of more strikes. Are we going to reassure them that we're 
taking action? We'll protect them? This will not go unpunished? Etc. 
 
Participant 8: I think they would say we are working with all of our allies and partners… I was in Saudi 
Arabia the day of and after they started the campaign in Yemen. On the state TV, it was like a twenty-
four-hour loop with all the countries that supported them and, some of these countries were unaware 
they were supporting them, but it was like USA!  France! And a three-minute video about French 
military prowess. They've got that down. 
 
Participant 4: I think we need to get all of our neighbors in the area to condemn the attack. 
 
Participant 8: Yes, coordinate GCC. They also have that Islamic counterterrorism coalition. And they’d 
be leaning heavily on the Pakistanis, maybe sending a message to them saying, look, your relationship 
with the Chinese is causing problems for us. We put money into your country; they take money out. 
They would want to heighten the cost of the relationship with Iranians relationship for the Chinese.  
 
Participant 7: I think that’s wise, the Pakistani component. You would probably say, hey, remember we 
helped you build your weapons? So, you owe us, quite a bit. 
 
Participant 8: And the remittances are very, very important. There's a lot of Pakistani labor in there. I 
was actually amazed to see the former Pakistani defense attaché in Washington, who was a major 
general, lecturing. He's working as a contractor in the Saudi MOD basically being the slide monkey for 
their intelligence transformation effort.  
 
Facilitator: We have received a message from the United States that I will send in the chat and then read 
out loud for you all. So, this is not a reply to our message, this is a new thread from the United States. 
They say, the US deplores the unprovoked attacks on Saudi leaders and populous. We want to 
coordinate with you on responses to the attack on the defense minister and condolences. We want to 
support you with intelligence and will join on Houthi launch sites and any other assets. We urge you to 
delay any response to Iran until we have had a chance to fully coordinate. We have no information and 
no suspicion that American commercial satellite companies have been involved in relaying information 
to the Houthis or any third party. However, in a matter of caution, we have ordered them to stop 
collecting imagery over Saudi Arabia until further notice. We've contacted both Russia and China to 
encourage them to not participate in these information transfers from space. We are wondering what 
you've heard in your channels in Russia and China involvement since your relationship is better than 
ours. Given your concern that Starlink has been used to support these attacks, but knowing the Saudi 
population depends on Starlink for many civilian services, would you like us to work with Starlink to 
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prohibit Starlink service over Saudi Arabia? We suggest you host an emergency discussion between the 
US, Saudi Arabia and Russia to coordinate response. That's in the chat as well if that's easier for anyone. 
 
Participant 8: We've already suspended Starlink service. So, I think the response should be, we'd be 
delighted to talk to you about resuming service when we have assurance that it will not be used to 
degrade our security. 
 
Participant 10: Your highness, why does the US want Russia involved in these discussions? 
 
Participant 8: I guess they feel there's other satellites there? That's confusing, isn't it? 
 
Facilitator: Do we want to say we don't know why you want Russia involved? 
 
Participant 6: The Iranians share some control of the satellites with Russia.  
 
Participant 4: I think what they want is to have Russia to be an ally in the Middle East by getting 
together with these other nations, especially Iran. 
 
Participant 8: I cannot imagine that the United States, with very few exceptions, like collaborating on 
sanctions against Iran, I cannot imagine that the United States would welcome Russia into any Middle 
East security forum.  
 
Participant 1: But these are satellites that would impact Russia's Ukraine war. 
 
Participant 10: I think US and Saudi Arabia’s interests are diverging here. We need to send a strong 
message to the US that they either support you in your righteous indignation at the loss of your planes 
and your brother, and the suffering that the Saudi people have been forced to endure, or they do not. 
They need to do whatever is required not to create a wider war but to punish the Iranians through 
whatever clandestine or covert means they have available. 
 
Participant 8: Here's a quick response—how many more of my brothers must die at the hands of the 
Persians before we take action? How will this request to convene a conversation console my mother? I 
think if we keep it terse like that, that will emphasize the point. 
 
Facilitator: Great, I've drafted up something based on our discussion. I have a couple of sentences based 
on what Participant 8 said a couple minutes ago, and added that stuff you said just now to the end. This 
message to the US is in response to their most recent communication. We have already suspended 
service. We would be delighted to talk to you about resuming services when we have assurances that 
those services will not be used to degrade our security. The US must do whatever is required to punish 
Iran for this slight. How many more of my brothers must die at the hands of the Persians before we take 
actions? How will this request to convene a conversation console my mother for the loss of her son? 
 
Participant 6: It's not a slight, it’s a crime against humanity.  
 
Facilitator: I changed that phrasing. Is there anything else we'd like to add before I send it out? 
 
Participant 5: I don't think technologically we can suspend Starlink service. You could say, we've 
demanded that SpaceX suspends Starlink services maybe? 
 
Participant 8: What we would do is make it illegal to possess it or use it. You're right, we wouldn't be 
able to technologically alter the technology, just make it a crime to have one. 
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Facilitator: Already legally suspended Starlink Service? 
 
Participant 8: We have outlawed the use of any Starlink service in our kingdom or by any of our 
subjects. 
 
Participant 3: But that doesn't necessarily mean that the subjects are going to be listening to you at all. 
They've already killed your brother. You have to have a technical solution to this because the solution 
you just offered has a time delay of a significant period of time. 
 
Participant 6: I don't think we lose anything if we accept the US offer to have the US side also tell 
Starlink to shut it off 
 
Participant 8: That's right, but in the meantime, it's contraband in our nation. 
 
Participant  6: So maybe, we have outlawed Starlink service, but welcome the US government directing 
SpaceX to cooperate. 
 
Participant 10: So, your highness, a friend of mine in the US told me that all US communication systems 
have to be open and available to the US government to monitor and observe. Might we also ask the US 
for the location of all Iranian operatives operating in the region, using Starlink? 
 
Participant 8: Yeah, the demands for technical information would be maximalist and probably be so 
expansive that they would be reviewed as, not only unreasonable but also infeasible by the Americans. 
That that would be the response. 
 
Facilitator: I made a new draft for us; I changed a little bit. I said, we've already outlawed the use of any 
Starlink service in our kingdom or by any of our subjects. However, welcome the US encouraging 
Starlink to cooperate. We also request that the US provide the location of any Iranian operatives in the 
region using Starlink. Furthermore, we would be delighted to talk to you about resuming service when 
we have assurances that those services will not be used to degrade our security. The US must do 
whatever is required to punish Iran for this crime against humanity. Then there's those last couple of 
sentences that say how many more of my brothers must die… 
 
Participant 2: Maybe start it with how many more of my brothers must die? 
 
Participant 8: Yeah, we need to start with the demand for strong military action and then the rest of this 
is page three. 
 
Participant 6: Yeah, so I guess start with the US must do, and then put the subsequent sentences. 
 
Facilitator: Okay, the US must do whatever is required to punish Iran. How many or more of my 
brothers must die, and then those next couple paragraphs? All right, I'm sending that out. 
 
Participant 4: Wait so we’re not going to say anything to the Chinese? Maybe they're providing satellite 
information to these guys. 
 
Facilitator: We can separately communicate with China if we would like to as well. 
 
Participant 4: I think we should communicate with the Chinese, because they depend on the oil that we 
supply, right? Or maybe Iran? But we can block the gulf over there— 
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Participant 2: They built a train connection between Iran and China, actually. 
 
Participant 4: Well, we can destroy that. I don't know. Maybe covert operation, along with the Israelis. 
 
Participant 2: That that brings the Chinese in on the Iranian side, definitively. 
 
Participant 4: This is why we're going to tell them to stop supplying people with this information if they 
are the one doing it. 
 
Participant 8: What would we do? They never threaten anybody unless they're sure they can follow 
through with it. So, I think it would be something in the economic realm, something to do with energy 
shipments or maybe say we are convening the Gulf cooperation Council to discuss curtailing energy 
shipments to Iran's major suppliers? And your name has been mentioned, something like that. That's 
how they would roll. They wouldn't militarily threaten China, but it would be something economic. 
Maybe also a denial of Chinese telecommunications equipment? And again, they would speak as the 
leader of the GCC so that it would be a bit of a damage for China to lose Saudi Arabia, but it'd be huge 
if they lost Saudi Arabi and the UAE. 
 
Facilitator: I'm sorry, can you repeat the second thing Saudi Arabia would say to Chinas a leader of the 
GCC?  
 
Participant 8: Designating Chinese communication infrastructure as a security threat GCC wide, that 
needs to be rooted out and replaced. So that would be two of their major exports. The third one is 
automobiles. Then they’re moving out of the consumer goods. China's kind of climbing up the value 
ladder in the GCC. It's amazing, you see a lot more Chinese cars in the gulf you than you do here. 
 
Facilitator: We can send a message to control to that effect. I drafted up a couple of sentences for that 
purpose. I can read them out loud. We would say to China, we are convening the GCC to discuss 
curtailing energy shipments to Iran's major suppliers and China's name has been mentioned. As the 
leader of the GCC, we also feel obligated to inform you that there has been discussion of designating 
Chinese comms infrastructure as a security threat GCC wide. We urge that China keep this in mind as it 
continues to take actions pertaining to the current crisis. 
 
Participant 10: Your Highness, if the US continues to push back and drag its heels, may I suggest 
approaching, very down low, the Israelis, with a deal to exchange information about Hamas and 
Hezbollah if they help us take action against Iran? 
 
Participant 2: I think that's a great idea, but we also need to strike the Houthis again. Like we've been 
focused on escalation with Iran, but we need to strike the Houthis. 
 
Facilitator: I’m sending that message to China out now, and we’ve just received an inject from the 
control team, so let me read that out now before we discuss our next actions. Several commercial 
satellite operators have reported strange glitches, incomplete data from their satellites, dropped 
connections when trying to talk to them, and short periods where they couldn't send or receive 
commands through their ground stations, affecting satellites tasked over the Arabian Peninsula. While 
initially dismissed as technical glitches or solar interference, multiple operators have since noted 
patterns of disruption that correlate with previous Houthi missile launches. Maxar, Airbus, and Starlink's 
satellites now face intermittent loss of satellite control function due to this suspected interference with 
the commercial ground stations in the region, prompting internal reviews of service viability in the 
region. The commercial satellite team should evaluate how they'd like to respond. US and Saudi teams 
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should consider what diplomatic, regulatory, or security measures should be taken, if any, to support 
commercial operators. 
 
Participant 6: Given how things are going, do  the Iranians and the Houthis lose more from commercial 
disruptions than we do? In other words, if the commercial sector is having trouble, how much do we 
care about that? Given that the Houthis and the Iranians seem to be using this targeting and 
communications infrastructure against us. 
 
Participant 10: But is the interference being used to precede or cover moves for attacks against Saudi 
Arabia? 
 
Participant 2: It's coming right now. We've got another missile inbound as far as I'm concerned. 
 
Participant 8: Yeah, I think that's a safe bet. 
 
Participant 10: I didn't think we stopped hitting the Houthis. I thought we were continuing to pound 
them, but that's treating the symptom, not the cause, we have to go after our rant. And the only way to 
do it is to make them pay, and pay hard. And the US is the only one with the capabilities to do that. 
Well, Israel, but they’re probably unwilling to do it directly. 
 
Participant 4: I think they will give the weapons to Saudi Arabia, and we will be able to do it ourselves, 
and destroy their navy, of couple of ships and radar stations. 
 
Facilitator: Alright, I have good news. The US team replied to the request we sent before this inject and 
I think their response has been informed by the inject. I sent it in the chat, but the US has said based 
upon your request, we have decided to go ahead and provide you with the use of two TT&C jammers so 
that you can prohibit the use of Iranian satellites from Iranian control segments. So, they haven't 
provided us any offensive capabilities, but they have provided some additional defensive support. 
 
Participant 10: Your highness, that's a step in the right direction but not enough. 
 
Participant 8: We should welcome their movement, but we have to find a way to be gracious while also 
acknowledging that. We still have a lot of outstanding requests. So, they would respond with a 
metaphor, like, I don't know, the dog is fed, but the children are still starving? Or something like that. 
They would say something like that yeah—we’re grateful the dogs are fed, but our children are starving. 
 
Participant 10: I would also suggest sir, that under this current crisis, we need to think about reducing 
production so that we can divert resources to our defense. 
 
Facilitator: Real quick, control has replied to us as China. They’ve said, and I sent it in the chat, China 
can reassure you that no Chinese firm under its authority poses a threat to the kingdom. We certainly 
welcome opportunities to expand service in your market, but only for peaceful purposes. Every effort 
has been made to assure peaceful use. If our good offices can be of any use in helping resolve this crisis, 
our doors are open. We can certainly follow up with China if we would like, but this message maybe 
makes it seem like they're not willing to do very much. 
 
Participant 8: Yeah, the response to that would be to say, your satellite relationship with Iran is 
compromising our security. Decide which client you want. 
 
Facilitator: Okay, I'm going to say to China really quickly, just that phrase, then go back to drafting the 
message to the US 



 

96 
 

Proxy Wars in a Space-Serviced World 

 
Participant 8: The Saudis wouldn't actually speak that way, but that would be the message they were 
trying to give. That's more of a frank way, spelled F-R-A-N-C, of going about it. 
 
Facilitator: Would we like to rephrase it a little more obliquely? 
 
Participant 8: It might be lost in purposes of the exercise but any Saudi hand who read something like 
this would be like, whoa, what is this? 
 
Facilitator: Yeah, we can certainly make note of that in the transcript. So, I’ll send that out now. Then 
for the US, what I have drafted is, we are grateful the dogs are fed, but our children are starving. While 
we welcome your support, we also underscore that we have many outstanding requests, particularly 
given Iran’s recent escalatory actions in the region. 
 
Participant 8: I wouldn’t say outstanding requests, I would say our regime security is still 
compromised—the death of our minister of Defense is still unavenged, and this does not redress that. 
 
Participant 6: We would not hint directly to the Americans, because America must consider the collapse 
of the Saudi regime as an absolutely vital interest. I don't think the Saudis would say, we're about to lose 
and go down here, they'd be too proud to do that. But the Americans need to understand, this puts the 
regime at risk, and they probably would not like whatever comes next. 
 
Facilitator: We could add a sentence at the end of what we currently have saying, we remind the US that 
this is an existential risk for the kingdom of Saudi Arabia. It's a little direct maybe. 
 
Participant 8: An existential threat to the kingdom. It's an existential threat. The murder of the minister 
has been unpunished, and an undeterred Iran is incentivized to escalate. I think the point they're trying to 
make is if they don't get smacked, they'll come back harder, or at least emboldened.  
 
Facilitator: Do I just sent in the chat communicate that? We are grateful that the dogs are fed, but our 
children are still starving. While we welcome your support, we underscore the regime's security is still 
compromised, the death of our Minister of Defense is still unavenged. This doesn't address that. This is 
an existential threat to KSA. Murder is unpunished and undeterred Iran, escalate. Great. Sending that 
out. 
 
Facilitator: Participant 5, you’re cutting out. One thing you can try to do is if you go to the mute button 
and you press the little arrow to the side; you can change your microphone. You might have several 
settings, and it is possible whatever microphone you're setting is not capturing your voice correctly. But 
we have not yet reached out to Israel, also. That's something we've discussed, but we haven't done it yet. 
 
Participant 2: Let's do it. Shake this thing up. 
 
Participant 7: Agreed. 
 
Facilitator: Can you remind me, we wanted to ask Israel for support, but what specific kind of support 
do we want? 
 
Participant 10: I would initially say we would like to open discussions with Israel about a potentially 
mutual beneficial exchange regarding Iran.  
 
Facilitator: Right, we wanted to give them information about Hamas and Hezbollah. 
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Participant 10: Iran and its proxies. 
 
Facilitator: Do we want to specify that we want to exchange information?  
 
Participant 2: Nope, open-ended.  
 
Facilitator: So, I'm going to say to control that we have a message for Israel that we would like to open 
discussions with Israel about a potentially mutually beneficial exchange regarding Iran and its proxies. 
Does that sound good? Great, that's sent. 
 
Participant 2:I think the next time the US denies our request is when we throw in the energy threat. 
 
Participant 8: Not a no energy threat, too much energy. If we do no energy, then American production 
becomes economical and expands. So, our threat is to flood the market and drive more US producers out 
of business. And Iran is funded by elicit oil sales, which sells at a discount, so that would cause the 
already discounted oil prices to drop even further. So that would screw them over as well, which is 
always a benefit. 
 
Participant 3: And you'd have a Russian connection as well.  
 
Facilitator: I would also like to tell you all, we have some time left, but last session it was a little on top 
of things when I reminded you all about this, so we didn't have very much time to discuss it. In twenty 
minutes, we will have an opportunity to send representatives from our groups to talk to either control, 
the US team, or the commercial team. We can send one to each if we would like. We don't have to talk 
about that right now, but I did want to flag for you all that that's something we will have an opportunity 
to do soon. Participant 5 also says in the chat that over the past few days the Houthis and Iran have 
crossed a red line. He asks why are we waiting for the support of allies and neighboring states, because 
this is a matter of national sovereignty immediate retaliation is necessary and international backing can 
follow, because this fundamentally an issue of self-defense and sovereign rights. My understanding is 
that we believe we don't have the technical capabilities to do much retaliation by ourselves, which is 
why we're relying on our allies, but because this such an existential issue, maybe there is something else 
we can do by ourselves. That being said, we just got a pretty long reply from China that I'll send in the 
chat and read to you all. We told them they need to pick between us and Iran, and they replied, China 
categorically rejects the premise that our space-based cooperation with any nation, including Iran, is 
aimed at compromising the security of others. Our partnerships are grounded in peaceful development, 
scientific advancement, and mutual respect for sovereignty. We also remind our Saudi partners that 
China has consistently supported Saudi Arabia's own space ambitions, commercially, technologically, 
and diplomatically, most recently through navigation access, bilateral payload discussions, and joint 
platforms under the ER. China does not use strategic partnerships as zero sum. We will not be coerced 
into choosing between valued partners. Instead, we encourage all parties to pursue mutual transparency 
and regional de-escalation. Should Saudi Arabia wish to deepen cooperation, whether in satellite 
capabilities, launch services, or data sharing, we are fully prepared to prioritize and expand that 
relationship. So, non-committal again. 
 
Participant 2: It is a spot on China response. 
 
Participant 10: May I recommend a message, and forgive me for my undiplomatic speech, that Saudi 
Arabia and its partners in the region, due to uncertainty about this potential conflict that is emerging 
between Saudi Arabia and Iran, need to reconsider exports of oil to those countries that are most 
supportive of a peaceful and rapid solution or resolution to this crisis. 
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Facilitator: So, Saudi Arabia and its partners in the region, due to uncertainty about the potential conflict 
that is emerging between KSA and Iran, must reconsider exports of oil to those countries that are most 
supportive of a peaceful and rapid resolution for this crisis. Let me send that in the chat. If anyone 
would like to rephrase at all, let me know or else I will send that reply to China. 
 
Participant 3: What is the tipping point for this? We obviously can't go after airpower because we don't 
have anything sufficient to support that successful mission. You don't want to launch a mission that's 
unsuccessful. What is the tipping point for this blowing up into a regional conflict where Iran doesn't 
necessarily work through its proxies anymore, but instead goes direct? I'm assuming there's some 
existential issue between Iran and Saudi Arabia that it would be best for both if only one of them 
survived. So, at some point we have to look at the doomsday clock. What, what is that trigger point? 
How far can you push it? 
 
Participant 10: I believe it would be direct kinetic attacks on Iranian soil. 
 
Facilitator: Participant 5 has said in the chat that, since at this stage the physical attacks are still original 
originating from the Houthis who are getting resources from Iran, he believes there's no strategic 
rationale for broadening the conflict to include China or Russia, because that would simply hinder our 
ability to secure support from the US. So that might be a point against replying in an escalatory manner 
to China's wishy washy latest reply. 
 
Participant 3: But that's to the point I was trying to make. At some point, when does the dependency on 
the proxy, is now, they’re fully supported by Iran. When do they stop depending on that? When does the 
metric for Iran say that they can become offensive against Saudi and take them down? What else can 
happen? The Americans are dragging their feet; they're nickel and diming us with support. At what point 
does the internal metric for Saudi Arabia say, this is the point at which we think Iran has crossed the 
Rubicon and they will actually directly engage us. 
 
Participant 10: So that's an interesting point. We were talking about Herman Khan’s ladder earlier, but 
it's not a really a ladder, it's a spectrum, and you can jump from one point to the other. I don't think it's in 
the Iranian calculus to believe that they could offensively attack Saudi Arabia directly because they 
know that the US would respond in that case. This is a case of they've reached a threshold, and they've 
put a toe over it, but they haven't really committed. If they committed with all their military force to an 
offensive attack against Saudi Arabia, that's a different ballgame. But that's not what's happening here. 
They're using proxies to attack and undermine Saudi Arabia. 
 
Facilitator: So, does any of that change how we'd like to respond to China's diplomatic hedging, or do 
we still want to tell them that because of the crisis we're reconsidering our oil exports? 
 
Participant 10: I think that that's using an element of national power that's available to Saudi Arabia to 
put some pressure on China to rein in its partner, or ally, I'm not really sure what it is between Iran and 
China. That uses whatever influence they have to get Iran to cease and desist. But Iran still must pay for 
its crime against the royal family. 
 
Participant 2: It doesn't have to be now, though. 
 
Participant 3: So, what other elements does Saudi Arabia have to apply pressure? 
 
Participant 8: Saudi Arabia could do a limited attack on a naval facility, for example, but they'd have to 
say something like, this a one off and we're not going to extend this. 



 

99 
 

Proxy Wars in a Space-Serviced World 

 
Participant 3: I was thinking more of having pressure from Israel. You know, putting more heat on other 
problems.  
 
Facilitator: I want to flag for you that we have outstanding messages from Israel and the United States 
that I can read if we want to, to see what that stuff looks like before we respond to China. 
 
Participant 8: Okay. 
 
Facilitator: According to control, on the Israel side of things, Israel says, we would like to explore 
further what you have in mind. However, it is critical that you protect these conversations. We would be 
loath to upset other major supporters of our security and bash Washington. Do we want to tell them we 
want to exchange information to support our actions against Iran? 
 
Participant 6: Could we see the US message too? 
 
Facilitator: Of course. So, I have a couple of notes for you all. In response to our latest attack, the US 
says it is not ready to support direct strikes in Iran at this time. We are ready to go ahead and suppress 
any and all military activities in Yemen and we will work with you to defend the kingdom against 
further attacks, and then we also have a message from Facilitator 2 and 3 saying that if we are going to 
be using the two TT&C channel jammers that the US government offered us, we need to explicitly 
announce that to control. So, do we want to send a message control saying Saudi Arabia is using the 
jammers of the US? 
 
Participant 8: Yes. 
 
Facilitator: Saudi Arabia will deploy the TT&C jammers provided by the United States. Do we want to 
send a reply to the United States about their inability to support direct strikes against Iran? 
 
Participant 8: I think we should tell them that we're in the final stages of planning an appropriate strike 
against the naval facility where we believe the missiles used to kill our prime minister were launched. 
We will announce that this is a measured, proportionate, deliberate response. This is basically telling the 
Americas we're going to do something with or without you. We don't intend for it to escalate, but of 
course the Americans’ concern would be that it will escalate, and they'll probably come right back. 
 
Participant 10: Your Highness can I recommend that we don’t be specific about the target, we just say, 
we are planning a proportionate response targeting Iranian infrastructure. At the same time, also go back 
to Israel and say, we too would like to keep the conversation at the highest levels of security, but we 
would like to move rapidly. 
 
Participant 2: also take the US up on destroying the Houthis. 
 
Participant 8: Yeah. 
 
Facilitator: So, I'm going to say we accept US support in suppressing all Yemeni military activities. 
Furthermore, we are in the final stages of planning our proportionate response targeting Iranian 
infrastructure. We will announce that this was a commensurate and measured response. Anything else 
you want to say to the US? 
 
Participant 6: On their Houthi offer, do we want to ask, is this going to be different from how you have 
“stopped” the Houthis before, which has not actually stopped the Houthis? 
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Participant 8: 10% of the US navy? Which leads to a withdrawal. 
 
Participant 10: And may I also remind your highness that Saudi Arabia supported the US in the Gulf 
War 1991, supported them during the isolation of Iraq during desert fox, supported OIF, supported OEF 
and has been a staunch supporter of the US in the global war on terrorism, to the point that we have 
executed more terrorists than any other country in the world.  
 
Participant 8: All of that would be part of the narrative that they would trot out, yeah. We have used our 
moderating influences in international, Islamic, and Arab fora to dampen anti-American sentiment by 
those who wish to do it harm. In all international forum, including those that the United States is not a 
party to, we have proven ourselves as a faithful partner, et cetera et cetera. There are several industries 
that would not exist without our active and ongoing, customer relationship. We have been targeted and 
excoriated in large part for our closeness to you, our relationship to you, and having suffered for our 
partnership, we'd like to see a positive side to that as well. 
 
Facilitator: I'm drafting that up and then I’ll send that in the chat… Okay. I didn't capture the last couple 
of points about how Saudi Arabia has supported the US, but I did capture most of it. So, we accept US 
support in suppressing all Yemeni military activities. We have used our moderating influences in 
international forums, including those where the US is not membered, to dampen anti-American 
sentiment. This is to say we have proven ourselves as a faithful partner and have suffered due to this 
partnership, with this in mind does the US plan to provide more extensive support than that which it has 
provided in the past? And also, we're going to attack Iran. 
 
Participant 2: Did you already send the TT&C stuff? 
 
Facilitator: I did. I have another follow up about that. I'm going to send this to the US and then I'll read 
the TT&C follow up… Okay, sent out. So, control has  said that we will deploy the TT&C jammers. 
Control says since they represent Iran, they want to know when and if we use these jammers against 
specific Iranian targets. I followed up with Facilitator 2 to ask what they have in mind in that front, and 
she says, in theory we can jam both uplinks and downlinks, uplink jamming would stop signals while 
downlink jamming blocks satellite signals to the ground. I guess they just want to know if we are 
actively jamming any particular targets. 
 
Participant 8: Well, Riad. It would be key royal family, key government, and key military sites. 
  
Participant 3: I assume the Saudis have the ability to spoof GPS signals such as Putin does when he 
travels? 
 
Participant 8: Pretty much everybody does. Half the ships in the Chinese fleet, Chinese fishing ships are 
constantly being spoofed. We're seeing all the ghost fleet tankers spoof their location as well. It doesn't 
require great deals of sophistication. 
 
Facilitator: Okay, I'm going to tell control we're jamming royal family and government military sites. 
We have a couple of outstanding messages, one from the commercial satellite team and one that is an 
Iranian message sent to the US that Saudi intelligence intercepted. Do you want me to read those to you 
before we reply to Israel, or do we want to reply to Israel 1st? 
 
Participant 10: We want the information first. 
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Facilitator: So, the commercial team says dear Saudi Arabia team, Starlink will comply with ceasing all 
direct to device service as our contracts require. We will be able to provide subscriber data, but due to 
the extent of interference over the past few days, it is not technically feasible for us to provide the 
requested positional subscriber data. Furthermore, to demonstrate our good intent and wish to 
ameliorate the situation, US entities have ceased imagery collection over Saudi Arabia. We value our 
relationship with KSA. So, I don't think we need to reply to that, but I did want to inform you all. And 
then, Saudi intelligence intercepted this message from the United States to Iran that I will send here. 
Iran, cease support to Houthis. The US is ready to use non-kinetic options to disrupt any support that 
you might provide. If Houthis continue to escalate attacks on Saudi Arabia, the US is willing to consider 
kinetic moves to disrupt your support for them. And then the US told control for Saudi intelligence to 
intercept this, so they want us to know this. I don't know that we have to respond to that either, but I do 
think that might be good to know in drafting our reply to Israel. What we can do now is reply to China, 
and reply to Israel, but right now is also time for the red phone call, so if we would like to communicate 
directly with any of the countries controlled by control, or with the United States or the commercial 
team, one of us can go to that meeting now and I can send you all the link for you to spend five minutes 
there. But we're not obligated to do that if we feel it would be more productive for everyone to stay here 
and continue discussing. 
 
Participant 10: Your Highness, with your permission, I’d like to represent us in communication with 
Israel.  
 
Facilitator: Participant 10, you'll be going back to the Plenary meeting. When you go back, you can tell 
them, I want to talk to Israel; we sent a message to Israel, but we didn't have an opportunity to follow up 
to their reply. I want to do that in person. 
 
Participant 10: Thank you. 
 
Facilitator: Of course. Try to come back around 06:05 or 06:10 P.M. if you're able to. 
 
Participant 8: So, we're going idle for a few minutes. 
 
Facilitator: We can continue discussing here while they're away. We've been discussing a public 
statement to send to everyone as the GCC leadership, and we also discussed replying to China's hedging 
message. We haven't done either of those yet, but we can do both of those things in the time that 
Participant 10 is talking with Israel. 
 
Participant 8: I don't think the Chinese message is worth responding to. 
 
Facilitator: Would we like to send a public statement? We had discussed requesting that GCC and 
Islamic counterterrorism coalition member states, including Pakistan, condemn this attack, but we 
haven't sent that message out yet. 
 
Participant 8: Yes. 
 
Facilitator: This is what I've drafted for that, but didn't send out yet. I'm sending that in the chat and will 
read it out to you. If we'd like to add anything, we definitely can. I've written, we request that GCC and 
Islamic military counterterrorism coalition member states, including Pakistan, heavily condemn this 
attack. We underscore that Pakistan's relationship with China is creating security concerns for the KSA. 
Furthermore, in the wake of these attacks, we are undergoing a telecommunications lockdown ending 
direct satellite cell services. Great, I will go ahead and send that out then. 
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Participant 4: Hey, so what happened with the kinetic attack? Are we going to do it or have somebody 
else do it? 
 
Facilitator: So, we requested that the US kinetically respond to Iran, and they said they weren't ready for 
that. 
 
Participant 4: What about us? 
 
Participant 8: I think we have to do something. 
 
Participant 1: I agree. 
 
Participant 4: Destroy at least a couple of ships or radar sites. 
 
Participant 6: I like the idea of attacking some sort of naval or facility where we can argue that that's 
where stuff is being sent to the Houthis. Even if it's not, that's at least a good public explanation for why 
that target. 
 
Participant 1: Okay, the US is in the room. Welcome back.  
 
Participant 9: Thank you. I obviously regret the circumstances in which we find ourselves talking again, 
but it's important for us to keep our communications open. I know we've had some correspondence 
earlier today, and we're watching with great concern these extremely problematic and troublesome 
developments. Let me start by asking, I know you have many concerns, but what can we do to help here 
and what can you share that I need to know? 
 
Participant 8: My brother is dead. He was killed in our capital, in front of my subjects, my father's 
subjects. We have to respond to that with a like thing. This will not end here unless we end it. We have 
to inflict a similar visible level of pain on the people who did this. The octopus has many tentacles, he 
can lose one, he can lose two, he can lose three, we have to hit the head of the octopus in a manner that 
will punish him and prevent him from thinking he can do this again in the future. We're a little 
disappointed by your response here. It seems to undervalue the depths of our friendship and cooperation 
with you and our strategic partnership with you. We need to avenge your secretary of defense’s 
counterpart and my brother. 
 
Participant 9: I certainly understand where you're coming from in that regard. Now, what the US can do 
in that regard, there's limits on. We understand that the kingdom has options under law and has interests 
that might require forms of action that the US is not currently willing to take on. I understand there's a 
there's a way to trace the ultimate origins of these missiles, but they are being launched by the Houthis, 
and we’re willing to go after that source of the attacks. We’re in a position to engage in direct attacks in 
suppressing those, but the US is not willing to engage in direct attacks inside Iran. That is a limit that we 
are currently at while recognizing we want to do what we can to defend and avenge the kingdom, but we 
also have a national interest in not seeing this escalate into a wider, extremely destructive regional 
conflict, which would be a tragedy for everyone, including a further tragedy for the kingdom. 
 
Participant 8: The Iranians are laughing at you and they're trying to murder us. The Houthis, yes, they 
launched the missiles, and they deserve to be punished for that, but they didn't build the missiles, and 
the Iranians didn't send them to the Houthis expecting them to be used as planters or museum displays 
or to launch the Houthis space program. We are going to have to take some action, and it's going to be 
kinetic. We would prefer to do it with you but in order to maintain our role as a leading security 
provider, and as a leading partner of the United States, not as subjects of the Iranians, we're going to 
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have to stand up to them in some way. I hope we can do it with you. It will certainly be smaller it we act 
alone, but we will do something. When it happens, you shouldn't be surprised. That is the language 
that's spoken out here among people who live here and don't have the option of retreating over an ocean. 
So, I appreciate your support, but please understand the position that we're in and the concerns we have. 
 
Participant 1: Participant 9, can I ask a question? 
 
Participant 9: By all means. 
 
Participant 1: Since you're reluctant to actually put bombs on target, if Saudi aircraft actually fly the 
strike, would the United States be willing to provide support to that strike? Cyber, communications, 
security, any of the manifold capabilities that you have. This shows you have skin in the game, with an 
element of deniability as well. Could we count on that level of support if we do the actual trigger 
pulling? 
 
Participant 9: The answer to that question may depend on the nature of the attack that you're 
considering. 
 
Facilitator: Yeah, I do want to let you all know that we have about one or two more minutes to have a 
discussion with Participant 9 before the end of the red phone call. We can take a couple more minutes if 
the discussion's being productive. 
 
Participant 9: Are you in a position to talk about the attacks you have in mind? I would probably need to 
have some understanding of that to see what support we could provide. 
 
Participant 1: We have been thinking about a naval target. It's close to the coast. It's obvious that's where 
the missiles are departing from, and heading towards Yemen the Houthis. We would be able to 
demonstrate our commitment to striking Iran without the obvious complications of a wider war if we 
strike the capital or if we strike a religious site or a government facility. An active port facility that we 
know has a military capability would be a start. We would fly the actual strike, and your support would 
be very welcome, and very beneficial in making sure that strike succeeds. We were dismayed at the 
small number of missile launchers we were able to eliminate in our first strike, and we want to do a 
better job this time. 
 
Participant 9: Thanks for sharing that. I appreciate your willingness to share. I understand the rationale 
for the target you’re looking at, and that certainly may open some more options. I will need to consult 
with the President to make a commitment, but I'm going to reach out to him immediately after this call 
and discuss what the US can do. I understand that the Kingdom is in an incredibly hard situation, and 
you've suffered much, and we thank you for communicating with us to see what we can do to help. 
 
Facilitator: We thank you for your diplomatic rendezvous, Participant 9, but I'm afraid this has to be the 
end of the red phone call unless anyone has any final thoughts… Alright, Participant 10, how was your 
discussion with the Israelis? 
 
Participant 10: I presented a proposal to my Israeli counterparts that, we would provide information on 
global Hamas and Hezbollah activities, as well as Iranian bank accounts that are being used to fund their 
operations. In exchange, we’re asking for covert or clandestine capabilities that would seriously hurt 
Iran, and I specifically asked about the potential to bring down the Iranian satellites. They seemed to 
hedge a little bit on that. I think that they were lying when they said they needed to check the technical 
feasibility of it. But they were somewhat more concerned about the potential of war with Russia. I 
pointed out that while Russia may be using these satellites, and they have a financial interest in them, 
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it's unlikely that they would go to war over it because they have so many other satellites and they also 
help launch many globally. They may be bothered by it, but they probably wouldn't be willing to expand 
the conflict. Then they said that Russia is causing other problems in their neighborhood not related to 
this issue. I went back to them again and said, look, Iran is the biggest thorn in both our sides at this 
point, and it would be best for both of our long-term interests if we could seriously weaken Iran to the 
point where sponsorship of those activities was limited. 
 
Facilitator: Great, thank you for that update. Is there anything else we'd like to communicate to 
control/Israel via email based on that conversation?  Or can we let that simmer? 
 
Participant 8: Let it simmer. 
 
Facilitator: Okay, well it's good that we started that discussion with Israel, but we can definitely let it 
simmer. The other thing we've been discussing is a naval target strike in Iran. I drafted up of a message 
to send as a public statement to everyone to that effect that I sent in the chat. We can maybe reach out to 
the US first to ask if they want to provide support before we do the attack, or we could do the attack and 
say, we hope we can count on support. 
 
Participant 10: There was one other thing they brought up, which was support for their vision of 
rebuilding Gaza. I said that his royal highness was of a high intellect and an expansive mind and could 
find opportunities where they may exist. 
 
Participant 8: What a mess that's going to be. 
 
Participant 6: Not that we would make it public yet, but do we need to be more specific internally on 
what exactly we're striking, or how big a strike? 
 
Facilitator: Sorry to put a pin in that, but I told control that we are jamming key royal family and 
government military sites, and control wants us to clarify what that means and whether we are jamming 
Iranian communications or something else. 
 
Participant 8: Anything that can communicate with Yemen would be a priority. 
 
Participant 10: May I suggest another receptive ploy? A communication to our embassy in North Korea, 
that we would be interested in opening talks with the North Koreans about purchasing some of their 
missiles. Not that we would go through with it. 
 
Participant 8: Well, Saudi Arabia actually has Chinese surface to surface missiles, silkworms, and we 
have our own domestic missile program which is believed to have both Chinese and Pakistani 
assistance. So, we could say we're broadening. We'd ask the North Koreans for help, but I don't think 
we'd broaden it directly to that. So, the Saudis actually have a separate armed force called the strategic 
rocket forces which they hide from us. In all my time working with Saudi armed forces, I've only met 
three officers who actually say they’re members of the strategic rocket forces. It's very unusual. At the 
war college, their uniforms have Velcro and usually it'll say Saudi Armed forces if they're in the strategic 
rocket forces. 
 
Facilitator: A quick flag for you all. We have ten minutes of communications left before those close and 
we're tasked with working on the slides. The two things we have outstanding right now are a potential 
naval strike against Iran and potentially sending communications to our DTRK embassy to request their 
support in this crisis. 
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Participant 1: Is this potential naval strike action draft message? Is that going to the United States? 
 
Facilitator: I have it right now drafted to be sent to control, the United States, and the commercial team, 
so it would be a public strike, but we can theoretically send it only to control and say we are trying to 
covertly strike. 
 
Participant 1: I think the part that we are going to strike should be public. I don't think we should make 
public the fact that we're trying to get US support for it. I think that would ruin the deal. We haven't 
heard back from the US about our proposal. I would just recommend not tipping our hand publicly at 
this stage. 
 
Facilitator: So, I'll remove that last sentence and then send that public statement out… Alright, then we 
are officially striking naval targets in Iran. We have ten more minutes of communications, and we've 
discussed reaching out to the DPRK. What specifically would we like to request from them? 
 
Participant 8: Missiles. 
 
Facilitator: So, what I have drafted right now is pretty simple: we send comms to our DPRK embassy. 
We are interested in opening talks with the DPRK about purchasing some of their missiles. Do we want 
to say any more than that or is this fine? 
 
Participant 8: Well, I’d say we want to purchase missiles and technology to build our own. That would 
get some people's eyebrows up. 
 
Facilitator: Great. Is there anything else? 
 
Participant 6: One question given what I think Participant 8 was intending with that, do we want to send 
this and indicate that we're doing it in a way that we're not going to try very hard to keep it secret? It 
seems like this is more of a message as opposed to actually expecting those missiles anytime soon. 
Maybe we forget to encrypt it. 
 
Participant 1: I agree. I also agree, we need to make it clear that this naval strike is going to happen. We 
are going to take action. We're not asking anyone's permission at this point. 
 
Facilitator: Yeah. We’ve said that in no uncertain terms. The other message I've drafted is, we send 
comms to our DPR embassy, we're interested in opening talks to the DPRK about purchasing some of 
their missiles and technology to build our own. While we are not publicly communicating this message 
to other teams, the KSA conveniently forgets to encrypt this message, allowing it to be intercepted. 
 
Participant 1: It's great. 
 
Facilitator: Participant 5 flagged that given the relationship between Iran and North Korea, such a 
scenario appears unlikely. Do we want to try to do that anyway or reconsider? 
 
Participant 6: It's the messaging that counts, right? It doesn't matter if you get the missiles or not, or any 
support from North Korea. It’s the messaging you're intending. 
 
Facilitator: Then I'll go ahead and send that out. Also, the commercial team asked for a clarification 
regarding our strikes against naval facilities. They want to know if the naval facilities are owned by the 
Houthis or if they're in Iran. We are attacking naval facilities in Iran, correct? 
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Participant 1: That's correct. 
 
Facilitator: I will say that. And then, from control, Iran has responded to our most recent jamming. In 
response to reports that Saudi Arabia has initiated jamming operations against Iranian government and 
military comms channels, the Islamic Republic of Iran has begun targeted defensive jamming activities 
focused on military foreign bases operating near its borders, particularly those in Iraq and Yemen that 
may be involved in interfering with Iran's regional communications. Any effort to sever Iran’s ability to 
maintain coordination with regional partners will be viewed as a hostile act. Iran will prioritize the 
protection of communication pathways with Yemen and other strategic theaters. These measures are 
strictly defensive in nature, but Iran reserves the right to escalate proportionally if it's sovereignty or 
regional partnership are threatened. That doesn't seem like something we need to directly respond to, but 
I just wanted to flag. 
 
Participant 3: We kind of will do that when we blow up one of their ports. Thank you for the note. Have 
this. 
 
Facilitator: So, we have five more minutes to take any additional actions other than this last response 
from Iran that I just read, we have not really received any other relevant responses other than that 
request for clarification from the commercial team. But if there's anything else we'd like to say in the 
last five minutes before we switch to the briefing slides, we can. 
 
Participant 1: So, there's been no follow up from the United States since we had the visitor in our 
chambers. 
 
Facilitator: No. 
 
Participant 3: Do we want to try to put pressure on all of Iran's proxies, not just the one or two. 
 
Participant 6: I was going to ask, should we send the US a very quick note that says we’ll say go at 
07:30? If you've got something to say, say it now. 
 
Facilitator: We did actually just receive a follow up from the US in response to the attack against the 
naval port. The US says, we acknowledge your attack, we will support you in any defense against 
retaliation. We again suggest we concentrate our joint efforts in suppressing Houthi actions. We would 
note that our intel indicates that your strike was successful in destroying the naval port. 
 
Participant 3: Good, very nice. 
 
Facilitator: So, I guess that means they're not lending us much offensive support. 
 
Participant 8: That's an acceptable answer. The response could have been, if you do that, you're on your 
own. 
 
Facilitator: Would we like to say anything to them in response to this follow up or are we happy with, 
with where we're at? 
 
Participant 8: I think we just say thank you.  
 
Facilitator: We thank you for your support. 
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Participant 8: This is something. I mean, they're basically underwriting it. They're saying if Iran 
retaliates against you, we’re there. That's kind of what we want. 
 
Facilitator: We haven't heard all of that much from the other teams, but the US team and the commercial 
team have both been supportive of us this Move. I will now pull up the slides for us and keep an eye out 
on whether or not we receive any follow up messages. 
 
Participant 7: What port did we take out? 
 
Facilitator: I don't think we specified. We just said a naval port. 
 
Participant 1: Somebody posted some coordinates? 
 
Participant 3: I posted the coordinates because that one had political and theological implications. 
Bandar Khomeini.  
 
Facilitator: Would you like me to clarify the latitude and longitude of the port we're targeting to control? 
 
Participant 8: Honestly the base we want to hit would be Jazeriel Keshum. But Bandar Khomeini is a 
big commercial base and that has their underground missile facility. The big one is Bander Abbas. I 
think Bandar Khomeini is a commercial point. Let me check that out.  
 
Participant 3: I just picked it for the name.  
 
Participant 6: Is that where they would be shipping stuff to the Houthis? If it's a major commercial or 
cargo hub? 
 
Participant 8: Bandar Khomeini is way up the gulf, and it's closer to Iraq and Kuwait, so that might 
bring those guys in. We might have overflight issues with territorial waters. So, the one we want to hit 
would be Bandar Abbas, which is down south. 
 
Facilitator: This discussion will be good for the slides so we can clarify where we are targeting, but in so 
far as the game itself, Iran already responded to our targeting of an unspecified naval base. So, I'm going 
to read that out so we know the state of the game, and then we can move on to drafting our slides. The 
Islamic Republic of Iran unequivocally condemns the Saudi regime’s unprovoked military strike on 
Iranian naval facilities; this act of aggression represents a clear violation of international law and will 
not go unanswered. In accordance with Iran's inherent right to self-defense and in response to this 
blatant attack on our national territory, Iran will target strategic Saudi infrastructure directly linked to 
the kingdom's ability to fund and sustain regional aggression. Saudi Arabia's continued militarization 
and destabilization of the region, particularly its role in Yemen has made economic choke points and 
critical trade infrastructure legitimate targets for proportional retaliation. The world must understand any 
state that attacks Iran will face consequences where it is most vulnerable. Iran does not seek war, but it 
will never accept unchecked acts of hostility. Further Saudi aggression will result in broader and more 
severe consequences. In the early hours of 11 February, Iranian precision guided munition struck 
infrastructure at Saudi Arabia's main commercial port in Raf Tanura. The limited attack caused damage 
to fuel storage tanks and halted maritime traffic for several days, dozens of civilian casualties were 
reported. Saudi authority stated that port operations resumed within four days. They sent that right at the 
end of the Move at 06:30, so we won't have an opportunity to respond until the beginning of the next 
Move, but that is something we want to keep in mind when we're drafting our answers to the discussion 
questions. 
 



 

108 
 

Proxy Wars in a Space-Serviced World 

Participant 1: Well, the US did promise defensive support. 
 
Facilitator: I think that is something we want to note in the answer to our first question. So let me go 
ahead and share my screen so we can start drafting… The first question is, what actions, if any, might 
Saudi Arabia or its partners be willing to take directly against Iran in response to the strike on MBS’s 
brother and Saudi infrastructure? 
 
Participant 8: We're looking at the attack on Bandar Abbas. There's both a commercial oil facility and a 
cargo container port. We’d probably target the cargo container port, because that’s where missiles would 
be loaded, and that also would make it hard for them because I think something like 80% of their 
inbound cargo comes through there. 
 
Facilitator: So, the attack on the Bandar Abbas port. The other things we did weren't exactly actions 
directly against Iran, but do we want to make mention of the many diplomatic steps that we took this 
Move in response to Iran? 
 
Participant 1: I think we should because there's no other place to address it and that's an important part 
of our strategy. 
 
Participant 6: And we continue to pound the Houthis.  
 
Participant 10: I would say attack, not pound. 
 
Participant 1: Also, the Iranian manned facilities in Yemen that are supporting what the Houthis are 
doing. We struck them before and are continuing that. 
 
Participant 6: I guess this is where we would list jamming satellites that we think might be useful for 
Iranian communications. 
 
Participant 1: Absolutely. 
 
Facilitator: Are there any actions we think we might be willing to take that we did not take in this move? 
 
Participant 10: Well, we asked the US to strike the Iranian satellites. It didn’t need to be kinetic 
necessarily. 
 
Participant 6: If we had had US support, I think we would have been willing to conduct even bigger 
strikes against Iran. Initially, Tehran International Airport was suggested. 
 
Facilitator: Sorry, what was the other example?  
 
Participant 1: A proposal to go after their new space centers. 
 
Participant 8: But those are in the middle of nowhere. That’s the problem with that. 
 
Participant 1: I remember that chapter on Middle East space capabilities, it said the Iranians really were 
putting a lot into a space capability, so it may have symbolic value. It was worth considering. 
 
Participant 8: Perhaps. 
 
Facilitator: Okay, is there anything else to add here? 
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Participant 1: I think last time it was a strength that our slides were focused and punchy.  
 
Facilitator: I agree. Let's move on to the next one then and we'll have time to review all three. Second 
question, what other civilian infrastructure and commercial targets might the Houthis attack next and 
what might the consequences of such strikes be? 
 
Participant 1: Well, their last message was loaded with all kinds of threats. There are very few limits on 
what they won’t do. 
 
Participant 10: Desalination plants. 
 
Participant 8: Yeah, that's an existential threat. 
 
Participant 6: One thing I wonder, are they more likely to target things like desalination and electricity 
because that will cause direct pain to the Saudi population without directly impeding the international 
flow of oil? More pressure on the regime, but China might not lean on Iran as much if they're not 
attacking oil infrastructure. 
 
Participant 8: And it also calls into question the ability of the Saudi state to provide even the most 
essential state services. 
 
Participant 1: This is what they've already targeted. Critical government, financial, and residential 
districts, capital operations, air traffic control. They've already crossed the major line with. 
 
Participant 6: Facilitator, I think that that last bullet is backwards. We think China would be more likely 
to be okay with Iran attacking civilian domestic infrastructure and less okay with attacking oil export 
infrastructure. 
 
Participant 10: Your Royal highness. How confident are you that you have been able to suppress and 
control the more extreme and conservative elements of your country? 
 
Participant 8: That is a question that we argue about a lot, whether they have died or just gone 
underground. The consensus seems to be that the society has actually transformed to be more like a 
Western society, where the issues that lead to domestic malcontent are not things such as conformance 
with Islam, but rather the questions, where's our future, there's corruption, the system is rigged, no 
services. I’m not sure if that consensus is correct, but it is prevalent now. 
 
Facilitator: Is that captured by this first sub bullet or do we want to add more detail? 
 
Participant 8: What they say is that Riad only ever has thirty-six hours of water. 
 
Facilitator: Yeah, I think this kind of captures it. Do we have any other thoughts? 
 
Participant 1: Do we want to say that strong support from the United States to provide mitigation efforts 
would help us get through this? I mean, they promised all kinds of support short of targeting Iran 
themselves. They could make sure we have water and whatever they can make available. 
 
Participant 8: The United States wouldn't be able to help with water in the short term. Help would be 
retaliation against further Iranian attack. That's really what we need. 
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Participant 10: I don't think we need to write it, but as long as you can speak to it, the goal of this to 
destabilize the country and undermine the regime. 
 
Participant 8: Cut me off when I start getting too pedantic, but the Iranian message has long been that 
Saudi Arabia is an illegitimate regime, an apostate regime that incompetently and malignly administers 
the holy places of Islam and deserves to be overthrown. Of course, the Shia population of Saudi Arabia 
is concentrated in the oil producing rings, and the revolutionary guards are not the Iranian resolution 
guards, they’re the Islamic revolutionary guard corps. And they claim to have sovereignty; they claim to 
represent the interests of Shia everywhere. So, if the Saudi government is impeded in its ability to 
provide basic goods and services, that feeds into the longstanding narrative that this illegitimate regime 
can't function. So, it is an existential threat to the ruling family and to the government. 
 
Facilitator: It’s somewhat captured in the first sub point, but it is an important thing to note so maybe we 
should have an additional bullet point there… For now, let's move on to the last slide, but we can go 
back and add stuff to the other two slides because we'll have time. On this last slide the question is, 
given the growing difficulty of attribution, what new policies, if any, would help reduce the military 
misuse of space-based imagery and communication services and technologies? How might commercial 
satellite companies self-monitor or restrict operations in the region? 
 
Participant 1: I think the relative silence of the commercial team this round speaks volumes. They're 
rocked back on their heels by the implications of all this. And I'm not sure we as the Saudis can come up 
with new policies and recommendations, but clearly the existing regime does not account for all of the 
potential mischief that can come from these devices. We never got any updates about whether the 
Starlink terminal was involved. That was never clarified. 
 
Participant 10: These companies are not incentivized to police themselves or reveal or acknowledge this 
type of behavior. There has to be some type of enforcement mechanism, and it's going to have to come 
from a body of international law. Even countries aren't enforcing this or have gray areas when it comes 
to enforcement. 
 
Participant 6: For our team, I think it felt like these technologies help the offense, and especially non 
state actor offense where we, the Saudis, would be happy with nobody shooting at each other. To the 
extent these technologies help the Houthis be able to damage us, we feel like this a net win for the 
Iranians and the Houthis.  
 
Participant 10: If you look at what the Houthis have been doing to trade in the red sea, it's hurting 
everybody. The problem is the proliferation of technology has reached such a magnitude that even non-
state actors can leverage it. 
 
Participant 8: I just don't see how you could control it. 
 
Participant 1: I remember twenty years ago people were talking about how can we control the internet? 
Well, the answer is you can’t. 
 
Participant 6: That said, we have gotten awfully good at tracking things on the internet. The battle 
between the internet and governments has gone better for governments.  I was a student at MIT in the 
1990s and I would say that it's gotten a lot better for governments than a lot of those early internet 
pioneers thought it was going to thirty years ago. In fact, I once asked a director of the NSA about some 
of the encryption debates and he just smiled and said, I love it when people use computers. 
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Facilitator: We can go back through the three slides one more time, but I wanted to ask because I don't 
think we talked about it at the beginning of this session. Do we have somebody who's willing to do the 
team briefing at the end? Participant 6, I believe you did it last time. Would you be willing to do it again 
or would we like to select someone else? 
 
Participant 6: I am happy to let somebody else do it or I'll do it again if that's what the group prefers. 
 
Participant 1: Well, I thought you did a great job but if anyone else wants to step up, surely, they'll do a 
great job too. 
 
Participant 8: Participant 6 you have served us well. 
 
Facilitator: Then that's what we'll do. When I send this out, I will CC you again so that you have the 
slides for your own reference. 
 
Participant 6: One general observation which might not fit on any of these slides, is in a certain sense, 
space didn't end up being that important to this move. Once we were over the threshold that the Saudis 
felt Iran had to be visibly punished, whether it was a space related action that set it off or whether it had 
been dudes with AKs assassinating a leader, the space part didn't really matter that much relative to the 
bigger issues of is the US going to help us bomb Iran or not. 
 
Participant 1: I agree, most of the space questions we had remained unanswered. 
 
Facilitator: I can add that to this slide. 
 
Participant 10: I think the US deferring to kinetic attacks against Iran raised a greater risk of a wider 
conflict than having just taken out the satellites to begin with. If they had taken out the satellites to begin 
with, Iran would have been angry, they would have crashed into the sea, but there's not much they could 
have done about it. But now you've got dead Iranians and a damaged economy. 
 
Facilitator: Does this new sub bullet capture that? 
 
Participant 10: Yeah. 
 
Facilitator: Okay, is there anything else we feel that we should add to this first slide? Participant 5 says 
that the attribution challenges inherent to space and cyber complicate accountability. Is that something 
we would want to note in this first slide or is that something we would prefer to verbally make note of? 
 
Participant 10: Can I correct one thing in that bullet about the satellites? Originally, we just wanted the 
jam them and not permanently damage them, but after the second attack with the murder of the crown 
prince, we wanted something permanent. We wanted them to be destroyed. I think we should probably 
restate that to, US deferring to kinetic attack against Iran raises the risk of a wider conflict more than the 
destruction of the satellites in the first place. It's pretty hard for the Iranian leadership to whip the 
country into a war state when two satellites crash into the ocean. Whereas missile attacks and air 
bombardment of their oil and port facilities with killed Iranians, is a different story. 
 
Facilitator: Let's go ahead and move on to the second slide because we only have five more minutes. I 
think for this one we covered most of what there was, but do we have any corrections or any additional 
civilian infrastructure or commercial targets that we think the Houthis might attack next? 
 
Participant 10: Yeah, major comm nodes or places where underwater cables come in. 
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Participant 7: Specifically, maybe Neo? Where they're doing Vision 2030, what they're building there, 
maybe. 
 
Participant 8: Or underwater pipelines.  
 
Participant 7: Yeah, there's a gas pipeline. 
 
Participant 8: The gas pipeline is shared gas infrastructure between Qatar and Iran and the only major 
pipeline that runs under the gulf goes from Qatar to Dubai, the dolphin pipeline. I don't think there's a 
major pipeline from Iran to the other side of the channel. There was a discussion a while ago about 
having one to Abu Dhabi but that was a hoax. 
 
Facilitator: Is that something we want to make note of with a sub bullet? 
 
Participant 6: I think it’s good as is  
 
Facilitator: Okay, sounds good. Unless we want to add anything else to this slide, we have three minutes 
to go over our answers for the third question. Let's take a look at that. The third question is, do we have 
any policy or regulatory solutions for this problem? We have a few ideas, but mostly our ideas are we 
don't know. 
 
Participant 10: Within the kingdom of Saudi Arabia, we could mandate that all communications have 
some traceable link, not that we'd necessarily monitor all of them, but we require all communication 
entities to have traceable links or wouldn't be licensed to operate. 
 
Facilitator: Okay. Do we have any last-minute additions? No? In that case, I will stop sharing my screen 
and send you all the links to the plenary sessions so that we can go back for the hot wash. Thank you all 
so much for your work today. 
 
 
United States Government Team 
 
Participant 1: Alright, well why don't we start off. Let me just say up front, this is a little bit more 
ambiguous of a situation than we faced the other night, and even though things have escalated militarily. 
In my mind, and I'd like to get everybody else's opinion on this, but in my mind, the actual actions that 
the US might take are lessened in scope and need than we faced the other night, but I'd like to get other 
people's perception of the situation right now. Anybody jump in. 
 
Participant 5: Well, that's not what the Saudis are going to think, and if they were mad at us yesterday 
for our restrained response, they'll be even more upset with us this time if we say, well, what this really 
is an issue of attribution in space. That’s not going to be seen as a good, allied response to the killing of 
their defense minister and what they will consider to be signals that Iran was behind it. 
 
Participant 1: Agreed, Participant 5. Anybody else’s thoughts about this? 
 
Participant 3: The problems is framed for us as how do we address our commercial space systems, but 
that does seem to be a somewhat attenuated aspect of the overall problem here. At best, a spotter is 
communicating with handlers. That could have been done through this pathway, but it could have been 
done through other pathways. Assume we took a very dramatic step with respect to commercial space, 
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that have very little efficacy to get after the basic problem of an Iran backed proxy launching series 
attacks against this ally. 
 
Participant 1: Yeah, Participant 3, what you and what Participant 5 just said reminds me that there's 
probably two parts to this question and I was only really thinking about part one, which is the US vis a 
vis our own satellite operators, but part two is what Participant 5 said. Regardless of how they're getting 
the information, regardless of if US firms are involved, regardless of all of that stuff, we still have a 
building conflict in the Middle East and we need to decide what we're going to do about that and I 
would guess, unless somebody can identify a third question, those probably each deserve their own 
discussion. They're really completely separate things. 
 
Participant 5: If we assume that it's Iranian satellites being used to help locate these targets and guide 
these missiles, is there a China or Russia element to this that might not be immediate but might be 
longer term? We did talk about a reach out to China and Russia in the first Move. It might be interesting 
to ask control if there was any China and Russia response to our reach out. 
 
Participant 1: Yeah, Participant 5, I think that's good. It is interesting that when we talked about this last 
time, we decided that the Saudis probably had even better channels to the Chinese and Russians than we 
did. And yet this scenario paints a picture of the possibility of Chinese ISR satellites being used for this 
attack. I'll say from a real-world perspective, the use of any third-party satellite to do these kinds of 
speedy attacks is almost ridiculous to even consider, but we're not supposed to fight the scenario, so I 
won't go beyond that. But I think you're right. Maybe it would be great to go ahead and do what you just 
suggested first here, which is to ask control, have we gotten any response to prior outreach to the 
Chinese? And I want to use the Chinese specifically because I think Russia is a different case. 
Remember the original satellite we're talking about here, the Kaizen satellite or whatever it was called 
was a Russian launched, Russian owned satellite given to Iran, so it's a little bit different case than this 
Chinese satellite which would probably just be an issue of imagery. Facilitator, maybe we can send a 
note to control asking, have we gotten any response from China, on whether or not they have provided 
support to the Houthis on any of these attacks? I think a simple question like that would be good. I'm 
sure the Chinese response will be no comment. But we should at least ask the question. Is everybody ok 
with that? 
 
Participant 5: Do we want to be more specific and ask, have the Chinese satellites in the area had any 
contact with any parties in Yemen? I'm out of my depth on the technology here. 
 
Participant 1: They wouldn't directly contact the satellite, that's not how any of those work. It would 
have to go through a Chinese broker to go ahead and get it. And in China, all those brokers are state 
controlled. But what should we be asking about Russia at the same time? You can send the question, 
Facilitator.  
 
Facilitator: Sounds good. 
 
Participant 1: Does anybody have any comments about what should we be asking Russia at this stage? 
 
Participant 12: I think we don't necessarily need to ask any question to Russia. It would be better to 
warn Russia to avoid any interference in the field, including using their satellite imaging or giving it to 
the Houthis. It's sending a warning without any concrete evidence, and then telling the Saudis that we 
are doing everything we can, including warning Russia to stay out of the conflict so the Saudis can feel 
more supported by us. 
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Participant 1: I don't want to use the word warning, but I would agree we should send a message to 
Russia urging them if they are supporting any strikes in the region that they should stop that. Participant 
7, I think I saw you nod your head on that. Do you agree? 
 
Participant 7: I was just wondering if we would want to ask some of our allies to join us in a multilateral 
demarche to Russia. We're suggesting that if they are involved that they reconsider their actions in the 
region right now. 
 
Participant 1: Do you want to go to a formal demarche, or do you want to go through a private urging? 
 
Participant 7: I guess if we still have private urging channels, we would use those first. 
 
Participant 1: I think we still send private messages. 
 
Participant 7: Of course, I think the response we’ll get back from them is why are you asking us? You've 
got all these commercial companies that are selling stuff to all kinds of customers in the region and 
therefore it’s really your fault. That's probably what they're going to say. 
 
Participant 1: I think at this point, to both protect our own companies and to show support for our Saudi 
allies, I would send out a message to all of our commercial firms to cease all imagery operations over 
Saudi Arabia. We can do that under the license; we are allowed to tell them to do that. 
 
Participant 7: A question on that, would we be willing to reimburse the companies for this action? All of 
our past shutter control activities have been basically checkbook shutter control. 
 
Participant 1: I would like to see the commercial companies come back and ask us to pay them for it 
rather than offer. You're right, for those who don't know, in the past when we've wanted commercial 
imagery companies to not provide images of a certain area, we just buy up all their time over those areas 
so they can't provide it to any other customers. Even though we have the legal authority under the 
Commercial Remote Sensing Act to tell them to not do it, and we have contractual language with them 
to tell them not to do it, we have never exercised that because of the potential first amendment problems 
that might come with that. But when we did shutter control like that before, there were really only one 
or two imaging companies. Now there's twenty plus US imaging companies out there, probably of a tier 
two or tier three nature that would be helpful here. Let's, let's immediately send a message to the 
commercial team saying based upon the tensions in the area, the US government has determined that 
you should cease all imagery operations of the territory of Saudi Arabia until further notice. And 
Participant 5, you asked, do the Saudis use US commercial satellites for their own purposes? I'm sure 
they do, but most people don't buy images of their own country because they have access to that in other 
ways. Usually they buy images of places they can't get to themselves, so this would not really affect a 
Saudi request and even if it did, we don't know if a request from Saudi was going to somebody who was 
at odds with the kingdom, and so I would say that we should just shut down imagery all over unless 
somebody disagrees with that. 
 
Participant 11: Do we want to tell the Saudis that we’ve told the commercial companies to stop or is that 
an admission that perhaps we think our companies might have something to do with this? 
 
Participant 1: That's going to be the next message I think, exactly that. Does everybody agree with this?  
 
Participant 3: I was suggesting in the chat maybe we go ahead and send that. I think it's important to get 
that moving quickly, but I know that Starlink has also been implicated in this problem, and do we 
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consider whether something like shutter control for the imagery satellites be considered or requested 
regarding other kinds of commercial system? 
 
Participant 1: That's a separate matter that we should discuss. We do not have equivalent licensing 
standards and control over commercial communication satellites. We can talk about that in a second.  
 
Participant 2: I would recommend to add a statement that under any circumstances a seasonal collection 
of the imagery would not constitute any admission of enrollment. 
 
Participant 1: I was going to include a statement like that to the societies, but I think you're suggesting 
we also include a statement like that to our commercial companies as well? 
 
Participant 2: It's entirely up to you sir. The reason for it is the debrief from our commercial entities. 
They felt that they have been accused. I don't know, because we are the US government and this is our 
company, and this is our taxpayers, perhaps it would be prudent to communicate something like this but 
it's entirely up to you sir.  
 
Participant 1: The first statement that Facilitator is drafting, does anybody else have any comments on 
that? Because I would like to get this out to the commercial companies quickly so that we have an 
opportunity for them to respond if they choose to respond. And then, can somebody compose something 
that we should send to the Saudis on this action we've taken right now?  
 
Facilitator: We got our response from the control team on the question about China, and I can send it in 
the chat. 
 
Participant 1: Okay. That’s fine. Do I have any volunteers to compose a note to the Saudis to tell them 
what we've done thus far? 
 
Participant 5: I wonder if a note to the Saudis should hit both levels. In other words, it should say, we 
want to coordinate with you on responses to the attack on the defense minister and condolences, etc. We 
want to consult and cooperate with you on attacks on Houthi launch sites and other Houthi assets. We 
need to consult on appropriate responses to Iran, and that's level one. Level two is, we have no 
information and no suspicion that American commercial satellite companies have been involved in 
relaying information to the Houthis or any other third party. However, in a full measure of caution, we 
have ordered them to stop collecting satellite imagery over Saudi Arabia until further notice. Yeah. Then 
I would put a third bullet in there, we have contacted both Russia and China to encourage them not to 
participate in these kinds of information transfers from space. We're wondering what you have heard 
from your channels about Russian and Chinese involvements since your relations with both of those 
countries are better than ours. 
 
Participant 1: Participant 5 I love all of that. I think there's even a fourth bullet that I would add in, 
which say, given your suspicion that Starlink has been used to support these attacks, but knowing that 
the Saudi population depends upon Starlink for many of your civilian and commercial services, would 
you like us to work with Starlink to prohibit Starlink support over Saudi Arabia? 
 
Participant 2: Regarding bullet number three, what if we organize a  
virtual meeting among all stakeholders? Because right now, our control team is encouraging dialogue 
and this would be perfect. We can recommend to Saudi Arabia that the United States would be happy to 
arrange for multilateral discussion with all stakeholders, meaning China, Russia, Iran, Saudia Arabia, 
and United States, to have the dialogue to prevent military escalation and politicization of commercial 
technologies. 
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Participant 1: I think trying to get most of the folks together would be a good idea. I’m going to ask 
Participant 5 to comment on this, but I'm guessing at this point Saudi Arabia would not want to engage 
with a discussion with Iran, but I suspect they would be willing to go ahead and have a quadra chard 
discussion with the US, China, Russia, and themselves. Participant 5? 
 
Participant 5: I think they'd be happy to do that. I don't know if it if they would be happy to do it 
publicly in a Geneva setting. I think they would be more likely to want something quick that would 
accompany what, in their mind, would be a necessary military response to all of this. Now the issue is 
whether that military response from them is going to be exclusively against the Houthis or if they're 
going to target Iran, and that is a big issue. 
 
Facilitator: We just got a notice from Saudi Arabia, sorry to interrupt. 
 
Participant 5: Well, that answers the question about responding against Iran. 
 
Participant 1: So, let's do. I think that our statement, even after this information, still covers the ground. 
We want to coordinate with you in response to the defense minister, we want to consult and cooperate 
on Houthi launch sites. Participant 5, I'm thinking that the US will provide support for your strikes on 
Houthi launch sites might be a stronger statement right now rather than consult and cooperate. The US 
will support? 
 
Participant 5: Support and will join, sure. We’ve been hitting the Houthis enough. A little more won’t 
win a war but will certainly make the Saudis happy. And we can urge them to hold off on Iran until we 
can get a better plan.  
 
Participant 1: Then let's change the last sentence of that bullet to say we urge you to delay any response 
to Iran until we have a chance to consult more. 
 
Participant 5: To fully coordinate.  
 
Participant 1: Then I want to put Participant 2’s suggestion as the last bullet here and then send this off. 
We suggest that you host an emergency discussion amongst Saudi Arabia, the US, China, and Russia to 
coordinate our response. 
 
Participant 2: On bullet number four, the word suspicion sounds inflammatory, and then we’re accusing 
their taxpayers just given the negative connotation.  
 
Participant 1: How about the word concern? 
 
Participant 2: Beautiful. As long as it’s a non-negative connotation because keep in mind it will be 
translated, and it might be lost in the translation. 
 
Participant 1: Participant 4, you've suggested the US deplores the unprovoked attacks. I like that. Throw 
that in the beginning if you could, Facilitator. And then let's send this out. 
 
Facilitator: Okay. 
 
Participant 1: Since we said in the message that we asked Russia and we 
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really haven't yet, we probably need to send a message to Russia. I think just we can use the words from 
bullet three here, Facilitator. We urge Russia to not participate in providing information to the Houthis 
or the Iranians that might support any attacks on Saudi Arabia. 
 
Participant 5: That’s a separate message to control, not to Saudi. 
 
Participant 1: The commercial cell includes Starlink, right? Anybody know that? 
 
Participant 8: Yes. Among others star, the CEOs of Starlink and Airbus defense. 
 
Participant 1: I think it might be useful to send a separate message to the commercial cell, asking 
Starlink, is there a way for you to identify the misuse of your services within Saudi Arabia? This is sort 
of the same thing that happened in in Ukraine, right? When we thought it might have been used by 
Russian forces, and we basically asked Starlink if there were a way to identify misuse. Let's put a 
sentence in the front of that, Facilitator, saying, there have been accusations that Starlink has been used 
to coordinate attacks within Saudi Arabia. Is there any way for you to identify the misuse of Starlink 
within Saudi Arabia to support these attacks? I'm99 % sure even in real life the answer would be no, but 
it’s worth opening up a conversation with Starlink on this. 
 
Participant 2: If I may, instead of accusation, say it was inconclusive evidence that has been presented. 
Because they found that the gentleman with the phone, but this evidence is not conclusive, so instead of 
accusation it's actually heavier because there is evidence and this way hopefully Starlink will be more 
proactive.  
 
Participant 1: We have another message from Saudi Arabia I see here. 
They're asking Starlink to do that, so the ball is now in Starlink's court really because we have no 
authority over Starlink. 
 
Facilitator: We also got a response from control. 
 
Participant 1: Tell them under the 1992 Commercial Remote Sensing Act in the terms of their licensing 
with Noah. Then, let's send this message to Starlink and you can send that statement that I just said to 
control. 
 
Participant 7: Mr. President I was just going to say, I can look up the exact citation to the law if you 
need me to. 
 
Participant 1: If they want to get into it, having that in your back pocket might be a good thing to do 
especially when we get into the red phone calls. 
 
Participant 1: What other steps should we be taking now? 
 
Participant 3: I noticed in the scenario it looks like there’s increased use of Iranian electronic warfare in 
and around Yemen in support of all these things. Some of that seems to be interfering with our missile 
warning, missile defense stuff. Is that of sufficient importance in addressing this problem? That seems 
like perhaps something we can do. I don't know that we want to start sinking Iranian navy ship, but 
maybe some actions versus EW from the region where these attacks are being launched is a response we 
can support. Unless we want to attack Iran airport, maybe that is something that this circumstance would 
prompt us to consider. 
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Participant 5: That was exactly where I was going. I think that we're going to be confronted by the 
Saudis saying, what are you going to do to help us with strikes on Iran? And if there are targets that 
actually affect Iran's ability to use its satellite technologies to aid the Houthis, that would be an 
appropriate target. I don't know if that is Iranian ships off the Yemeni coast? Is it Iranian ground stations 
either in Iran or in Yemen? I don't know, because the technology is way beyond me, but I do think that 
the Saudis are going to press for some kind of retaliation against Iran and I and I don't think that that's 
unreasonable in the context. 
 
Participant 1: In the scenario yesterday, they did mention that there was an Iranian ground station that 
was controlling the two Iranian satellites that were given to them by Russia. We could jam the control 
loop of those satellites. I went back and read more carefully the scenario from Monday, and it wasn't 
clear whether those satellites were still owned by Russia or whether or not they were fully owned by 
Iran. I do know that the US would not jam the TTNC link of a Russian satellite. If those were Iranian 
owned satellites, under these circumstances, if we did suspect that they were being used to support these 
attacks, we could jam those control links. Does anybody else have a thought on that? 
 
Participant 3: If we did, we could consider that a message to Russia in advance saying these attacks on 
the kingdom are unacceptable, these satellites are used by Iran to conduct them. We have to degrade that 
TTNC link unless you take affirmative steps to knock it off. 
 
Participant 1: I like the fact that you're including a message to Russia here, but since we have 
declassified the existence of those jamming assets, what's the difference between us giving the Saudis 
use of the jamming assets in the same way we give them use of patriot batteries and let them do the 
jamming with those with those units? What do you guys think? 
 
Participant 3: It could be something easily reversed based on their temporary use of it for this crisis. 
 
Facilitator: got a response from Russia and then one from Saudi Arabia. 
 
Participant 1: Okay. 
 
Participant 8: This this gets into counter measures and permissible countermeasures against Iran, where 
Saudi has asked for specific measures from us, and we don't necessarily have to do exactly what they're 
requesting, but we can take a look at all those other elements and relationships with Iran and choose 
what we respond to. I just wanted to put that out to characterize what I see happening. 
 
Participant 1: I think you're exactly right, and that that's sort of why I was going down the blending EW 
assets road. I think it’s true it would take too long to train them, it's a game, we can make up our own 
rules. We have these incredibly proficient electronic warriors in Saudi Arabia that know how to use 
these. So, we have several messages here, but I don't want to just react to their messages. Does 
everybody agree that we would lend Saudi the use of EW systems to jam these Iranian satellites? Are 
folks okay with that? 
 
Participant 3: I am, and even if it would actually take them too long to train to use them themselves, we 
could bring them in, have them present yet, get a north south head nod from them. Yes, use this, and at 
least in the messaging, say we made this available to the Saudis and have a measure of ostensible 
separation from the activity if it became controversial. 
 
Participant 1: I'm thinking two things. Number one, a message to the Saudis, saying based upon your 
request, we have decided to go ahead and provide you with two satellite TTNC jammers so you can 
prohibit the direction of Iranian satellites bought from Iranian control segments. Then a message to 



 

119 
 

Proxy Wars in a Space-Serviced World 

Russia that says, based upon the issues in the area we have provided Saudi Arabia with electronic 
jamming units to jam the uplink coming from Iran. This should not interfere with Russian control of the 
satellites from your own sites, but it will prohibit Iran from controlling those satellites. 
 
Participant 3: And in the message to Saudi, I'd suggest we say with the use of two TT&C jammers, so 
we don't suggest that we're turning over the systems. 
 
Participant 1: Everybody good with that? Alright, let's send that to the Saudis, and let's send that to the 
Russians. 
 
Participant 8: Are we going to respond to this communication from Saudi Arabia? 
 
Participant 1: I haven't fully absorbed that one yet. I’m reading it… Have you sent both of our 
messages, Facilitator? 
 
Facilitator: I'm about to send the Russian one, and then we actually have an inject from control. 
 
Participant 1: What is Control saying here? Is there any way you can increase the size of that slide? 
 
Facilitator: Yes. 
 
Participant 1: This is interesting. I wish control would separate the difference between communication 
satellites and ISR satellites. They put them all in one basket and they're different animals. 
 
Participant 5: I worry that bullet three on this slide is a longer-term issue. I understand it’s kind of the 
purpose of the game, but if we're evaluating what the Saudis would do, they would say that that comes 
later, right now is how we respond to Iran and how America cooperates with us in responding to Iran. 
 
Participant 1: Yeah, this input is interesting, but I think we've already taken steps that address most of 
this. There’s really little way for any of these nations to interfere with these satellites other than locally. 
 
Participant 2: And Participant 4 wrote a very good comment. 
 
Participant 1: You mean Participant 4’s comment on fire breathing? 
 
Participant 2: Yes sir. This is how everyone at MSA and maybe EW is finding the source of interference, 
they pound them. And Participant 4, please speak out I don't want to speak for you. 
 
Participant 4: Yeah, she's talking about the thing I just put in the chat. Can we just get everybody who's 
in NSA, get them out of bed and find the source of interference? That's what they're supposed to be able 
to do, I don't know if this is harder than that. 
 
Participant 1: It is much harder than that actually. If it was interference from a ground-based emitter, the 
NRO would be the first people to turn to find a jammer. There was an indication that this may more be 
more of a cyber-attack than a jamming attack—the first one. The second one seems to be more 
jamming, but knowing Facilitator 3 I don't think he necessarily differentiated between the two of them. 
 
Participant 4: I dig your point about NRO knowing more about emissions, but NSA listens to everything 
and possibly they might have detected malware being passed to the satellite. 
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Participant 1: Yep, I like where you're going with this. I think we should send a note to control that says, 
request NSA or NRO report on any sources of interference that we have noted in the area that may have 
interfered with commercial satellite use. 
 
Participant 5: Should we go further and tip our hand and say, with intention to disrupt their efforts? 
 
Participant 1: Well, that wouldn't be something we sent to the NSA or NRO. Are you saying we should 
tell the Saudis we're using our assets to find any sources of disruption? 
 
Participant 5: I think that's a good idea, but I also thought just tipping to control, that we're poised to 
take action against the sources of these disruption. 
 
Participant 1: I like that. I think let’s say, request NSA or NRO report to any source of interference with 
the notion that the US could possibly take action against illegal jamming of US commercial assets. 
 
Participant 5: It might affect how control responds to that depending on how they'd like the game to 
develop. It's a little meta. 
 
Participant 7: In terms of the response, I think we should be a little bit careful about how far we go 
because what if we find out that the source of interference is actually the Saudis and not the Houthis? 
 
Participant 1: That's why we want to find out what the source is first. 
 
Participant 5: I think we would take action that way too.  
 
Participant 1: Let's send that to control. Let's also send a message to the commercial cell, requesting the 
commercial cell report on any specific incidents of interference to help us identify where the 
interference may have originated from. 
 
Participant 4: Participant 12 adds that maybe we should send the note to NSA/CyberCom. 
 
Participant 1: I like that. Thank you.  
 
Participant 8: This message from Saudi Arabia that was posted 06:26, the US must do whatever is 
required to punish Iran, how many more my brothers must die, how will this request to convene a 
conversation console my mother, et cetera. They’re essentially asking for permission to start war. We 
have to slow this down and communicate to them that we don't want to escalate into a regional 
conflagration. This is where we're at. 
 
Participant 5: If we want to, we could emphasize to the Saudis that we're more than willing to engage in 
Yemen, but we're not willing to escalate directly across the Gulf to Iran at this point. Because there's too 
much that's still unclear, and the most effective responses against Iran could be based on, efforts to jam 
or disable Iran's satellite capabilities to aid the Houthis. I understand we're trying to walk them back 
from, sending missiles into Tehran, but one of the ways I think we do that is by saying, look, we're 
willing to go a certain way right now, and leave these other escalatory elements to the future. Rather 
than just say settle down. 
 
Participant 1: I think that's right.  
 
Facilitator: We got another communication from Saudi Arabia. 
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Participant 3: I think the kingdom is clearly looking for us to engage at some level here. I'm digesting 
what Participant 5 just said because I think it's a very helpful k framing for how a lot of particulars 
could come up. He's really put into words what the US position is and whatever we say in response to 
this, I think his framing of our posture is a good roadmap.  
 
Participant 5: I would say in our response we start by saying the Austrian response in 1914 to the 
assassination of the Archduke did nothing in the long run to help Austria. 
 
Participant 1: I don’t know that the Saudis would get that. 
 
Participant 3: That would be consistent with what I told them last night during the call, which was, 
there's still a lot of ways this could get worse. So that’s idea, maybe just not with that tone. 
 
Participant 1: I guess I would be less historical, and simply say the US is not ready to support direct 
strikes in Iran at this time. We are absolutely ready to suppress any and all active military activities from 
Yemen, and we will work with you to defend the kingdom against any further attacks. My sense is, we 
should just put it out there that we are not going to support director strikes in Iran at this time. 
 
Participant 5: I think that's fine because that's what we're doing, but we also told them in the last 
message, and we could remind them, that we are exploring ways to disable Iranian satellite assistance to 
the Houthis. 
 
Participant 1: Right. Well, that's what that's what they meant by the dogs being fed, because we gave 
them the jammers for the Iranian satellites. At least I believe that's the idea. Any comments before we 
send our message? 
 
Participant 2: Saying we will work to defend is a commitment. Are we sure we’re ready to commit the 
US government to defend? Because it could be implied that we have to go and have military action. So 
perhaps there’s a different way to communicate the same message? 
 
Participant 1: At this stage, I think we're ready to commit to military action in Yemen. Defense in this 
case means more missile defense capabilities.  
 
Participant 2: Perhaps we can say we are willing to explore missile defense or missile utilization? Again, 
because whatever you say will be interpreted and will be interpreted how they want to interpret. We 
have to be precise. 
 
Participant 1: Other thoughts on that? 
 
Participant 8: The kingdom has every right to defend itself, so they have that right, but we will work 
with you is what she’s asking about. How does that obligate us? 
 
Participant 5: Well, we've worked with them for about five decades on their military. I don't see that as 
committing the United States to anything in particular. My guess is they'll see it as a pretty weak 
response, and that's fine. I went back and checked the first day’s set of slides, and we were already 
attacking the Houthis in Yemen, so we would just be escalating that. I think that that's where we are 
right now with an indication that we are exploring the technical possibilities of disabling Iranian satellite 
communications with the Houthis. If I got the technical stuff right, that is. 
 
Participant 1: I think you're right. Because I don't want to lose the moment, let's send this short message 
now. 
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Participant 8: Is there any language you could put in there that just at the end about not escalating? We 
hope that there are measures besides escalation, something like that.  
 
Participant 1: I like those words. 
 
Participant 10: One idea I had is, what additional measures would they support in Iran itself that are not 
quite as aggressive. So, it seems like we're supporting them and taking appropriate measures, but it 
limits escalation. 
 
Participant 1: Let me propose something and see if you guys are okay with this. Just so we get 
something on the record that we don't want them to strike Iran, I would like to send this message out as 
is, and then I'd like to turn to that question that Participant 10 just asked, what further can we do? Is that 
okay? Alright. 
 
Facilitator: It’s sent. We got a response from control about the NSA request that says this is under the 
purview of the US government. Thank you for letting control know. Someone on your team can act as 
NSA/NRO and make a decision. 
 
Participant 1: I thought that they might just turn that back to us. And the commercial entities have 
ceased operations, that's good. Okay. Let’s start that conversation that we were just having again and see 
where that can take us. 
 
Participant 10: I was just saying, when you think about this, the Saudis looking for options to retaliate, 
you have to think about, what options are there that limit the level of escalation? That they might be 
satisfied with, that aren't, strikes on Iranian cities or Iranian assets. Think about the past history between 
the US and Iran where they've tried to hit each other's other assets, but outside of the United States and 
Iran, the Saudis might be seeing that the United States is taking us seriously, but they have their own 
interests they're trying to protect. So, we could consider what other measures would the Saudis support 
that aren't escalating to a regional war or escalating even further. 
 
Participant 1: That made me think, we haven't sent any messages to Iran at all thus far. I think we 
probably should be sending some messages to Iran, right? Help me out anybody who's an expert in this 
area, but I think the messages should include a statement to cease support for the Houthis, and maybe 
some saber rattling that says, the US is ready to use non kinetic options to disrupt any support that you 
might provide. What do you guys think about that? 
 
Participant 5: I think that, given what we've seen in the scenario so far, we won't get a positive response. 
But I think we could even add cease support to Houthis, the US is ready to use non kinetic options to 
disrupt any support you might provide. If Houthis do escalate attacks on Saudi Arabia, the US is willing 
to consider kinetic moves to disrupt your support for them. 
 
Participant 1: I like the way that's worded. Mr. Secretary, this is in your area of concern, what do you 
think? 
 
Participant 3: I wonder if we could saber rattle at a bit more generalized level of fidelity and tell Iran, 
this is unacceptable and we're looking at options to stop you. 
 
Participant 8: I think the phrase that's used often is we will respond in a time and manner of our 
choosing, meaning we won't do what you think what you expect us to do. 
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Participant 3: The time and manner of our choosing is wording we use a lot in public messaging. I think 
we would be more comfortable rattling our saber more in a direct communication where we're trying to 
get someone to back down and aiming to put doubt in their mind about how far we might be willing to 
go to stop them. 
 
Participant 1: I agree. I think we should get rid of the phrase we respond in a time and manner of our 
choosing. I'd also want to add one more thing. I want to send this message to control, but then I'd also 
like to tell control, acting as Saudi intelligence, can you please intercept this message and provide it to 
the Saudis? I don't want to send it to them but I'm okay if they intercept it. 
 
Participant 3: We're about five minutes out from that red team call. We could leave a little room for 
deviation in how I characterize this to Iran or how we communicate it, or maybe not. This is another 
approach. 
 
Participant 1: I think this sets you up with some ammunition when you go talk to them, Participant 3. 
So, let's get this out to control. 
 
Participant 11: Participant 2 has a good line to add, just a quick thank you to commercial maybe.  
 
Participant 1: Oh, that would be great.  
 
Participant 3: As we're approaching the time to make this red team call, what should we plan to carry in 
terms of messages and questions both to Saudi and commercial? 
 
Participant 1: Let me first ask Facilitator to send that thank you on behalf of us to the commercial team. 
Participant 3, I think at this point, I would be firm with them in saying, look, we have warned the 
Iranians not to go ahead and go any further. I would leave it at that. Let them bring up that they know 
we warned them of kinetic attacks, let them bring up that part. I think I would say then, we already 
support you in any way short of attacks on Iran. We will provide you with any intelligence on movement 
of Houthi missiles, and we have initiated tracking of any messages from Iran in support of the Houthis 
that we will inform you of. I think those were the things we'd want to tell them right now. Anybody 
else? 
 
Participant 5: I wonder if we could go further and include Participant 8’s notion that, we firmly 
acknowledge and understand that you have to take steps that you think are necessary to defend your 
security. We’re telling you that right now we are not willing to join you in direct attacks on Iranian 
territory, but we understand that you might want to do something. We just urge you to think about the 
consequences. We can't stop you from doing things that you think are important, but we just can't be 
with you at this minute. Let's concentrate on the things that we can do together in Yemen. Maybe this is 
not together but for example, American technical efforts to frustrate Iranian satellite communication 
with the Houthis. And then if the Iranians do escalate, we're ready for our own escalation. 
 
Participant 1: I think that's right. 
 
Participant 3: I wanted to ask Participant 5, what should our response be if the Saudis bring up their 
professed lack of capability to do the attacks they're talking about? I think we've resolved that because 
their message here now tells us they are planning to do something targeting Iranian infrastructure. My 
suggestion was going to be if they profess inability to say, you guys have more capability than that. 
You're a powerful country able to defend yourself. We value our role in assisting with that but 
sometimes there's things you need to do that only you have the mandate. I don’t know how much I can 
push back on their claim of inability. 
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Participant 5: I mean, how can they be unable to act when they say they're in the final stages of planning 
a proportionate response? 
 
Participant 1: I would also remind them of the toll, the Iraq-Iran war took on both countries. We need to 
urge ways to do this so that so that it does not significantly harm the kingdom. 
 
Participant 5: Point out to them that the Iranians haven't, as opposed to 2019, struck their oil facilities 
yet. So, we would urge you not to strike theirs because of the likelihood of a direct response against 
your oil facilities. Can you share with us what you think is commensurate and measured? 
 
Participant 1: Participant 12 has suggested the sharing of intelligence with the Saudis. I was thinking of 
going there as well, but I don't think I want to give them intelligence right now that would aid them in 
their plan of attack against Iran, because that indicate we would support an attack, and I think right now 
our position is we don't. Even though you are absolutely correct, we attacked the leadership while they 
were in Iraq. If we provided intelligence right now, it would be a tacit endorsement. I don’t think we’re 
ready for that. Participant 7, if I could ask you to go to the commercial meeting again, you've heard the 
discussion here, I think you know where we stand. Meanwhile, we'll continue to talk here while you 
gentlemen are doing those things. 
 
Participant 13: Hello, I'm here on behalf of the commercial team.  
 
Participant 1: Hey, how are you? I don't think we had a commercial representative come visit us last 
time, did we? We actually just sent Dave over there as well, so if you want to go back talk to him, that's 
good because we're going to have our own internal discussions here.  
 
Participant 1: While those guys are doing that, let's look at the questions. Can we, Facilitator? 
 
Facilitator: Here’s the first one.  
 
Participant 1: We almost addressed this in our actions. I would say, in answer to the question here, under 
the outer space treaty, the US supervises all space systems that are registered in the US. Specifically, 
under the Commercial Remote Sensing Act, we have the authority to turn off imaging from a 
commercial provider if it's in the national interest. 
 
Participant 8: We're internationally responsible for our national space activities. The thing is, if someone 
uses GPS and it aids them in committing some type of crime, or if they use satellite imagery that is 
available, if it's not foreseeable to the US government that that activity is being done, we are not 
responsible for those types of activities. So, there's a limit. 
 
Participant 1: Actually, there's no limit under the treaty, but nobody has ever exercised the right to go 
ahead and claim damages against anybody else's space systems for damage. Because it opens up a can 
of worms that you just well-articulated. 
 
Participant 8: The instigating incident is a person using a Starlink phone to commit terrorism. Starlink 
didn't know that was going to happen. They can predict that people will use their internet services for 
nefarious purposes, but that doesn't rise to the level of international responsibility. 
 
Participant 1: I think you're right. Again, when the treaty was written in 1967, there were no private 
space actors., there were only government space actors. The treaty has never been updated to address 
what the responsibility of nations would be for commercial space actors. Just to give an example, for 
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Starlink in particular, if the PRC was using Starlink to support a strike against Taiwan, in theory, the US 
has the ability to tell Starlink to stop, but in practice, we've never done that. We've never tried to figure 
out a way to do that, we have no mechanisms to do that. And quite frankly, that scenario is not 
farfetched. This is one of the reasons why we need to figure out, under US law, what we might want to 
do. It's interesting. We have this authority with regard to commercial remote sensing because it was all 
part of the argument over whether or not we would allow commercial remote sensing systems to exist in 
the first place. But because satellite communication predated any of that discussion, it has never been 
equally argued about. 
 
Participant 8: I don’t think we can update the treaty but I think we can certainly update national 
legislation and implementing regulation for commercial actors to say, maybe, if you take actions which 
get the US on the hook internationally for international peace and security, despite what exists in the 
differences between remote sensing and telecom regulation, we can nationalize your services and say, 
we're taking over for the next couple weeks so that you can't drag the US into a war. 
 
Participant 1: I agree with you. I think that's exactly how I would approach it as well. I wouldn't try to 
do an international treaty I’d try to do it through US law. But that's not what we have today. So, what 
responsibility do we bear? We do have authority currently. The second sentence here should say, 
currently the US does not maintain any active authority to control the use of SATCOM around the 
world. In fact, mechanisms to do so have never been discussed. For those of you who probably don't 
know this, back when we had the hostilities going on in Croatia and Herzegovina, Eutelsat was being 
used by the opposing forces to support combatants. We actually asked Eutelsat to turn it off otherwise 
we would jam it, and Eutelsat told us, from a business perspective, we don't want to turn it off, so please 
jam it. The second part of this question asks do we owe transparency to our allies to say what we're 
doing? We told the Saudis, in this case, that we had asked the commercial companies to cease and desist 
surveillance over Saudi Arabia. What do folks think? Do we owe allies that transparency? Or is that 
between us and our companies? 
 
Participant 5: I think it should be at our discretion. There might be times we want to share and times we 
don't. And I'm not what transparency to commercial customers means. Would that be commercial 
customers who are outside the US? 
 
Participant 1: It’s not a well-worded question, is it? But I think your answer is the same regardless. We 
choose to exercise transparency when it's in our best interest to do so… I think that answers this 
question. Anybody else got anything to add? 
 
Participant 5: I'm a technological neophyte on this stuff, but I guess I'm still confused about the 
difference between communications and imaging. To some extent, in this scenario, are we talking more 
about communications? The idea that a ground-based spotter could use satellite linked communications 
to avoid a national telecommunication system and communicate directly with an enemy actor who 
wanted to target something. But there's also satellite imaging that if it were given to an adversary could 
be very useful. So, I'm kind of confused as to whether there’s a difference there.  
 
Participant 1: There is. I'll quickly explain both the technical and the legal differences. From a legal 
perspective, as it says in the beginning of this of this answer, we have the responsibility to supervise, 
and that's the word that the outer space treaty uses and it doesn't provide any more definition than the 
word supervise, we don't have any internal US implementing authority other than the FCC, to say that 
we will have to grant you the use of a spectrum. For imaging systems, we have additional authority, 
which was granted to us by the Commercial Remote Sensing Act and some policies after that, that allow 
us to control when and where imaging is used. As we discussed earlier in the scenario, we have been 
wanting to use that because we are concerned that we would actually be overturned in court because it 
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would be a constraint on free speech, imaging being viewed as free speech. In the past, what we've done 
is bought all the capacity of the systems rather than tell them to turn it off, but that was, as I said earlier, 
a time when few imaging systems existed. So, from a legal perspective, that's what we're talking about. 
There's also another legal thing that's important to understand; no US company requires permission 
from any other country to image its territory. A US company can go ahead and image anywhere in the 
world that it wants to and no government is able to restrict that imaging of their own territory. Other 
than as we mentioned on Monday, the Kyl-Bingaman, which has some strange things about Israel, but I 
won't go there. For SATCOM, you actually have to have permission from the country to provide 
SATCOM services in that country. So, you saw earlier in the discussion here, Saudi Arabia had told 
Starlink to turn off service in its country. It can do that. We can't, we don't have the authority to do that 
although we could do that through a cooperative discussion with Starlink, but Saudi Arabia has the 
authority to tell Starlink you can no longer provide services in the country. Obviously, a SATCOM 
company that did not want to follow that direction, could technically still support such capability, but 
legally they would be in a very risky position if they continue to do that. The third area of this gets even 
more complicated. The US never registered the right to broadcast GPS signals anywhere in the world. 
We just began doing it, and nobody said no, so we’ve maintained that over time. Meanwhile, all the 
follow-on PNT systems, Galileo, GLONASS and Beidou and the like, the US has at times forbade the 
use of those systems within the United States unless they got permission from the FCC. So far, the only 
one we've given permission to is Galileo. We have never given permission for anybody to use 
GLONASS or Beidou in the US even though your iPhone, if you have one, actually does use 
GLONASS. So, this is one of those things where it's very murky about how this all works from a legal 
perspective because the law just hasn't kept up with the technology. I don't know if that makes it clear 
for you or if that just makes it harder to understand. 
 
Participant 8: The more you think about the stuff, the more you realize so much of it is just held together 
the international system with duct tape and string. It’s all just ad hoc decisions that made sense in the 
moment and we live in the legacy of those ad hoc decisions. 
 
Participant 1: I should hasten to add, I have put together scenarios before in games where China says, 
look, we're not going to allow GPS to be used in our country anymore, and they jam all GPS use in the 
country. That would be a perfectly legal thing to do. They could do that. They could equally say we're 
not going to allow any imaging of our country, and they could seek to blind any imagers that are flying 
over their country. It would be perfectly legal for them to do so because they can prevent it and no US 
satellite, or second country satellite would be harmed unless they turn their imagers on and we're 
looking at China at the time. So again, these are very, very sketchy places that we sit with these space 
systems right now. Any other comments on this question before we move on? 
 
Participant 3: Team, I’m back from the call. 
 
Participant 1: Let's put the questions aside for a second because we have more time for that. Participant 
3, please, share with us.  
 
Participant 3: Well unsurprisingly, they're extremely upset, Iran is laughing at us, and the like. The 
bottom line is, the Saudis feel compelled to inflict a similar level of pain on Iran. However, they were a 
little reluctant to reveal exactly the kind of strike they were contemplating. I communicated the red line 
that the US is unwilling to undertake direct strikes in Iran. We’re able to go against the Houthis, against 
all these kinds of vectors. They were disappointed. They indicated they're planning a kinetic attack and 
had hoped the US could be part of it because it would be bigger and more effective in their eyes. They 
asked if we'd be willing to provide support to the attack, mentioning cyber, communications, and 
security, though I don't know what they mean by security. I said that may depend on the target. The sort 
of targets they're looking at are naval facilities on the coast associated with the outbound shipment of 
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missiles to the Houthis. They plan to attack that kind of target and would like the US to provide support 
to help them conduct that kind of attack. That’s our decision. Ideally, we would get an answer out while 
communications are still available, which is, I believe only about nine minutes. So, a decision on that is 
a pretty short order. 
 
Participant 1: I think you may have been gone when we were talking about whether or not we would 
want to provide intelligence support for their strikes in the same way we have for example for the 
French in Chad or Ukraine against Russia, those kinds of things. If I look at the precedent of our support 
for Ukraine against Russia, and the fact that we are providing intelligent support to Ukraine, even as we 
maintain our stance as a noncombatant, it would not be unimaginable that we would do that. The only 
difference here is this would act as an endorsement of the Iranian strike, because we obviously are 
endorsing the Ukrainian strikes in Russia and our support is consistent with that endorsement. What do 
folks think? Do we want to provide any support against Iran in terms of intelligence? 
 
Participant 3: That may be moot I think Facilitator just dropped a message from the Saudis that they 
have struck the facility, so we don't have to answer it. 
 
Participant 1: We also have a message from Iran, by the way. 
 
Participant 5: I think the response to Iran is pretty simple. You are responsible for any escalations from 
the Houthis. 
 
Participant 1: I think that's plain and simple. 
 
Participant 3: Just like that.  
 
Participant 1: I like that. I think that's fine. Send that to Iran, send to Saudi, say that we acknowledge 
your attack and we will support you in defense if there's any retaliation. In fact, add to that, we suggest 
we concentrate our joint efforts on suppressing Houthi offenses. 
 
Participant 3: Could we also offer detailed battle damage assessment intelligence since that comes after 
the strike? 
 
Participant 1: I think that might be okay. What do folks think? 
 
Participant 5: Sounds good. 
 
Participant 1: So, let’s note, our intelligence indicates your strike was successful in destroying the naval 
port. Let's send a note to our commercial team after this recognizing we have prohibited you from, 
imaging Saudi Arabia. We would also ask you to cease supporting Saudi Arabia with any images that 
would enable their strikes in Iran. I want to get a team reaction to it, but my sense is, if we don't also 
turn that off, we are basically aiding with a blind eye. 
 
Participant 4: I think the Saudis would get around that just by employing third parties. I wonder if we 
want to ask something that we can't back up. I just mean, if we're telling the commercial folks, please 
don't give Saudi any imagery that would help them attack Iran, Saudi Arabia is going to go to a third 
party and say, you buy the imagery from the satellite companies and give it to us. I'm just saying that we 
can't practically stop that from happening, so do we want to ask it at all? 
 
Participant 1: Good point. Let me hold that there and get other reactions, because there’s one part of me 
that says I'm happy to have them support Saudi Arabia and it doesn't provide any US endorsement. The 
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other side of me is saying, if I don't shut it off, and I allow that conduit to continue to operate, then it's a 
tacit approval. So, I'd like to really quickly in the next three minutes here, hear the arguments on that. 
 
Participant 7: I have a sort of corollary issue which the commercial team raised when I talked with 
them, and it was a good point. We're forgetting that at least one of the imagery companies is not under 
US control, Airbus. I don't think we ever communicated with, probably the French administration, 
regarding whether or not they were also going to exercise shutter control in the region. 
 
Participant 1: That's a good point. I'm sorry that we’ve moved so fast that we didn't get the chance for 
your full debrief, we'll get that in a second. We could not send this, or send it just for effect or we could 
go ahead and decide, no we want it to occur. 
 
Participant 5: I vote not to send. 
 
Participant 8: I think that's sort of where I'm leaning too. 
 
Participant 3: I'm a little more comfortable with letting commercial do this. I think there's a layer 
between them and the US government, and it is a little bit of blind eye support that maybe is 
advantageous here. 
 
Participant 1: I like that. I wanted to put it out there as a devil's advocate just to see what we thought. 
Alright, well we are out of communication time anyway. Participant 7, let me give you the floor to 
update us on your discussions with the commercial guys. 
 
Participant 7: Generally, they were pleased, things were going well. They feel like we're appropriately 
supporting them. One thing they raised was the need for coordination with the French, the second issue 
they raised was, if we can eventually figure out where the interference sources were, are we willing to 
go to the ITU and have their back in trying to name and shame where that interference was coming from 
if it’s actually a state actor. 
 
Participant 1: The answer is in the past we have been willing to do that where it's clear, unfortunately it's 
almost never been clear. 
 
Participant 7: The third thing they raised is very interesting and again that would be discussed post 
conflict likely, but Starlink is under contract through their licensing in Saudi Arabia to provide certain 
information just like we ask our commercial remote sensing companies to do so, so they've got to hand 
over basically a customer list and the known geolocation of those customers. They pointed out, some of 
these customers may not be Saudi citizens, in fact some of these customers may be people that we 
would prefer the Saudi government not know are operating in their territory. That's an interesting point, 
and I don't know if that’s something we would want to discuss with the Saudi government or not. But I 
wanted to make sure that I passed that on because I thought it was very interesting. 
 
Participant 1: It's a good point. Probably most people don't know this, but when this first became an 
issue for Iridium, way back in the mid-nineties, we were intending to use Iridium for government 
purposes, but we didn't want folks to necessarily know that we had US government use of Iridium 
within their countries. This was the reason we built an Iridium ground station in Hawaii and all US 
government traffic is set up through the US ground station and does not use the ground stations in the 
local country even though Iridium's agreement with those countries says that they will use the local 
ground stations. Instead, we pay Iridium a fee so they can pay off for that use, even though it's not 
recorded locally. We haven't negotiated such agreements with Starlink, even though I yelled at the 
Pentagon that we needed to ten years ago. For exactly the reason you just said Participant 7, because 
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there is some use that the US has of these things, which we would prefer the local countries not to not to 
know about. I think that would be an interesting discussion with Starlink about whether or not they need 
to reveal everything they've promised to reveal, but I don't know that we need to answer that right now.  
 
Facilitator: One last note from control.  
 
Participant 1: Yeah, we got a war going now. As much as we tried to avoid it, we got a war going. 
 
Participant 5: We can’t respond, right? 
 
Participant 1: Yeah. This is just control telling us you guys all failed. The war began. You screwed up… 
Let’s see, I have a hard time answering this question because it seems almost secondary to the whole 
discussion we're having. The discussion we're having is really about the use of space and how it can add 
to creating the conditions for war like we've just seen here. I'm sure, Participant 5, you could write a 
book on all the different places that the Houthis could attack, but I don’t know how that adds to this 
game. 
 
Participant 5: No, I think the answer's pretty clear. Control answered this question. 
 
Participant 1: One of the things they might do is try to attack both satellite communication and ISR 
ground stations in Saudi Arabia. Although remember, the scenario here doesn't have Saudi Arabia using 
these things to attack the Houthis necessarily, but I like Participant 5’s answer best. Control already 
answered this. Does anybody want to add anything else? 
 
Participant 5: You could list all sorts of things, desalinization plants, which are always at the highest 
level of damaging a society.  
 
Participant 10: I think additional oil export facilities are always going to be a target in this context. 
 
Participant 5: You could target Neom. That would be one really right in the eye of the crown prince, 
target his prize, his white elephant developing project. 
 
Participant 10: It could be vision 2030 facilities around music, entertain, sports, etc. 
 
Participant 5: AlUla, which is the most successful of the tourist developments under 2030, that’s an old 
Navatian site north of Jeddah.  
 
Participant 3: I'm not sure how the use of commercial space would bear on it. It would be target agnostic 
if it remained an issue.  
 
Participant 1: I'm going make a command decision and say we choose not to answer this. You can leave 
that, I just think I'd rather get on with the last question and then give us a chance to take a break. 
 
Facilitator: Gotcha. 
 
Participant 1: Given the growing difficulty of attribution, what new policies if any would help reduce 
military misuse of space-based imagery? Participant 8, this sounds like it's up your line. 
 
Participant 8: I'm sorry I got distracted here. Give me a minute. 
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Participant 3: While Participant 8 is catching up to that question. One thing that might be worth 
discussion, would there be utility in something like shutter control for communications satellites? 
 
Participant 1: I think there has to be something like that. There has to be. I think part of FCC licensing 
needs to include how the US can better supervise US SATCOM companies.  
 
Participant 3: Chris literally wrote the book on this, so interested to hear what he thinks. 
 
Participant 8: Part of the licensing and authorization and payload review, title 51, it should be right in 
there and it should be made explicit. We can all make arguments that it's implicit as part of oversight, 
title 51, and 38 or 14 of the US code for telecom? But these are elements of authorization supervision. 
 
Participant 1: I don't know that we have ever exercised such supervision, have we? 
 
Participant 8: For international peace and security purposes? No. Because we haven't had the need to. 
You could make the argument for Starlink in Ukraine, but we haven't had the need to go, wait a 
second—these are our commercial companies and they're taking decisions that now we have to respond 
to and react to as part of our international diplomacy efforts. 
 
Participant 1: How would you put what you are articulated here in a response for Facilitator to type up?  
 
Participant 8: As part of licensing and payload review of all US commercial entities… It's the same 
thing with, FCC licensing, if it's causing interference, the US government can call you and say, please 
stop that interference. It’s the same sort of immediate response to governmental regulators. That's the 
continuing supervision part of article six, the outer space treaty. That's the basis for it. 
 
Participant 1: I'm not doubting you, but I'm surprised that you think the current licensing regime for 
FCC gives us that authority. 
 
Participant 8: For interference to other legitimate users of Spectrum, yes. 
 
Participant 1: Yes, but not for national security needs. 
 
Participant 8: Correct. I’m just saying the immediate order, in ten minutes we’re going to call you, and 
you need to stop that interference. Turn off your transponders. It's that same type of interdiction from 
the US government except not for interference purposes, but for international peace and security 
purposes. You're providing imagery, PNT, telecom in a way that is against national interests. The US 
government should have that ability to interdict what commercial actors are doing for those purposes. 
 
Participant 1: Could I word this like, in a similar manner that FCC licensing currently allows the US to 
control the harmful impacts of interference between providers, FCC licensing should be expanded to 
include the ability for the US government to inhibit the use of satellite communications when it’s against 
US national interest. 
 
Participant 8: Yeah, FCC, FAA, whoever you want to give that authority to. It’s up to interagency 
stakeholders. Maybe the State Department raises it as part of some interagency review, but it’s up to 
FCC to do the contacting. It requires a real agile infrastructure.  
 
Participant 1: And it requires it to be part of the licensing process because that's the first and last time 
the US government has true control of what goes on in space. 
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Participant 8: Participant 3, what do you think? 
 
Participant 3: I think that captures the idea. The question is, what new policies, if any, would help? 
Would that help? If we had that policy, would that help mitigate use like this that can affect a situation in 
which the US has national security interest? I think it probably does. I don't know that I fully understand 
what the implications would be for commercial, but it seems to at least address the national security 
equity. 
 
Participant 1: I can tell you I did propose such a thing to some Congressional staffers on the science and 
commerce committee, but it went completely against the anti-regulation leaning that we find today. But 
I think it would be helpful. I think it would also be a huge fight to get there, but I do think it would be 
helpful. One of the arguments that people will use against it is, then people will stop seeking FCC 
licenses, and they'll go overseas to more friendly jurisdictions like Tonga, or for example, the company 
Rivada, which sought licensing in Germany, and even Starlink which threatened to go to Germany for 
licensing if the FCC didn’t act quickly enough. 
 
Participant 8: The second question, how might commercial satellite companies self-monitor? I don't 
want commercial companies to be conducting their own evaluation of US security interests and what 
violates international law, and doing their own international diplomacy on behalf of the United States, 
and implicating the US government. An answer to the self-monitoring thing, is, no, it's up to the State 
Department to decide how the US is going to engage on a particular activity as opposed to decisions 
made within commercial companies. 
 
Participant 1: Maybe the first sentence here, really ought to read, right now the outer space treaty does 
mandate that the US continually supervise its commercial companies. What we haven't done yet is 
reduce that to law in all cases for all kinds of space services. 
 
Participant 7: Mr. President?  
 
Participant 1: Yes.  
 
Participant 7: There's a couple of cautions here. I think first of all, who's deciding what's in the US 
interest? Because that's not so clear cut. This definitely could be seen as impinging on first amendment 
rights for some people. The second issue here is regarding the international part of it. As you may know, 
we did have an issue several years ago within the UN system where Russia tried to convince us that we 
had to shut down Starlink because it was being used against their interests in the beginning of the 
conflict with Ukraine. As soon as we have the ability to do something like this, it could be used against 
us in many ways. That's something I would be very concerned about. 
 
Participant 1: I think that’s right although I think because of the outer space treaty, we do have that 
responsibility already. The hearing I was referring to was a hearing that we had in 2019, and it was the 
House side. The lawyers on the majority anti-regulation side were arguing that there was no requirement 
under the outer space treaty for us to actually create enabling legislation to support that supervision. 
Because we agreed to supervise doesn't mean we have to supervise is what the argument was. I 
obviously disagreed with that, but that was the argument made on the other side of the aisle. 
 
Participant 2: There are some exceptions, but I think we've gotten to a point on a bipartisan basis where 
we agree that continuing supervision is required, and in fact, we may need more legislative approaches 
than we currently have. But I'm still not completely comfortable with where you were going with this 
before. 
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Participant 1: Tell me what you would rather say here. 
 
6Participant 7: The issue here is that we certainly are expected to promote responsible behavior by our 
commercial space actors. But as a legal issue, we are absolutely obligated to prevent harmful 
interference. That's not always the same thing as saying that anything not in the US interest should be 
continuously supervised. I'm not sure what I'm comfortable with yet. I'm comfortable with a study 
question here rather than a definitive answer. 
 
Participant 8: I want to point out why do we do this authorization and supervision? Not because we’re 
central planners, but because we are internationally responsible for our national activities. It's in our 
interest to authorize and do that supervision. Again, that question of what is in the national interest? 
Well, if we have an articulated national interest or a policy position which is we will support Saudi 
strikes against Houthis, but not within the territory of Iran, once that's articulated, then you have a basis 
to then impose that not only on governmental actions, but on commercial actions. 
 
Participant 1: Participant 7 I hear your concern, but I actually think in Ukraine we have exercised that 
control without the legal basis for exercising it. We basically told Starlink to stop providing support to 
the Russians and we told them that they could support the Ukrainians even though we told them that ex 
post facto quite frankly, they were already doing it. That's my sense. We could have told them not to 
support the Ukrainians. I agree with you, Starlink could have taken us to court and possibly even won, 
but I get the feeling that it is part of our national responsibility to decide those things, but please push 
back. 
 
Participant 7: That's fair. It is our responsibility to decide these things. I'm just concerned about what we 
would put in permanent law. I just want to make sure we can live with what we would put in law. 
 
Participant 1: So rather than as part of the licensing process, and this goes to what you were saying, 
maybe we should say we all agree that there should be some way to supervise how SATCOM is used in 
these situations. We need to figure out the best legal mechanism to do so. 
 
Participant 7: Yeah, that's better. 
 
Participant 5: Could I call our attention to Participant 12’s point in the, in, in the chat? Do we want 
another bullet point in which we talk about the need for some kind of forum for private space companies 
and likeminded countries to coordinate rules of the road on these questions? It would be informal, it'd be 
norms, not laws. It might even be an avenue through which consultations could be made during times of 
crisis like this.  
 
Participant 1: We have some of that in copious right now, it’s not really designed to be anything that can 
be executed during crisis. One of the things I'm reminded of is the condemnation of how the 
government interacted with Facebook and Twitter, and the misinformation on COVID and the blowback 
that was received on that. It is a thorny issue, how much we control these companies, but unlike those 
social media companies, we do have an international treaty that tells us we do need to supervise it. Quite 
frankly, I think the kind of supervision we're talking about here was not what was contemplated in the 
treaty. What was contemplated was more to prevent harmful interference against other people's space 
activities as opposed to ensuring US commercial space activities were supporting US national interests. 
I don't know, would you agree with that conclusion Participant 8? 
 
Participant 8: That sounds reasonable. I'm just reading the second point again and thinking it through. 
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Participant 7: Can I suggest a small revision to the text in the first bullet? Instead of saying what we 
haven't done yet is reduce that to law, I think we should say what we haven't done yet is implement that 
into domestic law in all cases. 
 
Participant 1: Perfect. I'm going to call this done, and now we can all take a quick break and be back in 
the plenary session in about three minutes. 
 
 
Commercial Satellite Companies Team 
 
Facilitator: Alright, I think we should have almost everyone, so we can probably jump in. 
 
Participant 5: Great. Let’s get started.  
 
Participant 4: Would it be possible for us to summarize very quickly the commercial related aspects of 
everything that just happened? I was trying to take notes, but I don't know that I caught everything. 
 
Participant 5: It was a lot. 
 
Facilitator: Do you want me to pull the scenario back up? I can pull the scenario up.  
 
Participant 4: Could you? And we can go over it quickly and just focus on the commercial aspects.  
 
Participant 7: As you're pulling it up, I think the first piece is the Starlink SAT phone the person found at 
the airport. Bad news for you as the Starlink CEO. 
 
Participant 4: We can't be responsible for everything.  
 
Participant 8: Yeah, I think the other area that might be relevant to us is the attack on Khalid bin Salman 
by the Houthis. Intelligence thinks it's via Chinese ISR satellites, they had almost real time satellite 
imagery, but being almost real time satellite imagery, we can't be ruled out as the provider of that 
information. 
 
Participant 4: Can you go to the next slide, please? So, the implication is that someone was involved in 
corroborating intelligence with a SAT phone? 
 
Participant 5: Yeah. The Houthis had access to near real time satellite imagery, but there's a suggestion 
that it could be Chinese. But then, was it corroborated by someone on the ground? 
 
Participant 4: And the next one. So Starlink's getting interfered with… Okay, I think there's one more, 
right? Yeah. We’re under pressure to determine whether or not we can operate. Thank you.  
 
Facilitator: They sent it really late, but yesterday we had one last communication by Saudi Arabia if you 
guys would like me to read that out really quick. So, Saudi Arabia will continue to closely monitor 
actions and behaviors of our commercial partners as we have a 31.6 billion investment that we need to 
safeguard. 
 
Participant 3: Saudi really isn't safeguarding their investments if they're threatening a closed skies treaty. 
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Participant 7: Where is that 31.6 billion number from? I assume that's just whatever number they came 
up with from contracts across our companies. 
 
Facilitator: We don't have a definitive answer as to what exactly that 31.6 billion is specifically invested 
in for each company or where they even got that number. 
 
Participant 5: So, what's their alternative? If they terminate all their contracts with us, then what? 
 
Participant 3: Yeah, it sounds like an empty threat. Protecting their investments wouldn't be terminating 
our contracts because we're not going to help them throw someone under the bus. And that's frankly 
what the “he had a Starlink chip in his phone” business is.? It's retroactive on most phones nowadays. I 
mean, I didn't go out and purchase my phone going, oh yeah, it’ll work with Starlink. It was just my 
phone. So, it really sounds like all of these issues are Saudi intelligence failures and they are trying to 
find someone to blame and kill as fast as they possibly can. 
 
Participant 8: Although I think it raises an interesting question, right? You had the accusation that the 
collaborator with the Houthis used Starlink for their attack, and then you have the US using Starlink and 
fearing that it might have been hacked or there were some cyber-attacks.  It raises a question that we 
might want to address which is, as we start having these aerospace capabilities that civilian use and 
military use, what roles do governments have in helping us protect against cyber-attacks? Helping us as 
the private sector? Our role is becoming vital to military and government uses. It’s similar to the 
evolution from militias to police forces et cetera. Is there a cyber police force or a rapid response unit 
that we can call when we think we might be hacked? Then we’d get some support from governments. 
It’s an interesting question.  
 
Participant 5: In a sense that the commercial capability has actually been much better than what 
government capability has been. But I think this is exactly what this question is trying to get at. Can you 
separate the commercial from the military? And then the issue, how far does our liability for cyber 
security go? I suppose then, is that a different answer if it's being used for a military outcome? Again, 
it's like, what are we actually licensing our services for? I mean if we're licensing commercial imagery 
and then it's used for a military purpose, that's another issue as well. I know there's a whole lot of other 
issues too. A lot of these questions have no answers, right? Participant 4? 
 
Participant 4: I was just going to say that's what the Space ISAC is for, isn't it? To share information 
about threats specifically for the commercial sector? In theory, that's what it’s supposed to be. For the 
commercial actors to be able to share threats and for the government to be able to share threat warnings 
to the commercial sector in a protected sense. I'd be wondering if there's been a breakdown in 
communications with the Space ISAC or if it's not enough. 
 
Participant 8: Say that there is a notice from the government saying look out, this is what's happening. 
What responsibility does the private sector have to act on that intelligence and how can they be how 
liable if they don't? 
 
Participant 10: I find that a really interesting question because, on one hand, for traditional 
cybersecurity, it seems like the onus is not very strong. Companies are incentivized to set up these 
barriers, but they don't have a strong incentive to report. There's not a real legal requirement. So, 
extrapolating from that, you would assume the onus would be relatively low, but in terms of directly 
providing the imagery, you'd imagine it is or, in the near term, would become higher. You can look at 
corollaries for say, banking, where the onus to know your customer and to know that they're not 
engaging in money laundering, terrorism financing, et cetera, is surprisingly high. But it’s going to be a 
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lot harder if you're just selling imagery to someone, to know that they're not going to hand it to a third-
party end user who is going to use it for illicit or military purposes. 
 
Participant 4: I was just going to follow up on your question. For Participant 5, or any other lawyers, is 
there the concept of acting with due care, the amount of work a reasonable person would do to do this 
sort of thing, in order to determine whether or not they're being negligent? Are those concepts relevant 
to a military context of negligence? That feels more civil. 
 
Participant 5: you're spot on. I'm just trying to work through that. So, we're commercial providers, we 
go out, we sell our product, we say, we've got X amount of cyber security. Come to us rather than our 
competitors because we're more reliable, we've got better hardening, we've got better systems. But, if at 
the end of the day, we get hacked and we've done everything that we can to prevent that, you can't 
attribute military liability for that. Because you could have a provider who comes in and says, I'm very 
cheap, but my cybersecurity is not great, or I'm cheap but I’m not fast, right? And the Saudis could say, 
we'll go with you. They've made a decision to work with us as reputable providers who will operate 
under the licensing regimes that apply from our respective countries, which will also require reporting 
on hacking and cyber security and those sorts of things. In a sense, I'd say we are providing global 
standards in terms of security, which doesn't include a hundred percent guarantee against hacking. But 
it's a different issue if you are actually providing the targeting information to the military. I suppose this 
gets back to the point of, are we providing civilian services or military services? 
 
Participant 4: If your customer is buying it, and it's a military customer, then I would say definitely 
military services, right? If you're selling it to a government, I guess it could go either way and you don't 
know for sure. Also, I just thought of something, we’re supposed to nominate a briefer for the end. 
Participant 3 did such a great job last time, do you want to do it again? 
 
Participant 3: I feel like I fumbled over most of it, but if no one else wants to do it, I'm sure I'll do better 
tonight. 
 
Participant 5: You did a great job. 
 
Participant 1: One other factor, telecommunications companies are considered critical infrastructure in 
the United States. So certainly, there's a reporting obligation if there's an incident. I don't know how it 
applies to hacking services outside the country, but as a US company I would think that there's an 
obligation to report. 
 
Participant 4: I’m trying to figure out this question about providing ISR transparency to customers. 
What does ISR transparency mean? Like where it comes from, what it's being used for? 
 
Participant 3: I'm assuming it's trying to determine what the information is being used for. Because ISR 
and intelligence, in and of itself, is not a good or bad thing. It's how the end user uses it, right? Like, I 
can know that there's a wedding going on in this part of town. Not good or bad. But if you bomb it 
because someone's going to be there, that's up to end user interpretation, but by and large, that's not a 
good usage of it. So, we’d have to follow up and seeing what the end user is using it for, which, on the 
commercial side, it's a lot harder to find out what they're actually doing with your data. 
 
Participant 4: Does any other industry have that though? Is Honda held liable when crimes are 
committed in their cars? 
 
Participant 3: No. 
 



 

136 
 

Proxy Wars in a Space-Serviced World 

Participant 4: We're special. We are a special snowflake. 
 
Participant 8: I think Participant 10 mentioned the KYC requirements, right? They know your customer 
requirements for banks, and I think the reason that can happen is kind of unique. Because the US has a 
unique role as the global reserve currency and so the US has a certain amount of leverage. It can enforce 
these requirements based on our desire to crack down on terrorism. Right now, we don’t really have that 
same sort of leverage in space. I'm looking at this from two angles. One, as a member of the commercial 
community we are kind of off the hook, right? As Participant 4 just said about the Honda. But it's a bit 
of a free for all, there's no central actor who has enough leverage over the whole industry to force the 
onerous requirements of what our customers do on us. But I'm curious from the angle of a regulator, 
what would the equivalent to KYC look like in in this industry? 
 
Participant 7: If I could, I just want to pursue that analogy about Hondas, because I want to tie it back 
into whether we should suspend service. If there were self-driving cars, getting hacked, hitting people, 
maybe we're responsible to shut them off, lock them up, keep them from hitting more people. Maybe the 
analogy is not that we're selling Hondas and then we never see them again, we don't operate them. We're 
a company operating self-driving cars and we could lock them up; we could shut them down. In that 
case, there would be more responsibility for us. There, do we suspend service? 
 
Participant 10: Going a little further, if the satellite companies provided the imagery and for an add on 
interpreter fee, they’d say, these targets are likely the military targets and these are civil infrastructure, 
and stuff like that, that would be a lot clearer culpability-wise, but the imagery is hazier. 
 
Participant 3: Unless you're doing the interpretation, your hands are clean. 
 
Participant 8: Even if we look at Starlink as the example that was cited in this scenario, if we shut off 
service, not only are we shutting it off to the Houthis, BUT the US government is also using Starlink. In 
this scenario, a US military unit in the UAE was using Starlink to coordinate defenses and experienced a 
failure, right? So, if we shut it off, we're not just shutting it off to bad guys, we're shutting it off to the 
US as well. It depends again, back to that KYC piece, it's kind of like the US was the driver behind a lot 
of compliance and to quote the answer to that question do we shut it off, and if so, to whom? Is it to 
everybody? Is it to the certain actor? It really depends on who's exerting leverage to make us feel like 
we're afraid of an enforcement mechanism, and then we know who to turn it off for. 
 
Participant 4: A different point from that though, we've been talking about it in terms of Starlink and the 
other satellite services are being misused, and that's why they're a vulnerability. But from the scenario, 
we're seeing another vulnerability. Starlink services are doing just fine, but they're being electronically 
attacked by Iran. We're doing the best we can. We're doing best practices in terms of cyber security and 
electronic interference, but there is a state actor carrying out an electronic attack, conducting outer space 
activities against our stuff. Why are we being held to a different standard when there's an aggressor 
who's making our product not as reliable as we would like? 
 
Participant 3: Something that stood out as very odd to me is the unit handling the coordination of 
intelligence with Saudi using Starlink was jammed, but they were not using any other form of 
communication, none of the other high bandwidth satellites that we normally use for military 
communication, using star shield, using the fixed lines, anything else. Something's really off here. And, 
for an attack where they're hitting a moving plane, it wasn't just a dude with a Starlink phone. There was 
probably someone down there with a laser illuminator. 
 
Participant 2: On the question why only Starlink? That falls into the don't fight the scenario category. 
We could always that the US government cut all other services because Starlink is so awesome, why use 
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anything else? That is not implausible. Two more quick points about the liability thing. It may not be 
legitimate, but we've seen governments do this a couple of different times. We talked about how the 
Indians went after Google Earth and Garment and a couple others. It’s totally up to the state's 
government to do what they want to do. The other thing I'll bring up is the lawsuits in the US over gun 
manufacturers . People thought they didn’t take enough steps to do their due diligence to reduce the 
ability of entities to misuse or abuse the things they sell for. While we as companies may not like this, 
states are sovereign, and they have the ability to do this. What is the appropriate standard of care for 
companies to take in taking reasonable steps to prevent misuse or abuse of their capabilities? 
 
Participant 3: From my perspective on that, unless there is a US law or Saudi law or other applicable 
law, that is put into force, we don't have to do anything. Our best practices might not be the best but, 
unless there is further regulation telling us to do something one way or another, we don't have to do 
anything. 
 
Participant 8:I'm curious for some of the folks in the industry, is this something you guys look at when 
you try and do business with certain countries? Are there countries where you say, they put a lot of onus 
on us, or legal liability on us for what happens with our systems? Is that something that's already 
happening, kind of another frontier of competition between countries, how strictly they're regulating 
aerospace technologies? 
 
Participant 4: No. No one's competing to be the strictest. Everyone's competing to be the least strict. 
 
Participant 8: Is that something you guys consider when looking into which countries to do business 
with? 
 
Facilitator: We got a communication from the US government team. It reads, based upon the tensions in 
the area, the US government has determined that you should cease all imagery operations over the 
territory of Saudi Arabia until further notice. 
 
Participant 10: Does that mean we can't collect imagery or that we shouldn't disseminate it? If so, does 
that mean that we can disseminate to them but not anyone else? 
 
Participant 3: Here's the other question. Is that an order? 
 
Participant 8: If so, some of the countries aren’t domiciled in the US. 
 
Participant 3: You can ask, we can say no, you can tell us, we can sue and say no, because you're 
threatening our finances. Unless you're willing to compensate. 
 
Participant 8: Yeah, I'm surprised they use the word determined as opposed to recommended. 
 
1Participant 7: For Maxar, isn't that headquartered in Colorado? 
 
Participant 4: Yes. 
 
Participant 1: It may be worth remembering that POTUS is part of the US government team, so I 
suppose that they could always issue an executive order regardless of whether he really has the means of 
doing so, but I think for Airbus, it might be a different situation. 
 
Participant 5: Yeah, we don't have to comply with such a request or direction or whatever it is. 
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Participant 8: Is this something we even respond to? How nicely can we do that? 
 
Participant 3: No thanks.  
 
Participant 8: Because it's not a question. I know that they're running interference in certain ways 
between trying to cool the Saudis heels off a little bit, but I'm wondering if there's even merit to respond. 
 
Participant 4: Well, they are a customer, right? Still? A bigger customer than the Saudis, let's be honest. 
 
Participant 10: Realistically we could piss off one of the two, we could live with the Saudis, and maybe 
live with the US being angry at us, but we can’t live with both of them being angry at us. 
 
Participant 5: I would suggest we say we think that it's necessary to maintain continuity of service to the 
region to ensure that we have knowledge of what's occurring on the ground. 
 
Participant 7: Would we'd like to say something along the lines of, we're going to continue collection, 
but we'll like pause dissemination? 
 
Participant 3: I would say unless there is an existing legal requirement per our contracts with the United 
States government, we have a duty to continue operations and fulfill our existing contracts. 
 
Participant 10: I think we should ask if there's a humanitarian carve out. Say you’re the Red Cross and 
you need to know where to deploy aid, in Yemen or Saudi Arabia if there's attacks there. That's 
something that I feel would be realistic. 
 
Participant 7: On the one hand yes, on the other, this demand is just for over Saudi Arabia, not Yemen. 
 
Participant 4: And only for US companies I’m guessing. So. 
 
Participant 1: What if the US government is willing to compensate us for lost revenues as a result of the 
request? 
 
Participant 3: We would still be in breach of our contracts. So, do we lose that reputation? Yes, it's USG 
and we want them because they give us the most money, but we have existing contracts. If you're telling 
us to break our contracts, we don't have to comply unless you're directly ordering us too. 
 
Participant 4: Don't want a lot of contracts have a force majeure contract for war? 
 
Participant 3: It’s not our war though. 
 
Participant 4: Well, it doesn't have to be our war, but if there is a war going on and it's affecting our 
ability to fulfill our contracts. 
 
Participant 3: There’s always a war going on.  
 
Participant 4: Exactly.  
 
Participant 8: It gives us an out on the contractual piece, but I still kind of like the nuance of stopping 
dissemination as opposed to collection. There's the question of what stand are we taking? And then just 
as important is how we're communicating that. Again, we want to make sure we're not overly 
combative, but also make sure to stand up for ourselves. On the side of our contracts, we can say, this is 
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a force majeure, this is active war, we're not going to sell you the imagery. But we're also not going to 
turn off our cameras.  
 
Participant 5: But there are other providers, right? I think this is the other issue, which is we could turn 
off our cameras, but they'll just get their imagery from the Chinese or another supplier. 
 
Participant 6: I think the best we can do is, not release for open-source information and delay data, but 
it's impossible for commercial sectors to just turn off the cameras. I wonder if that's also part of the issue 
in this scenario, where we are under cyber-attack by supposedly state sponsored actors. Given also that 
the US government is a primary customer for these commercial satellite companies, does that also create 
an opportunity to collaborate with the US government on the cyber security side?  
 
Participant 8: I also think one thing we should consider as we're looking at this is the scapegoat versus 
the actual technologies that are materially being used in the conflict. The imagery is really a scapegoat. 
The fact is that all these actors, the Iranians, the Chinese, they have their own satellites, right? They 
have better information than the commercially available information that we're being blamed for selling. 
On the flip, you have Starlink, which is enabling capabilities that may not otherwise be there. When we 
think about this, I think maybe the umbrella is too broad when we just say aerospace. I think there are 
some really interesting questions as it relates to Starlink and the communications technologies in real 
time that the Houthis wouldn't have otherwise. When we're talking about the imagery, it feels like, by 
even engaging in some of these requests, we're kind of enabling this continued scapegoating. 
 
 
Participant 4: Iran's imaging capabilities are pretty poor from a satellite perspective. They're definitely 
getting it from elsewhere, but I agree with you on that otherwise. In terms of Starlink it's tough because, 
I think the PowerPoint said that Saudi Arabia had just started allowing it to be used. So once again, you 
can't turn off Starlink. If Saudi wants to have it, it's going to live by the sword die by the sword. 
 
Participant 2: Well, Starlink can turn off receivers. 
 
Participant 4: Individual receivers? 
 
Participant 2: Absolutely. Yes. They have full control over which receivers can connect. It's like using 
DirectTV, you have to have an authorized receiver with the right crypto codes to connect to get the 
service, and they can disable that. 
 
Facilitator: We got a communication from the Saudi Arabia team that I think you’ll have fun with. It 
reads, to the commercial team, looping in the US national team. We demand that Starlink cease all direct 
to device service in the kingdom for security purposes. We also demand that you provide all positional 
subscriber data in the region for every Starlink phone in the five days leading up to the attack. This is a 
precondition for us to allow direct to device service being turned on again in the kingdom of Saudi 
Arabia. We remind Starlink leadership that the kingdom has been extremely generous in making 
investments. We hope to partner with Starlink, but we must ensure that our security is not compromised 
by the relationship. 
 
Participant 4: Can you leave that up there for a minute, please? 
 
Participant 2: From a technology standpoint, and, from my understanding, the direct to device stuff goes 
to standard smartphones, right? There's no special technology, no special thing. Starlink just shows up as 
one of the networks carriers your phone can connect to. I think they would still have some control over 
who can connect or not? The same way that Verizon controls who connects to the network. I guess they 
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would have similarly good positioning on where the phones are as to where their normal antennas are, 
but just a couple of things to think about as we consider this.  
 
Participant 1: Starlink is using a local carrier's Spectrum. In all likelihood, in Saudia Arabia that may be 
a government owned system. But in order to ensure there's no interference between the threshold 
communications and the satellite communications, they do have control over the devices because they 
are responsible for ensuring they don't interfere with the terrestrial system.  
 
Participant 2: So, any signal interference of jamming would affect the cell phone networks, not just the 
direct to device communication. 
 
Participant 1: Yes, potentially because they're operating on cellular frequencies. 
 
Participant 2: But theoretically Starlink might have a switch where they could just not accept the direct 
to device connections over a certain region? 
 
Participant 1: In order to ensure that they are not causing interference to the cell system, yes. 
 
Participant 8: If I can clarify one thing as well, on that, if Starlink is using local cellular infrastructure, 
does that mean that it's subject to monitoring by the government? If that's the case, then this is all moot. 
They were already able to monitor it. To me the reason that Starlink was a problem was because it 
wasn’t able to be monitored by national networks. Is that true? 
 
Participant 1: If they're monitoring the cellular frequencies in Saudi Arabia, they would be monitoring 
the communications to Starlink. I would expect they're all encrypted, but if we assume that they've got 
the capability of monitoring all of the cell phones in the country, I think it's safe to assume that they're 
also monitoring the Starlink communications. 
 
Participant 3: It depends a little on how they're listening in. If they're using SIGINT aircraft, you should 
still be able to listen in, but if you're just tapping directly into the cell towers, you shouldn't be able to. 
 
Participant 2: So, in the US, through pen and tap trace infrastructure, the US government has the ability 
to, to tap into any call that they have a legal warrant to. Many other countries have the same thing, 
right? UAE mandates this, Indians mandate this, lots of other countries mandate this ability. Anything 
being routed through the country's infrastructure that they own—cell phone towers, landlines—you can 
assume that there's probably some way for the government to listen in and tap into that. The thing about 
Starlink is, if it's going from the handset directly to the satellite, and it's owned by different countries, 
they may not have that.  
 
Participant 4: I'm confused. What's the point of having satellite connections, if you have to go through 
the local cell network? 
 
Participant 2: It’s just that the satellites are working on the same frequency as the local cell phone 
network, but your phone is connecting to the satellite, not to the local tower. 
 
Participant 4: So, you would need to coordinate Spectrum to make sure that the satellite connection isn't 
interfering with the cell phone connection? 
 
Participant 2: Correct. 
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Participant 4: Can you turn off Starlink and yet have Starshield keep operating? I was going to say I still 
don't know. The military version is better against jamming, that's all I know. 
 
Participant 2: Using public information, we don't know if those are separate satellites, if they are 
separate receivers, if it's all the same stuff, or if they use better encryption, we don't know any of that. 
 
Participant 4: I think the US government might be interested if they're planning on using Starshield and 
we have to turn off Starlink. 
 
Facilitator: We received a note from control. Curious to learn under what authority your legal counsel 
has advised you to use to make anyone cease or stop providing space related services? Does the team 
believe such authority exists or is this advisory? 
 
Participant 3: I mean that's what we've been discussing. 
 
Participant 8: Back to the Saudi piece, it sounds like they would have the ability to shut off service 
because it's a contract they have with Starlink? So, they would be able to say, hey, we don’t want this on 
in our territory. 
 
Participant 2: It's likely that is part of the landing rights agreement between the Saudis and Starling for 
permission to operate the service in there. 
 
Participant 5: As a random thought, would it be worth just agreeing, saying we are going to turn off 
Starlink, for a month or whatever, which would then potentially establish that Starlink wasn't implicated 
in this at all?  
 
Participant 7: Just to verify, is the implication there if there's another attack, once we've turned it off, 
then that helps exonerate us for the previous attacks? 
 
Participant 3: Turning off Starlink terminals for the area, because the country has requested it, that is a 
legal ask if we want to keep doing business with them. That is something that will cost us business, but 
the alternative is costing us all of the business in Saudi. And that is a legal ask from them. So that is 
something that we could actually comply with. 
 
Participant 5: We could say, if we have to suspend it for two weeks, this is the service charge. 
 
Participant 4: Would there be anything in the contract that would say that? If we're asked to suspend 
services. 
 
Participant 3: More than likely.  
 
Participant 4: So, we'll do it, but we'll exercise the clause in our contract that says we get compensated 
even though we're not providing the services currently because it was done as a response to your 
request. 
 
Participant 3: Providing all of the user data for five days, that could be a massive ask. We run into put 
some iffy waters there about user privacy, but by and large I would say check that with State 
Department. And if they say, give them the info, we give them the info. 
 
Participant 7: Do we have a sense, technology-wise, of how specific we could be on location? Would we 
be able to say like how many phones there were at the airport, for example? 
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Participant 2: I think so. Remember the satellites are much closer down, so the satellites field of view, 
the cell they're offering is much smaller than a geo thing. They have to know exactly where the device is 
to direct the beam at it, but maybe within hundreds of meters? 
 
Participant 4: Stupid question, every time the satellite passes overhead, it's positional data? So, if I were 
one person, how many positional data points would I have in the course of a day? By the second, 
minute? 
 
Participant 3: To my understanding, you can use Starlink similar to GPS. It really depends on if we 
actually store the locational pings, which I feel like they probably don't compared to a lot of things like 
Google which turn location tracking on. I would say it's kind of a toss-up, so we might not be able to 
provide that tracking data, but we should be able to provide the info of all of our users. 
 
Facilitator: We have an inject. Can everyone see this? Several commercial satellite operators have 
reported strange glitches—incomplete data from their satellites, dropped connections when trying to talk 
to them, and short periods where they couldn't send or receive commands through their ground stations 
affecting satellites tasked over the Arabian Peninsula. While initially dismissed as technical glitches or 
solar interference, multiple operators have since noted patterns of disruption that correlate with previous 
Houthi missile launches. Maxar, Airbus, and Starlink’s satellites now face intermittent loss of satellite 
control functions due to the suspected interference with the commercial ground stations in the region, 
prompting internal reviews of service viability in the region. The commercial satellite team should 
evaluate how they'd like to respond. US and Saudi teams should consider what diplomatic, regulatory, or 
security measures should be taken, if any, to support commercial operators. 
 
Participant 8: This goes back to what we talked about earlier, I think. As we're proposed to be 
responsible for some of the actions of bad actors using our technologies, what type of support can we 
expect from governments when we start having hacks? 
 
Participant 1: If we can go back a bit before addressing the newest point, in terms of the operation of a 
satellite direct to device. Using the system that Starlink and a couple other companies have, typically 
would not have satellite service where you have terrestrial service, and it's highly unlikely that, where 
you have an airport, you wouldn't have terrestrial service. From my perspective, it's unlikely that they 
were connecting with a satellite phone from the airport using the Starling technology, but I realize that 
we owe responses and that was a very interesting new twist. 
 
Participant 2: Is that because of the interference challenges? 
 
Participant 1: Yes. The satellite service is intended to supplement where there is not current terrestrial 
service. Again, they have the potential of interfering with each other if you've got a terrestrial system 
operating on the same frequency band, that's why Starlink would know where their where they’re 
community with a direct to device in order to ensure that they aren't interfering with a terrestrial system. 
 
Facilitator: Two more things. The first is communication from the US government team. They say 
there's been inconclusive evidence collected that Starlink has been used to coordinate attacks within 
Saudi Arabia. Is there a way for you to identify the misuse of Starlink within Saudi Arabia to support 
these attacks? And then the second thing is, would you like to respond to that first request from the US 
or the second request from Saudi Arabia? 
 
Participant 4: I think we should. 
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Participant 8: Or do we want to wait until clarification comes from control? 
 
Participant 5: Also, wouldn't we want to get on the front foot here and say, perhaps to Saudi, if you have 
evidence that this is happening, then our systems are under attack. We're the ones who are suffering here 
too. Instead of working against us, we would like to send a technical expert to work with you to 
understand where these attacks are coming from. This says we need to be working together rather than 
trying to attribute blame to us. So, if you have this information, can you share that information with us 
so that we can work out how to defend against it? 
 
Participant 4: Not to be pounding this in, but again, the Iranians are conducting electronic warfare and 
interfering with Starlink's capability. So that's what are you doing about Iran? 
 
Participant 5: It's in our commercial interest to manage this. We're not just sitting back passively 
allowing ourselves to get hacked. So, if you know more than what we know, tell us so that we can start 
defending against it. 
 
Participant 7: To make sure I'm understanding the sequence here, we're okay shutting down, we still 
want to be compensated while it's shut down, and we want assistance from the US government and the 
Saudi government regarding these attacks. Is that the summary there? 
 
Participant 5: We want information rather than assistance, right? 
 
Participant 4: In regard to the question about positional data, we're not sure if we can provide that just 
because it might be impossible to track. We said we could do subscribers, correct? Even though there's a 
privacy concern there? Y 
 
Participant 5: I think there's a totally a strong privacy concern because wouldn't we also have a concern 
about what's going to happen to these subscribers should they be identified? 
 
Participant 3: I would check with the state department before providing that list, but that list isn't going 
to be small, it's going to be several thousand people. So, it’s not narrowing it down to a number of 
people they could disappear. 
 
Participant 2: I suspect that the requirement to provide that data is part of the contract we have with the 
government? 
 
Participant 1: Yep. I also suspect privacy laws aren't quite the same as they are here.  
 
Participant 2: I'm also thinking back to the wake of January 6th when the government requested all the 
subscriber data whose cell phones were within X meters of Capitol Hill on that day, and that is within 
their legal right to ask. 
 
Participant 4: Isn't Starlink held accountable to US laws in terms of privacy? Not Saudi Arabia’s? 
 
Participant 2: No. My understanding is as part of their landing rights agreement in the countries they 
offer service to, those countries can put in additional provisions to comply with their national laws for 
the service in that region. 
 
Participant 1: I agree. 
 
Facilitator: So, should we form a response to the US team first and then go to Saudi Arabia? 
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Participant 3: Yep. 
 
Facilitator: What would you like me to say to the US team? 
 
Participant 8: Until the US answers that clarifying question, I'm not sure we're ready to give an answer. 
 
Participant 3: Did we respond to them on the issue of under whose authority? 
 
Facilitator: The US government team responded saying the 1992 Commercial Remote Sensing Act in 
the terms of their license with NOAA. 
 
Participant 1: Are they going to indemnify us against any liability? 
 
Participant 7: One extra thought here. With that inject, we know the satellites are glitching, so that 
would be another reason to shut them down. Even besides their authority to compel us to do so, I think 
there’s an additional incentive to do so now. 
 
Participant 10: I agree if the opportunity cost is lower now, we're already not making money from it.  
 
Participant 4: We have a shitty product so we can say, oh yeah sorry we have to shut it down now. 
 
Participant 10: In all honesty it's kind of good for us. The US government is compelling us to do this 
while it's a crappy reality, at least we have someone else to blame for this. For our jilted customers, we 
can point to the US government.  
 
Facilitator: So, we want to agree with their request to cease imagery operations? 
 
Participant 4: I think Participant 7 put in the chat, right? 
 
Participant 7:Yeah, I would say we're ceasing imagery operations at this time that until further notice. 
 
Facilitator: Due to maintenance? 
 
Participant 1: Per the legal authority you just cited. 
 
Participant 3: Is that a legitimate legal authority? I'm going to go take a look at that. 
 
Participant 8: My take is, especially since we have the out of glitches that require maintenance, I don't 
know how much we want to be, affirming that whatever the 1992 Commercial Sensing Act and the 
license with NOAA is actually has… 
 
Participant 2: So that law is what gives the US government the authority to license commercial remote 
sensing. I'm guessing that in those license agreements is a condition that says you are required to halt 
service when the US government requests. Now none of those licenses are public, so I can't point you to 
an example of that, but I'm pretty sure that's what they're referring to. We used to call it shutter control. 
There was checkbook shutter control and there's a long history there, but I'm pretty sure that's what that 
refers to. 
 
Participant 8: If that's our sentence, should we just say we have ceased, instead of saying we are ceasing, 
that we have ceased imagery operations due to glitches? 
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Participant 3: I would just say that we're ceasing imaging operations in compliance with that. I just 
checked and in 15 CFR part 960, it gives the government the right to modify, suspend, or revoke license 
if deemed operation poses a threat to national security, foreign policy, or international operations. So, 
there is a way they could strong arm us. Just say we comply. 
 
Participant 7: I think we can just say we're ceasing it. That's what they asked for. They're getting what 
they want. We don't need to tell them why we're doing it. Whether it's glitches, whether it’s the law, 
we’re just stating we’re doing what they asked. 
 
Participant 4: Question for Participant 5, is Airbus doing this as well, since you're not a US company? 
 
Participant 5: No, we're not. But we’ll continue to talk to you about what we can do. At the moment it's 
not been made obvious to us how we're even implicated in any of this. So, we'll just send along our 
observer. 
 
Participant 4: So, should we clarify the US imagery companies are ceasing? 
 
Participant 8: Or we could say US licensed entities have ceased imagery operations at this time.  
 
Participant 4: Wouldn't Airbus have licenses to operate in the US? 
 
Participant 5: I think we're not out, we’re not in. We’re just going along. 
 
Participant 4: I would just say US entities. Again, I'm not trying to beat a dead horse here, but the point 
of this is to suss out issues. One of the takeaways from the war game is that the US can say what it 
wants but unless it talks to its allies and gets them on board and gets Airbus's parent nation to make the 
same request, Airbus doesn't have to listen, and they can keep doing this. 
 
Participant 8: Airbus is France, right?  
 
Participant 4: Yes. France. 
 
Participant 1: The response is just US entities have ceased imagery operations at this time. We're not 
including anything about the glitches or required maintenance, is that correct? 
 
Participant 3: Operations have ceased. Because if we try to give an excuse, then it’s like, well we’re 
being directed by a legal act, so we have to comply. 
 
Facilitator: Great. Should I send it? 
 
Participant 3: Sounds good.  
 
Facilitator: We got another email from the US government team. They're sending a request we report on 
any specific incidents of interference to help us identify where the interference may be originating from. 
Please advise us immediately if you are able to attribute such interference. 
 
Participant 4: We did say we wanted to ask the US government for help.  
 
Participant 3: I would just tell them everything that we know. 
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Participant 8: Do we want to ask for clarification about what assistance the US government is able to 
provide? 
 
Participant 6: Yeah. 
 
Participant 4: If there's jamming, do they need us to figure out where the jamming is coming from? Can 
they just triangulate it? Why do they need our help with this?  
 
Participant 3: That would be entirely USG side. They would likely know more about the jamming than 
we would. 
 
Participant 1: They might know about the attempts of jamming, but I think we're the ones that would 
know when the satellites were over Saudi Arabia or however, we wanted to define it, that's when we 
said were subject to the interference. 
 
Participant 7: I guess we would have details on the timing of it. 
 
Participant 3: We could offer information about what the jamming is like. Since we're the end user, we 
know how they normally talk. So, what type of interference are we experiencing? Are we getting skips? 
Are we getting lags? Is it just going to pure static for a couple of seconds? 
 
Participant 4: I would like to know if the US is going to notify the ITU regarding these issues with 
jamming. That’s the whole point of the ITU, to name and shame. 
 
Participant 4: Should I ask that in the email to them?  
 
Participant 4: Yep. Not that Iran gives a shit what the ITU says, but it’s part of the process. 
 
Participant 2: Again, it’s not going to help in this. ITU is a coordination body, not an enforcement body.  
 
Participant 4: I want a record damn it! Starlink shall be avenged. 
 
Facilitator: should I read out what we have on the response email so far and you can tell me what to 
change? It reads, we will provide all information, and we would like to know what assistance the US 
government can provide us in addressing these technical attacks. Will the US be notifying the ITU? 
 
Participant 3: That sounds good to me. 
 
Participant 7: It looks good. But I want to flag that we still owe the Saudis a response, and we're ten 
minutes from our red phone call if we want to strategize how to use that.  
 
Facilitator: Yes, we do still owe the Saudis a response. Do you all want me to reread the email or go 
back to the discussion under the email? 
 
Participant 3: Yes, please. Just back to the email. 
 
Participant 4: So, we agreed we would be able to comply with the demand that Starlink ceases all direct 
to device service because there is a clause in the contract that requires us to do so should you ask. I want 
to make that point that that's why we're following it.  
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Participant 3: Then we can tell them that the US has asked us to stop imaging, and we've complied with 
that. 
 
Participant 7: I don't think we need to address that imagery because this is directed only to Starlink. 
 
Participant 3: It could be good to tell them we’re doing things other than what they’ve asked. 
 
Participant 7: Kind of throwing them a bone.  
 
Participant 3: Yeah, because we're going to be telling the media anyway, so we might as well tell them. 
 
Participant 4: What about positional subscriber data? I think we agreed we wouldn’t be able to do that. 
We said subscriber data but not positional data, right? 
 
Participant 5: I was looking at the Starlink terms of service and it certainly does say that under 
government requests Starlink will provide that subscriber data.  
 
Participant 7: In terms of providing user data versus positional user data, does that potentially throw 
more users under the bus, flagging more as suspicious and subject to follow up from the Saudi 
government versus if they were able to narrow it down? 
 
Participant 4: I just don't know that we can technically do all the positional subscriber data for five days, 
that seems… 
 
Participant3: Number one, we may not even have the data. Number two, would the US government let 
us divulge all of that information? 
 
Participant 4: Because that would include US forces, right? 
 
Participant 5: Say it's just it's just not technically possible for us. Whether it is or whether it isn’t. 
 
Participant 3: We're looking into it. This is something that we could probably try and pull if a 
government directed us. 
 
 
Participant 5: Not as your legal counsel, but as someone who's spoken recently to your legal counsel, I 
would strongly argue that we resist that on technical grounds. Due to the extent of interference with our 
network over the past week, it is more difficult for us to ascertain that level of data. I think we can fudge 
it like that. We're being hacked. We can give you subscriber data but positional is just so complicated. 
 
Participant 4: That's a good idea. Then do we want to add the part about ceasing imagery? To 
demonstrate our good intent and wish to work with you to rectify the stability of the situation, US 
entities have ceased imagery collection. We value our relationship with the kingdom of Saudi Arabia. 
Let’s be diplomatic. 
 
Participant 1: Does rectify imply responsible? Could we change that word?  
 
Participant 4: To ameliorate? Then we can get it to them right before they do the 07:00 phone call. 
 
Facilitator: Before we send it, I’ll read it out. Dear Saudi Arabia team, Starlink will comply with ceasing 
all direct to device service as our contracts require. We will be able to provide subscriber data, but due 
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to the extent of interference over the past few days, it is not technically feasible for us to provide 
positional subscriber data. Furthermore, to demonstrate our good intent and wish to ameliorate the 
situation, US entities have ceased imagery collection over Saudi Arabia. We value our relationship with 
the kingdom of Saudi Arabia. 
 
Participant 4: It's a lovely email.  
 
Participant 3: I would tweak it to say the requested positional subscriber data because we could 
potentially scrape a couple days of it. 
 
Facilitator: Alright, I will go ahead and send it. We have another email from the US team, it's very short. 
Commercial team, thank you for your support and cooperation. 
 
Participant 4: Teamwork makes the dream work. 
 
Participant 7: Seems like they didn't pick up on the nuance of US entities, maybe. 
 
Participant 4: That’s their failure, not ours.  
 
Facilitator: Do you want to pick somebody to go to one of the other teams or just let them come to us? 
 
Participant 3: I think we're good to let them come to us if they have anything. 
 
Participant 4: If we wanted to send someone to the US team to ask if they’ve talked to your allies to 
ensure they're making the same requests of the companies registered under their article six obligations 
that they have to follow through on. That could even be sent as a question in an email. That’s what I 
would like to know.  
 
Participant 7: I think it'd be worth sending someone to the US government team, partially just to see 
what the dynamic is and get a little intel on how they're operating. 
 
Participant 3: Go lobby them a little. 
 
Participant 7: Right, what are you doing to protect us? We've ceased imagery. We're providing user data. 
This isn't sustainable. What are you going to do for us? 
 
Participant 4: How are you going to indemnify us? Okay, who's volunteering? 
 
Participant 4: Participant 2, would you want to go?  
 
Participant 2: I'm happy to go.  
 
Participant 4: Facilitator, will the other teams be emailing us to say if they’re sending someone over or 
do we just wait for someone to show up? 
 
Facilitator: Last time they just popped up. We just waited. 
 
Participant 4: Okay. Should we start talking about one of our answers? 
 
Participant 5: I misunderstood, I thought we could only send to one of the other teams, but we can send 
to both. 
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Participant 4: Does someone want to go talk to the Saudis? I feel like we're okay there, but if someone's 
aching. 
 
Participant 7: I think if we go, they're just going to press us on the positional data.  
 
Participant 6: They’ll probably send someone here and still press for it. 
 
Participant 5: I think that’s right, and I kind of want them to. The technical people have to promise to 
remain very quiet about what our technical capability is. Just let the government people talk.  
 
Participant 4: Should we continue onto the second question then? 
 
Facilitator: The second question reads, what other civilian infrastructure and commercial targets might 
the Houthis attack next? And what might the consequences of such strikes be?  
 
Participant 3: I mean, oil infrastructures. So far, they've only tried to kill the king and his family. Well, 
they hit their power grade. They've  
done everything short of target civilians. 
 
Participant 4: If you're hitting the desalination plant in a desert country, you're basically targeting the 
civilians at that point. You're not distinguishing between who's going to be getting the consequences of 
that.  
 
Participant 3: I draw a small distinction between hitting civilian infrastructure and targeting civilian 
population. 
 
Participant 8: I don’t know, if you take out the water supply though… 
 
Participant 3: It's an important distinction. One is applying pressure on the civilian population and the 
other is directly trying to kill them. 
 
Participant 4: One's killing them slowly and one's killing them quickly.  
 
Participant 8: But that’s fair. That’s the same argument we make for sanctions, right? 
 
Participant 4: They hit the electric infrastructure too. Also, Participant 2 is back? 
 
Participant 2: They sent me back over here because they wanted to have some internal discussions, but 
Participant 11’s going to be joining us momentarily. 
 
Participant 4: Okay. 
 
Facilitator: We're discussing the next question. We also got an email from Saudi Arabia. It reads, we 
request that GCC and Islamic Military Counter Terrorism Coalition member states, including Pakistan, 
heavily condemn this attack. We underscore that Pakistan's relationship with China is creating security 
concerns for the KSA. Furthermore, in the wake of these attacks we are undergoing a 
telecommunications lockdown. All direct to satellite cell service is suspended, all KSA nationals in 
possession of direct to satellite devices must have their devices brought in and examined for national 
security purposes.  
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Participant 4: Once again, I want to complain that they do not know that direct to satellite services were 
involved in this. It could have been a walkie talkie. This is a weird fixation, why only Starlink? Unless 
they think they can control all of their telecoms, which they can’t. 
 
Participant 2: But they think they can, right? 
 
Participant 4: For 9/11, recall they found out the terrorists were communicating by not sending emails, 
by just composing drafts and leaving it unsent. There's a lot of different ways around this besides 
Starlink— 
 
Participant 2: That wasn’t Starlink. That was Petraeus.  
 
Participant 4: That’s right.  
 
Participant 10: You could imagine there's like a non-security explanation in which they only suspect 
Starlink was used in the attack, or they're not fully convinced, but they want to constrain a public 
reaction because they're now at full scale war with the Houthis. So maybe there's another explanation.  
 
Participant 4: We already said were going to be suspending service. Because we had to, because they 
requested it. What they choose to do their own nationals is up to them. We don't have any say in that 
matter. 
 
Participant 2: I think it's plausible that there was a connection or someone's phone they gathered up 
talked about using Starlink or bragged about it and it's just a lead they’re trying to close down.  
 
Participant 8: If you're trying to narrow the search, even if you have thousands of names on a list, if you 
want to find folks who are operating in that world and in your country, folks that have satellite phones is 
a pretty good list to have. Do you know what I mean?  
 
Participant 4: Going back to this, we haven't really discussed commercial targets. Does Saudi have 
commercial satellite companies, or do they have telecom? 
 
Participant 8: Who mentioned in the plenary that even executives and chief operations officers of some 
of these companies become potential targets? 
 
Participant 3: Something that stands out to me is that the Houthis haven't directly attacked any Saudi 
military targets yet, have they? I don't recall them saying they were hitting Saudi air bases, military 
installations, Saudi posts etc.  
 
Participant 4: I guess only if you count the royal family as a military target?  
 
Participant 8: Well, he was the Minister of Defense. 
 
Participant 3: I think that's an oversight, but if they haven’t said it, put it on the list. 
 
Participant 5: This question isn't really directed at the commercial operators, right? This isn't a 
hypothesis that we can talk about outside of the role play context, but I think we would need to be clear 
that we ourselves are under cyber-attack and we're assuming that is not coming from the Houthis. 
They're not the ones capable of doing that, so that's coming from somewhere else. If were in character in 
answering this question, we would say whatever is happening militarily with the Houthis is not our 



 

151 
 

Proxy Wars in a Space-Serviced World 

concern, we certainly wouldn't be providing them explicitly with any targeting information. In fact, we 
are preoccupied with dealing with the origin of the cyber-attacks against us.  
 
Participant 4: Good point and it sounds like the US government is here to help. Hi, Participant 11.  
 
Participant 11: I don't know what I can do to help or answer any of your questions, but I should start by 
saying thank you for being so cooperative and helping us try to keep you out of the conflict in the 
region.  
 
Participant 2: We mainly wanted a vibe check on how you guys are viewing things and confirm any 
additional assistance you can deliver to help us deal with the unreasonable demands coming from the 
other party in this.  
 
Participant 11: Which party are you referring to, the Saudis?  
 
Participant 2: Yes; they demanded all of our user account information and geolocation information for a 
five-day time period in the region. 
 
Participant 11: We did not know that, but thanks for informing us. I think we should probably address 
that directly with them. 
 
Participant 4: We agreed that our contract said we had to, so we would provide them with the user 
information, but we felt from a technical perspective, given the challenges we've been facing, it would 
be extremely hard to give positional information at this point.  
 
Participant 11: This is something we've found difficult to manage on the US government side. There's a 
big difference between how we handle the commercial remote sensing industry and how we handle the 
tele communications industry. Are we talking about Starlink here, or are we talking about imagery 
service provision? Or both? 
 
Participant 4: Well, they asked specifically for the Starlink, the user information and the positional 
information. 
 
Participant 2: And after consulting the landing rights agreement we have with them, we have to do that. 
But we would not want to provide US government customer information as part of that. 
 
Participant 8: We also wanted to clarify, as we share information we’ve found about the breaches that 
we've experienced, is the US government able or willing to provide any support to help us protect 
ourselves? 
 
Participant 1: Absolutely we would. In fact, we are independently trying to determine the geolocation of 
the sources of interference. One of the things we need to be cautious about is that it may be coming 
from both sides. We're not sure yet. And it may not be coming from a state actor. But if we need to raise 
this in a formal international venue like ITU, we’d be willing to do that. 
 
Participant 4: Thank you. That's what we were hoping for. One other point we wanted to confirm you 
fully grasped nuance of is that US entities will stop collecting imagery over Saudi Arabia, because 
Airbus is not a US entity, it is a French entity. We're wondering how much coordination the US is doing 
with its allies to ensure that there is a common response to these requests? 
 
Participant 11: That is a great point which we will have to follow up on.  
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Participant 5: If I can add to that, speaking as a French person and a European, we would like to flag our 
concern that these requests being made of us are essentially veiled requests for targeting information. 
We would like to make it clear that we are commercial operators and do not want, inadvertently or 
tangentially, to be drawn into military decision making. We just want to make that clear, that we are 
commercial providers. 
 
Participant 11: Understood. Do you want me to leave you alone so you can finish drafting your 
answers? I'm going to go back with the point about ITU or other international coordination, including 
coordination with other nations who have authorization and continuing supervision responsibilities for a 
non-US government system.  
 
Participant 4: Sounds good. Also be aware that there are likely US military assets using Starlink and 
their positional data will be given to the Saudis.  
 
Participant 11: Would that be covered by a contract?  
 
Participant 4: If we have to give all of the user data in the country and there is US military personnel 
using it, unless there's a carve out for allied military operators, if we have to give all of the users, then 
we have to give all of the users.  
 
Participant 11: Yeah, that's an interesting point. 
 
Participant 2: Also not to mention any potential US users that are not identifying themselves as US 
government users that may be using the system for non-declared means.  
 
Participant 4: Maybe send a quiet message to the DoD about this one. 
 
Participant 11: I will raise these issues, got it.  
 
Participant 4: Good luck. Thanks. 
 
Participant 7: I’m just making sure we don't have a KSA rep on, it looks like we don't. Back to the 
question about civilian infrastructure, I noticed both of the attacks were at the airport in Riad other than 
the transformer attacks. What about attacking something o besides Riad to show they can use near real 
time capabilities elsewhere too? If they have that capability.  
 
Participant 4: Yeah, port infrastructure. 
 
Participant 7: Jedda is going to be the largest city that's on the water. That'll be on the Red Sea side. 
 
Participant 4: Sorry, what did you say is the largest city? 
 
Participant 7: I believe Jeddah.  
 
Participant 4: Mecca’s not too far from the water either. 
 
Participant 7: I saw that but figured it would be kind of risky and extremely inflammatory. I wondered, 
would they target an airport that would be disruptive to the Haj? There might be time to rebuild it, or 
maybe it would be too inflammatory. But all that to say, if you could demonstrate you could do an attack 
like this outside of Riyadh too, then it would feel like nowhere is safe. 
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Participant 4: Al Khobar is on the water, on the same side, the Persian Gulf. Anyway, we don't need to 
pick targeting stuff. 
 
Participant 7: Do we want to send any emails to the other teams and make them respond to us? 
 
Participant 8: As we get to question four regarding new policies to help reduce military misuse, we may 
want to figure out, from our perspective, what policies would help prevent us from being scapegoated in 
the future? And if we come up with something, send that affirmatively in an email to the US team and 
the Saudi team. 
 
Facilitator: We got an email from Saudi Arabia. It's not directed towards us; it's just an action they took. 
It read, in the wake of our discussion with US representatives, the kingdom of Saudi Arabia strikes 
naval facilities which we believe are being used by Iran to supply military support to the Houthis.  
 
Participant 7: Can we clarify whether these are Houthi facilities that Iran is shipping through or Iranian 
facilities? 
 
Participant 3: Right, because did they just bomb Iran? 
 
Facilitator: We’re clarifying if they are Houthi facilities used by Iran or Iranian facilities.  
 
Participant 7: Yes, do the naval facilities belong to the Houthis, or are they in Iran? 
 
Facilitator: I’ll send that.  
 
Participant 4: Second question: how might commercial satellite companies self-monitor, which is fine, 
or restrict operations, not fine. I think there's a way of saying, we're maintaining best practices to ensure 
that our services aren't being misused, but, while we are restricting operations in response to 
government requests, we can't just restrict operations to make people feel better. That's a liability to us 
and it's not servicing our customers well, including the US and Saudi governments. 
 
Facilitator: Saudi Arabia responded that they did attack Iran. 
 
Participant 8: And after consulting with the US, interesting. 
 
Participant 4: Can we call for a UN Security Council meeting at this point? This has gone beyond our 
pay grade. 
 
Participant 5: Absolutely, and again, why are you even telling us this, as commercial companies? It has 
nothing to do with us. 
 
Participant 7: Well, you say it has nothing to do with us, but there's going to be more demand for 
imagery of Saudi Arabia now, right? 
 
Participant 4: Well, we ceased operations over Saudi Arabia. I don't know how clear cut it is, if you can 
say, we're not going to do anything over Saudi Arabia, but we’ll open our cameras back up over Iran. 
 
Participant 7: But we never turned them off over Iran, right? 
 
Participant 4: Yes, that’s my point.  



 

154 
 

Proxy Wars in a Space-Serviced World 

 
Participant 7: If we turn them off over Iran now, that may be seen as taking a side. 
 
Participant 3: I would keep it on over Iran frankly, because by and large we are US entities and as a 
whole that makes us a target to begin with. They've proven that they will already hit civilian 
infrastructure by striking the Saudis. Yes, the Saudis just bombed Iran, but we're going to be a target 
either way, so we might as well make money and provide capability to our partners. 
 
Participant 7: And I guess we're already being attacked. 
 
Participant 3: Yeah. Worst case scenario, they keep doing what they’re doing. 
 
Participant 6: For imaging, how can we address the increased operational risk in this instance? 
 
Participant 7: I wonder if there actually is much increased risk to us? We know from the email that they 
spoke with the US government rep. But from Iran's perspective, even without knowing that, you would 
assume that Saudi Arabia would coordinate with the US before striking Iran. 
 
Participant 3: Yep. 
 
Participant 7: If you were Iran, you would assume that Saudi Arabia would be using US resources. Why 
would they assume Maxar or Airbus Defense and space is playing a big role? 
 
Participant 3: More than likely if they target anyone, it's going to be whoever they can get with soft 
antisatellite systems. But number two, they're primarily going to be targeting NRO assets and the big US 
military stuff rather than the smaller commercial providers. 
 
Participant 4: I wouldn't see them going after the NRO assets because they're much more capable 
against being jammed and that’s a much more escalatory move. I'd be worried about that Iran's going to 
start doing physical attacks on western ground control stations for imagery. That’s what I would do. 
 
Participant 3: Which ground control stations would they be hitting? Because, by and large for satellite 
imaging, our terminals for that download are not on the Saudi side, so they would have to send terror 
attacks into the United States to hit those. This is a threat, but if they're using that level of aggressive 
action, it's going to be against the US power grid rather than a small commercial provider's installation. 
If they're going to send suicide attacks against something they have bigger fish to fry than us.  
 
Participant 1: Remote sensing companies do have ground stations around the world to download data, I 
don't know whether there are any in the Middle East but maybe. 
 
Participant 4: Okay, maybe not ground control but what about TT&C, those station those stations are all 
around the world, right?  
 
Participant 8: Also in this scenario, the cyber-attacks have already been coming from Iran. 
 
Participant 2: The vast majority of remote sensing downlinks are done through Zalbart in the polar 
Arctic. Some companies do have more robust downlinks, think about Planet, they have their own global 
network of downlink stations.  
 
Participant 4: So maybe we can say we're not as worried about attacks on our ground control. 
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Participant 2: Now, Starlink has a lot in Iran! 
 
Participant 8: Going back to the question from our first plenary, if instead of attacking the physical 
infrastructure of a company, they could kidnap the wife and child of the CEO of one of these companies, 
would they take that approach? 
 
Participant 3: I don't think kidnapping the CEO or the family of the CEO is necessarily going to be a 
successful tactic on the grounds that we're a company. If you kill our CEO, we're going to replace him. 
If anything, that's going to incentivize us to give Saudis data for free because this has become personal. 
It's not going to shut down the camera it’s just going to piss them off further. 
 
Participant 4: I was going to say, regarding Starlink, if Iran's escalating, then the Russians likely have 
several systems they've been building that can specifically interfere with Starlink. I'm guessing that they 
would probably, as their ally, send them to them.  
 
Participant 2: When the whole Ukraine war kicked off in 2022, one of us was quoted in the Washington 
Post saying, of course, if satellites provide military data, they're a military target. Then, that person 
happened to get a phone call from the CEO of a commercial remote sensing company asking what are 
you doing? They were concerned about the people they have in various countries being harmed. It's not 
just the CEO getting kidnapped that’s a risk, there's also the question of physical security for employees 
all around the world. That's going to be going through the company's heads.  
 
Participant 3: But it's not going to shut off the imaging, is what I’m saying. 
 
Participant 8: Whether it’s effective is a separate question. If it might be that a tactic they would take is 
probably something worth considering. But I agree it ultimately wouldn’t be effective. When I worked 
doing advanced work in Eastern Europe there were folks on our teams who would get approached by 
folks we presumed were Russian agents who would say, hey, full name, we're watching you, trying to 
intimidate them.   
 
Facilitator: I made a new slide for us to discuss Saudi Arabia attacking Iran because it went beyond the 
policies question. 
 
Participant 8: Good call. 
 
Participant 4: I'm hearing through back channels that the President is trying to deescalate, but the Saudis 
are having none of it. 
 
Participant 8: If you attack MBS’s family, they’re not going to let up.  
 
Participant 4: Then it comes back to the US. We're always killing number two of Al Qaeda or ISIS, and 
another one just pops up. You kill fewer civilians in the process.  
 
Participant 4: Are we at the point where we need to make sure we're good for our memo? We haven’t 
finished discussing this one yet. 
 
Participant 7: On this one, one of the questions we've had with the US government is on 
indemnification. Do we feel like more robust policies for indemnification would improve our 
transparency and therefore have benefits on this front? 
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Participant 4: Yes, and I will say when the DOD and Space Force released their commercial integration 
strategies last year, one of the questions I asked was how did you guys deal with that? And they just said 
they agreed it's an important issue that needs to be sorted out.  
 
Participant 3: What type of indemnification would we even want? 
 
Participant 2: As a commercial company, as much as I can get.  
 
Participant 4: Zero liability. We want not just money, but full replacement value of any assets that are 
lost or any contracts that we have to give up because of this. 
 
Participant 2: I’d heard of a previous war game, between, say red and blue. Red told the commercial 
companies, sit this one out or we're going to blow up all your satellites. The commercial team went to 
their government and said, unless you hook us up, we're going to sit this one out. So that's sort of where 
this came from, it’s a question of if you use our stuff and all our stuff is blown up, will you make us 
whole at the end of it? But for the US government it's complicated because there's probations on making 
unfunded commitments beyond what's an appropriation. There are all kinds of legal restrictions and 
policy questions. 
 
Participant 5: I think that underpinning this is the basic position that commercial operators need to be 
clear whether they are providing civilian services or whether they're providing military services. And the 
contractual arrangements regarding military services should be different from those regarding civilian 
services.  
 
Participant 4: As a subcategory of that, I think, if SpaceX is truly concerned about being held liable with 
Starlink, they need to make clear what the difference is between Starshield and Starlink. Because 
otherwise what's happening is, China thinks that everything is Starshield and that all of those satellites 
have weapons and are collecting data and they're all being used for targeting. Until proven otherwise 
they're not wrong. I think it'd be really helpful for the US to create a policy identifying what the 
difference is. We've seen with the X37B an example where people don't know information and fill in the 
blanks with the worst. And if you look at the Rand report that talks about Chinese thinking about the 
X37B, they assume it has arms and weapons and can take pictures. What does that mean for their 
Shenyang? Maybe they built that under their Shenyang because they thought the X37B had it. 
 
Participant 5: A hundred percent. I think it's also in the government's interest to be clear about whether it 
is actually authorizing its commercial companies to act in military situations or not. Because this is how 
they're going to get drawn into conflict. If it appears that they are authorizing a commercial operator to 
act in a military way. 
 
Participant 4: I'll point out that without this clear distinction, commercial operators may take it upon 
themselves to make their own decisions about how best to deal with these that may not be to the US 
government’s interest. 
 
Participant 5: Exactly, all of that. And as we know, the advisors within a commercial company are very 
unlikely to be across all of the rules of IHL and what will be permitted or not permitted regarding 
targeting decisions and the like. So, it's not a domain that they should want to be drawn in without being 
fully aware of the fact that that it is happening.  
 
 
Participant 4: Should we require briefings for commercial operators on the MILAMOS manual and the 
Woomera manual then?  
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Participant 5: I'm sure someone would be happy to set up a business doing that, let’s put it that way.  
 
Participant 2: Two weeks ago, I was in a meeting with a bunch of senior NATO ACT leadership, and I 
was just explaining space stuff to them, but I mentioned the Woomera manual exists and got several 
looks in the room like, this thing exists?! So, there may be a market there. I'll put a link in the chat, 
basically it's a conflict manual on military space activities and space warfare.  
 
Participant 4: It deals with activities during times of conflict as opposed to the MILAMOS manual, 
which does not. 
 
Participant 5: I think it’s already time for version two of the Woomera manual because everything has 
progressed so much further since that was done. 
 
Participant 4: Wasn’t that just last year? 
 
Participant 2: But a lot of the writing was done four or five years in the past, pre-Ukraine.  
 
Participant 5: It is interesting, that there's not a lot of awareness of what the consequences of that 
conflict could be.  
 
Participant 2: If someone is looking to do a workshop or a webinar on this, maybe some organization 
invested in long term sustainability and security in space, I think a Woomera manual reflection in the 
wake of Ukraine might be a really interesting topic.  
 
Participant 4: If I know of any NGO that does that sort of thing, I will pass it along. This is becoming an 
increasingly prescient area because as we're seeing a lot of space companies are trying to develop cool 
space technology, but they're finding out that the only people with the money and the ability to buy it is 
the military, so they're pivoting towards defense, Planet being example of just one of many that have 
done that sort of thing. This is going to become an issue for more and more companies.  
 
Participant 5: Absolutely true. And I've been asked questions, even very recently, along the lines of how 
do we avoid the implications of dual use? Like there's a magic formula where you can say this doesn't 
apply to me. But it’s about what you're doing, what the product is that you're providing, your service. 
Even if there is a recognition of the liability implications of dual use, it's believed that it can be solved in 
a very simple way.  
 
Participant 4: There's a legal definition of dual use, but most of this is just optics, what's the perception? 
And again, I will point out that Starlink is viewed by many countries as a branch of the US military, and 
that the US military is in charge of it and making decisions. That's probably not true, but that’s the 
perception. 
 
Participant 2: Absolutely. I was another discussion earlier today and this question came up. I said that 
my perception is, while dual use is an issue, it's not as big of an issue as it was ten years ago. Every 
European country is now saying we need counter space, which you wouldn’t have heard that ten years 
ago. It's still something to think about in a commercial context, but a lot more countries are just more 
comfortable with this notion that stuff in space might be used in nefarious ways. 
 
Participant 4: Space force has been beating that drum and they've gotten everyone to accept that space is 
a war finding domain, and you need to have counter space capabilities to protect your assets. The 
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commercial actors then say, we work in a complicated environment, we need to have these protections 
too. So that messaging has been swallowed hook, line, and sinker. 
 
Participant 5: I think we have to go back to the plenary at 08:00, right? 
 
Participant 7: Should we go back and look at this now? 
 
Participant 7: Let’s run through the questions and see if we have any additional thoughts or anything 
like that. 
 
Participant 5: Can I clarify the point where it says you can't attribute military liability to a commercial 
company? I think because that's a headline it might be misinterpreted. A more nuanced way to 
communicate that would be to say it may be possible to attribute military liability to a commercial 
company. I think what we were trying to say there, when we said it can't be, was that we as the 
commercial companies were resisting that argument that in these circumstances, we should be found 
responsible. 
 
Participant 4: Liability implies there's an obvious standard of care and we didn't follow it, but there isn't 
obvious standard of care here for a lot of the stuff…  
 
Participant 7: Are there any particular points we'd want to emphasize during the plenary?  
 
Participant 4: The lack of clarity, overall.  
 
Participant 7: We also focus a lot on liability and responsibility. We weren't thinking about a moral 
responsibility or anything like that, we were very focused on legal liability. 
 
Participant 8: It's =interesting considering this in the context of the strategic competition with China, 
where they have the benefit in this context of having de facto control over so much of their private 
sector. As we're competing with them, there’s a question of to what extent the US government can 
command commercial capabilities for their purposes in a national security situation.  
 
Participant 4: I mean the US already has that. That's the whole point of the commercial integration 
strategy, that they can tap into those capabilities when needed.  
 
Participant 8: Have we used that? Are there anecdotes of when that has happened and how it’s worked? 
 
Participant 4: I don't know that it's been done in space. I will say China has a pretty well-established 
commercial sector. A lot of the financing is separate from the federal government. Not to say they can't 
puppeteer them if they want to, but they're more independent than we'd like to acknowledge in the West. 
 
Facilitator: This slide is just our response to the email. We can skip it in the presentation. Then this is the 
second email response, and then the next question is the civilian infrastructure question. 
 
Participant 4: I think the previous slides might be interesting to bring to the group because we're taking 
a perspective they might not have had, whereas this one about other targets has answers anyone 
could’ve come up with. No offense to us.  
 
Participant 3: I agree with that. 
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Participant 4: I learned a lot about what can and cannot be done in this sort of situation, so it may be 
helpful to talk with the group about that too. 
 
Facilitator: Does this look good to everyone? 
 
Participant 3: Yep.  
 
Participant 4: This slide looks good too, next slide. this is where we give what we want for 
indemnification. 
 
Facilitator: Would you guys like me to bold the indemnification? 
 
Participant 3: If you could. 
 
Participant 4: I think the difference in the lack of clarity between providing military and commercial 
services, is the US government’s ambiguity for freedom of action, but oftentimes that sets off a chain of 
consequences that have negative effects for the US. Again, the X37B misunderstanding, the 
misunderstanding by the Chinese about Starlink being a US military arm, that sort of thing. And then 
again, we don't want to set a precedent that we’ll stop operations to make people feel better. We do it if 
our contracts require it. 
 
Participant 7: I think on that front it was not for government requests it was if our contracts require it, if 
they could be enforced. 
 
Participant 3: Exactly. In Saudi it's one thing because they're a monarchy so they can do whatever they 
want. But if this was in India, Europe, any functioning democracy with actual rule of law it's different. 
 
Facilitator: We have one minute left before we're supposed to jump over. We have two last slides, one is 
Saudi Arabia attacking Iran, and one is extending the last question. 
 
Participant 4: I like the idea of talking about a Woomera manual briefing for the commercial sector. In 
my biased opinion, I think it'd be an interesting point to hit. 
 
Participant 4: It’s 08:00, see you guys over there.  
 
 
War Game Hot Wash 
 
Facilitator 2: If the commercial satellite team would like to go first, that would be awesome. And again, 
try and limit your comments to twelve minutes. If we need to elaborate on anything, we'll make a note 
and we'll come back to it at the end. 
 
What technical, contractual, or regulatory steps could help prevent the misuse of commercial satellite 
imagery or communication through third parties including non-state actors? 
 
Participant 1: So, the big bottom line up front is that you cannot prevent misuse, you can only mitigate 
it. The US tried to do this thirty years ago with GPS and all that did was give away the market to 
countries that aren't going to regulate it. So, if you have satellite providers providing imagery and all of 
a sudden the US implements really tight regulations, they're just going to go and they're going to license 
out of Luxembourg or the European Union, anywhere other than the US. That's just going to cost 
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business. So, what can you really do? It's just down to mitigation. There are some other slides we'll 
touch further on that—  
 
Facilitator 3: Just a comment here and we will rake you over the coals later. So, you're against 
temporary duty orders of our diplomats to try to get some understanding about know your user?  
 
Participant 1: It's a little different and, as I said, we touch on that in a further slide. States should try and 
include a lot of information and sub requirements within the contracts that they have with these 
companies. But that's going to tie more into what are the rights and responsibilities of each party. But 
you can't really do much when it comes to cyber-attacks when it comes to satellites. Your stuff can get 
cyber attacked, but there's not much you can physically do other than what you're already doing. Next 
slide. So, given the difficulty of attribution, what might the US and allied governments do to try and get 
a better handle on how commercial services, and the license might be misused? So the government 
could provide a potential list of who might have issues with these commercial services. Like with 
Starlink, the government and intel agencies should work pretty closely with SpaceX to say here's who 
might have a grudge against your service. Not just those who take issue with you but who actually have 
the means to act. Companies can only figure out so much on their own and granted they do have 
extensive security departments they're not going to have the same, broad and depth as intelligence 
agencies would. One of the other things towards mitigation is, do we as companies sell all of our end 
data usage logs to national agencies? That's a very common thing when it comes to ISPs and other 
companies like Google. There was a big scandal recently where an airline company sold all of their 
customer data to DHS. Do we make some extra profit through selling the government your information 
or do we make some extra profit through refusing to assist them. 
 
Facilitator 3: How does that shake out? Does anyone have an opinion and what's it based on? 
 
Participant 1: By and large you're going to sell to the government because they have more money. 
Unless you're a really, really small entity that actually values privacy but everyone sells out at one point 
or another, much to my disappointment. 
 
Participant 2: Participant 1, I don't think that's correct. There are two things that go with this. Number 
one, for the commercial remote sensing licenses, NOAA is mandated to keep a record of who they sell 
to and to provide that to the US government at no costs if demanded. That's part of the licensing process 
as best I know. Somebody can tell me if that's changed over the last ten years, but that's how it used to 
be. And for commercial communication companies dependent upon the target, if it's a US citizen, that 
requires a court order to go ahead and get that information. But for non-US citizens NSA has made 
arrangements with a lot of companies after the global war on terror to be able to access it. And I don't 
think they pay for it. They pay for the administrative fee of delivering it, but they don't pay a fee for 
access. 
 
Participant 1: I've heard mixed things about them paying for access, so it's something that would need 
more looking into, but it is something to consider. Do you resist or, do you just give it to them?  
 
Participant 2: I know I had my data on my cell phone turned over to the FBI during an investigation and 
they had to get a court order for it. 
 
Participant 3: I think part of what we're getting at here is of course the US does that when it can, but 
there are companies that aren't American companies. And there are other cases, for example email 
providers whose business is they keep no data on you, and they turn over no records. Same thing with 
VPN providers or things like Signal where they literally have no access to the content at all. We 
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understand that the governments may want that to be the case, but increasingly as the technologies 
proliferate, the government's going to have less and less ability to force that to happen. 
 
Participant 2: I agree with you. Now obviously again for the remote sensing companies, the licensing 
terms requires them to do that, which questions whether or not these other services should have similar 
license requirements to get an FCC license, right?  
 
What measures diplomatic, technical, commercial, or military might help deter further space supported 
missile exchanges or cyber-attacks in the region? 
 
Participant 1: Moving forward. There's nothing we as companies can do to stop the cyber-attacks. 
Unless Saudi Arabia says they’re shutting off the internet to anyone else outside of Saudi Arabia and 
we're pulling the plugs, we're cutting the cable, there's not really too much that you can do to stop the 
cyber-attacks. The best you can do is try to mitigate to protect your own. Shutter control is the big thing 
that you can do. You ask, who are we shutting it off for? Are we being directed to or are we reacting to 
the situation, not sensing in these areas and providing free data access to certain entities? We could have 
a sub clause in our contracts that says we're not going to sell to you if you act this way. The last point 
touches on the idea; do we just exit the region? Do we find the risk of operating here to be 
unsustainable? Next slide.  
 
What additional international understandings or domestic legal reforms might help clarify liability, 
responsibility, or operational restrictions for commercial space actors in conflicts? Should industry be 
required to self-insure against certain military assaults against their people and property? 
 
It really comes down to what type of standards are imposed under domestic licensing within regimes. 
You can have a lot of sub clauses in there about, hey, for your operations you need to have encryption up 
to and including, NSA certified codes, etc. The commercial sector should not be forced to self-insure 
because there is no one that will insure you. It should be built in the contracts that if you're going to use 
us as a de facto military asset, you are going to reimburse us in the event that someone shoots at us, 
someone downs us, etc. Because there's no one that will insure your system. It's difficult as is to get 
insurances as a private military contractor, so doing that when your asset is worth up to hundreds of 
millions of dollars, you won’t find anyone to do it. 
 
Facilitator 3: Do you know why? I do. A lot of firms have insurance against terrorism. Now, where you 
draw the line between that and a military assault, is an interesting question. But it wasn't until 09/11, 
then there was a one-year assumption of that liability by the federal government that has turned into 
more than twenty years, but it was only supposed to last one year. So, it wasn't as though we didn't cover 
these things before. I might add that there are a whole host of liabilities although there are caps, which is 
interesting as well, in the nuclear industry for quote unquote accidents. I just wonder where the lines get 
drawn here, but I don't know that we haven't been here before. Just maybe the space industry wasn't a 
part of any of this yet. 
 
Participant 3: We did talk about the example of the space launch industry, right? Where the companies, 
at least in the US, they're expected to have insurance against third party damage destruction up to a 
certain amount and then the US government covers more. I think the launch company had to cover up to 
half a billion dollars. I think the US government then covers up to one and a half billion dollars, and 
anything over that is back on the company. But other countries have different things. So, there is some 
of this in the space world, but not for things worth thinking about in the scenario. 
 
If this game had continued, what would our team's next steps be? 
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Participant 1: Overall, we're limited, the big question is, if and when do we restore service for Saudi 
Arabia? At what point in the conflict, if things escalate, do we just decide people need to see what's 
going on? Do we wait for the Saudis to tell us to turn it back on? Do we wait for the US to tell us to turn 
it back on? At what point do we decide we're not actually going to get shot at, and then what's the 
current customer relationship with Saudi Arabia? If Saudi Arabia says, we're done with you America, 
we're signing on with Russia and China. Well, we've already lost basically everything we need there, so 
we might as well just turn it back on. But that really comes down to the State Department. 
 
Facilitator 3: Did you folks have any consideration of having a federal entity due unto you what they 
already do unto the airline industry when there are crashes? 
 
Participant 1: Do you mean grounding? 
 
Facilitator 3: They do an investigation to try to figure out… 
 
Participant 4: You’re suggesting something similar to NTSB. 
 
Facilitator 3: It may be, yeah. One of the beauties of a game is you can imagine trouble before it actually 
has happened. I know we're not supposed to do anything about any problem until after it occurs, but just 
to be totally annoying, you might. 
 
Participant 5: No, we didn't because that wasn't the reason why we turned off the services. There were 
glitches and there were cyber-attacks of interference, but we turned off the service because the US 
government really wanted us to and the Saudis pretty much insisted upon it. It was more expedient for 
us to blame the glitches than anything else.  
 
Facilitator 3: The point I'm trying to get at is, isn't this slide suggesting it'd be useful for there to be 
someone to give a clean bill of health at some point so we can get back on the horse? 
 
Participant 1: Yes.  
 
Facilitator 3: It isn't clear that that exists right now. 
 
Participant 6: Even some kind of standardized technology like a black box equivalent could help say, 
hey, we're tracking what's going on behind the scenes in our in our satellites, so that when the NTSB or 
whatever the equivalent comes through, there's a transparent way to track certain metrics or certain data.  
 
Facilitator 3: I guess the point here is I've raised this, but I have no technical knowledge as to how 
feasible it is. I assume it's not very, or there'll be a lot of disputes about how much or to what extent you 
can do that. 
 
Participant 2: Well, it's also a different situation here. The NTSB regulations exist because US citizens 
have been killed. There’s a safety concern and we're trying to reduce safety risk. In this case, you're 
talking about cyber penetrations, which even if you had a black box, the whole idea behind a cyber 
penetration would be not leave any footprints, right? So, it's a different matter. In the in the NTSB case, 
the plane is cooperating with the black box, giving it flight data, whereas that may or may not be the 
case for cyber-attacks. I'm not sure that that's the right model but I hear what you're saying. 
 
Facilitator 3: In government the wrong model is a start and then you improve it. The idea that you have 
immaculate conception with this stuff is unbelievably aspirational. 
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Participant 2: Well, as we said earlier, these companies are required to figure out who they're selling to, 
even though they can't validate it in many cases if it's a third party. 
 
Facilitator 3: How much free food has been offered talking about these things at fancy hotels? A lot or 
not very much? Any impressions? You guys know more than I do. I never get invited because I'm too 
much of an amateur. It’s a serious question. 
 
Participant 2: The liabilities that we talk about at those meetings are not the kind that you're getting at 
here, but we have talked about this problem of misuse of space systems at a lot of conferences. Many 
donuts have died in this conversation. 
 
Facilitator 3: I'd like to give you approximate cause to gain more weight. It sounds like they need to add 
to their agenda one more meal.  
 
Facilitator 2: I think we only have another slide or two. 
 
Participant 1: One more point on this specific slide is the big thing that we would want is the Saudis to 
clear us of blame or prove that our stuff was being used in a bad manner rather than have us prove that it 
wasn't. We don't want to set that precedent of proving the negative. Next slide.  
 
Facilitator 3: For what it's worth, did your team talk to the Saudi team about that proposition? 
 
Participant 1: We did talk to them a fair bit asking was it a guy on the ground? Do you really think it's 
us? Do you have any actual proof? Are you just trying to blame someone as soon as possible because 
your own intelligence apparatus failed and led to the death of your brother and so you're going to get 
purged? 
 
Participant 7: We didn’t say it in those terms, just to be clear. We didn't say it that way. As your lawyer, 
that's not how we said it. 
 
Participant 8: Yeah, we wouldn't have stood for that. 
 
Facilitator 2: So, there was a comment in the chat. I don't know if Participant 3 is able to speak up if he 
wants to elaborate on that or I can read it for you. 
 
Participant 3: I'm not quite sure about aircraft or anything, but there are cyber breaches all the time in 
many other industries. And when my healthcare insurance got breached, I don’t think I had to wait for 
some government certification before they were clean to go back to service. 
 
Facilitator 3: Believe me, you’ve put your finger on something that cuts in two directions. One is you're 
right, they don't. The other is, they are hemorrhaging severely as a result. I don't know how sustainable 
that whole thing will be unless we do something. Of course, what we're doing has been written up, in 
2015, about conspiring with people who produce zero days or find them and buying them from them 
and letting them go raid our healthcare system. We’re not real clear headed about what to do about it. 
With any bad luck that could happen to this space industry. 
 
Participant 3: And the standard is just to offer a year of identity protection service? That's like the 
standard of care that's now expected? 
 
Participant 8: Credit monitoring. 
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Participant 9: I was wondering about this because it's come up with a number of different venues, what 
about crowdsourcing for the attribution? Is that feasible or possible here? 
 
Facilitator 3: Keep talking. 
 
Participant 9: A lot of times, at least what I've seen in cyber, is crowdsourcing reporting hackers and 
whatnot that tell how an attack has occurred or where to point the finger on something like that because 
they have a better edge at determining those things. 
 
Facilitator 3: As a kid, I used to go to the post office with my mother with some anticipation because 
you could see the wanted posters. You could read up on some really interesting people. Are you 
suggesting that the government put a bounty on information that's useful? Or industry does that? 
 
Participant 9: I think industry already leverages this. I don't think that they actually put a bounty out 
there. I think that people just, because of their niche in life or whatever, have an interest in pursuing and 
running down these things. I think hackers are some of the biggest contributors to us finding out about 
these attacks, who perpetrated them and where they came from. I'm not sure about that, but that's based 
on my research. 
 
Participant 10: Some of the ISACs in the various sectors, the one that I had, for instance, in the 
electricity sector, had both classified law enforcement and the five eyes embedded in all of those to 
specifically run down, through our own resources, attribution for things that were difficult to attribute. 
That happens, and it's all voluntary. 
 
Facilitator 3: It's voluntary. You're able to get good results without opening your wallet. 
 
Participant 10: We did one extremely expensive one where we actually put, network taps on the outward 
bound gateway routers for forty or fifty of the major utilities in the United States and Canada, and those 
taps went into an information sharing device which was encrypted and punched up to a place that that 
does reviews, and it was basically washed across the information in the classified webs. That 
information would come back on indicators of compromise, and we had a protocol that would bring 
back that information to the utility whose network that information was found on and that was washed 
down through my ISAC to the thing. We managed to do alerts and notifications on that to the rest of 
industry below a terror line. So, it's a little bit complicated, but it does work. 
 
Participant 6: I think this came up in the commercial team's conversations, which a lot of this 
conversation right now alludes to something bigger, which is, as the US role in the world changes, 
where it's not unipolar, where we don't have the same amount of leverage that we had in banking. 
There’s attribution and then there's the next layer, which is consequence, right? So, you can find out 
who did it, now what? I think as we enter a new world of different power dynamics, the other question 
becomes, how do we put some teeth behind any kind of consequence after we attribute? Adjacent to 
that, we had Airbus as one of our companies in the group, which I believe is French. There was this 
question of, the Americans can come in and demand certain things from companies that are licensed in 
or based in the United States but, we're not in a position anymore, at least in this scenario, and I think in 
real life where we can unilaterally, the US government, say this is what the new regulation is going to 
be. So, the question becomes, who does? 
 
Facilitator 3: That's a very good point. Is there any thought to having a different group dealing with 
space like the five eyes? Or is that considered irreligious? It seems to me that a lot of these problems are 
probably shared and can only be mitigated if there's some working together. I guess the question is, 
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would that just be endless conferences without reaching any conclusions? Does anybody have a sense of 
what operationally could be accomplished if we met with other friendly space fighting nations? 
 
Participant 2: We do actually do that. We talk to other friendly nations about how they licensed and/or 
restrict their use of commercial remote sensing and how we do it. I would be the 1st to tell you that we 
do not necessarily agree on those things. In fact, typically France has much more restrictive licensing 
requirements in terms of who can buy imaging from French sensors. On the other hand, they have much 
freer licensing requirements on selling satellite technology to other countries than we do under ITAR. 
So, we do have those conversations amongst governments, but there isn't a clear agreement amongst 
governments about what the standard should be. 
 
Facilitator 3: The important thing is never to reach any agreement. 
 
Participant 2: Well, if you're in the State Department and you reach an agreement, you've lost your job. 
So that's better. 
 
Facilitator 3: I’ll be asking each of you privately for your views after the game, but we have to get a lead 
on that.  
 
Participant 3: There is a space ISAC where the industry members and the government do share cyber-
attack information and other stuff in that private group. Now it costs a fair bit of money to join as a 
company, but that already does exist. 
 
Facilitator 2: In the interest of time, I think we should move to the Saudi team, so if the Saudi rep would 
like to start. 
 
Participant 11: Good evening, everyone, and before going into the questions, one general observation, I 
apologize if this sounds like fighting the scenario, but an overall observation that colors quite a few of 
our answers is we found space didn't matter that much to us. And let me explain that, as far as our team 
saw it, the really new thing here strategically was Iran's willingness to escalate to the level of attempting 
to kill the royal family, and conducting massive strikes on Saudi cities. The fact that there was some 
space technology possibly used in these attacks didn't really matter very much. Maybe it did and my 
apologies to the commercial team, but at one point they suggested, how do it wasn't a guy in a vest with 
a regular old cell phone on the airport? And yeah, it could have been. From our perspective, if you took 
space away entirely, there's still the fundamental strategic issue that Iran had shown themselves willing 
to massively escalate. So, we didn't care that much about space in some ways, and the Iranian attacks on 
Saudi infrastructure were fixed targets well known from Google earth. So, we didn't see that the space 
capabilities were actually what was really new or really critical for Iran to pursue their attacks. So, with 
that as some overall perspective, on question one about what can help prevent misuse of space data, 
shutter control, withholding imagery. We're not happy having to rely on the good offices of the US 
government to lean on satellite companies, and we think we and many other allies would look at the US 
government and think they're American companies, you ought to be able to tell them what to do. That 
they’re private actors would not necessarily cut a whole lot of ice. We didn't see any good way that 
anybody could enforce norms in a high intensity conflict unless you're a country that has antisatellite 
weapons and you're in a position to truly enforce. We didn't feel like we got as much cooperation as we 
might have liked out of the commercial sector, and I will admit our group mostly, not being commercial 
satellite people or legal and insurance people, we did not have strong feelings on the indemnification 
question. That didn't seem to matter much from the Saudi perspective.  
 
We were getting hit with the same old missiles that Iran was providing the Houthis so from our 
perspective, the attribution that mattered was, is this ultimately traceable to Iran? And that seemed pretty 
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obvious. We were not really worried about, was it a SpaceX cell phone or did Maxar take the image? We 
knew it was Iran. 
 
Facilitator 3: Let me just intervene and ask. It didn't matter if it might have been China or Russia? 
 
Participant 11: We did press China a little bit. China has got a good relationship with us, they get a lot of 
oil from us, with no other information and no obvious way for us to figure anything out other than the 
Chinese denying it, we didn't think we had any real capabilities to figure that out. We also had relatively 
little ability to push China, so this was all about Iran as far as we were concerned. 
 
Facilitator 3: Now you do realize that both Russia and China have given targeting information to the 
Houthis. I mean that's not in dispute. 
 
Participant 11: Well, our ability to put real pressure on China is pretty limited. There needed to be highly 
visible public pain inflicted on somebody, and weren't going to be able to drop a missile on Beijing. 
 
Facilitator 3: I think what you're saying is, we looked for the keys where there was light and the light 
was Iranian. 
 
Participant 11: I think that's fair. We did not spend as much time on the China option as perhaps the hint 
in this scenario suggested because we didn't see that leading very far. 
 
Facilitator 3: Interesting. 
 
Participant 11: Next. We felt visible military retaliation against Iran was absolutely necessary. I 
shouldn't say we didn't care at all about space capability; it just wasn't as important as going after Iran 
and changing their decision calculus. We definitely did think that we could use economic leverage. The 
Saudis want to invest a lot in space, for a company like Airbus, we do business across a range of 
business lines, so we thought, in our case at least, we could certainly hold out to companies. If they were 
not cooperative, we would find other companies to work with. We did explore the idea of asking the US 
if they could take out the Iranian satellites somehow. Even if we had our own capability, we figured that 
would anger space powers enough relative to the actual pain it would inflict on Iran that that probably 
wouldn't have been very useful, and the Americans did not respond to our suggestion that maybe they 
would have some way to clandestinely destroy the Iranian satellites. 
 
Facilitator 3: Stop right here. One of the most flamboyant spending nations in the world would not 
consider buying either from China or Russia or developing with someone else laser dazzlers? 
 
Participant 11: I'm sorry, I meant destroy. We did in fact get dazzlers and jammers from the United 
States and we absolutely were using those to interfere with the ability of the satellites to operate. We 
meant, we would have been interested in destroying the satellites to take that capability away from Iran. 
 
Facilitator 3: For what it's worth, with optics, if you dwell long enough, you destroy the optics. I'm not 
so sure about other things, but definitely if you do it right and you get right up to the barrel and you put 
enough energy, you can destroy a satellite’s ability to function. Will that be something that the Saudis 
will now be interested in getting? 
 
Participant 11: I think so. I would be stunned if the Chinese or the Russians were willing to sell kinetic 
ASATs to any foreign country, but I think absolutely. We were very focused on punishing Iran 
immediately. So, what should the Saudi military do longer term? We didn't spend a lot of time there. The 
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questions didn't really push us in that direction. But yes, I think the Saudis absolutely would, we did 
request such things from the US. 
 
Facilitator 3: All you would need is have an agreement with another nation to help track things for 
peaceful purposes using lasers, then just make them a little bit stronger than normal. 
 
Participant 3: No. They have to be a lot stronger than normal. We're talking multiple orders of 
magnitude stronger.  
 
Facilitator 3: Well, I mean if you're trying to burn skin… 
 
Participant 11: What I've seen in the open press is the Chinese do dazzle American satellites, but I've 
never seen anyone suggest they've actually permanently blinded one of our satellites by doing it. 
 
Participant 2: Just to be clear, it doesn't take that much power to dazzle a satellite. A couple hundred 
watts is certainly within the means. In terms of how much it takes to damage a satellite that is so 
dependent upon the focal plane that's being used, the optics that are being used, and so many other 
conditions. It's impossible to say but Participant 2 is correct in general that is an order of magnitude or 
two above a dazzling. It's not a clean break because a satellite with high magnification requires less 
power than a satellite with low magnification. 
 
Participant 10: There are also protections on some of the satellites against this type of thing. It's been 
studied since the seventies. 
 
Participant 2: That's absolutely right. We can't go into what the protections are on US national security 
satellites, but certainly some of the larger companies especially Maxar have executed some protections 
of their own to prevent damage. And obviously the best way to do it is just look away. But for anybody 
trying to blind a satellite, it's very hard to determine what's the right level to go to, to blind and not 
damage.  
 
Facilitator 3: Then we don't have to worry about it.  
 
Participant 11: Most of the Iranian attacks, their attacks on our civilian infrastructure, you don't need 
real time space imaging for that. We were very concerned about the cyber-attacks on our air and missile 
defense capabilities. We didn't see the incremental military capability that the Iranians were getting from 
these space services to be the biggest issue. If the Iranians are at the point that they're blacking out 
Riyadh by bombing all of our power plants, the issue is not do they have real time space imaging? The 
issue is they've decided to go to war with us. Next slide.  
 
We figured the Saudis would probably like the idea of greater international norms or even laws 
anticipating the US would say there’s nothing they could do about private companies. We would likely 
think that countries ought to be expected to have greater regulation of their firms. We were a little 
unclear if the insurance question was asking, should Maxar have insurance so that if somebody uses a 
Maxar image to blow up the grand mosque that Maxar owes Saudi Arabia eighteen trillion dollars for 
that damage? Or if it meant should Maxar self-insure that it can buy itself a new satellite if their satellite 
gets blown up. It seemed to us unlikely that a company would ever be able to insure against war damage 
caused by indirect use of its products. If that's what the question was getting at, we didn't have strong 
feelings on what the companies ought to do in terms of insuring their own assets. We did note that 
there's a whole lot of open-source satellite imaging available, some from public sources like very 
frequently updated European imaging data and European synthetic aperture radar data. You can pull a 
lot from some of the private companies, too. There's going to be an issue there unless you tell everybody 
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to stop taking pictures of everything. Even though we may have felt aggrieved by this, as Saudi Arabia, 
we recognize that this is not an easy problem given the availability of so much open-source data. The 
other thing that came up in our discussion that might be worth mentioning in that context was not only 
imaging communications, but things like satellite-based AIS, or if you get civilian air traffic monitoring 
from satellites. ADSB for airplane identity, is there a satellite capability there? 
 
Participant 2: There is. Iridium has a satellite capability. 
 
Participant 11: Okay. And you can get ship and airplane tracking data, you don't even have to pay for it. 
You can go to various AIS sources and do a lot of tracking. That's something we also think is going to 
come up in this context. 
 
Facilitator 3: Just a general observation. The Houthis, ten years ago, had almost nothing to play with of 
any range or accuracy. Imagine the Houthis ten years from now. The range and the precision is going to 
be relatively brilliant compared to what they have and therefore as you get further out in your ability to 
strike and draw people into your network of grief, I think these issues might be looked at differently. 
 
Participant 11: The focus didn't take us in this direction, but our group did, early in Move 1 discussed 
GPS jamming in case that would help reduce the precision of the incoming Houthi weapons. If 
DoorDash was not able to deliver in Riyadh anymore because GPS wasn't working that would be worth 
it if we're interfering with the terminal guidance of the Houthi missiles. The questions didn’t quite get to 
that, but we would. It shouldn't be that hard. GPS jamming is not difficult a technology to acquire. And I 
know we talked about it; we would definitely want to think about what we could do to deny GPS to 
incoming Houthi munitions. 
 
Facilitator: That's one thing, but believe me, there are workarounds even for GPS. So, I guess the 
question for the group is, how do they see things with enemies or adversaries with much longer-range 
missiles that are pretty precise? How does that change their perspectives? After this event, you might 
want to plan for ten years out, and it wouldn't be about what just happened, but what you think will 
happen. 
 
Participant 2: This is what the Russians are wrestling with right now with not long-range missiles, but 
quote long range drones that weren't necessarily long range, but were executed at long ranges, right? 
This is not a future question, this is a current question. 
 
Facilitator 3: We're in violent agreement, but what do you make of this? In other words, does that 
change the way you would answer these questions? 
 
Participant 11: I think probably. We didn't really think about what does this lead to ten years from now? 
We did have some discussion of what sort of targets require real time ISR versus not. To the extent the 
Iranians were focusing on civilian infrastructure, that didn't seem to be as critical. Even for the 
presidential plane, again, that didn't seem to be as necessarily space related. On the other hand, if we 
were trying to do air strikes on Iran and they had some kind of space-based air tracking system, that 
could be tremendously useful to Iran. They'd be able to track incoming planes farther away than they 
can with their own territorial radars. In the particular set of things that Iran was doing, it was a little less 
critical but I think we certainly could imagine areas where Iran having a real time moving target 
indicator capability from space could probably be pretty helpful to Iran in a number of ways. If the 
game had continued, strike Iran. Try and get the US to strike Iran. We know they were very reluctant to 
do that. We were thinking about ways we get China to help us? We were definitely raising the issue with 
them that they get a lot of oil from us. A limiting factor in the near term is the Saudi military is not as 
capable as one would like to carry on a war against Iran on our own. So, we figured we would likely do 
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some, tough, very visible, very public, even symbolic strikes. We like the idea of attacking the 
Khomeini airport since they attacked the airport in Saudi’s capital, but hit Iran hard and declare victory 
was more realistic than trying to pursue some kind of sustained war against Iran. And diplomatically, 
seeking sanctions against Iran. For attribution, in the sense of whose behavior did we really need to 
change to solve our strategic problem? It was Iran. Did somebody use a terrestrial cell phone or a 
SpaceX direct to device? That seemed less critical to us. We sincerely did want the commercial 
companies to try to answer that, and we wanted our intelligence services to look into it. But there 
seemed to be very little ambiguity about ultimately, the strategic actor whose behavior we were trying to 
influence here. Even if there'd been a complete blackout of imagery and space comms, if they're up to 
the point of striking desalination plants to take away water for our cities, they were going to be able to 
do that with or without space. So that wasn't the number one strategic problem we felt we had to solve. 
What does our military need ten years from now doesn't matter very much if the King is overthrown 
because the public has lost confidence in his ability. 
 
Facilitator 3: Just one question before we open it up. Did anyone in this entire group think at any 
moment that the Houthis might have taken action against Saudi Arabia on their own and had gotten the 
information they needed to deal with things that moved without relying on Iran? 
 
Participant 2: I certainly believe that's a valid scenario. I don't know that we ever did determine that Iran 
was involved, even though obviously Iranian missiles were being used. That said, that was not our call 
to make either. 
 
Participant 11: I will punt here and defer to the members of our group who actually do have experience 
with Saudi Arabia who both felt pretty clear that the kingdom would not have any trouble deciding 
immediately that it was Iran, whatever the evidence might be. 
 
Facilitator 3: You have to play your team 
 
Participant 12: I thought maybe it was China actually. I went to a conference recently and their concern 
about nuclear technology in Saudi Arabia being Japanese. So, I thought about China a lot. I didn't bring 
it up, but I definitely thought about it just because I've been learning a lot about their role in Egypt. And 
I do know that they're worried about if Iran gets the weapon, the Saudis will, and then it'll be Egypt, or 
Turkey it depends. I definitely thought about China but tried not to redo the game. 
 
Facilitator 3: Well, you're not redoing the game. One of the possibilities raised in the game was who is 
helping whom and who is forcing whom to do what? Now it's fair enough that the Saudi team looked at 
what was being shot and said that came from Iran, that's all we need to know but I was just curious 
about the rest of the group. 
 
Participant 9: I thought about Russia and China. I thought China might have provided the capability, or 
the information as a test bed for some of the things that they've been trying to do with satellites and 
moving target indications. I thought it could have been Russia as well, because they would love nothing 
more than stir up more trouble for us in the Middle East. But in the end analysis, it's Iran that gives the 
missiles and so Iran's the problem. If they have the information but they don't have the missiles, who 
cares? If they've got the missiles but not the information, they still fire the missiles, it's just not going to 
be accurate. So, Iran's the problem. The other two are just facilitators. 
 
Facilitator 3: Keep in mind that the lockdown action was killing somebody in particular at a particular 
time, and that was not just something that happened accidentally. 
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Participant 2: Going back to what the Saudis said in terms of how they viewed the space play here, I 
don't think there was any evidence in any of the scenarios here that space was involved in any of this. 
Therefore, the Houthis could have been doing this completely on their own. Iran, of course, was 
supplying the missiles, so that's the more proximate problem here, but from a space perspective, there 
was little evidence presented that space was directly involved in any of this. 
 
Participant 8: Well, it wasn't just the missiles. It was the cyber-attacks on our air defense installations 
that also made it smooth as possible. We thought that was well beyond the capability of just the Houthis 
to do. And the minute our civilian infrastructure was attacked Iran weighed in claiming they were 
standing up for the oppressed peoples of the world. We were confident that we had at least the outline of 
the correct answer. 
 
Participant 11: If there'd been some kind of signal from Iran publicly or quietly that they have an 
understanding of how we go at it most days, but trying to assassinate the crown prince was their idea, 
not ours. But any signals that were suggested from Iran leaned the other way. We didn't see much to 
suggest there was a lot of daylight between the Houthis and the Iranians on this. 
 
Facilitator 3: I think you can blame control for that, and I apologize. 
 
Participant 11: As somebody who is around war games, I understand exactly how hard it is to set these 
up. But if you'd really wanted to make life difficult for the Saudis, some kind of quiet outreach from the 
Iranians suggesting this was the Houthis on their own, maybe even supplying some evidence that it was 
the Chinese or the Russians, that would have really given us a problem to think about. 
 
Facilitator 3: Well, that's useful. By the way that still can be dialed into the final action report. That's the 
reason we're having the hot wash, to make some of the corrections to the game that are apparently 
needed. 
 
Facilitator 2: I think in the interest of time we can move to the US government team. I understand that 
you're not going to use the slides directly, but I'm just going to run through them, so we know what 
question you're on. 
 
Participant 2: Yeah, you can just go to that first slide that we did fill out. We've covered a lot of this 
already but there really are two sides to this question. Ignoring everything we just talked about the fact 
that space may not have been involved at all, let's just talk about what we really have in space and what 
we could do in space if we want to. There are the regulations that currently cover commercial remote 
sensing, which quite frankly give the US government just about all the control it needs to tell companies 
US companies to not image in places, to restrict the flow of data, to provide reports on who the data is 
being sold to and all other kinds of things. There are also some firms, both domestic and international 
understandings that if you take a picture of a country, as a commercial company, you're supposed to 
eventually allow that country to get the equivalent picture that you sold. So that's an interesting part of 
the overall structure that commercial remote sensing has grown up with. I think our team thought we've 
got the right controls over commercial remote sensing companies to validate and to direct what they're 
doing and that's understood both in statute and in regulation and in licensing. We don't have that for 
commercial communication companies, which up until recently there were very few commercial US 
owned SATCOM companies. Most SATCOM companies were and are incorporated overseas. It's only 
in the recent years we’ve see a significant increase in US incorporated companies. When incorporated in 
foreign countries, that gives us less control over them. For the ones that are incorporated in the US 
though, we don't maintain a licensing authority or a regulatory authority to be able to do with them 
things we might want to do that we have done with commercial remote sensing. There is precedent for 
some of this. If we look at what happened in Ukraine and the whole Starlink debacle there, what was 
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happening very early is Starlink gave Ukraine services for free. Elon must have supported the 
Ukrainians were free. And the US government was not sure it was happy with that or unhappy with that. 
It kind of went back and forth for a while. Then there were accusations that the Russians were using 
Starlink against Ukrainian forces. Eventually the US entered into a contract with Starlink to pay for the 
services, but that contract gave them a little bit more say over how the services were used. I don't know 
the terms of that contract possibly somebody else does, but certainly that contractual relationship took 
the place of a regulation or a statute that might otherwise give the US some say in how Starlink was 
used in that scenario. The commercial companies in their answer to this question were worried about the 
impact to their international business if they started shutting off the use of commercial remote sensing 
on their own accord, and could they be relied on in the future? That situation did arise back during some 
of the conflicts in Bosnia and Herzegovina. I related this to my team yesterday that during that conflict 
Eutelsat was being used to support some of the fighting that was going on in Europe against the US side. 
The US actually went to Eutelsat and asked them to turn off those connections otherwise the US was 
going to jam Eutelsat and they responded, please jam us, we don't want to turn it off because that would 
hurt our business over the long term. So we ended up jamming those signals rather than them turning it 
off. In this way, the order that we gave to the commercial companies to stop imaging made it easy for 
them to not worry about the business implications of turning off imaging over Saudi Arabia because we 
just told them to do it. Let's go on. So, this was a question about attribution and I think we've already 
talked a lot about it and cyber services and everything. I don't want to go in there again. But, we focused 
a little bit more on what is the US government doing and how do they should they think about these 
space services and what do they need to develop in terms of policy? This actually goes to the 
indemnification question as well. Many of you know that that we do have both statue and contracts that 
dictate how the US uses both commercial air capability and commercial sealift capability in times of 
war. Those are arranged under the CRAF system or the VISA system, for maritime. Included in those 
arrangements are both contractual responsibilities for the carriers to commit certain parts of their fleet 
during certain levels of war. Also in those statutes are indemnification clauses. Those indemnification 
clauses are more concerned with if a US carrier or your ship is damaged during its support of US 
wartime needs, that they are indemnified against that loss. As I told the team when we were discussing 
this, the interesting part of that indemnification is we actually don't indemnify the companies. We 
indemnify the secretary of transportation who maintains the maritime and aviation insurance funds. So, 
we indemnify their funds against claims that might arise from US military use of their capability. In 
other words, we pay, we pay the insurance funds back so the insurance funds don't run out of don't run 
out of money. And that's stipulated in US law to do that. We don't have any equivalent of that in the 
commercial space world, and there is no such thing as the Department of Transportation maintaining the 
space indemnification fund, and we don't have a way to indemnify them that way. That said, as someone 
brought up during our discussion, the US Space Force is trying to figure out, what is its stance for 
commercial firms in terms of indemnification? What responsibilities do they have, and how might they 
implement that? They haven't gotten very far on that yet, but that that is an active ongoing discussion 
within the military. And again that became more important during Ukraine because as somebody said 
earlier, we have had used US firms’ satellites lased during the conflict in Ukraine, and we don't know 
the extent of the damage because that's commercial proprietary information although I think we can 
assume that the damage has not been significant, but there were a lot of meetings within the White 
House and in the DNI's office and other offices trying to figure out what do we owe them in terms of 
warning, what do we owe them in terms of indemnification? What do we owe them in terms of 
technology? To go back to what was said earlier, should we be sharing some of the technology we've 
developed over time to help them protect against such things? So, all of those are, are ongoing 
discussions. 
 
Facilitator 3: What's interesting is if we're sending merchant marine ships, or private ships to bulk up 
our merchant marine, as part of a war effort, that's pretty darn clear. In the case of Ukraine, it becomes 
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less clear because it isn't as though those are US forces down there, they're Ukrainian. In this case, it's 
even less clear. Am I right? 
 
Participant 2: Not necessarily. If you remember under Lendlease, we provided convoy support for World 
War One well before we ever entered the conflict. 
 
Facilitator 3: Are you comparing Lendlease to a situation where an American government is not 
involved at all? 
 
Participant 2: I don't know that I'm making that comparison because I haven't thought about that deeply 
enough to give you an answer. The interesting thing that you can find is all sorts of times when the US 
has interfered with, directed, or taken hands off the closest commercial companies for national security 
reasons. During World War two we basically took over a lot of the manufacturing capability in the 
United States to support US war needs and there were obviously many losses that were suffered by 
those companies in terms of their commercial sales. I don't know that we have a perfect parallel for this, 
but I think there are things that can be done in this regard. 
 
Facilitator 3: You would need to create those parallels. There has to be a narrative. That's interesting. In 
other words, does some kind of liability in indemnification adhere to requests by the US government for 
folks to do certain things? 
 
Participant 2: I used the example of World War One. The merchant Marines began in April of 1775 
actually, and the first war where the US shipping industry didn't come to the US’s aid in the way that it 
used to was during World War One because most of the commercial shipping had ended up being 
flagged overseas, that led to passage of the Merchant Marine Act, which reshored a lot of commercial 
shipping by requiring that if you were going to transport goods between any two US ports, it had to be a 
US flagged ship built with US steel manned at least 50% by US sailors. We made that law specifically, 
to make sure that there were sufficient commercial shipping concerns— 
 
Facilitator 3: We’ve got to get through the questions and leave these historical untied things untied. 
 
Participant 2: I'm not even going to answer this one. Let's go to the next one down. I want to go to the 
fifth question. We decided that while we would love to see a ceasefire, the first thing we would probably 
do is escalate in this situation. We believe that given what happened in the last move of the game, the 
US would have entered and actually brought kinetic force to bear against Iran in support of Saudi Arabia 
in order to drive them to an agreement to cease fire. We talked persuasively about some parallels in the 
past that worked to end hostilities in the Gulf. S, that's what we would have done in this particular game. 
What's the last question? I don't even remember anymore… We've already all talked about attribution 
enough. In a tactical responsive scenario like this, attribution becomes very, very difficult, nearly 
impossible. Certainly, the forensics could be done later if indeed space systems were involved. We could 
go ahead and focus on some attribution, but in real time, as you heard the Saudi folks say they didn't 
care about attribution, and to actually try to do it in real time would have been nearly impossible. I'm 
going to stop there because I want to have more discussion than just me talking.  
 
Facilitator 3: Just to get things going on that last point, how important is attribution to the way we think 
about war? How we think about what we're responsible to do in response to things? Is there a change 
here from what we've experienced over the last hundred years? Or has this always been in your eyes a 
severe problem and this is just another footnote? 
 
Participant 10: The Lack of attribution in my world with the ISACs and the electric sector would drive 
me to look at what actions I could do without the attribution versus what actions could I do with 
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attributions? And that gets me into the conversation around statutes and authorities for who has the 
statute and authority to do a particular action. In the private sector I have a tremendous amount of 
authority to do whatever the hell I want in terms of information gathering, contracting, blah, blah, blah. 
But when it comes to putting leverage on somebody who I think is causing my pain, then I have to 
search for my federal partner that has a statutory authority that could do that, provide them the proof I 
have, and let them deal with the attribution issue. For me, I'm defending assets. What do I have to do to 
my assets to mute whatever the threat happens to be? So, it helps me decide. 
 
Facilitator 3: By the way, this suggests that the bureaucracy of America is not up to this task that we 
need someone to make decisions whether they’re right or wrong at some level. We need to follow the 
Saudi example. 
 
Participant 9: The attribution issue for me was kind of ambiguous. On one hand, it might not just be 
imagery, it might be other sorts of information that's coming from space or space-based capabilities 
that's helping them to do the targeting. It may just be traveling through space as a communications link. 
Someone pointed out in the group, would we hold a cell phone carrier responsible for that? And I don't 
think so. I think it really comes down to whether or not people within that space company knew and 
were helping to process the information in a way that it could be tactically used and knew it was going 
to be used for those purposes. Then I would look at them like an arms dealer. He's selling to both sides. 
He's a bad guy; he needs to be taken out. 
 
Participant 2: Somewhat of a parallel here is how commercial SATCOM companies are used to enable 
unarmed combat vehicles to kill high value targets. Until very recently almost all of those operations 
were conducted over commercial satellite communications. As we've outfitted the wideband global 
SATCOM system more and more and more of them have turned to using government stuff. But almost 
all of the strikes were directed from Nellis Air Force base using SATCOM links that were commercially 
provided. To the point that was just made, nobody sued any SATCOM companies over the killing of 
high value targets. 
 
Participant 13: Just to piggyback on those comments, in the context of this game, the attribution 
problems about space activities asked us what actions would we take against these different commercial 
space actors? For that, the attribution piece is huge. The Saudis make their fair point; these strikes are 
attributable to Iran. But how the intel is flowing to enable that, no one can tell. So, anything that we're 
doing is kind of a best guess. If we act against a sector or company or state believing that they played 
some role in this and then that's not the case, it can not only prove to be ineffective, then also make us 
look trigger happy, foolhardy, irresponsible, acting on bad info. There can be a penalty for acting on 
faulty attribution that occurs in a lot of contexts but I think is certainly raised here.  
 
Facilitator 3: This is a provocative statement, maybe incorrect. Are we emulating the Spanish American 
war here with the reaction to an explosion? 
 
Participant 3: There's the point Participant 11 made earlier, n some cases you don't care if you made a 
mistake. The point is the example you're making and letting everyone know you're crazy, willing to fly 
off the handle, whatever, that may be the point you're trying to get to and the attribution doesn't matter at 
that moment in time. 
 
Facilitator 3: So, if I was China or Russia, I could help things kind of cook in a region and get away 
scot-free. 
 
Participant 2: Facilitator 3, I'd also hasten to add that, on the other hand, even lacking attribution that US 
space assets were involved in aiding the strike, the US government ordered the commercial companies 
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to stop imaging Saudi Arabia because the consequences of that order were minimal. The level of 
attribution is dependent upon the level of consequence that you take with or without the attribution it's 
not a constant scale. There's no harm to anybody when we tell the companies to stop imaging in Saudi 
Arabia, so we didn't need to worry about the attribution question very much. But shooting down a 
Maxar satellite because it's helping would have required an incredibly high level of attribution. 
 
Facilitator 3: That's clear, but I think what Participant 13 was raising is that you can aid and abet a really 
bad situation and not necessarily get pinned. 
 
Participant 2: Oh, absolutely. 
 
Facilitator 3: Is that new or not new?  
 
Participant 10: That happens all the time. Through different means, I can get other people to do 
something on my behalf without anyone ever knowing it was me. 
 
Facilitator 3: So, that explains World War One and Two?  
 
Participant 10: This is influence operations. Propaganda also feeds into that because you can radicalize 
people and spontaneity does work. You have done something with no attribution ability whatsoever to 
you. You're just taking advantage of something. We’re seeing that today. 
 
Facilitator 3: Enough with today. I'm asking has anything changed here? Or is this no different. 
 
Participant 2: In my mind, this is just a different way of accomplishing what we've accomplished using 
other vectors in the past. 
 
Participant 3: Participant 5 and I ran a tabletop scenario about ten years ago with CSAS on space and 
escalation dynamics. In the scenario we had multiple people doing cyber-attacks against one entity, and 
one did it, was unsuccessful, but was attributed. The other one was successful but unattributed, and so 
the other party blamed the other one knowing full well, they were not the ones in charge.  
 
Facilitator 3: I need to get you all back to remember the main. We're kind of talking past one another 
here. 
 
Facilitator 2: I have a question for those who have the experience of partaking in any corporate war 
gaming if that's done at all. Because we're saying, in the scenario we're in right now, space wasn't 
particularly important, it could have happened without space-based assets, I'm curious what would be 
something that a commercial satellite company would think about war gaming even if it's rarely done? 
I'm just wondering what they would be worried about or what you think needs to be war gamed more. 
 
Facilitator 3: I get the sense the corporate America doesn’t want anything gamed. 
 
Participant 14: Perhaps how the US government would respond to an attack on our commercial satellite. 
 
Participant 3: I was in a game recently that looked at how the government might put in place the CASR 
stuff. It was a game to explore how that works in reality, and it was really interesting because we had 
some people playing that were from the civil aviation world where that mechanism already exists. And 
it was really interesting to hear some of the politics and even game theory of how that has played out in 
the aviation world. For example, the government might say, we are thinking about invoking this and the 
airlines would scramble to make as much capacity as possible available because they don't want the 
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government to actually invoke it because that means much worse consequences for their existing 
business and customers. This game just looked at one particular category of space applications. You can 
surely do more for others. 
 
Participant 2: The question that somebody asked about, how would the US really respond to an attack 
on a commercial satellite is very interesting, because the US does not know the answer to that question. 
 
Facilitator 3: But industry does, they want to be indemnified. 
 
Participant 2: I can't speak for industry, but I'm not sure they necessarily want to be indemnified, maybe 
they do maybe they don’t. 
 
Participant 5: I feel like I remember about ten years ago, INTELSAT was undergoing some interference 
from another country's satellite and went to the US government and said, hey, can you talk to their 
country and tell them to stop? And the government was like “nope, you’re on your own.”  
 
Participant 2: It wasn't interference. It was close broach. And the US government said look they're not 
harming you, so there’s nothing we can do. 
 
Participant 3: Not Galaxy 15, that was the zombie sat that failed and was drifting. This was Intelsat 29. 
 
Participant 15: I just wanted to throw my voice in and agree that this would be an excellent area to study 
because it's not just what would the US government decide whether to indemnify or not or support, it's 
what responsibility then does the commercial company then have back to the US government. And also, 
what impact would an attack on a commercial satellite have on the customers of that satellite and what 
responsibilities exist because of that? I think this is a very interesting question. 
 
Facilitator 3: By the way, it's absolutely fascinating and as a result, something NPEC would never 
bother with. And the reason why is we need WAR and preferably something with nuclear powers, 
please. So, as interesting as it is. My guess is my operation could not make the lift for this. The 
connection here was to what extent does confusion about attribution cause confusion in warfare. Now 
what we had was a strong Saudi actor that was ready at the drop of the hat to move from the Houthis to 
Iran very quickly anyway. In that context, all of this other stuff is not controlling or dominant. But it 
does sound like you can get a ball rolling and cause a lot of mischief and not get caught because it is 
quite conceivable that the assistance did not come from a commercial operation at all. 
 
Participant 9: I think what you're saying is that if China or Russia were the actor here, they were just 
leveraging a crisis to their advantage, and for whatever reason they were doing it, whether it's to draw 
US forces into that area, get us bogged down in another conflict there so that they could have a freer 
hand and improve the potential for them to succeed in a different theater, the bottom line is that this was 
probably going to happen sooner or later because Iran in Saudi Arabia at each other's throats. Neither 
one can tolerate the other. It doesn't matter who lit the match. The problem is it's going to go that way 
anyways. 
 
Facilitator 3: I'm of the school that later is better, but okay. Slower is the speed I like. There are an awful 
lot of quiet people here. Does anyone want to venture what they thought was most impressive? Or that 
they didn't expect that they experienced because of the game? 
 
Participant 2: I won't answer that question, but hearing nobody else volunteer for anything else, I did 
have one insight that I think is important. I've worried about this for a long time, and I think your game 
highlights it. We don't have any way to control how services that clearly have such direct warfighting 
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capability or war supporting capability are used. We have no legal mechanisms for that. And I think 
that's wrong. I'm not sure where Elon Musk's head is these days other than on his shoulders. But the fact 
of the matter is that under current law, Elon Musk could choose to support the Chinese against the 
Taiwanese and while I'm sure the US would figure out some way to prevent him from doing that, there's 
no mechanism that exists other than the US government nationalizing the company. 
 
Facilitator 3: No mechanism to legally have authority or to technically find out? 
 
Participant 2: Both. We don't have either of those things. We have neither the technical capability nor do 
we have the legal authority to direct it. Like I said, I think under general US law you can nationalize a 
company and take it over, but that's not where you want to have to go. 
 
Participant 16: This exercise reminds me of a lot of things. I think we are underestimating Saudi 
Arabia’s willingness to fight. Their territory was attacked as well as their infrastructure, and their 
Minister of Defense killed. I think they are going to expand or escalate even if the United States is not 
willing to provide kinetic support. We want to escalate to deescalate. And also, attribution is not 
important for Saudi Arabia because they are not willing to engage in an arms race with Russia or China. 
Their major enemy is Iran. They are willing to attack if they have any opportunity to attack Iran or the 
capability. This is the perfect opportunity. They can identify as a victim. They can call for help from 
other countries. Also, the unclear background of the attribution and that uncertainty make this kind of 
conflict into a wider war. Then a non-state actor could leverage this severe instability. And one lasty 
thing, if North Korea was attacked by the United States, North Korea would not retaliate against the 
United States but would attack Japan and South Korea. So, whose bag is not important? 
 
Facilitator 3: Fair enough. 
 
Participant 12: I was going to put my hand up. I think we had someone from Taiwan on our team too, 
maybe, and I liked learning that their perspectives seemed very regional and Participant 16’s opinions 
brought it to the surface with the Saudi scenario. I honestly think that the Saudis have a lot of hands to 
play, quite a bit of leverage economically and in other ways that weren't really talked about. I would 
love to have been involved in this game classified, but I learned a lot and it was nice to see everybody 
bring their knowledge to the table and we had a great MBS and defense minister. So thank you. 
 
Participant 17: One thing that really struck me on the commercial team was the mixed incentive 
structure we had. We had a lot more incentive to keep the American team happy because three of us 
were domiciled in the US, and with the Saudi team, we tried in some ways to placate them, but 
fundamentally it was ok if we had to sever that relationship. The practical consequences that we had to 
fear from the US side were pretty mild, just because a lot of that legal architecture hasn't really been 
written yet. The initial communication really had to be clarified before we even felt it was worth 
responding to. But on the Saudi side, there was a concern that there was going to be some arbitrary 
action, which though the consequences were lower, the risk was higher. 
 
Participant 8: One of the things that struck me watching the Saudi team unfold was the development of a 
strategic narrative. I teach at SAS which is the Air Force's strategy school. Five years ago, none of the 
students were reading or talking about narratives and recently that's become very front and center in 
their studies and in their interests, this idea of building a strategic narrative. I think over the days of this 
game, the Saudi team built this narrative, we figured out what had happened, how we wanted to portray 
it. And our relations with the US and with the commercial team played that out. I think the game 
brought that out and it was a fairly realistic element which I appreciated. 
 
Facilitator 3: We had a pretty solid Saudi team, I think. 
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Participant 6: This was my first war game, so I really appreciated being able to be a part of it. I really 
appreciated how diverse the teams were in terms of different sectors and different types of experience. I 
think in a modern war, that's what it's going to look like. One of the things that really stood out about 
this was the broader implications. We're in this era where there's a lot more ambiguity about what 
constitutes war fighting. You have a lot of players. It’s more multipolar than it's been in generations. I 
have CNN on my left over here and I think seeing what's happening right now is a great example. When 
you talk about narrative, there's like Rorschach test, right? You have all these different players and 
there's this ambiguity about who would win in a conflict from region to region. Once one party breaks 
through and they decide to launch a hot attack. It gets really chaotic really fast, right? It’s like, is it the 
Houthis? Well then, it's really Iran. Well, if it's really Iran, the Russians are supporting Iran, so is it 
really the Russians? At what point do we decide to stop escalating? It feels like there's a lot of ambiguity 
about what constitutes war fighting and who would win in a conflict. In some ways that’s really 
alarming but it was a privilege to be a part of this sort of scenario because it felt realistic. 
 
Participant 4: This is my second wargame with NPEC. I learned a lot in just two games about the 
perspective of commercial sectors and how their concerns might play out. That's still the issue we're 
trying to navigate through currently. The US government seems to be much happier to provide critical 
capabilities, but there’s still a lot to be discussed. I learned a lot from everyone's contributions. I was 
surprised in learning about the Ukraine scenario that cyber comms did try to harm forward things in 
Ukraine before the crisis broke out. And I wonder if that's considered an option for US cyber comms 
when that cyber disruption probably will impact their mission insurances in the region. Will that harm 
forwarding consider the options that we sell even that kinetically involve the region? 
 
Facilitator 3: I think you’re onto something because prior to the invasion of Ukraine, the United States 
government did a great deal to try to insulate Ukraine from the kinds of assaults that they experienced as 
soon as the war began. And that's helpful. The other thing, and I do think this is different, because there 
are so many possible sources of communication services and imagery services, it's different than it was 
fifty years ago. The dominance of the US government and what it can do to reassure close friends of all 
sorts of things, is polluted, if you will, by so many other providers of similar or practically similar 
services. I think that is new, and I think that is different. And I think the game did a pretty good job of 
highlighting how confusing it can get.  
 
Facilitator 2: Thank you everyone for participating. We are really very appreciative of you donating so 
much time to us.  
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